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Abstract

The fourth industrial generation brought both solutions as challenges. It alloweatey
efficiency and effectiveness in manufacturing, reducing both costs and wastes. However, it
consists in the deployment of innumerable devices for data collectioncamtrol processes.

This brings challenges such as interoperability between all these heterogeneous systems.

Thus, a group of partners, supported by the European Union, proposed a solution, the
Arrowhead Framework. Its aim is to create a framework with a service-orientedteaitie
(SOA) enabling an abstract collaboration between all these different devices. While in
development, the framework does not provide Quality of Service (QoS), which psatense

in more demanding networks. This limitation was the central problem solved in this project.

This project focus on developing an architecture that provides QoS suppdktrowhead
compliant systems. Here the main challenges addressed are the following: degelap
architecture capable of working with different communication protocols and teldgies;
develop an architecture capable of working with an unlimited number of QoS requirements.

During the entire project, its development process consisted in two main iterationfirshevas
regarding the development of an architecture; the second consisted in the development of a
pilot project based on the FTT-SE protocol that could test the architedaueloped in the first
iteration.

At last, the final product consists in two systems, one for QoS configuratiorotaed for
monitoring. These two systems are independent of each other. Regarding QoS requirements,
only delay and bandwidth were implemented.

Keywords (Theme)industry 4.0, Internet of Things, Quality of Service.

Keywords (Technologies)C, Flexible Time Triggered-Switched Ethernet, Java, MongoDB,
MySQL, Representational State Transfer, Service-oriented Architecture.






Resumo

A guarta geracado industrial trouxe tanto de solugbes como desafios. Permitiu unoa mai
eficiéncia e eficacia na producdo, reduzindo tanto custos como desperdicios. Cefduéo
construida na configuragdo de inimeros dispositivos, para a recolha de dadts para
controlo de processos. Isto traz desafios, como a interoperabilidade entrs &xtes sistemas
heterogéneos

O projeto Arrowhead é solu¢do proposta por um conjunto de parceiros,diadns pela Unido
Europeia. O seu objetivo é criar uma framework com uma arquitetura orientada a0se(SQA
capacitando uma colaboracao abstrata entre todos estes diferentes dispositivos. Jatadm es
avancado de desenvolvimento, a framework ndo providencia Qualidade de ServicoHSaS).
limitacéo foi o problema central solucionado neste projeto.

O presente projeto foca-se no desenvolvimento de uma arquitetura quersufoS em
sistemas compativeis com Arrowhead. Aqui os principais desafios abordados sdoohesenv
uma arquitetura capaz de trabalhar com diferentes protocolos de comunicacdo edg@aml
desenvolver uma arquitetura capaz de trabalhar com um namero ilimitadeaigsitos de QoS.

O processo de desenvolvimento durante o projeto dividiu-se em duas gramdasdes: a
primeira consistiu no desenvolvimento da arquitetura; a segunda consistim nu
desenvolvimento de um projeto piloto baseado no protocolo FTT-SE ugesge testar a
arquitetura desenvolvida na primeira iteracao.

O produto final consiste em dois sistemas, um de configuracdo e outro deomizagao,
independentes entre si. Os parametros de QoS implementados fdetaye largura de banda.

Palavras-chave (Temandustria 4.0, Internet of Things, Qualidade de Servico.

Palavras-chave (Tecnologiashrquitetura Orientada a Servico§;, Flexible Time Triggered-
Switched Ethernet, Java, MongoDB, MySQL, REST.
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Notation and Glossary

This Section shows all the concepts, symbols and acronyms on the body of this document.

Notation Meaning

CISTER Research Centre in Real-Time &Embedded Computing Systems
CPS Cyber-Physical Systems

DCS Distributed Control System

DEI Departamento de Informatica

ERP Enterprise Resource Planning

FTT Flexible Time-Triggered

FTTSE Flexible Time-Triggered on Switched Ethernet
loT Internet of Things

ISEP Instituto Superior de Engenharia do Porto
JAXRS Java API for RESTful Web Services

LEI Licenciatura em Engenharia Informéatica

MES Manufacturing Execution System

QoS Quality of Service

RDBMS Relational Database Management System
REST Representational State Transfer

RESTful Characteristic of a device/system that conforms the constrains of RES
RUP Rational Unified Process

SCADA Supervisory control and data acquisition

SLA Service Level Agreement

SOA Service Oriented Architecture

SoS System of Systems

TCP Transmission Control Protocol

TCP/IP Internet Protocol Suite

UML Unified Modeling Language
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Introduction chapter begins by presenting the project context and the motivatitbat made

the work possible. After, it is made a description of the organization resgerfsibthe project

giving an insight of its work area and current research topics. The contributiting wiork for

other Arrowhead partners and for the students who developed it are also explained. The chapter
ends with a report guide -summarizing each Chapter.

1.1 Framework

In the third and last year of thév (}Eu S] [ v Bheheld Degree, each student must
attend an internship to apply the skills and the knowledge gained throughout the cauese i
real working environment. The internship is done in the context of the curricular uni
Projeto/Estagio (PESTI) and has a minimum duration of one semester.

The internship was carried out in cooperation with the Research Centre in Real-Time &
Embedded Computing Systems (CISTER), and focused on two research areas that the centre had
already been working on: Cooperative automatitmernet of Things (IoT). The main purpose

of the project was to design and implement a generic architecture that could guaranteityQual

of Service (QoS) for IoT applications. The solution was implementedahremuy developed
framework, Arrowhead.

The Arrowhead Framework [1] is an European project constituted by more than 70 partners and
has the goal to meet the following automation requirements: real time propertes;ity and
safety; engineering of automation functionalities. Its vision is to enableydrt network
embedded devices, collaborative automation allowing interoperability ofiesesvprovided by

any device.

A pilot project was also developed to test and evaluate the proposeda@bBecture, and was
deployed in a Flexible Time Triggered communication protocol.

1.2 Project Presentation

Devices for the 10T allow the development of applications that interact with embedeeides

in a physical environment. It can potentially be everything that can interact with, for instance
power plug or medical gear, as long as they remain accessible through wiredretes
networks. After the initial phase of suitable hardware development, all these applicatimes ha
an increasingly strong component of computer systems, namely their progragimi
configuration, monitoring and control. Some of these applications cdy wark satisfactorily

for their users if certain QoS requirements are met. These requirements often include
parameters like communications time delay, bandwidth requiremgamdgability, etc.

The Arrowhead covers these problems at the global scale for five application areas, production,
smart buildings, electro-mobility and virtual market of energy. Arrowhead architecturgisten



in three core systems that support backbone operations. The first is the Orchestration System
that coordinates the service requests done by consumers. The second is the Authorisation
System that is responsible for controlling which service a consumer can corswribe third

is the Service Registry System that manages all the services registration and discovering. The
QoS functionality is integrated in the Orchestrator System, acting as supportive system.

The functionality of QoS in the Arrowhead Framework is of considerable impertarenable
automation applications, and in fact many industrial scenarios require either a shotbesmt
delay, or communication robustness. Therefore, the purpose of this projeotdgsign and
implement QoS mechanisms for Service Oriented Architecture (SOA), based on Representational
State Transfer (REST). Such mechanisms are provided by systérsisotld perform three
major processes:
x  verify if a service request is feasible in the current state of the network;
x configure needed network actives or alter the operating parameters of the distributed
applications.
X monitor, in real time, the status of the communications between applicetito make
sure that Service-level Agreements (SLA) are not broken.

1.3 Organization Overview/Presentation

CISTER (Research Centre in Real-Time and Embedded Computing Systems) is a Research Unit
based at the School of Engineerin§K[p of the Polytechnic Institute of Porto (IPP), Portugal
created in 1997.

Since it’s creatiogrCISTER has grown to become one of the leading European research units. It
has contributed and keeps contributing witeminal researckwvorks in a number of subjects:

X real-time communication networks and protocols;

X wireless sensor networks (WSN); cyber-physical systems (CPS);

X real-time programming paradigms and operating systems;

x distributed embedded systems;

X cooperative computing and QoS-aware applications;

X scheduling and schedulability analysis (including multiprocessor systems).

CISTER was, in 2004 and 2007 awarded the classification of Excellent in the FCT evahaation
is currently one of the most prominent research unit of ISEPhas a strong and solid
international reputation, built upon a robust record of accomplishment dbligationsanda
continuous presence on program and organizing committees of internatiopat@nferences

[2].

Regarding its research topics, CISTER has well-established roots in the real-time and embedded
systems (RTES) scientific community. From the viewpoint of strategic vision, the unit is


http://www.isep.ipp.pt/
http://www.cister.isep.ipp.pt/research/

consistently able to identify and contribute to emerging topics in the area, antinties to do
So.

Following the strong tradition of developing foundational work @levant topics, such as
multiprocessor scheduling and wireless sensor networks, the unit fosters activities aligned with
the international agenda. Along with their ubiquitous deployment, embedded platforms are
becoming more complex as they grow more powerful, owing to their obligatieuitivess ever-
increasing demanding requirements. Their complexity and resource-awareness brings further
challenges to the development of reliable and efficient systems, such as resource (e.g., CPU,
memory, power) management, novel operating systems and virtual machines, #maigses,

etc.

In particular, with a strategic vision for the future, CISTER is working in emergicgygoph as

[3]:

1. programming paradigms for the next generation of computing systems;
2. modelling and analysing temporal behaviour;
3. handling the requirements of mixed-criticalities;
4. efficient management of energy resources;
5. networking communication protocols that have timeliness as a structuring concern
while providing the required mobility, ubiquity, and pervasiveness;
6. *CeS ue §Z }EC SZ 8§ }u]v e "%ZCe] 0 }v EvVe_ ~ }VSE}O ¢
§ Xe v " }lu%pusS S]}vo }v Eve_ ~ }lu%o A£]SCU XZ po ]Jo]s5Cl

7. increasing demands for quality of service and service level agreements ateatl t
increasingly complex systems.

1.4 Project Charter

At the starting point of a project, some development teams write a project chéotelarify the
major goals, tasks and each one’s rol®e charter is constituted by five elements:

X “"e§ § u :v¥sSthe problem that motivated the project realization;

X e 1% raffarflng the principal tasks of the project to accomplish the project goals;

X “P} o W & S5Z (pv 8]}v 0]8] «» 8Z 8§ SZ % E}i S upes }u%o0]:
X N He]v ee o W ]e &Zasob GEthe préfeco

X "§ uuu E+ W & SZ % }%0 S$Z 8§ }vSE] usS 8} §Z % E}i §

Since a team of developers participated in the project, each one with a different roldasid
it was considered beneficial to write a project charter to avoid misperceptions abotiteall
project characteristics and consequently promote a fluid accomplishment of all future tasks.


http://www.cister.isep.ipp.pt/research/programmability/
http://www.cister.isep.ipp.pt/research/temporal_behaviour/
http://www.cister.isep.ipp.pt/research/mixed_criticalities/
http://www.cister.isep.ipp.pt/research/energy_aware/
http://www.cister.isep.ipp.pt/research/ubiquitous_sensing___actuation/
http://www.cister.isep.ipp.pt/research/ubiquitous_sensing___actuation/
http://www.cister.isep.ipp.pt/research/co_design_approaches_for_cps/
http://www.cister.isep.ipp.pt/research/co_design_approaches_for_cps/
http://www.cister.isep.ipp.pt/research/resource___qos_management/
http://www.cister.isep.ipp.pt/research/resource___qos_management/

Table 1 - Project Charter.

Statement Arrowhead does not guarantee communicati
robustness.

Scope Develop a system to provide QoS and real time monito
for Arrowhead, and in the end test it in a pilot project.

Goals Verify the feasibility of QoS objectives;

Setup network actives and devices to ensure the QoS;
Monitor, in real time, the performance of services;
Detect if a QoS parameter is not being guarantg
anymore, or any other critical event.

Business Case Guarantee communication robustness.

Team Members Project Owner European Union

Project Champion Luis Lino Ferreira t
Research  Associate
CISTER

Project Leader Michele Albanot Research
Associate of CISTER
Project Manager José Bruno SilvéResearch
Associate of CISTER
Development Team Paulo Barbosa

Renato Ayres

Project Supporters Csaba Hegedus Research
Associate of AITI
International

Roberto Duarte-
Undergrad Student o
CISTER

As Table 1 depicts, the involved team members are grouped by six hierarchical roles. The top

one is the Project Owner meaning the entity that funded the project. The Projechgibn is

the person who decides which persons are on board, he validates the solutions desig
requirements, and is the first responsible of the project. Followed by the Project Leader that is
responsible for leading and promoting the project, and has the vision gbtbeess. Then, the
Project Manager has a more direct contact with the development team, and contributes i
technical problems and manages the team performance. The Development Team is responsible
for implementing the solutions, and finally the Project Supporters, which aredirettly
involved in the project, may have simple tasks during the project, to suppedevelopment.

1.5 Contributions of this work

The principal contribution of this work is the addition of QoS processing irAthevhead
Framework. Having QoS, the Arrowhead can be deplan other networks that commonly
have high traffic, expanding itself to many industrial scenarios that require as an exaitigir

a short endto-end delay, or communication robustness, or both. The developed work was a
commitment made by CISTER to another Arrowhead partner, and after its development it was
integrated in the partner Arrowhead Framework implementation.



Finally, the work enabled the consolidation of the knowledge already acquired dbhdmtggree
and the improvement of all skills. The presented problems here were challengtey thiey
required the study of unknown technologies and several communications with foreigrepsrtn

1.6 Document Organization

This report is divided to five main chapters, Context, Work Environment, Arrowhead
Documentation/ Analysis and Implementation, Tests Description, and Conclusions.

Chapter 2, Context, starts by describing the problems in question. Further, diptectportrays
the business areas where the problems are pres#ralso gives an explanation of the studied
fields that were critical for this project. More importantly, the chapter ends by explaidich

of the documents present on Chapter 4. This last section is vital for a prop@reloemsion of
the methodology used for theechnical documentation.

Chapter 3, Working Environment, approaches the working methodologies and tegiewml
used in this project. In addition, the planning of the project and the meetingsiroed are
explained in order to show the evolution of the work during all its lifetime.

Chapter 4, Arrowhead Documentation/ Analysis and Implementation, containsémelatory
technical documents, obeying the Arrowhead documentation methodology. These technical
documents approach both solution analysis and implementation for each devesygesm, the
QoSManager and the QoSMonitor.

Chapter 5, Tests Description, focus on software testing, by explaining essentiapts and the
practiced patterns. Moreover, it also describes the performed tests for this project, dividing
two types, White-Box and Black-Box testing. This chapter is separated from Chajpieg most
of the Arrowhead technical documentation does not contain software testing, with th
exception of the Black-Box tests documented on only one document.

Chapter 6, Conclusion, describes the conclusions regarding all aspects abjbet, pboth
technical and management. First, it summarizes the work done, and folloarsupyerating the
fulfilled objectives. Afterwards, it ends by listing the strengths and setbacksealeveloped
work, suggesting different approaches and improvements, to implement as future work.



Chapter 2Context

P2 ©0 ] (=) ST VAN
2.1 TRE PrODIEIML ..ot e e e e e AR
2.1.1 Communication RODUSINESS........coiiuiiiiiiie e T.....
2.1.2 Integrating QOS iN ArrOWNEAd...........cuviiiiiieiiiie e 8....
2.2 BUSINESS ATBAS.......utiiiiiiiiii ettt ettt e bt e e e et e e 8.

2.3 State Of the AlL.......oeiiii e 11......
2.3.1 10T and Cooperative AUtOMALIONL..........uuviiriiiiiiiiiieeiereeee e e 11..
2.3.2 Flexible Time Triggered (FTT) ... 12...

2.3.3  Network MONITOMNG........ceuiiiiiiiiiiiieie e 16....

2.4  Arrowhead Key DefiNitionS..........ccuuiiiiiieiiiiiiieie et 17....

2.5 Vision fOr the SOIULION. .........uiiiiiiiiee s 19.....
2.5.1 Arrowhead Solution ArChiteCIUIE. ........cvvviiiiiiiieeiee e 19..
2.5.2 Supporting QoS in Arrowhead..............cooooii i 21...

2.6 Arrowhead Documentation MethodoIlOgy..........oocuviriiiieiiiiiiiiiieee e 21..
2.6.1  Systentf-SysStems LEVEL.......ooouiiiiiiiii e 22...
2.6.2  SYSIEM LEVEL ..o 23.....

2.6.3  SEIVICE LBV .. ettt e e, 23.....



2 }vs AES

This Chapter introduces the motivations and business areas related to the project. Addjtional
the scientific areas and concepts that are considered necessary to understand thd jprejec
also explained. This chapter consists of five sections.

Section 2.1 presents the problem to be solved, detailing the reasons tha¢ddhs project
development, focusing in QoS in IoT applications and the integration of the dededofutions

with the Arrowhead Framework. Afterwards the section 2.2 describes the areas of 10T that have
more to gain with this work, with the support of market statistics regarding its usecietgo

Section 2.3 approaches the three principal scientific areas that required studying andsanalysi
for the project development, loT and Cooperative Automation, Network Momigoaind Flexible
Time Triggered.

The Section 2.4 explains the concepts that are used to describe the architectutbadrate
vital to properly understand the framework.

Regarding the designed solution for this work problem, Section 2.5 desanids the support

of high-level diagrams for a better comprehension. First, it explains the SQAustrand the

core systems of the Arrowhead Frameworks, such as the Orchestrator and ServiceRegistry
Afterwards, there is a description of how the QoS support was integratedeittowhead
detailing its architecture and technologies.

Since the developed solution was integrated with the Arrowhead project, the technical
documentation had necessarily to follow its methodologies, which are very spigif8OA
automation applications. Therefore, the Section 2.6 helps to explain the conaspts This
methodology is then used on Chapter 4 in order to describe the work performed in this report

2.1 The Problem

There are two problems approached in this project, the first is related to Qqpireenents in
systems. Nowadays, most automation applications are supported on systems with limited
capabilities, the trend of applying lloT and SOA architectures in these systems requires changes
on their development philosophy. The second problem lies in the support of iIQdlse
Arrowhead Framework. The systems responsible for providing QoS as a service, muabbe cap

of providing configuration and monitoring operations, independenflyhe underlying network
technology.

2.1.1 Communication Robustness
d} C[* v SA}EI. ( «AE o Z oo VvP «U Jv opu [nRinybecavse 3]}v E}
of an exponential increase of network deployed devices and services. Conseqtiezaly

environments become unpredictable which in the case of real-time systems it is unthinkable,
since only one failure can provoke a catastrophe.



Furthermore, certain services require various QoS guarantees for their fruition, which

constitutes more challenges for these networks. In some cases, certain scenarios can guarantee

only a subset of the QoS capabilities. For instance, in wider networks such as the |ivdagret
the in-between network is not under control, real-time objectives are not féasind either
prioritization can be provided.

In order to distinguish each service and to prioritize important sesyiQ0S serves as a quantity
measurer of quality of service. By managing certain QoS parameters as delay, jitter and
bandwidth, networks can guarantee predictable behaviours avoiding traffic congestibdata
losses [4].

QoS is often essential in many applications, a typical example op&a8ieters is latency,
sdety and bandwidth. Though the use of QoS solves the problems referedealitts
development also brings the following challenges [5]:

X Heterogeneous networks: The diversity of different technologies and cybesigai
systems present in automation systems such a$-\Wind its geographical dispositions
poses challenges for the support of QoS.

x Performance: Common |oT devices were not developed for resource-constrained
devices and consequently have to be adapted and simplified to work properly on those
devices.

x Scalability: The continuous addition of new devices to existing systepliesrextra care
on the sharing of resources, like bandwidth and CPU processing time.

The support of QoS on the Arrowhead Framework addresses these challenges.

2.1.2 Integrating QoS in Arrowhead

The support of QoS in the Arrowhead Framework, in local clouds, is a fundarfuetéonality

in some automation applications. To this purpose, an architecture has beenogedethat
outlines the roles of involved parties in supporting QoS between acgegovoducer and a service
consumer. For this purpose, it is possible to foresee the involvementtabrle elements that
mediate data transfers in the system (i.e. switches, routers) and the devices that are hbsting
services.

The integration must be scalable and highly adaptable, since the Arrowhead Framiswork
deployed in many different networks, using different technologies and devitsgmsitions.
There are multiple implementations of Arrowhead, therefore the solutios tabe generic
enough to be used in many of the implementations.

Another very important feature of the architecture is that the interfaces are exactly the same
independently of the underlying network protocols and design on a Service Oriented manner.

2.2 Business Areas

/v Ev § v}$ }voC Z vP A EC % E-+}v[e 0](}v |iBAOP} u-EE] -

work. It improved their efficiency, reducing costs by deploying all sorsenisor devices
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connected to each other. This new era of Interriet, instead of connecting people to people,

it connects devices to devicel$.consists in a system with multiple attached physical devices
which are connected to each other via wireless or wired connections. Between these devices
occurs huge amounts of data transmission tisaised for powerful intelligence gathering. One
area of 10T is Industrial Internet of Things (lloT), where there is manufacturing foaaeinam
increase productivity gains and increasing profit margin. Back in 2000, manufgdtacilities

were effectively managing only 10-12 Ethernet devices, however ten years lateratbey
working with hundreds or more of these devices [6].

Recent studies have predicted that 10T devices usage will grow as 35 eNigeslin 2019 [7]
from all physical devices, I0T is the one with the most expected growth.

Number Of Devices In The Internet Of Everything
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Figure 1 - Prediction for the IoT market expansion through pg19
The areas on which 10T has the most influence are [8]:

X Automotive

The automotive industry has been suffering profound changes, in both itsifieenring and
transportation areas. Automotive manufacturing, in order to respond to the market den@nds
high customization and time high quality, is constantly improvingeasing its level of agility
and responsiveness. With 10T, manufacturing workers have now more control overrei

and operator safety, and can easily identify machine faults or, in some cases, poscéc{H
Regarding the transportation area, according to Gartner [10] more than 2506mmitbhicles in
2020 will be globally connectedehicles would transmit and receive all sorts of data via the
Internet to a service centre. This connectivity enables management and control of traffic,



optimising drive energy usage and reducing traffic accidents [11]. Furthermore, I0T mwdmise
revolutionize automotive industry with Autonomous driving. Althoughtiit is in a prototype
phase due to the challenges of the interaction between the vehicle and the environsefit,
driving cars with the deployment of various sensors (Vision chips) will be prasehe
foreseeable future.

X Energy

In the last century mankind acknowledged its low efficiency energy creation, prejudicing the

%0 V3 Vv }ve <uv3oC o0 0]AJvP JvP[e ZESSYX (4d S]yvZ}IWA §2Zv Ju
Energy consumptn, allowing a more intelligent and efficient management. Some solutions

have already ben developed such as outside public lightening [12], where sensors on street

lamps receive on the luminosity of the street so that the intensity of the light thatahw is

giving can be related to current natural lighting. It could also relate the lusitinemanating

from the street lamp with the time and day of the week: On week days, people are less active

during the earlier hours of the day in contrast with the night life during the weekends.

X Healthcare

/Ivu ]]v U IviAo P ]e e v3] 0 8} 83Z % 3] v§[sobrhonXoring }vv 3S]vP
devices, capable of tracking all the user health status in real time, an effdati@tment can
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could be small devices that monitor bodily functions: heart rate, glucose levelgen physical

activity. One example would be: a man has some kind of dysfunctios mehit, before going

to the cardiologist, a small device has already collect any kind of alteratibis heart. The

doctor can now act immediately but before the patient would have to undergaeesadditional

exams to check if he had any kind of problem. The treatment is applied sandeherefore

may have saved a life.

X Industrial / Smart Manufacturing

Since the first industrial revolution in the nineteenth century, three more phases ha

happened. The most recent and fourth revo]gtv J¢ 00 ~/v UueSEC dXi_X dZ]* v A %oz
more advanced and efficient industrial systems with self-optimization, self-cwafign, self-

diagnosis methods. With IoT monitoring systems can take place. Real time dashboavifgsho

machine utilization, its performance and much more gives the manufactamargagers more

control and efficiency perception, allowing them to make smarter decisions.

IoT promises to revolutionize many working areas, and currently industaagportation, oil &

gas, and healthcare are where I0T is most used. According to Cisco last reports, it is expectabl
that the health segment will have the fastest growth, increasing from 144 mildgites in 2015

to 729 million in 2020. This is due to the improved healthcare and industfrastructures
growing geriatric population, and growing prevalence of chronic and lifestyleciatso
diseases [13].
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Arrowhead Industry Examples

Arrowhead has already been used in five applications verticals: industrial produstitart
buildings and infrastructure, electro mobility, energy production and end-user servigks an
finally the virtual market of energy. One of these application verticals which catlynenefit
from the existence of QoS support ietihdustrial production, specifically on the manufacturing
pilot. The following example describem automotive manufacturing pilot in which the
Arrowhead Framework was tested.

The automotive industry is becoming extremely competitive and the current geolof the
automotive industry towards hybrid and fully electric vehicles is further positgpthe sector

in a potentially risk averse phase because of the introduction of news powertrain tecjiesl

and new manufacturing processes. This phase of uncertainty requires an increased level of
agility and responsiveness from the automotive manufacturing industry in oodategrate the
constant changes that occur in the design of powertrain components. In particular, the
manufacturing of electric powertrain components requires additional control over the
equipment and operator safety due to the handling of dangerous chemical content.

All the above requires a radical increase in the ability to monitor and control #mufacturing
processes very closely. This implies the deployment at a large scale of so+udlistial 10T
(loT). In this context, the Arrowhead Framework provided a key element in achieving
connectivity and integration between various layers of the manufacturing systenas
organisations, and in facilitating the management of data.

One of the functions that Arrowhead assumed was the maintenance of automation systems. It
had three main responsibilities: detecting faults, as soon they occur in ordeinimise their
impacts; accurately assessing the stat of the system in order to anticipate faults; tie eapiol

and effective intervention in a shop floor after a fault is identified. The pilot was developed in a
ZigBee [14] protocol using REST servers in the University of Warwick.

2.3 State of the Art

State of the art section approaches the three principal scientific areas that required studying
and analysis for the project development, IoT and Cooperative Automation, Fl&iibk
Triggered and Network Monitoring.

2.3.1 loTand Cooperative Automation

IoT is a network of real-time, physical, embedded devices capable of producingpan ou

Av E JA Jv%hpusX dzZ - Al U oo « A§Z]vPe U E % 0}C
on different places, all interconnectdd processing units. An entity, such as a company or a
person, can use these devices to control and monitor its host, i.e.ibgilchachine, or persqn
and improve its performance based on the collected data [15] .

In certain systems, the network devices cooperate between themselves. This integgation
called cooperative automation. In order to reach a faster solution, thdisalis divided in tasks

11



and each task is assigned to a device, this happens in some real scenarioghirdewices
perform different tasks, cooperating in teamwork to reach the same solution.

The next sub-section describes the Industry evolution during time:

f Industrial Generations

Modern industrial production and manufacturing systems have evolvedoim different
generations. The first one that enabled the industrial revolution dates back to the 3@dsl

Mass production of goods such as clothes, cars and many other products was made possible by
the use of steam-powered machines in the beginning of thé 2@ntury.

The second generation saw efficient pneumatic systems emerge as a widely employedhsolutio
for mass-production. The use of pneumatic valves combined with sensorgedraitomatic
production systems to be used in industrial applications.

Pneumatic motors evolved to electrical motors in the third generation. Usingrigiégtas the
energy source made it so that even newer types of automatic control systems veaedr
Sensors and actuators were now connected to new types of monitoring ancbtepstems like
Distributed Control Systems, DCS [16] and Supervisory Control And Data AcqSSIADA [17]
using technologies such as field buses. The hierarchical approach of deeicddle®, and
SCADA (known as 198{18]), soon became the architectural style in effect for how industrial
manufacturing systems were designed and set up. Eventually DSC and SCADA systems becam
networked, which enabled solid integration between control systems and EnterpriseifiReso
Planning Systems (ERP) and Manufacturing Execution System (MES). Nowadaiethiest
generally used approach in the industry, and has been so for at least the 186t @&ehars. The
current state of the art architecture IS96[19] A « 3 o0]«Z ]v Appardniljs e size

of ISA-95 based automation systems seems to be narrow to nearly 100@Q@dints, thus
becoming a technology bottleneck in the perspective of the upcoming smaes @tid smart
energy grids.

In 2011, the concept of Industry 4.0 was born in Germany. This idea buitgts thp last
generation of monitoring and control systems, yet allows an even thinnet vinteraction
between shop-floor devices and high-level enterprise systems. In Industrgtdt8,of the art
technologies like 10T and Cyber-Physical Systems (CPS) are used in ordetaddobralk the
classical rigorous hierarchical approach of ISA-95 with a more flexible appvithobt hurdles

and sealed systems. By basing all communication on standard-based protocols, TKePte
protocol suite, it is now feasible to have information exchange between (nearly) any systems in
a manufacturing facility. This gives room for new strategies in terms of safetysecurity,
minimized energy consumption, global plant optimization, etc.

2.3.2 Flexible Time Triggered (FTT)

Beginning from its definition, a real time system must process the input andipecah outcome
within a specified time, else it will fail [20]. These systems were made and are msaalyor

the industry area, a perfect example of this system is Anti-Lock Braking System [&drispn
which guarantees the passenger safety. If this system fails it will have severe consequences.
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Industrial processes must be integrated on specific networks, connecting multiple system
working with each other, where monitoring, control and predictability are essentialdcegtee

the avoidance of any failure. In this cases predictability is favoured against average throughput,
and message transmission is typically characterized by time and precedence constrains.

Communication systems that support real-time applications have to accompligbrase
requirements, the most relevant are predictability, and QoS dynamic management.

Sensors are the hands and legs of the industrial automation system that monitorcihstriial
operation conditions, inspections, and measurements in real-time. They are @nahpart of
the industrial automation systems and provide feedback for system control [22].

Communication is the backbone of all the industrial components for gfficGitomation

production systems. There are multiple solutions for this real time conications, however
since Ethernet is a very used architecture it is not ready for this typenofnzinications. Due to
Ethernet easy deployment and low cost, it is mandatory to develop real time @adutising
Ethernet.

Ethernet has a feature to avoid packets collision named CSMA/CD whidhéssaime time an
arbitration mechanism, and the fact of being randomness makes it the main obstacle of
supporting real-time applications in Ethernet. Several techniques have beeslaped for
applying the real time behaviour, some of the most relevant methods are listeavbelo

X Master/Slave techniques:

A hierarchy is established by dividing all network nodestwo groups, the master and salves.
The master controls the traffic in the network among slave nodes, deciding whewlict
slave has the permission to send data.

X Switched Ethernet

Using switches in the network reduces the non-deterministic behaviour of Ethéasically, a
switch buffered the arrival message and checks the destination address of the message. The
output ports have output buffers and the order of message sending is based onypievsl.

The FTT-SE protocol therefore proposes a solution using an Ethernet network which
accomplishes all the requirements of a real time network.

x Concept

Flexible Time TriggeretdSwitched Ethernet is a real-time communication protocol, and litds t
last development of the FTT-Ethernet paradigm.

Proposed in 1998, the FTT paradigm is a framework which has an abilityole hare-triggered

and event-triggered messages, timelines guarantee, temporal isolation support. lsreakte
architecture allows a centralized message scheduling by a single node in the nealedk c
master. The master schedules the traffic in Elementary Cycles (EC) and propagates the
respective triggers throughout the system, using Trigger Messages (TM). Whenever a slave
receives the trigger, it has the permission to transmit its message to the message retaieer
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x FTT-SE - Architecture

The FTT paradigm to overcome the Ethernet real time limitations it uses a centralized scheduling
and master/multislave transmission control. The centralized scheduling allowsamnit QoS
management and the master/multislave control makes the network more deterninispable

of enforcing a notion of time and therefore avoid collisions.

The master is the system coordinator and it is responsible for building thesakary cycle and
the trigger message. The slave nodes execute the tasks required by the user, requesting services
delivered by the communication system.

FTT-SE is based on the FTT paradigm, and brings another advantage, the absernsemns.coll
Due to its micro-segmented switch-based structure, as Figure 2 depicts, each port in the switch
is a private domain collision, avoiding traffic collision and capablettifig parallel transmission

in the network.

FTT master

% Trigger message

Ethemnet switch

Figure 2 - FTT-SE architecture [23].

X Elementary Cycle (EC)

The master internal scheduling for all nodes is a critical process on the Bidte8BIl, because
it"s where i&[decided which messages can be exchanged within a certain elementary cycle.

An elementary cycle is a fixed duration timeslot used to allocate traffic on the networle Ther
can be several windows dedicated to specific types of messages [23]. On each elemergary cycl
there are two timeslot windows, synchronous for the time-triggered messages and
asynchronous for all event-triggered messages.

As Figure 3 depicts, each elementary cycle starts with a broadcast Trigger Message (TM) by the
master. The TM synchronizes the network and identifies all the messages, synchmnous
asynchronous, that must be processed on the same elementary cycle. The synchronous
messages can have priorities, and are the first transmitted on the EC. Therasynchtraffic

occurs on the remaining time of the EC, and there are no guarantees that the real time
requirements will be accomplisial.
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Figure 3 - Elementary Cycle Structia4.
x Trigger Message (TM)

A TM is a message used only by the master node at the beginning of each EC. The master
propagates the TM in broadcast to be received by all slave nodes. In the trigger mpagbxpd

there is information about all the messages or tasks that must be sent from the correspondent
nodes during the EC, as Table 1 lists.

Table 2 - Trigger Message structure.

Field Size (bytes) Description

FTT Type 2 Message Type
Sequence Number 1 Sequence Number
Flags 1 Flags set

Number of Synchronou| 2 Message number
Message

Number of  Asynchronou| 2 Message number
Messages

Message Index 4 Message information
ID 2 Message Identification
Fragmentation Number 2 Fragmentation Number

X Traffic Transmission

In FTT-SE protocol, there can only be two types of traffic, synchronous and asymshigach

one is decided by the master scheduling, and are completely opposite between each other, the
synchronous is time-triggered while asynchronous is event-triggered. Both haelevant
influence on the network communication.

X Synchronous

The master node saves all the synchronous streams on the Synchronous Requirements Table
(SRT), including the stream sender and receiver. Each stream is defined by its<Cgers
Message Length (WCML), a deadline, period and an offset. These 4 properties will be used by
the master to decide which stream has a higher priority, depending on the scheguliicy

used.

The synchronous transmission only takes place when the timeslot for the TM endsdwditian
is also dedicated to synchronous messages to be transmitted in the EC.
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X Asynchronous

All the asynchronous messages are saved on the Asynchronous Requirements Table (ART) on
the master node. Each stream is defined by a Worst-Case Message Length, a minimum inter-
arrival time (which replaces the deadline on the synchronous messages), and a mipariach
between two asynchronous messages (which replaces the period slot on the synchronous
messages).

For handling the asynchronous traffic, a signalling technique is useithébynaster. This
procedure takes advantage of full-duplex connections due to the use efrigthswitches,
having the possibility to receive and transmit simultaneously. After the TM wineghdow, the

slave nodes communicate their status regarding the queue of asynchronous messages to the
master. After that the master records and processes the transmitted slave statusthsing
scheduling policy to decide which message should be transmitted at the next EC. Thus the
response time of synchronous message is never less than two ECs [24].

2.3.3 Network Monitoring

Network monitoring is the use of a system that is constantly monitoring a netwurkiding its
system, services, machines, etc. This system can be event-based, natiyinterested part if
something fails, slows down or is not working properly. Henceaiierent form of intrusion,
which monitors networks for threats from inside or outside. There are somiyhknown
monitoring tools available, with a couple being named here:

x NAGIO$25]

[8[+ 8Z u}+*8 & }Pv]l o Vv pe 3}}o]v $Z %uWPFHE]VR}(BA-EECU
application that monitors everything from systems, networks, infrastructures, devices,
applications and services. It is highly customizable, making it veryt@asyone create

plugins, and can alert its users when something is wrong or not supposegpeh. It uses

agents for a common way egbmmunication and can handle many protocols as SSH, SNMP,

WMI.

x CACTJ26]

Cacti was initially designed as a front-end application for the data loggoigRfeDtogl
focusing more on visual graphing. Much like Nagios, it polls seatiggedetermined times
and graphs the data returned but has inferior protocols compatibility than Nagios.

Monitoring besides warning real time events, with current technologies can also make
predictions as enabling prognostics through the abitycalculating useful life of monitored
components. On the other hand, it can also even predict machines mal-functioning,
automatically ordering for spare part providers, farfast response. These processes are
becoming more relevant in order to keep the production machinery running at high efficiency.
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2.4 Arrowhead Key Definitions

The objective of Arrowhead Framework architecture is to facilitate the creation a#l lo
automation clouds enabling local real time performance and security, paired withlesiand

cheap engineering, while enabling scalability. Here the concept of local clowthakeiew that

a specific geographically local automation should be encapsulated and protectedochhe |

cloud idea is to let the local cloud include the devices and systemsreelgio perform the

desired automation taskd % EE}A] JvP o} o "E}}u_ Azl z v %0 E } 3
activities [5].

Devices in such local clouds are considered to be I0T devices speaking at |3 ometocol.
The capability of building automation systems requires a number of locatl @ooperties to be
enabled. Furthermore, both intra and inter cloud information service exchangabdijes are
necessary for enabling loT devices to interoperate and to be integratbdotviers to become
an automation System of Systems.

To discuss and define a local cloud architecture, the following definitions are tempdo
understand the Arrowhead Framework properly. Note that these keywords may have other
definitions in different domains, but for the usage of Arrowhead the following defirdtivere
made.

X Service

A Service is what is used to exchange data between a providing System suanaum
System. A Service can be implemented to use a number of different SOA protocols, some
examples being REST or XMPP. A Service is produced by a software Systerme A Servi
can have related metadata and can be able to support non-functional requirements such
as security, real-time operation or different levels of reliabilitgmong others [5].

X System
A System is what provides and/or consumes services, and must be abléhw Bervice
provider of one or more services and in the meantime the Service consumer of one or
more services. A System is a software implementation and runs on a Device.

x Device
An Arrowhead compliant Device is a piece of hardware, with computational, memo
and communication capacities that hosts one or more Systems and can be sedrup in
Arrowhead Local Cloud.

X Local Cloud

In the Arrowhed context, a Local Cloud, as represented in Figure 4, is defined as a self-
contained network with the three required core systems deployed and, at least, one
application system deployed. A Local Cloud must host only one ServiceRegistry syste
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ARROWHEAD FRAMEWORK

LOCAL CLOUD

Figure 4t Local Cloud representati§a?]

X System of Systems

Inside the Arrowhead Framework, a System of Systems is defined as a group of Systems
that exchanges information between themselves by means of Services. These systems
are administrated by the Arrowhead core systems, such as the Orchestrator. Therefore,
a Local Cloud becomes a System of Systems in the Arrowhead Framework's definitio
Such as Figure 5 represents, if two Systems hosted by different Local Clouds are
administrated by Arrowhead core systems to exchange services, it also is m 8yste
Systems. When Arrowhead compliant Systems work together, they become a System of
Systems. Seeing that two or more such System of Systems can also work together, the
Arrowhead Framework becomes a natural enabler of further, complex solutions.
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Figure 5t Systems exchanging Services, thus creating a System of Systems in a Local Getuwetand.ocal
Cloudq27].
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2.5 Vision for the Solution

This chapter approaches the solutions of the problems already described in thenS2di
explaining them with the support of diagrams. The Section 2.5.1 describes the Arrowhead
solution, in which explains the architecture and the protocols used. The Section 28 a&iiser

to the support of QoS in the Arrowhead Framework, describing a proposed intagrati
architecture.

Note that the Arrowhead solution was already developed in this project, andisted only of
the framework without any QoS support.

2.5.1 Arrowhead Solution Architecture

The Arrowhead architecture is composeg a set of Systems, which provide a number of
Services. The objective of the framework is to provide an architecture, from vehgshf-
contained local automation cloud can be created. These clouds shall further be capable o
providing certain automation support services and provide support émtstrapping, security,
suitable metadata, protocol and semantics transparency and inter-cloud service exchanges [1].

The architecture features three types of services:

X Mandatory core services
X Automation support core services
X Application services

These are provided by mandatory and support core systems, as well application systems.

<<8ystem>> <<8ystem>> <<System>> <<gystem>> <<8ystem>>
QoS EventHandler Histarian SystemRegistry DeviceRegistry

T m

<<8ystem=>> <<8ystem=>> <<gystem>> <<systemn>>

PlantDescription | Configuration Gatekeeper Translation

W ooy I;'-]‘:- - L L L e -::1T 5=

B CAN RS B & B o

ey

i
= B

Figure 6 - Core Systems of the Arrowhead Framejdiprk

Figure 6 depicts the cores systems defined with the Arrowhead Framework. These nmgndato
core services will enable the basic properties of a local cloud, such as service exchange between
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a service producer and a service consumer with a desired level of securityitmmbmy. There
are three independent core systems present in Arrowhead, which are the following:

X ServiceRegistry SysterThe ServiceRegistry goals are to provide a storage of all active
services and enable the discovery of these. Since the Arrowhead Framework is a
domain-basedinfrastructure its service registry functionality is based on DNS-SD
standard [1].

X Authorisation System The Authorisation System provides Authentication and
Authorisation of services, working with a satrules that allow a consumer to use a
service resource or not. Two different Authorisation systems are defined within the
Arrowhead Framework, an AA Authorisation Authentication system and an AAA
Authorisation Authentication and Accounting system. The AA system is better suited for
local clouds enrolling Systems hosted on Devices with sufficient computagionair.

While the AAA systems is better suited for local clouds enrolling Systems hosted in
resource constrained devices.

X Orchestrabr System The Orchestrair is a central component for Arrowhead, it is
utilised to dynamically allow the re-use of existing services and systemrsién to
create new services and functionalities. From an architectural point of viegv, th
Orchestrabr is responsible for finding and pairing service consumers and providers.

To facilitate automation application design, the Arrowhead Framework containsrdoer of
automation services hosted on supportive core systems, on the contrary afdleeservices
these services are optional. There are nine support core systems:

PlantDescription system
Configuration system
DeviceRegistry system
SystemRegistry system
EventHandler system
QoS systen(see section ¥
Historian system
Gatekeeper system
Translation system

X X X X X X X X X

From these nine systems, with the exception of the QoS, only the EventHandler was used in this
project.

EventHandler

The EventHandler supports publish/subscribe communication and filtering of events, and
storage of information regarding events. In the usual workflow, the EventHandleivesc
events from event producers, dispatches them to registered event consumers, lahgse
events to persistent storage, registers producers and consumers of events, and applieg fil
rules configured by Event Consumers [28]

Regarding the events flow, event producers declare they consume the Publish sevece,
consumers declare that they produce the Notify service. Furthermore, producers and canssum
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create rules on the plant description service regarding which event they procicsime. The
Orchestrator system retrieves the information, computes the matchings, pushes the matching
to consumers, and to EH instances.

2.5.2 Supporting QoS in Arrowhead

Since the problem focused on configuring and monitoring QoS, two systems efered] one

is the QoSManager, responsible for configuring QoS, the other, not less impdgahi
QoSMonitor, which guarantees the success of QoS configuration by monib@ingetwork

and devices in redlie. Hence, these two systems are considered as supportive systems of the
Orchestrator since they only add optional functionalities to the Arrowhead Framework.

Concerning the QoSManager, it is responsible for configuring QoS, workingatitnly, the
systems that consume and provide services, but also, with network actives. Mdtmfalities

are supported by keeping track of network actives and system configurations andriBging
reservation of computational and communication capabilities over them. WMehsupport of
drivers and algorithms, the QoSManager is capable of working under differemtoriet
technologies. These drivers are called as QoSDrivers, and they interact with the netwak acti
and systems using custom protocols that depend on the network active, its vendor, etc.

A Service Level Agreement (SLA) mechanism is used in both QoSManager and QoSMonito
systems for setting up QoS parameters. In the field of embedded computing, crifptiabaipns
typically require stricter timing requirements and in mainstream embedded applitatite

focus is on energy saving and low cost. Regarding other scenarios, the SLA can specify the
amount of data that must be offered by service providers [5]

Concerning the QoSMonitor, its purpose is to make sure that given QoS Requirements
(expressed using the SLA) are being respected. The system must also warn of aositgigken
events that occur. It accomplishes these objectives by monitoring the performancevidfeser
directly, by having modules running in systems and accessingdogation of network actives.

This allows the service to detect if any QoS requirements (for example monitored gtaram

like delay or bandwidth, or periodicity of communication) cannotgo@ranteed anymore by

the current orchestrated service.

2.6 Arrowhead Documentation Methodology

The Arrowhead Framework has the goal of addressing the technical and applicative issue
associated with cooperative automation, based on a SOA architecture. The problems of
developing these systems is the lack of adequate development methodologies, whidth wo
facilitate the reusing of services on different applications.

As consequence, every Arrowhead partner must document and describe its developedsolutio
using an Arrowhead compliant documentation method. This has the purpose of plishimg

a common understanding of the systems developed by every Arrowhead parfiner
Arrowhead compliant methodology includes design patterns, documentation tempéatds
guidelines that aim at helping systems to conform to Arrowhead Framework specifications.
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The Arrowhead compliant documents consist in three levels: Sysféystems, System and
Service levels, as Figure 7 depicts.

System et
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Systems
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Figure 7 - The Arrowhead documentation relationsf2gé
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sense of writingan abstract high-level description of a system approaching only its behaviour,
and on the other case in the sense of writing with detail the implementation done.

This documentation system has been used within the aims of this report, therefore the structure
of this report is in accordance with this kind of documentation and sligliffigrdnt from more
ANSE ]S]}v o_ W Ad/ & %}ESX

2.6.1 Systemef-Systems Level

At the Systenf-Systems (SoS) there are two types of documentation, SysfeBystems
Description (SoSD) document and Syst#r$ystem Design Description (SoSDD).

f Systemef-Systems Description (SoSD) Template

This document should contain an abstract high level view, describing the nmaitiofualities

and generic architecture, without referring any specific technology. Such document must
include use-cases to help understand the expected behaviour. Based on these use-cases, the
document should include behaviour diagrams. It is also recommended the suppbivibf
diagrams, mainly component and activity diagrams.[29]

In this document, it is also important to include information about rienetional requirements,

in which the security must be treated separately. This includes the definition of security
principles that SoS needs to follow on a non-technical generic level, the sedjéetfives and

the assets which need to be protected.

[ Systemef-Systems Design Description (SoSDD) Template

dZ]e } pu v3 o E] + Z}H-Syste@e S Pv ¢ E]%3]|}v_ Z V Ju%o0 u v$§
on a specific scenario, describing the technologies used and its setup. The docusmsnigh
an abstract high-level view of the SoS realization, describing how its main functionalities can b
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logically implemented. Specific use-cases are described next, supported by structure and
behaviour diagram.

The non-functional requirements implemented by this realization must be listedadath its
security features. To support the validation of the security attributes of this SoS realization, it is
also necessary to include information identifying the data flows in the systemwell as its
threads and vulnerabilities [29].

2.6.2 System Level
§ 8Z *C*8SuUO0A0S8ZE €& 38A} J(( E v8 & % & « v§ §]}veU 3Z
No-I}E_  +]PvU AZ]lo §Z ~rGCe d u%o -3}/E Jvel}Bviv ~AZ]S

f System Description (SysD) Template

This document provides the main template for the System Description of Arrowhead aatnpli
systems. « "~ o }A:there should be a description of the main services and interfaces of a
system without describing its internal implementation where all the system
produced/consumed services are listed. It is recommended the use of comporgnants to
represent the interoperability of different systems. This structural view can be complemented
with a high-level behavioural view such as sequence diagrams [29].

f System Design Description (SysDD) Template

This document provides the main template for the description of Arrowhead Systems,
technological implementations, describing in detail the proposed solutene it is encouraged

the usage of formal or semi-formal models in order to enable the automagmeration of code

from the specifications as much as possible. When automation is not possible, the dacumen
should be precise enough to guide developers towards an implementation that matuss
specifications [29].

2.6.3 Service Level

The service level consists of four documents: the SD Template, the IDD Template, the CP
Template and the SP Template.

f Service Description (SD) Template

A service description document provides an abstract description of what is needed for systems
to provide and/or consume a specific service. SD’s for Application Serviceatszldgpecified)

by the developers of any Arrowhead compliant system and by the developettse ofore
Arrowhead Framework services. The SD shall make it possible for an engineer t@ achiev
Arrowhead compliant realization of a provider and/or consumer of descriptionoef the
service is implemented by using the Communication Profile and the chosen teciesd29].

The document starts by describing the main objectives and functionalities of thieesemd

follows on defining the Abstract Interfaces and an Abstract Information Model. On Abstra
Interfaces section all interfaces should be detailed using a UML sequence diagram. The Abstract
Information Model section must provide a high level description of the mé&dion model with
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types, attributes and relationships, based on UML Class diagram. Finathfunttional
requirements must be described for each service.

f Interface Design Description (IDD) Template

An IDD provides a detailed description of how a service is implemented thy asspecific
Communication Profile and specific technologies. This document descedes of the
interfaces in a separate sub-section, and the functions included in each interface. To support the
descriptions, the use of UML sequence, class and components diagrams is recommended. There
must be an Information Model section present in the document, containing detiafedmnation

about the data formats used by the interface along with metadata information [29].

f Communication Profile (CP) Template

The CP document describes the types of message patterns, defining in detail O tiamdles
security issues, regarding authentication and encryption based on the protocol specifications.
For instance, in the use of Constrained Application Protocol (CoAP), Datagram Traagport
Security (DTLS) is enabled. This document can be identified by three charactdrastisfer
protocol (e.g. CoAP); security mechanism (e.g. DTLS); data format (e.g. XML).

f Semantic Profile (SP) Template

The SP describes the data format by pointing out its type (e.g. JSON; XMiowathat data is
encoded.
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This chapter describes how the project developers worked during the project, along with a
timeline. First, it introduces the work methodologies used. Then, with the suppat@dntt
diagram, the planning of the overall work is shown along with the follow up imgtFinally, in
Section 3.4yve list all the used technologies and what systems each technology was used for.

3.1 Work Methods

The work here developed consisted in a team work involving locafaein partners. Since
other research centres should use the developed code, the supervisors of the project had a
considerable participation in the analysis and documentation phases. This was donen® &nsu
high-quality software that meets the needs of all, having also a predictable schedule.oreeref

it was considered that the best work method shouldameagile one, specifically Rational Unified
Process (RUP).

As RUP proposes, the project timeline consistdtiénfollowing four phases:

1. Inception t In this phase, the tasks consisted more in research and the studying of the
technologies that were planned to be used.

2. Elaboration t During this phase, several project architectures and technologies were
proposed and discussed with the project supervisors. Both functional and non-
functional requirements along with the pilot project were defined

3. Construction t In this phase, all the elaborated use cases were implemeniésl
integrated all the implemented systems between themselves, with the framework and
finally with the pilot project.

4. Transition t Some prototypes were made and posted on practice, resulting on code
testing and improvements.

Since this project was more research-related, it consequently involveddewabie theoretical
tasks, and new technologies usage. The analysis phase has a more relevardmatetypical
software developments, and consequently was more time consuming. After each research task
a power point would be written containing the captured ideas, and presented to thergigors

for comments.

Some of RUP best practices [30] were adopted, such as:

x Develop Software Iteratively. In each iteration, the developing team presented the work
and received feedback from the supervisors. This occurred during the RUP construction
phase, in two weeks periods or less.

x Control changes to software. Each system was developed in different branches ® isolat
any changes made tanother partner.

x Visually Model Software. With the support of UML diagrams, every codendanit)
description was documented in graphical presentations in order to ease its
understanding by all members of the team
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All the source code of the project and its design was managed using thelgitj31] system,
using Git [32] as a revision control system. Regarding the tasks, the team udssud racker
system of Bitbucket for the project tasks/issues. Each task consisted in three different types
code, analysis and tests. These work methods allowed a rigorous code designeshtation

and the possibility to see what every one on the development team wagydbad done and
what was going to do. Any error or bugs that emerged, would be immediately reported.

Along with the internship responsible it was decided to do weekly report that wouldibesc
the work done in the last seven days, so there would be a historical documentatiorami
evolution timeline of the project. There would be also a weekly meetinmiaimum, with the
project responsible, where it would be discussed the tasks status, the code desigiaandd
future tasks. Never less than thirty minutes, every meeting participant would show velthat h
done, and what problems they were facing. These meetings were very importanetoome
any of the internship problems, and constantly improve the project solution

3.2 Work Planning

The project planning since its beginning was divided in six different phasepectPr
Requirements, Software Analysis, Development, Tests, Documentation, and Meetings. Unlik
typical project planning, it was best to separate the Meetings phase from the Dotation

since it had an important role. This was done because during the project, meetingseaccurr
very often, more than normal with both supervisors and team supporters given tlegt liad

an enormous influence in the work planning.

Additionally, we decided that the initial phases would be the Project Requirengaititering

and the Project Meetings. In this stage of work, the team would discuss the obgaid
functionalities that were considered essential to be developed. When the team decided it had
enough information to evolve from Project Requirements to Software Analysidyidetings

still occurred until the end of the project.

Regarding the Software Analysis phase, it consisted in a more rigorous and detailed description
about the project application. The team, using UML [33], studied anghgzed several
architectures, detailing the technologies to be used. During this stage, the heahweekly
meetings to reach a consensus about what and how certain solutions should be implemented.

Furthermore, both Development and Test phases occurred at the same time with only a fe
days of difference. During Development the team implemented all the previoesigred
systems along with the respective functionalities. In Testing phase, the team itgegththe
developed systems and consequently would corrected any captured failure. Two fyfems$so
were used, Unit [34], Acceptance [35].

Lastly, the Documentation phase involved the writing of PESTI report and the/h®ad
compliant technical documentation. Table 3 shows a representation of the Project Planning.
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Table 3 - Project Planning.

ID |WBS TASK PREDECESS| RESPONSIB| DURATION START | FINISH
sr| 1 Project 1
Requirements Team 15 weeks |March |31 May
an| o Software
Analysis #R Team 10 weeks |2 May |30 June
3 | Development #A Team 14 weeks |1 June |31 August
4 |Tests #D Team 13 weeks |6 June |31 August
5 23
Documentation #l Team 20 weeks | 30 May | Septembel
6 1 30
Meetings none Team 34 weeks | March | Septembel

3.3 Follow up Meetings

The meetings occurred throughout the project are here presented and explained. First, as Table
4 depicts, there were three types of meetings: Briefings, Tele-Conferences and Demo
Presentations.

The Briefings consisted in formal megg with the supervisors, using Power Point [36]
presentations to discuss the project, more specifically its status, the tasks antiosol
strategies. During the code implementation, the Briefings were also useprdasent tre
developed work and discuss functionalities.

The Tele-Conferences occurred only with the foreign team supporters. The purpose of these
meetings was to resolve any technical problems and plan the joint work.

Regarding the Demo-Presentations, these meetings occurred less often that the others since
they took place in the final stage of the project. In this meetings the integration déatloped
systems and their functionalities were presented, and a proof of concept video was recorded.

In addition, it must be noted that other meetings, of more informal nature, weld kdaily, in a
more informal environment. Table 4 shows information regarding the meetinggtmeldghout
the project in chronological order.

Table 4 - Meetings Agenda.

DATE SUBJECT PARTICIPANTS
16/02/2016 Briefing Luis Lino, Michele, Joss, Pedro,
15:00 t 16:00 Project presentation. Paulo Barbosa
25/02/2016 Briefing Luis Lino, Michele, Renato, Paul
10:00t11:00 Definition of tasks, elaboration of Barbosa.

planning.

29/02/2016 Briefing Luis Lino, Renato, Paulo Barbos
16:30t17:30 Work strategy definition.
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DATE SUBJECT PARTICIPANTS
1/03/2016 Briefing Luis Lino, Renato, Joss, Paulo
15:30t16:30 Project Status. Barbosa.
04/03/2016 Briefing Luis Lino, Michele, Renato, Joss
15:00t16:00 Work strategy definition. Project Pedro, Paulo Barbosa.
planning redefinition.
07/03/2016 Briefing Michele, Paulo Barbosa.
14:30t15:30 Project Status.
08/03/2016 Briefing Luis Lino, Michele, Paulo Barbos
14:30t15:30 Project Status.
Difficulties exposure.
11/03/2016 Briefing Luis Lino, Michele, Joss, Renato
10:00t12:00 Code Design Discussion. Pedro, Paulo Barbosa.
15/03/2016 Briefing Luis Lino, Michele, Paulo Barbos
15:00- 16:00 Pilot-Project Discussion.
17/03/2016 Briefing: Luis Lino, Paulo Barbosa.
18:00t19:00 Project Status
Project planning redefinition.
21/03/2016 Briefing Luis Lino, Paulo Barbosa.
16:00t17:00 Project Status
Project planning redefinition
24/03/2016 Briefing Luis Lino, Michele, Renato, Paul
15:30t16:30 Project Status Barbosa.
30/03/2016 Briefing Luis Lino, Michele, Renato, Paul
15:0016:00 Project Status Barbosa.
06/04/2016 Briefing Luis Lino, Michele, Renato, Paul
11:3012:30 Project Status Barbosa.
08/04/2016 Tele - Conference Renato, Paulo Barbosa.
14:00 t15:00 Discussion about integration
problems.
02/05/2016 Briefing Luis Lino, Michele, Renato, Paul
14:00t15:00 Project Status Barbosa.
Project work methodology
redefinition.
03/05/2016 Tele - Conference Renato, Paulo Barbosa.
14:30t15:30 Problems discusses.
Shared thoughts about solutions.
10/05/2016 Briefing Luis Lino, Paulo Barbosa.
15:30t16:00 Project Status. Code design
redefinition.
20/05/2016 Briefing Luis Lino, Michele, Bruno, Renatq
18:00t20:00 Demonstration of features. Paulo Barbosa.
Project Status.
27/05/2016 Briefing Luis Lino, Michele, Bruno, Renatc
15:0016:00 Demonstration of features. Paulo Barbosa.
30/06/2016 Briefing: Luis Lino, Michele, Bruno, Joss,
15:0016:00 Project Status. Paulo Barbosa.
03/06/2016 Briefing Luis Lino, Bruno, Renato, Paulo
16:30t17:00 Project Status Barbosa.
Project planning redefinition.
09/06/2016 Briefing Luis Lino, Bruno, Joss, Pedro,
14:15t16:00 Demonstration of features. Renato, Paulo Barbosa.
Project planning redefinition.
15/06/2016 Briefing Luis Lino, Bruno, Paulo Barbosa
18:00-18:30 Demonstration of features.
Project planning redefinition
5/07/2016 Briefing Michele, Luis Lino, Renato, Brung
11:0011:15 Project Status. Paulo Barbosa.
18/07/2016 Briefing Michele, Luis Lino, Renato,
12:0012:30 Project Status Roberto, Paulo Barbosa.

Project planning redefinition
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DATE SUBJECT PARTICIPANTS
29/07/2016 Demo Presentation: Michele, Bruno, Renato, Roberto
17:0017:30 Demonstration of all featureg 1st Paulo Barbosa.

demo.
1/08/2016 Demo-Presentation: Luis Lino, Michele, Bruno, José
17:0018:00 Discussed the demo. Pedro (Event Handler), Renato €
Demonstration of features. Paulo Barbosa.
13/08/2016 Demo-Presentation: Luis Lino, Michele, Bruno, José
Demonstration of all featureg 2d Pedro (Event Handler), Renato €
demo Paulo Barbosa.
19/08/2016 Tele t Conference: Michele, Paulo Barbosa.
Discussed the developed change
Planning of future tasks.
29/08/2016 Briefing: Luis Lino, Renato, Joss, Paulo
Demonstration of all features Barbosa.
final demo
23/09/2016 Briefing: Luis Lino, Bruno, Renato, Paulo
Documentation Overview

3.4 Technologies

Table 5 summarizes which technologies were used, their version and the justifichtiogiro

employment. In the following sub-sections, each technology is explained.

Table 5 - Employed technologies.

Technology Version Where Was Used

Java JAVA SE 8 Arrowhead Applications

Maven 251 Arrowhead Applications

Jersey 2.23.1 Arrowhead Applications

NetBeans 8.0.1 Arrowhead and  FTT-§
Application

NS3 3.25 For QoS and FT9Eresearch
and analysis

C ANSI-C FTT-SE Application

MySQL 5.1.6 Arrowhead Database

MongoDB 3.2.2 QoSMonitor Database

3.4.1 Languages & Libraries

This sub-section describes each programming language and library used during the project.

f Java

Java is an object-oriented programming language first released by Sun Microsystems iih 1995.
is fast, secure, and reliable. From laptops to datacentres, game consoles to scientific
supercomputers, cell phones to the Internet, Java is widely used [37]. Javadgrig very based

on C and C++ languages, many of Java’s defining characteristics come fromvothis t

%0 (E eeJEeU AZ] Z & €& (]JVv u vS§e
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What really defines Java is its portability, because to make C and C++ wiffide@ntdCPUs it is
needed a compiler for each type of CPU, and compilers are expensive and time-cansumi
create. Therefore, back then Java founders decided to work on a portable, platform independen
language that could be run every type of CPUs, leading to the creation of Java [38].

Currently the latest Java version is Java SE 8 and represents another very digmficade
with the introduction of lambda expression. The purpose of lambda expressidossimplify
and reduce the amount of source code needed to create any functions.

f C
Cis an imperative programming language, a very powerful tool, capable oidprguow-level

ee SZ }u%o S ot [Beveloped by Bell Labs in 1972 it has been most used to convert
from assembly language programs and operating systems without any performance losses. The
main advantage of C language during its release was its high-level and easiness to pragram th
could replace assembly code when creating software.

C works best for small projects where performance is important and the programmesgheav

time and skill to make it work in C. In any case, C is a very popular and influential langusage. Thi
is mainly because of C's clean (if minimal) style, its lack of annoying or retgettatstructs,

and the relative ease of writing a C compiler [39].

f Jersey

In order to simplify development of RESTful Web services and their clients in 3taagard
and portableJAXRS API has been designed. Jersey RESTful Web Services framework is open
source, production quality, framework for developing RESTful Web Services in Java [40]

Although Jersey is not the only JAX-RS API [41], it is the only officislpmkd by Oracle.

AlJo o (JE : A 0 v Z]PZ E A E-+]}veU ]38 EJA v oc VH 0AS} Vo E}
reducing programming time and facilitating code comprehensl#x¥RS uses annotations to
define the REST relevance of Java classes [42]. These annotations define the beHaviour o
interfaces, and facilitate the implementation.

This RESTful Web Service consists in resources, that are accessed via a common interface based
on HTTP methods. There are four different HTTP methods used in RESTt, @& effel and
Post.

f NS3

For all students and investigators with limited budget NS-3 offers a free aed optwork
simulation platform for networking research. It is an open-source platfemtten in C++
capable of working in all the three main operative systems, Linux, Mac &8 Windows.
Currently is in its third version that was released in mid-2008.

In brief, NS3 provides models of how packet data networks work and perform, and proades
simulation engine for users to conduct simulation experiments. Some of the reasonstsuse
3include performing studies that are more difficult or not possible to perforth véal systems,
studying system behaviours in a highly controlled, reproducible enwieort, and learning
about how networks work [43].
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All the NS-3 simulation are based on discrete events, meaning that between consemaints,

no change in the system is assumed to occur, differentiating from continuous eventsawvéich
event-based systems where the program is continuously tracking the program ewventsnoe.
Therefore, discrete events systems have more performance because they have onlyl&tesimu
between time slices [44]

3.4.2 Databases

This sub-section describes the two databases technologies used for the project.

f MongoDB

MongoDB is an open-source database developed by MongoDB, Inc. Mosgmes data in
JSON-like documents that can vary in structure. Related information is stored togetiiestfo
guery access through the MongoDB query language. MongoDB uses dynagni@schmeaning
that you can create records without first defining the structure, such as the fields dyples
of their values [45].

Classified as NoSQL database, MongoDB eliminates the complex object relationalgmappin
(ORM) and instead it provides a flexible and scalable data modelling. Unik@IMMongoDB
has the capability of working with large quantity of data without any performance cost.

f MySQL
MySQL offers reliable, high-performance and scalable Web-based and embedded database
applications [46]
Released in 1995 MySQL is the second most used Relational Database Management System
after Oracle (RDBMS) [47]. Developed by a Swedish company and acquired in 2008 by the giant
}(3A E }Ju% vC "KE o _X tE&]SS v ]v-sourge softwdde ¢dpable of } %o Vv
working on most of existing operative systems such as Linux, Windows and OSX.

A relational database stores all the data in separate tables, which are then organized and
associated using foreign keys. This means that a relational database must hagiah |
structure, setting up rules between different data fields, avoiding duplicate inodnsistent

data. MySQL derives from SQL, which is a standardized language for users totltaecess
databases.

The main characteristics that MySQL has are its portability, capable of workaigost every
platform system, compatibility, it can work in all the top 10 most usedymamming languages
[48] and many more, high performance.

MySQL]s 8Z A}@EO0 [* U}*S %} % 0 E }% \ng}he@ost-efféctive delivery. o
3.4.3 Development
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the development of the project solutions.
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f Mavenj

Maven is a project management tool which encompasses a project object model, a set of
standards, a project lifecycle, a dependency management system, and logic for exeaiging pl
goals at defined phases in a lifecycle. When using Maven, a description of the pnojgdbe

made using a well-defined project object model, Maven can then apply cross-cuttingdogic f

a set of shared (or custom) plugins.

f NetBeans

NetBeans is the official IDE for Java 8. With its editors, code analysers, and conitectats,
quickly and smoothly upgrade applications to use new Java 8 languag&ums, such as
lambdas, functional operations, and method references [49].

Initially developed by two young students in 1996, and acquired by Scrodystems in 2000,
E S wvel]elv }(u}ed $Z ule@]. Mereimpdrtantly than its features, Netbeans
has a vast community due to its open-source platform.

Written completely in Java, it is a portable system capable of wodkirejy machine, with Java
Virtual Machine installed. Many other programming languages, such as C/C+<yifa\aatsl
PHP are supportable by Netbeans, and its community plugins expands the IDE capabilities.

f Eclipse

Eclipse is a community for individuals and organizations who wishol@aborate on
commercially-friendly open source software. Its projects are focused on buiktingpen
development platform comprised of extensible frameworks, tools and runtifoesuilding,
deploying and managing software across the lifecycle. The Eclipse Foundatiot+ierapmofit,
member supported corporation that helps cultivate both an open source commiamitly an
ecosystem of complementary products and services [51].

Eclipse is an integrated development environment capable, it is free and opecesaimd can
be used development of application on Java, C, C++, JavaScript, PHP Pytbéog,R and on
many other languages.

Developed by IBM in 2001, Eclipse has a very large communityibcimg with the
development of plugins. Configurability and extensibility are the main featuresBhipse
offers.

f Git
Git is a free and open source distributed version control system designed téehewetything
from small to very large projects with unlimited number of developers [B2jas created by in
2005 for assisting the Linux kernel development project in order to obatt the changes and
therefore avoid files corruption. The time when Git was developed there were alsadg
version control systems such as BitKeeper [53] but all of them hagk dtaws, like weak
performance, so Git corrected all the other systems weaknesses.

Nowadays version control systems are widely used in software developmenta@nd
fundamental tool. They are essentially a code repository where all the projedtevscan
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access and change, with monitored access. Every source code changes are tracked, along who
made the change, and why they made it. Three main characteristics from Git and other system
version controls are version tracking, versions restoring and team coordination.

1. Tracking all project versions.

Version tracking allows the recording and analysing of all the project changes, who made it and
why, when a new functionality was implemented or when a bug was introdueed fxed. The
project timeline is automatically made by the version control system, reducing thiegbro
manager work.

2. Restoring previous versions.

Being able to restore older versions of the project effectively means when thepiajgct
changes crash it, a simply undo can be done with few clicks. Knowing this makes all tbe proje
workers a lot more relaxed when working on important bits of a project [54].

3. Coordinating Teams.

Teams, either co-located or distributed, usually carry out resource devenpiersion control

is central for coordinating teams of contributors. It lets one contributorkven a copy of the

resources and then release their changes back to the common core when ready. Other

contributors work on their own copies of the same resources at the same time, unaffegted b
Z }SZ E[s Z vP ¢ pvs]lo S$Z C coirhit th&ik chartgeR backEto the project.

Any conflicts that arise whenever two contributors independently change the same part of a

resourceare automatically flagged. Such conflicts can then be managed by the contribubfirs [5
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4.1 Introduction

As partner of Arrowhead Framework, the team is obliged to write the technical documentation
following the Arrowhead templates and guidelines. Since most of this documemtatio
approaches both project analysis and implementation, it was decided to ghtsrchapter all

the written documents. The distribution of the documents per section is depicted in Figure 8.

The overall Arrowhead documentation is stored in a shared blog, located in theifall&JRL
https://forge.soa4d.org/plugins/mediawiki/wiki/arrowhead-f/index.php/MainaBe All
written documentation presented in this Chapter is in the process of appbyvidle Arrowhead
Partners, until the publication of this report.

Section 4.2 describes both QoSMaP E v Y }”D}V]S}E *C*S UAE ]V %% @} ZX
This Section contains two SysD documents. Section 4.3 describes both QoSSetup itmd Mon
services provided by QoSManager and QoSMonitor systems, respectively. This Section contains
two SD documents. Section 4.4 describes all the interfaces provided by QoSManager and
QoSMonitor systems. This Section contains six IDD documents. Section 4.5 desctims all
semantic profiles of each interface messages. This Section contains six SP documents. Sectio
4.6 describes, in detail, the implementation of the QoSManager and QoSMegitmms. This

Section contains two SysDD documents. Section 4.7 describes the implemenfatienpiot

project done in a FTT-SE network. This Section contains one SoSDD document.

In overall, Sectios¥.2 and 4.3 can be considered as an analysis of the project since their referred
documents focus on a higher-level description. The Sestlohto 4.7 can be considered as a
technical description because the referred documents focus on the description of the used
technologies and its implementations
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4.2 Systems Description

This section lists the goals, main services and interfaces of both QoSManager (&2ctijpand
QoSMonitor (Section 4.2.2) systems without describing any technology.

4.2.1 QoSManager System Description

A. System Description Overview

The QoSManager purpose is to verify and manage QoS for service fruition.

This document regards a design considering that the QoSSetup and Monitor services are
produced by two different systems. Thus, QoSManager system produces the QoSSetep servic
QoSMonitor produces the Monitor service.

Acting as a support system for the Orchestrator system, the QoSManager provides services to
enable the configuration of systems and network actives. To this aim, the QoStiaystem
produces the QoSSetup service, which allows two functions to be invoked. Fesfjaation of

a requested QoS is done with the support of a specific communication prosbgotithm.
Second, the QoSManager can configure all the necessary network actives and devices t
guarantee the selected QoS with the support of specific communication protocol drivers. To
assure the fulfilment of the QoS during execution time, the QoSManager consumes thtemMoni
service provided by the QoSMonitor system.

A high level of the QoSManager system is depicted in Figure 9.

| —

QoS Manager System QoS Monitor System

| ocs 2] | | |
V . Uses => |
—— | e——
. !
Config QoS
Store Store

Figure 9 - Overview of the QoSManager System.
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a. Domain Model
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Figurel0 - Domain Model of the QoSManager system.

Using Figure 10 has a guideline, the Domain Model for the QoS Manager can be dexxribed

The QoSManagerSystem provides only one service, tf@oSSetupService . This service

provides two functionalities, th@oSVerification andQoSReservation
The QoSVerification uses multiple QoSAlgorithm s, each one is specific to a
communication protocol. Th&oSReservation is similar toQoSVerification and

instead of usingQoSAlgorithm s it useQoSDriver s.

To guarantee enough information to its operations, tQ®SSetup accesses two stores,

QoSStore and SystemConfigurationStore . The QoSStore has various
MessagesStream s, each one is composed by twdArrowheadSystem s, one
ArrowheadService and one QoSResourceReservation . The

QoSResourceReservation is formed by multipl&QoSParameter s, and each parameter
Zs VU V E *% S]A A op ~]X X~ v A] sdue).» v u v

Regarding to theSystemConfigurationStore , it has varioudNetwork s, Nodes, and
Topology . A Node contains multiple NetworkDevice , ArrowheadSystem ,
Capability . TheTopology entity containstwo v ]P Z }Md#e objects that havea
direct communication. Such as thdode, a NetworkDevice can also have multiple
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Capability objects and is grouped in d&letwork entity. A Network has a
CommunicationProtocol that is specific to eacQoSDriver andQoSAlgorithm

TheQoSManagerSystem consumes thé&ddingMonitorRu le operation provided by the
MonitorService that in turn is provided from the QoSMonitorSystem
AddingMonitorRule uses twoArrowheadSystem s and onéArrowheadService

b. Mandatory Properties Files

For storing QoS reservations and configurations of network actives avidede the
QoSManager uses a relational database, for example a MySQL database. In order to
function properly, the QoSManager must be configured with information reggrttie
databases and the QoSMonitor Uri.

The database properties file named hibernateQoS.propertiespntains one
databaseurl parameter which refers to the URL of the QoSStore databasg, e.
Al WuCe<oWIlo} 0Z}eSWiiiolc}ezeS}E _

connectionQoS.url=[databaseurl]

The database properties file named hibernateSCS.propertiecontains one
databaseurl  parameter which refers to the URL of the SystemConfigurationStore
§ e« U XPX 7"i WuGCecoWIllo} o0Z}SWiltMul=L}«E uz }v(]PHE

connectionSCS.url=[databaseurl]

The Monitor properties file named monitor.properties contags one
url_to_monitor parameter, which refers to the URL of the QoSMonitor system,
XPX NZ88% WIIidTXI06XIXiWO616il<}eu}v]SIE _

monitor.uri=[url_to_monitor]

B. Use-Cases

QoSManager provides two functionalities, the Verification of a QoS and the Rimenvha
QoS.

The first use-case, Verification of QoS requirements, involves computing whether €@o@in
requirements are feasible, with the use of an algorithm. The same algorithm, which iicspeci
to a communication protocol, must take into account the configurations eaghbilities of the
SoS and the current reservations over the network actives and devices.

The second use-case, Reservation of a QoS, regarding configuring a stream gniecti
producer and consumer accordingly to the requested QoS. Using a seGairYers, each one
specific to a communication protocol, the QoSManager configures all the network actives and
devices to accommodate the new service.

a. Functional Requirements

The QoSManager haso major functional requirements:

x Verification of a Qo0S: By receiving a set of orchestrated services and QoS
requirements, using a QoS algorithm, the QoSManager must decide if the
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requirements are feasible. The QoS algorithm, which is specific to a
communication protocol, verifies a request by taking into accoung th
configurations and capabilities of the system of systems and the current
reservations over the network devices.

X Reservation of a QoS: Whenever a service is requested with QoS requirements,
the stream connecting the producer and consumer must be configured by the
QoSManager, to accommodate the new service. This is accomplished using the
QoSDiriver, which is specific to a communication protocol.

b. Non-Functional Requirements

Regarding the non-functional requirements, five must be highlighted:

- Availability: The system must be online and accessible as long as pdzsible,
hours per day and 365 days per year.

- Integrity: Dealing with sensible industrial requests the system must always
report any execution error into its database for further analysations and
improvements.

- Interoperability: The developed system must be able to be easily migrated to
other Arrowhead Frameworks, since there are more than one (ex. Hungary [56]
BNearlIT). At best during the migration of frameworks, there should be no
adaptation or even logic model changes.

- Performance: The system and its algorithms must have the shortest execution
time therefore an advanced hardware and good programming code should be
adopted.

- Extensibility: The System must support hew communication protocols and
different algorithms therefore it should be generic.

41



c. Use-Cases Execution Flow

Table 6 - Use Case 1 execution flow.

Use-Case:MNerification of QoS

ID: 1

Brief description

The use-case describes the sequence of steps for the verification of the service col
requested QoS.

Primary actors

Orchestrator

Secondary actors

Preconditions

- The Service Consumer and Service Provider network information must already be st
the System Configuration Store.

Main flow:

1- A Service Consumer contacts the Orchestrator, orchestrating a service, locate
Local Cloud, with a Quality of Service.

2- The Orchestrator requests the QoSManager to verify the feasibility of the QoS ¢
consumer and producer stream.

3- Using a specific network algorithm the QoSManager verifies if the requested (
or not possible giving a reject motivation back to the Orchestrator.

4- The Orchestrator gives all possible producers that can provide the requested g
with QoS.

Post conditions

Alternative flows

3*- There is no sufficient information on the System Configuration Store toyérihe
requested QoS is feasible and therefore the QoSManager sends a warning.
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Table 7 - Use Case 2 execution flow.

Use-Case 2: Reservation of QoS
ID: 2

Brief description

The use-case describes the sequence of steps for the storage of events into a dataha
local file.

Primary actors

Orchestrator

Secondary actors

Producer System, Consumer System

Preconditions

- The Service Consumer and Service Provider network information must alreg
stored at the System Configuration Store.
- This use-case comes only after UC1.

Main flow:

1- A Service Provider registers a service.

2- A Service Consumer contacts the Orchestrator, orchestrating a service, located
Local Cloud, with a requested Quality of Service.

3- The Orchestrator requests the QoSManager to reserve a message stream be
the Service Consumer and the Service Provider with the QoS desired.

4- The QoSManager, using the QoSDriver, setups the necessary configurations b
the Service provider and consumer to meet the requested QoS.

5- After the configuration the QoSManager responds to the Orchestrator if
configuration was or not successful.

Post conditions

Alternative flows

4** - There is no sufficient information on the System Configuration Store tQt® setup
the QoSManager sends a warning.

C. Diagrams

Verification of QoS
This diagram is already illustrated in the Section 4.3.1.
Reservation of QoS

This diagram is already illustrated in the Section 4.3.1
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D. Application Services

Figurell depicts a representation of the set of services provided (produced) and consumed by
the QoSManager system. This system produces one service, the QoSSetup.

The QoSManager system consumes two services, namely: the QoSMonitor Monitor, skevice
Authentication core system and the Service Registry (SR).

<<component>> g]
QoSManager

QoSVerify
QoSRserve

e
—0

Orchestration 4@
——C
—

Service Registry

QoSMonitor

Figurell - Services provided and consumed by the QoSManager.

a. Produced Services

Table 8 - Pointers to IDD documents..

Service IDD Document Reference
QoSVerify Section 4.4.1
QoSReserve Section 4.4.2

With the support of an algorithm, the QoSVerify service calculates if a certain QoS is
feasible depending on the network topology, capabilities and current QoS reservations.
On the other hand, the QoSReserve manages the reservations used to guarantee QoS to
service fruition with the support of a driver.

b. Produced Services

Table 9 - Pointers to IDD documents..

Service IDD Document Reference
QoSMonitor | Section 4.4.5
-Monitor
ServiceRegig https://forge.soadd.org/svn/arrowhead/WP7/Task%207.3/Working|
try ITIA/Arrowhead_G3.2_QuickStart.zip
Orchestratio | https://forge.soa4d.org/svn/arrowhead/WP7/Task%207.3/Working|
n ITIA/Arrowhead_G3.2_QuickStart.zip

The description of the QoSMonitor, Service Registry and Orchestrator can beifound
their respective references.

44



E. Security

This chapter defines high-level security principles the system needs to follamam-technical,
generic level.

a. Security Objectives

The QoSManager system provides secure HTTP communications using SSL/TLS as s
security protocol. This is to keep sensible information only readable bystected
group of recipients with the usage of certificates.

45



4.2.2 QoSMonitor System Description

A. System Description Overview

The QoSMonitor system provides functionality for the monitorihgerformance between two
systems, one consuming a service provided by the other, in a given Arrowheadiasgmpl
installation.

This document regards a design considering that the QoSSetup and Monitor services are
produced by two different systems. Thus, QoSManager system produces the QoSSetap servi
QoSMonitor produces the Monitor service. It uses a set of plugins (extenditres@oSMonitor
system) deployed in producer and consumer systems to capture communicatimation.

The QoSManagsd(section 4.2.1kends rules that are used to specify QoS requested by the
service consumer when the orchestration process is performed. The QoSMeitbion 4.2.2)

uses the Monitor database to store rules sent by the QoSManager. Afterwards, the QoSMonitor
receives monitor logs from the plugins and uses the information to present coneation state

over time in graphic form. The monitor logs are stored in the Monitor datapaith each having

a reference to a specific monitor rule. Furthermore, QoSMonitor uses the same data to verif
QoS against a rule identified by the same systems as given by the monitor log, thilgysend
events to the EventHandler system if QoS requirements are not met. The QoSMonitor uses the
Monitor database to access the rules defined in each monitor log. In additiofves ¢he
possibility to an Arrowhead compliant system to send errors, waiethen transformed int@a
maximum level severity event. A high-level view of the QoSMonitor syistelepicted in Figure

12.

QoSMonitor System
[ Y

EventHandler System

Uses >>

G

Monitor

Figurel2 - QoSMonitor High Level Component Diagram.
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a. Domain Model
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works with >> I

Figurel3 - Domain Model of the QoSMonitor system.

The domain model of the QoSMonitor system, shown in Fij8recan be described as follows:

The QoSMonitor System provides the Monitor service that in turn provides four
functionalities, namely  AddMonitoringRule , RemoveMonitoringRule
AddMonitoringLog  andSendEvent . Since theQoSMonitorSystem  must be capable
of working with variousCommunicationProtocol o]l ~&dd }JE A v "e]Rf
thesefunctionalities use various types@bmmunicationProtocol to execute its logic. The
CommunicationProtocol is defined by the user of the functionality each time it uses it.

ADatabase is used to stordonitorRule  andMonitorLog and to support theMonitor
service in the various use cases. BiéVerification (in section 4.4 there is an example
of an SLA) is responsible for verifying the QoS MbaitorLog , against aMonitorRule
using a specifiCommunicationProtocol . It also works with theEventProducer to
create an event whenever information oMonitorLog  does not comply with that specified
in the respectiveMonitorRule  (for example, if @MonitorRule exists specifying that a
consumer can use 100 MB/s of bandwidth but tienitorLog  shows that 110MB/s were
used then this is a breach in Qo0S). TI@SMonitorSystem consumes the
RegisterProducer and PublishEvent  functionalities from theRegistryService

and PublishService services respectively. ThHeventHandlerSystem provides both
services.

b. Mandatory property files

The database properties
database_connectionString

fle named mongodb.properties contw a
parameter, which refers to the connection path
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of the Monitor databaseU XPX AUulvPl WITIOTXiooXtba X 6oWToi1id_
database_name parameter which refers to the name of the database, e.g.
AulvP}

connectionString= [ database_connectionString ]
database= [ database name ]

The ServiceRegistry properties file named serviceregignyperties, contains a
comma_separated_list_of _ServiceRegistry parameter, which refers to
the Arrowhead Frameworks where the user wants to register the QoSior as a
s EA] % E}A] EU XPX ~,uvP EC_

registry.option= [ comma_separated_list_of_ServiceRegistry ]

The EventHandler services properties file named eventhangieoperties contains a
url_to_orchestration which refers to the Orchestrator System where the
EventHandler system is located, e.g. http://localhost:8080/comthestrator; the
eventhandler_serviceGroup parameter refers to the service group of the

A vs , voE +Ce+S uU XP X Nep%o %o} ESeCeS Ue
registry_service_definition parameter refers to the definition of the

E P]+3EC « EA] U Xpublish GerAde JIEGtioV 3Z refers to

A (Jv]81}Vv }( 8Z %op 0]*Z » EA] U XPX "%u 0]*Z_ X

orchestrator.orchestration.uri= [ url_to_orchestration ]
eventhandler.servicegroup= [ eventhandler_serviceGroup ]
eventhandler.registryservicedefinition= [ reqgistry_service_de
finition ]

eyfsntha?dler.pubIishservicedefinition= [ publish_service_defi
nition

B. Use-cases

The QoSMonitor is registered and authenticated as an Arrowhead compliant system in the
ServiceRegistry. It is considered as given that the systems being monitored were also registered.
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Tablel0 - Add Monitor Rule Use-Case Description

Use-Case 1: Add Monitor Rule

ID: 1

Brief description

Add monitor rule about requested Qualibf-Service between two systems.

Primary actors
QoSManage(Section 4.2.1).

Secondary actors

MongoDB Manager.

Preconditions

At least one monitor parameter (for example bandwidth).

Main flow:

1- QoSManagerSection 4.2.1%ends a monitor rule to the system.
2- System validates the monitor rule.
3- Saves monitor rule in the database, identified by the given systems.

Post conditions

Monitor rule stored in the database.

Alternative flows

2 The payload is not valid.
2.1 Returns bad request as response.

3 A rule identified by the same given systems already exists in the database.

3.1 The rule is deleted.
3.2 The new rule is saved.
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Tablell - Remove Monitor Rule Use-Case Description

Use-Case:Remove Monitor Rule

ID: 2

Brief description

Removes monitor rule about requested QualitfiyService between two systems.

Primary actors
QoSManage(Section 4.2.1).

Secondary actors

MongoDB Manager.

Preconditions

Main flow:

1- QoSManage(Section 4.2 Jlsends a monitor rule to the system.
2- System checks existence of rule in the database.
3- Removes monitor rule in the database, identified by the given systems.

Post conditions

Monitor rule deleted in the database.

Alternative flows

2 A rule identified by the given systems does not exist in the database.
2.1 Returns not found as response.

Tablel2 - Add Monitor Log Use-Case Description

Use-Case 3: Add Monitor Log

ID: 3

Brief description

Add monitor log with information regarding communications between twoeyst service
producer and service consumer.

Primary actors

MonitorPlugin of service prosumer.

Secondary actors

MongoDB Manager

Preconditions
At least one monitor parameter (for example bandwidth).

Rule identified by the given systems must exist in the database.

Main flow:

1- MonitorPlugin sends monitor log.
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2- System validates the payload.

3- Checks for a monitor rule identified by the given systems.

4- Saves monitor log in the database, identified by the given timestamp.

5- Validates Qualitpf-Service by comparing monitor log information against I
specifications.

Post conditions

Monitor log stored in the database

Alternative flows.
21- The payload is not valid.
2.2- Returns bad request as response.
31- A rule identified by the given systems does not exist.
3.2- Returns not found as response.
41- Checks that the Qualityt-Service requirements were not met.

4.2- Sends event to the EventHandler system.

Tablel3 - Send EverdseCase Description

Use-Case 4: Send Event

ID: 4

Brief description

Forwards service error descriptions as events to the EventHandler system. Normally
events are not related to Qualityf-Service violations.

Primary actors

Arrowhead compliant system

Secondary actors

Preconditions

Valid payload

Main flow:

1- Arrowhead compliant system sends a service error to the system.
2- System validates the payload.

3- Creates an event with information received.

4- Sends event to the EventHandler .

Post conditions

Alternative flows
21- The payload is not valid.

2.2- Returns bad request as response.
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C. Diagrams

Add Monitor Rule Sequence Diagram
This diagram is already illustrated in the Section 4.3.2.
Remove Monitor Rule Sequence Diagram
This diagram is already illustrated in the Section 4.3.2.
Add Monitor Log Sequence Diagram
This diagram is already illustrated in the Section 4.3.2.
Send Event Sequence Diagram

This diagram is already illustrated in the Section 4.3.2.

D. Application Services

Figurel4 depicts a representation of the service provided and consumed by the QoSMonitor
system. This system produces one service, the Monitor service. The Qa&@Msystem
consumes four services, namely: the EventHandler Registry and Publish services, the
ServiceRegistry and the Orchestration.

<<gomponents== @
QoSMonitor

Monitor
ServiceRegistry (
EventHandIer[]4<
Orchestration[]4<

Figureld - Component Model

Produced Services

Tablel4 - Pointers to IDD documents

Service SDDocument Refereoe
Monitor Section 4.3.2.

The Monitor service is used to add and delete monitor rules, add mologs and send
service errors as events to the EventHandler system. Monitor rules specify Quiigrvice
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(QoS) requested in the Orchestration process. Adding monitor logs also validatesa@ss ag
monitor rule specifications. A service error is an occurrence that an Arrowhead compliant
system is interested in sending to the EventHandler.

Consumed Services

Tablel5 - Pointers to IDD documents

Service IDD Document Reference
EventHandler | https://forge.soa4d.org/svn/arrowhead-
Registry f/3_Core%20Systems%20and%20Services/2_Support%20Core%

ems%20and%20Services/5 Eventhandler%20system/Documetat
rrowhead%20IDD%20EventHandlerRegistry%20REST_ WS-TLS-
XMLv1.0.docx

EventHandler | https://forge.soa4d.org/svn/arrowhead-

Publish f/3_Core%20Systems%20and%20Services/2_Support%20Core%
ems%20and%20Services/5 Eventhandler%20system/Documetat
rrowhead%20IDD%20EventHandlerPublish%20REST WS-TLS-
XMLv1.0.docx

ServiceRegistry https://forge.soadd.org/svn/arrowhead/WP7/Task%207.3/Working
ITIA/Arrowhead_G3.2_QuickStart.zip

Orchestration | https://forge.soadd.org/svn/arrowhead/WP7/Task%207.3/Working
ITIA/Arrowhead_G3.2_QuickStart.zip

The description of the EventHandler Registry, EventHandler Publish, ServiceRegistry and
Orchestration services can be found in their respective references.

E. Security

This chapter defines high-level security principles the system needs to follawmam-technical,
generic level

a. Security Objectives

Objectives for this system cover the well-knowhC[57]-triad (availability, integrity,
confidentiality). The attributexvailability ensures that information is available when it

is needed, and thus the system must be alwaysIotegrity refers to the authorized
modification of data within a given system, and it is granted by limitinthis system

the write capabilities on the NoSQL database of the log dasmfidentialityseeks to
ensure that information can only be read by authorized subjects, and must be applied
to all interactions with the QoSMonitor system.
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4.3 Services Description
This section provides an abstract description of what is needed for systenmewtialgp and/or

consume the two services, QoSSetup (Section 4.3.1) and QoSMonitor (Sek@ynptovided
by the QoSManager (Section 4.Palhd QoSMonitor (Section 4.2.2) systems, respectively.

4.3.1 QoSSetup Service Description

A. Overview

This document describes the QoSManager QoSSetup service, including its abstract interfaces
and its abstract information model. The QoSSetup is the only servicedptbwy the
QoSManager system. The purpose of the QoSSetup service is calculating if a certain QoS request
is feasible by taking into account the configurations and capabilities of the sydteystems

and the current reservations over the network devices. If a service consumptiomstble

with the requested QoS, the QoSSetup can be used to configure a stream connecting that
consumer and a producer according to the requested QoS.

If a consumer wants to consume a service with QoS guarantees, it must make a teqhest
Orchestrator system with both the functional requirements for the servicehich defines
which services the Orchestrator has to put togethemd with the non-functional requirements
t which will be used by the Orchestrator in its interactions with the QoS ManageQd®8etup
service is consumed by the Orchestrator only, and in this sense, the QoSSetupaaptagis
for the Orchestrator.

<<abstract service>>
QoSManagerQoSSetup

<<expose>>

T
|
|
|
1
1
| <<expose>>
1

1

|

v v

<<abstract interface>> <<abstract interface>>
QoSVerify QoSReserve
+QoSVerify(VerificationMessage msg) : VerificationResponse +QoSReserve(ReservationMessage msg) : ReservationResponse

Figurel5 - QoSManager QoSSetup Overview.

The QoSManager QoSSetup service is a core service.

B. Abstract Interfaces

The QoSManager QoSSetup service exposes two interfaces, namely the QoSVerify and
QoSReserve interfaces.

a. QoSManager QoSVerify

During a service orchestration request with QoS, the Orchestrator core system calls the
QoSVerify to determine if the requested QoS is feasible. The interface QoSVerify
contains one single function.
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<<abstract interface>>
QoSVerify
+QoSVerify(VerificationMessage msg) : VerificationResponse

Figurel6 - QoSVerify Interface.

Function:

x QoSVerify:To verify if a requested QoS is feasible the QoSManager calls the
QoSVerify function. The function will return true or false with a reason, true
means that is possible to consume a service with QoS. Whenever the service
consume is not possible the function will return false along with a reason, which
is a parameter that can have three values: Always means that the requested QoS
is not possible under no circumstance, since it would be in excessfehiersoS
was not executing any other service; Temporary means that the condition is
temporary and it depends on current resource reservations in the SoS;
Combination means that the QoS is feasible, but only with a different
orchestration of the services, for example by swapping two service producers
that are serving two service consumers. This latter condition is usually related
to the network topology.
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Sequence Diagram:

Orchestrator QoSManager SystemCanfigurationStore QoSStore Algorithm
I

1: PUT: /QoS/QoSVerify I
’J_

|
|_I_|
| QoS Verify 1.1: getNeworkDevice(provider: ArrowheadSystem)
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Consumer: ArrowheadSystem
RequestedSenvice: ArrowheadService
Provider: List<ArrowheadSystem>

RequestedQoS: Map<String, String>
Commands: Map<String, String> 1.3: getReservationsFromSystem(prpvider: ArrowheadSystem)

[
|
|
|
|
|
|
|
|
|
|
|

f »L‘rl

|

1.4: getReservationsFromSystem(corlsumer: ArrowheadSystem) |

|

|

| |

1.5: verifyQos(providerCapabilities, ConsumerCapabiht#gs, providerReservations, consumerReservations, requestedQoS, commands)

AR S

1.2: getNetworkDevice(consumer: ArrowheadSystem)

1.6: response

R T i

QoS Verification Response

|
QoSVerificationResponse: HashMap< Provider: }
Arrow headSystem, Verification: Boolean> |
RejectMotivation: HashMap<Provider: Arrow headSystem, I
Reason: ENUM=> }
I

I

I

I

I

3

]
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| 1

Figurel7 - High Level Sequence Diagram of QoSSetup Service QoSVerify interface.
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b. QoSManager QoSReserve

After the QoS verification, the Orchestrator core system can call the QoSReserve to
configure a stream between the consumer and the producer. The QoSReserve interface
contains one single function.

fisual Paradigm Standard Edﬂq&‘ﬁﬂéﬁ%@tqﬁ@ﬁ%Eé@g\gﬂiﬂa do Porto)
QoSReserve

+QoSReserve(ReservationMessage msg) : ReservationResponse

Figurel8 - QoSReserve Interface.

Function

X QoSReserveThe QoSReserve function is used by the Orchestrator to
set up QoS. It receives an orchestrated service and a consumer, it will
update the reservations that are active in the SoS, and it will deploy QoS
configuration to devices and network actives involved in the service
fruition.
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Sequence Diagram:

1.4: saveQoSReservation(provider, consumer, requestedQoS)

1.5: POST: /QoSMonitorirule

SystemConfigurationStore ‘ QoSStore ‘ ‘ QoSMonitor ‘ ServiceConsumer ServiceProvider

i 1: PUT: /QoSManageriQoSReserve ] | . : }
| I I |
QoS Reserve 1.1: gelNelworkDevice(consumer: ArrawheadSystem) : : : }
Provider : ArrowheadSystem 1] 1 ! |
Consumer : ArrowheadSystem 1.2: getNetworkDevice{provider: AmowheadSystem) ‘I : : }
Service: ArrowheadService gn| I I |
. i i | I I |
Commands: Map<Strmlg‘Strlnlg> 1.3: configure(networkConfiguration, provider, consumer, service, commands, requestedQoS) I I |
RequestedQoS: Map<String, String> i H : 131 wn"gumaus[)}
| i |
! ! 1.3.2: configureQoS() .l

IF CONFIGURATION WAS SUCCESSFULL I :

| I I
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T
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I I

I I
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I

I

I

I

I

I

I

I

i

! QoSRule

‘f Provider : ArowheadSystem

I Consumer : AmowheadSystem
I Senvice: ArowheadSenice

i Commands: Map<String,String>
\L RequestedQoS: Map<String, String>
I

I

I

I

I

1.6: response

QoS Reservation Response

Response: Boolean
Commands : List<
QoSReservationCommand(
URL: String,
command: String)
>
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T
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|
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|
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Figurel9 - High Level Sequence Diagram of QoSSetup Service QoSReservation interface.



C. Abstract Information Model

a. Service Information Data

Tablel6 - Data type description

Field Description

VerificationMessage It contains a list of system providers, one consumet
requested service, a requested QoS and a map of commg

VerificationResponse It contains a Boolean per a service provider, and 1
containing the reasons why in some cases the QoS i
possible.

ReservationMessage It contains one service consumer, provider, a reques
service, a requested QoS and a map of commands.

ReservationResponse It contains a Boolean and a list of the configured stre
parameters.

VerificationMessage

consumeiis the system that consumes a setrvice.

requestedServices the service to be consumed by the consumer and provided by the
producer.

providersis a list of providers, each element is a system like the consumer , that is a
possible producer of the selected service.

requestedQo% a map containing a set of QoS parameters (i.e. bandwidth).
commandss a map containing a set of configuration parameters.
VerificationResponse

gosVerificationReponss a map containing a Boolean per a service provider.
rejetcMotivationis a map containing a reason per a service provider.
ReservationMessage

provideris the system that provides a service.

consumeris the system that consumes a service.

servicels the service to be consumed by the consumer and provided by the producer.
commandss a map containing a set of configuration parameters.

requestedQo% a map containing a set of QoS parameters (i.e. bandwidth).
ReservationResponse

responses a Boolean about the success of the configuration.
commandss a map containing a set of the configurations done by the QoSReserve.

b. Non-functional Requirements

The QoSManager QoSSetup must satisfy five non-functional requirements:

Availability: The system must be online and accessible as long as posstbelr24er

day and 365 days per year.

Integrity: Since it deals with sensible industrial requests, the service must always repo
any execution error into its database for further analysis and improvements.
Interoperability: The developed service must be able to be easily implexddnt new
systems, and must be easily migrated to other Arrowhead Frameworks (ex. Hungary
[56], BNearlIT). At best, during the migration of frameworks, there should be no
adaptation nor logic model changes.
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Performance: The system and its algorithms must have the shortest execution time
possible. Thus, the service must rely on advanced hardware and good programming
code.

Extensibility: The service must be able to support large number of requests, thus its
implementations must be able to leverage deployment into computationaldsand

other elasticity enablers.
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4.3.2 Monitor service Description

A. Overview

This document describes the QoSMonitor Monitor service, including its sémécéaces and

its abstract information model. The Monitor is the only service provided by tt&Mamitor. The
purpose of the Monitor is to compare performance values of comgation between two
Arrowhead compliant systems, one service producer and one service conagaarst Quality-
of-Service (Qo0S) contracts previously defined by the QoSManager system. It sends events to the
EventHandler system if such obligations are not fulfilled.

It also allows the possibility for an Arrowhead compliant system to notify errorsghwhi
semantics is expressed by means of maximum severity level events.

<<Service>>

| QoSMonitorMonitor e e S

1 I

| 1 I

I I I

1 I |

! ! I << =

I <<exposes>> | <<exposes>> I SRR

I 1 1

1 1 1

<<abstract interface>> <<absfract interface>> <<abstract interface>>
QoSRule Event QoSLog

+AddRule(AddRuleMessage message) +Event(EventMessage message) +QoSLog(LogMessage message)
+RemoveRule(RemoveRuleMessage)

Figure20 - QoSMonitor Monitor Overview.

The QoSMonitor Monitor service is a core service.

B. Abstract Interfaces

The QoSMonitor Monitor service exposes three interfaces, namely the QoSRul®Shed)
and the Event interfaces

a. QoSMonitor QoSRule

During a service orchestration request with QoS, the Orchestrator core system calls the
QoSVerify to determine if the requested QoS is feasible. The interface QoSVerify
contains one single function.

<<abstract interface>>
QoSRule
+AddRule(AddRuleMessage message)
+RemoveRule(RemoveRuleMessage message)

Figure21 - QoSRule Interface

Functions:

X AddRule:The AddRule function is used to add a monitor rule. It receives
the communication protocol, a service producer and a service
consumer, a check value for soft real time monitoring as well as a map
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specifying what needs to be monitored with the requested value (i.e.
bandwidth = 100 Mbps). A rule must be associated to a unique id.

X RemoveRule:The RemoveRule function exists for removing rules. It
receives a service producer and a service consumer.
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Sequence Diagram:

QoSManager

QoSMonitorResource

QoSMonitorService <<interface=>>
Monitor

1: HTTP-POST(AddRuleMessage message)

| e

1.2: HTTP-RESPONSE(OK)

< _________________

1.1: addMonitorRule(message)

MongoDatabaseManager

I I
I

|

I
1,

I

|

I

|

I
1.1.1: getMonitorClass(message.protocol) : Monitor :

|

|
|

1.1.2: rule = filterRuleMessage(message) : MonitorRule

1.1.3: replaceRule(rule)

"

L
|
|
|
|
|
I
I

Figure22 - High Level Sequence Diagram of Monitor Service AddRule Interface.
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QoSManager

QoSMonitorResource

1: HTTP-DELETE(RemoveRuleMessage message)

1.2: HTTP-RESPONSE(OK)

Figure23 - High Level Sequence Diagram of Monitor service RemoveRule Interface.

<_ ___________________

QoSMonitorService

MongoDatabaseManager

I
|
|
L‘ 1.1: removeMonitorRule(message

l
|
|
|
|

I
|
|
|
|

1.1.1: deleteRule(message.provider, message.consumer)DID
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b. QoSMonitor QoSLog

After This interface is used to send messages containing logs regarding comrounnicati
monitoring to the QoSMonitor. The log activities are intended to edgmed in the
producer and the consumer systems. Upon the usage of this interface, the system saves
the log as well as verifies if the respective rule specifications are being met, €mo
event is sent to the EventHandler with this information.

<<abstract interface>>
QoSLog

+QoSLog(LogMessage message)

Figure24 - QoSLog Interface

Function

X AddLog The AddLog function is used by the MonitoringPlugins in the provider
and consumer systems to add monitor log data to the QoSMonitor. The duncti
receives the communication protocol being used, the service producettend
service consumer, the timestamp as well as a map specifying what was
monitored and the data value (i.e. bandwidth = 152 Mbps).
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Sequence-Diagram:

MonitorPlugin
1: HTTP-POST(LogMessage)

1.1.8: HTTP-RESPONSE(200)

MongoDatabaseManager

<<interface>>
Manitor

1.1: addMonitorLog(AddLogMessage}

T
|
[
|
I: findRule(ArrowheadSystem, ArrowheadSystem) : MonitorRu\%

g

1.1.2: getMonitorClass(message.protocol) : Monitor

1.1.3: filterLogMessage(AddLogMessage) : Monitorlog

na

1.1.4: insertLog(MonitorLog)

EventHandler

<<runnable>>
SLAVerification

[MonitorRule.isSoftReal Time]
2: getLastNLog%(Man itorRule) : List«<MonitorLog>

i |

g

3 verify(H%MomorRule, List<MonitorLog>) : SLAR

Fo

popse

4: velifyQoS(MonitorRule, MonitorLog) : SLAReq

P

[ay

[SLAResponse.isSLABroken]

5: createEvent(S|

6: publishEvent(Event)

B

Req

iponse.parameters) : Event

Figure25 - High Level Sequence Diagram of Monitor service AddLog Interface
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c. Event

This interface gives the possibility of sending maximum severity level events to the
EventHandler. An error message is transformed into an event and sent to the
aforementioned system.

<<gbstract interface==>
Event

+Event(EventMessage message)

Figure26 t Event Interface.

Functions:

X SendEventThe SendEvent functions is used by Arrowhead compliant
services as a means of sending events to the EventHandler system. It
receives the communication protocol, the system using the function, an
error message and a map of protocol specific handling information.
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Sequence-Diagram:

QoSMonitorResource

ArrowHead System
1: HTTP-POST(sendEvent)

N

1.2: HTTP-RESPONSE(200, statusValues)

QoSMonitorService

1.1: sendEvent(ServiceError)

———

.1.1: getMonitorClass(message.getType()) : Monitol

2: addServiceError(ServiceError): Event

Figure27 - High LeveI'Sequence Diagram of Monitor Service SendEvent Interface.

Event
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C. Abstract Information Model

a. Service Information Data

Tablel7 - Data type description

Field Description

AddRuleMessage It contains the communication protocol, a service
producer and a service consumer, a check value fq
soft real time monitoring as well as a map specifyir]
what needs to be monitored with the requested

value.

RemoveRuleMessage It contains a service producer and a service
consumer.

LogMessage It contains the communication protocol being used,

the service producer and the service consumer, the
timestamp as well as a map specifying what was
monitored with a designated value.

EventMessage It contains the communication protocol, the system
using the function, an error message and a map of
protocol specific handling information.

AddRuleMessage

consumeiis the system that consumes a setrvice.

requestedServices the service to be consumed by the consumer and provided by the
producer.

providersis a list of providers, each element is a system like the consumer , that is a
possible producer of the selected service.

requestedQo$ a map containing a set of QoS parameters (i.e. bandwidth).
commandss a map containing a set of configuration parameters.
RemoveRuleMessage

gosVerificationReponss a map containing a Boolean per a service provider.
rejetcMotivationis a map containing a reason per a service provider.
LogMessage

provideris the system that provides a service.

consumeris the system that consumes a service.

serviceis the service to be consumed by the consumer and provided by the producer.
commandds a map containing a set of configuration parameters.

requestedQo% a map containing a set of QoS parameters (i.e. bandwidth).
EventMessage

responses a Boolean about the success of the configuration.
commandss a map containing a set of the configurations done by the QoSReserve.

b. Non-functional Requirements

Regarding the non-functional requirements, five must be satisfied by this service:

- Availability: The system must be online and accessible as long as pdzsible,
hours per day and 365 days per year.
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Integrity: Dealing with sensible industrial requests, the systems implementing
this service must always report any execution error into its database for further
analysis and improvements.

Interoperability: The developed service must be able to be easily implemented
by new systems, and must be easily migrated to other Arrowhead Framswork
(ex. Hungary [56], BNearIT). At best, during the migration of frameworks, there
should be no adaptation nor logic model changes.

Performance: The system and its algorithms must have the shortest execution
time possible. Thus, the service must rely on advanced hardware and good
programming code.

Extensibility: The service must be able to support large number of requests, thus
its implementations must be able to leverage deployment into compoitexti
clouds and other elasticity enablers.
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4.4 Interface Design Description

This section provides a detailed description, describing functions and excharegsdges of
five interfaces, two relative to the QoSSetup (Section 4 Setvice, QoSVerify (Section 4.4.1)
and QoSReserve (Section 4.4.2), and the remaining three are relative to the QitBN®ection
4.3.2 service, QoSEvent (Section 4.4.3), QoSLog (Section 4.4.4), QoSRule(Segtion 4

4.4.1 QoSManager QoSVerify Interface Design Description

A. Interface Design Description Overview

This document describes how to realize the QoSManager QoSVerify interface.

Tablel8 - Pointers to SD documents

Service description

Path

Arrowhead SC
QoSManagerQoSSetup

Section 4.3.1.

Tablel9 - Pointers to CP documents

Communicati
on Profile

Path

JSON

Arrowhead CH https://forge.soadd.org/plugins/mediawiki/wiki/arro
REST_WS-TL| whead- findex.php/Main_Page

Table20 - Pointers to SP documents

Semantic Profile

Path

Arrowhead S

F Section 4.5.1.
QoSManagerQoSVerify-JS(

B. Interfaces

a. QoSManagerQoSVerify JSON

Table21 - List of Functions provided by the QoSVerify service.

Function Service Method Input Output
gosVerify /QoSVerify PUT VerificationMessagq VerificationR
esponse

Table22- QoSManager web application description language.

Interface Description | QoSManager.wadl|
Location Appendix
Version 1.0
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b. Information Model

See Arrowhead QoSManager QoSSetup Service SD, in Section 4.3.1, for the abstract
information model

VerificationMessage

VerificationMessagés the abstract data type described in the SD document, cited in
Section 4.3.1.

VerificationResponse

VerificationResponsis the abstract data type described in the SD document, cited in
Section 4.3.1.

4.4.2 QoSManager QoSReserve Interface Design Description

A. Interface Design Description

This document describes how to realize the QoSManager QoSReserve interface.

Table23 - Pointers to SD documents

Service description Path
Arrowhead SD QoSManagerQoSSetup Section 4.3.1.
Table24 - Pointers to CP documents
Communicati Path
on Profile
Arrowhead CH https://forge.soadd.org/plugins/mediawiki/wiki/arro
REST_WS-TL| whead- findex.php/Main_Page
JSON
Table25 - Pointers to SP documents
Semantic Profile Path
Arrowhead SP QoSManagerQoSReserve-JSON Section 4.5.2.

B. Interfaces

a. QoSManagerQoSReserve JSON

Table26 - List of Functions provided by the QoSReserve service.

Function Service Method Input Output
gosReserve /QoSReserve | PUT ReservationMessag| ReservationRe
sponse

Table27 - QoSManager system web application description language

Interface Description | QoSManager.wadl

Location

Appendix

Version

1.0
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b. Information Model

ReservationMessage

ReservationMessagis the abstract data type described in the SD document, cited in
Section 4.3.1.
ReservationResponse

ReservationResponse the abstract data type described in the SD document, cited in
Section 4.3.1.
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4.4.3 QoSMonitor Event Interface Design Description

A. Interface Design Description

This document describes how to realize the QoSMonitor Event interface.

Table28 - Pointers to SD documents

Service description Path
Arrowhead SD QoSMonitorMonitor Section 4.3.2.
Table29 - Pointers to CP documents
Communicati Path
on Profile

Arrowhead CH https://forge.soa4d.org/plugins/mediawiki/wiki/arro
REST_WS-TL| whead- findex.php/Main_Page

JSON
Table30 Pointers to SP documtsn
Semantic Profile Path
Arrowhead SP QoSMonitorEvent-JSON Section 4.5.3

B. Interfaces

a. QoSMonitorEvent JSON

Table31 - List of Functions provided by the QoSEvent service

Function Service | Method Input Output

sendEvent /Monitor | POST EventMessage OK
Table32- QoSMonitor web application description language

Interface Description | QoSMonitor.wadl
Location Appendix.
Version 1.0

b. Information Model

EventMessage

EventMessage is the abstract data type described in QoSMonitor Monitor SD, cited in
Section 4.3.2.

4.4.4 QoSMonitor QoSLog Interface Design Description

A. Interface Design Description

This document describes how to realize the QoSMonitor QoSLog interface.
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Table33 - Pointers to SD documents

Service description Path
Arrowhead SD QoSMonitorMonitor Section 4.3.2
Table34 - Pointers to CP documents
Communicati Path
on Profile

Arrowhead CH https://forge.soa4d.org/plugins/mediawiki/wiki/arro
REST_WS-TL| whead- f/index.php/Main_Page

JSON
Table35 Pointers to SP docuamnts
Semantic Profile Path
Arrowhead SP QoSMonitorQoSLog-JSON Section 4.5.4.

B. Interfaces

a. QoSMonitor(@@3.og_JSON

Table36 - List of Functions provided by the QoSLog service

Function Service Method Input Output
addMonitorLog | /Monitor POST LogMessage OK

Table37 - QoSMonitor system web application description language

Interface Description | QoSMonitor.wadl
Location Appendix.
Version 1.0

b. Information Model

LogMessage

LogMessage is the abstract data type described in QoSMonitor Monitor SD,rcited i
Section 4.3.2 .

4.4.5 QoSMonitor QoSRule Interface Design Description

A. Interface Design Description

This document describes how to realize the QoSMonitor QoSRule interface.

Table38 - Pointers to SD documents

Service description Path
Arrowhead SO Section 4.3.2
QoSMonitorMonitor

Table39 - Pointers to CP documents

Communication Profile Path
Arrowhead CH https://forge.soa4d.org/plugins/mediawiki/wiki/a
REST_WS-TLS-JSON | rrowhead - f/index.php/Main_Page
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Table40 Pointers to SP docuamnts

Semantic Profile Path

Arrowhead SP QoSMonitorQoSRule-JSON Section 4.5.5.

B. Interfaces

a. QoSMonitorQoSRule JSON

Table41 - List of Functions provided by the QoSRule service

Function Service Method Input Outp
ut

addMonitorRule /Monitor POST AddRuleMessage OK

removeMonitorRule | /Monitor DELETE | RemoveRuleMessage OK

Table42 - QoSMonitor system web application description language

Interface Description | QoSMonitor.wadl
Location Appendix.
Version 1.0

b. Information Model

AddRuleMessage

AddRuleMessage is the abstract data type described in QoSMonitor Monitor SD, cited
in Section 4.3.2 .

RemoveRuleMessage

RemoveRuleMessage is the abstract data type described in QoSMonitor M8Difor
cited in Section 4.3.2 .
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4.5 Semantic Profile Description

This section describes the data forma by pointing out its type (e.g. J8@;and how that
data is encoded of the five interfaces already described in section 4.4 .

4.5.1 QoSManagerQoSVerify Semantic Profile Description

A. Overview

The QoSManager QoSVerify-JSON profile is used to represent the data of the QoSVerify
interface.

B. Data Format

VerificationMessage

The description regarding this data type is in Section 4.4.1.

{

"requesteService":{
"interfaces":[ "RESTJSON"],
"serviceMetaData":[{"key":"location",
"value":"Portugal"} ],
"serviceDefinition":"C1",
"serviceGroup":"Cs"

}

onsumer":{
"address":"192.168.60.23",
"authenticationInfo™:"noAuth",
"port":"9999",
"systemGroup":"Cs",
"systemName":"C1"

}

provider":[
{"address":"192.168.60.69",
"authenticationInfo™:"noAuth",
"port":"9999",
"systemGroup":"Ps",
"systemName™:"P1"}

1
"requestedQoS":{
"entry": [

{
"key": "delay",
"value": "300"

}

{
"key": "bandwidth”,
llvaluell: II2II

}
]
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Each parameter of the VerificationMessage is described in Bdble

Table43 - VerificationMessage parameters description.

ID Parameter Description

1 requestedService:interfaces List of String containing all availg
interfaces protocols to access the sen

2 requestedService:serviceMetaData| Map of Strings containing a descriptio
the service.

3 requestedService:serviceDefinition | String containing the name of the sery

4 requestedService:serviceGroup String containing a name for the gr
where the services belongs.

5 consumer:address String containing the IP address of
system.

6 consumer:authenticationinfo String containing information about {
Authorisation procedure of the systen

7 consumer:port String containing the port of the syst
where users establish a connection.

8 consumer:systemGroup String containing the name of the gre
where the system belongs.

9 consumer:systemName String containing the name of |1
system.

10 provider:* See descriptions 5,6,7,8.

11 requestedQoS:delay Integer (milliseconds) containing
maximum delay of the message stre
This parameter is Optional.

12 requestedQoS:bandwidth Decimal (Bps) containing the maxin
bandwidth for the message stream.
parameter is Optional.

VerificationResponse

The description regarding this data type is in Section 4.4.1.

"gosVerificationResponse":{

"entry": [
{
"key": {
"systemName":"providerl",
"systemGroup":"providers"
3
"value": "true"
3
{
"key": {
"systemName":"provider2",
"systemGroup":"providers"
h
"value": "false"

}
]

'rejectMotivation™:{
"entry": [

}
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{
llkeyll: {
"systemName":"provider2",
"systemGroup":"providers"

b
"value": "ALWAYS"

}
]

}
}
Each parameter of the VerificationResponse is described in Fdble

Table44 -. VerificationResponse parameters description.

ID Parameter Description

1 gosVerificationResponse Map of systems and Booleans as values.

map lists the systems that are capable
providing QoS (Boolean as true) and the o
that cant (Boolean as false).

2 rejectMotivation Map of systems and Strings as values.
map lists the rejection causes for each syst
that cannot provide the QoS.

4.5.2 QoSManagerQoSReserve Semantic Profile Description

A. Overview

The QoSManagerQoSReserve-JSON profile is used to represent the data of the QoSReserve
interface.

B. Data Format

Data received by the QoSManager QoSReserve interface will have the following format:
ReservationMessage

The description regarding this data type is in Section 4.4.2.

{
"service"{
"interfaces"™:[ "RESTJSON" ],
"serviceMetaData":[{"key":"location",
"value":"Portugal} ],
"serviceDefinition":"Cameral",
"serviceGroup":"Cameras"
h
"consumer":{
"address":"192.168.60.23",
"authenticationInfo™:"noAuth",
"port™;"9999",
"systemGroup":"Consumers”,
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"systemName":"Consumerl"
h
"provider":[
{"address":"192.168.60.69",
"authenticationInfo™:"noAuth",
"port":"9999",
"systemGroup":"ProcessingUnits",
"systemName":"Unit2"}
I,
"requestedQoS"{
"entry": [
{
"key": "delay",
"value": "20"
2
{
"key": "bandwidth",
"value": "2"
}
]
}

}

Each parameter of the ReservationMessage is described in Z%able

Table45 - ReservationMessage parameters description.

ID Parameter Description

1 service:interfaces List of String containing all available interfac
protocols to access the service.

2 service:serviceMetaData Map of Strings containing a description of t
service.

3 service:serviceDefinition String containing the name of the service.

4 service:serviceGroup String containing a name for the group whe
the services belongs.

5 consumer:address String containing the IP address of the syst¢

6 consumer:authenticationinfo String containing information about th
Authorisation procedure of the system.

7 consumer:port String containing the port of the system whe
users establish a connection.

8 consumer:systemGroup String containing the name of the grod
where the system belongs.

9 consumer:systemName String containing the name of the system.

10 provider:* See descriptions 5,6,7,8.

11 requestedQoS:delay Integer  (milliseconds) containing  th
maximum delay of the message stream. T
parameter is Optional.

12 requestedQoS:bandwidth Decimal (Bps) containing the maximy
bandwidth for the message stream. T
parameter is Optional.

ReservationResponse

The description regarding this data type is in reference 4.4.2.
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{

"response": false,
"commands":[

{

}
]
}

"url": "127.0.0.1/entrypoint",

"comand":"size:1,period:3,type:0"

Each parameter of the ReservationResponse is described in4Gble

Table46 - ReservationResponse parameters description.

ID Parameter Description

1 response Boolean relative to the success of t
configuration of the QoS.

2 commands Map containing the configuration data sent
all devices.

81



4.5.3 QoSMonitorEvent Semantic Profile Description

A. Overview

The QoSMonitorEvent-JSON profile is used to represent the data of the Event interface.

B. Data Format

Data received by the QoSMonitor Event interface will have the following format:
EventMessage

The description regarding this data type is in Section 4.4.3.

{

"protocol":"ftt -se ",

"system":{
"address":"192.168.60.50",
"authenticationInfo":"authinfo",
"port":"9996",
"systemGroup":"group",
"systemName":"name"

}

parameters":{
"entry": [

"key": "stream_id ",
"Value": Illll

1
I3

"errorMessage":"message"

}

Each parameter of the EventMessage is described in Bable

Table47 - EventMessage parameters description

ID Parameter Description

1 protocol String containing the communication protoc
v.u ~]X-X "{XS

2 system:address String containing the IP address of the syst¢

3 system:authenticationinfo String containing information about th
Authorisation procedure of the system.

4 system:port String containing the port of the system whe
users establish a connection.

5 system:systemGroup String containing the name of the group whe
the system belongs.

6 system:systemName String containing the name of the system.

7 parameters:stream_id Map element. Integer containing a messa
package identifier where the event occurred

8 errorMessage String containing an error message.
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4.5.4 QoSMonitorQoSLog Semantic Profile Descopti

A. Overview

The QoSMonitorQoSLog-JSON profile is used to represent the data of the Monitor interface

B. Data Format

Data received by the QoSMonitor QoSLog interface will have the following format:
AddLogMessage

The description regarding this data type is in Section 4.4.4 .

"protocol":"ftt - se",

"provider":{
"address":"192.168.60.50",
"authenticationInfo":"authinfo",
"port":"9996",
"systemGroup":"group",
"systemName":"name"

3

"consumer":{
"address":"192.168.60.69",
"authenticationinfo":"authinfo",
"port":"9996",
"systemGroup":"group",
"systemName":"name"

3

"parameters":{
"entry": [

{
"key": "delay",
"value": "90"

}

{
"key": "bandwidth",
"value": "120"

1]
},

"timestamp":" 1474384344 "

}
Each parameter of the AddLogMessage is described in #8ble
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Table48 - AddLogMessage parameters description

ID Parameter Description

1 protocol String containing the communicatig
% E}S} }o v u-~]%XX N(SS

2 system:address String containing the IP address of t
system.

3 system:authenticationinfo String containing information about th
Authorisation procedure of the system.

4 system:port String containing the port of the syste
where users establish a connection.

5 system:systemGroup String containing the name of the grod
where the system belongs.

6 system:systemName String containing the name of the system.

7 parameters:delay Map  element. Integer  containin
communication delay in milliseconds.

8 parameters:bandwidth Map  element. Integer  containin
communication bandwidth in Mbps.

9 timestamp Long containing the time when the log w.
sent.

4.5.5 QoSMonitorQoSRule Semantic Profile Description

A. Overview

The QoSMonitorQoSRule-JSON profile is used to represent the data of the QoSRule interface.

B. Data Format

Data received by the QoSMonitor QoSRule interface will have the following format:
AddRuleMessage

The description regarding this data type is in Section 4.4.5 .
{

"protocol": "ftt - se",
"provider": {
"systemGroup": "al",
"systemName": "s24",
"address": "192.168.60.144",
"port"; "8080",
"authenticationinfo": "noAuth
3
"consumer"; {
"systemGroup": "tr3",
"systemName": "temp2",
"address": "192.168.60.190",
"port": "8081",
"authenticationinfo™: "noAuth

}

barameters": {
"entry": [{
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"key": "delay",

"NH\" "VWUHDPBLG"

"value": "20"
|3
{
"key": "bandwidth",
"value": "1500"
h
{
"YDOXH"
|3

"NH\" "1/RJV’

"YDOXH~

]
b
"softRealTime": "false"

}

Each parameter of the AddRuleMessage is described in #8ble

Table49 - AddRuleMessage parameters description

ID Parameter

Description

1 protocol String containing the communication protoc
Vu ~]X-X "{XS§

2 provider:address String containing the IP address of the syste

3 provider:authenticationinfo String containing information about th
Authorisation procedure of the system.

4 provider:port String containing the port of the system whe
users establish a connection.

5 provider:systemGroup String containing the name of the grou
where the system belongs.

6 provider:systemName String containing the name of the system.

7 consumer:* See descriptions 2,3,4,5.

8 parameters:delay Map element. Integer (millisecond
containing the maximum delay of th
message stream. This parameter is optiong

9 parameters:bandwidth Map element. Decimal (Bps) the maximu

bandwidth for the message stream. Tk
parameter is optional.

10 Parameters:stream_id

Map element. Integer identifying th
stream_id being worked with. Not optional.

11 parameters:NLogs

Map element. Integer with the number of log
to work with if softRealTime time parametg
is set to true.

12 softRealTime

Boolean containing the type of stream to |
monitored (true for soft real-time and fals
for hard real-time).

RemoveRuleMessage

The description regarding this data type is in reference 4.4.5.
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{
"provider": {
"systemGroup”: "al",
"systemName": "s24",
"address": "192.168.60.144",
"port": "8080",
"authenticationinfo": "noAuth"
3
"consumer": {
"systemGroup”: "tr3",
"systemName": "temp2",
"address": "192.168.60.190",
"port™; "8081",
"authenticationinfo": "noAuth"

}
}

Each parameter of the RemoveRuleMessage is described inSable

Table50 - RemoveRuleMessage parameters description

ID Parameter

Description

1 type String containing the communication protoc
V u ~]X-X "{X§

2 provider:address String containing the IP address of the syste|

3 provider:authenticationinfo String containing information about th

Authorisation procedure of the system.

4 provider:port

String containing the port of the system whe
users establish a connection.

5 provider:systemGroup String containing the name of the group whe
the system belongs.

6 provider:systemName String containing the name of the system.

7 consumer:* See descriptions 2,3,4,5.
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4.6 System Design Description

This section describes in detail the implementation of QoSManager and QiSM8Bystems,
approaching the used technologies and software patterns.

4.6.1 QoSManager System Design Description (SysDD)

A. System Design Description Overview

Table51 t QoSManager System Information.

Name QoSManagersge Section 4.2)1

Owner ISEP

The Arrowhead QoSManager system has been developed by CISTER/ISEP, fomtheadrr
project with the goal of managing all requests with Quality of Service (QoS) byngetHgi
feasibility and its configuration to any involved party, such as netwotikescand devices.
Acting as a support system for the Orchestrator, the QoSManager also works with the
QoSMonitor system to guarantee the fulfilment of the requested QoS duringifiheofl a
message stream.

This system produces one service only, the QoSSetup. This service provid#erfaoes, he
QoSVerify to verify the feasibility of a QoS; and the QoSReserve for theucatidig of the
network.

A more abstract description of the QoSManager system can be found on the document
referenced in Table 52.

Table52 t QoSManager SysD Documentation Pointer.

System name Path

QoSManager Section 4.2.1 .

B. Use-cases

a. Non-Functional Requirements

To guarantee the non-functional requirements described in the document referenced in
Table52, this section lists the proposed solutions to its corresponding requirement:

X Availability: Deployment on a dedicated server.

X Integrity: Usage of a Log system, reporting any considerable code instructio
execution. This allows to create a historical of all the application interactions
between users or systems.

X Interoperability & Extensibility: Usage of SOLID [58] software principles,
developing a high cohesion and low coupling code.

x Performance: Usage of high performance technologies, specifically MySQL for
the databases operations.
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b. List of Use-Cases

The QoSManager is registered and authenticated on the Arrowhead system as any other
Arrowhead compliant system. The Orchestration Service is the only system to makktiuise o
QoSManager in order to configure a QoS between the service consumer and provider.

As Figure 28 shows, there are two possible use-cases: The Verification of QoS (UC1) and

Reservation of QoS (UC2).
Orchestrator

Figure28 t QoSManager SystetyseCases List.

As Tablés3 depicts, the Verification of a QoS verifies if a requested QoS is feasible depending
on the devices capabilities and on the active QoS reservations. This use-case regsivas a |
providers with a requested QoS and returns a response using its QoS algorithm, agritaéni
approved providers and the reasons why on the rejected providers the QoS wasn’t possible.

Concerning the implementation of the Use-Case 1, as FRfushows, it starts whenever the
QoSManagerResource class receives a QoSVerify REST object. The
QoSManagerService class is responsible for the core operations of the use-case, prgvidin
the qosVerify() method to verify the received QoS requirements. B8@®SFactory and
QoSFactory classes, which are singleton [59], create DTO [60] objects. In addition, these two
factories also use the database repositori8ggtemConfigurationStoreRepository

and QoSStoreReposiroty ) to get NetworkDevice objects from an
ArrowheadSystem object, and to get from aArrowheadSystem its corresponding QoS
reservation. Additionally, th&erifierAlgorithmFactory has the goal of locating the
IQoSVerifierAlgorithm implementation classes, using the reflector [61] pattern. The
IQoSVerifierAlgorithm interface receives in itgerifyQoS() method the capabilities,
reservations of eachArrowheadSystem consumer and provider, the QoS parameters
requested by the consumer, and the configuration commands that are optional. In the end, the
interface method returns which systems are capable of sustaining the QoS.

Concerning the implementation of the Use-Case 2, as FRfushows, it starts whenever the
QoSManagerResource class receives a QosReserve REST object. The
QoSManagerService class, for this Use-Case, provides tftsReserve()  method to
reserve the received QoS requirements. B8BSFacto ry andQoSFacory classes, which

are singleton [59]create DTO [60] objects. Each factory invokes the respective database
operations located in the SystemConfigurationStoreRepository and
QoSStoreRepository . Particularly, the operations that get IidetworkDevice  object

from its deployedArrowheadSystem object, and that save &lessageStream object.
Additionally, theDriverFactory class has the goal of associating a communication type
name to its respectivéQoSDriver implementation, using the reflector [61] pattern. The
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IQoSDriver  provides the configure method, in which receives the configuration of agré&tw
each consumer and providétrrowheadSystem , the requested QoS and the configuration
commands that are optional. In the end, the interface methods returns a success status
indicating if the configuration was or not successful

Table53 - Execution Flow of Use-Case 1 of QoSManager System.

Use-Case 1: Verification of QoS
ID: 1

Brief description

The use-case describes the sequence of steps for the verification of the service cor
requested QoS.

Primary actors

Orchestrator

Secondary actors

-Provider Systems, Consumer System.

Preconditions

- The Service Consumer and Service Provider network information must already be
at the System Configuration Store.

Main flow:

1- A Service Consumer contacts the Orchestrator, orchestrating a service, locg
on a Local Cloud, with a Quality of Service.

2- The Orchestrator requests the QoSManager to verify the feasibility of the Qg
the consumer and producer stream.

3- Using a specific network algorithm, the QoSManager verifies if the requeste
QoS is or not possible giving a reject motivation back to the Orchestrator.

4- The Orchestrator gives all possible producers that can provide the requeste(
service with QoS.

Post conditions

Alternative flows

3.1- There is no sufficient information on the System Configuration Store to verify
requested QoS is feasible and therefore the QoSManager sends a warning.
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VerifierAlgorithmFactory

QoSManagerService SCSFactory QoSFactary <<inlerface>> =<interface>>
SystemConfigurationStoreRepository QoSStoreRepository

| <<interlace>>

QoS Verification Response

QoSVerificationResponse: HashMap< Provider:
Arrow headSystem, Verification: Boolean>
RejectMotivation: HashMap<Provider: Arrow headSystem,
Reason: ENUNM=

QoS VerifierAlgorithm
petrter i | | i i | i i
1: PUT: /QoSManager/QoSVerily 1 | | | | 1 |
| | | I | I |
| | | I | 1 |
QoS Verify | | | I | I |
Consumer: ArowheadSystem } } I : } : I
] dService: Arrow | | | I | 1 |
Provider: List<ArrowheadSystem= } } I : } : I
RequestedQoS: Map<String, String=> | | 1 I | 1
Commands: Map<String, String> 1.1: QoSVerify(message: QoSVerify) | | I | 1 1
QosVerificationRespanse } } : } : I
1.1.1: getNetwarkDeviceFromSystem{consumer): NetwarkDevice [RBB Y Devicef imer): | I 1 I
;.JT WstworkDevice [ I [ [
) | 1 |
| 1 I
i | g | . |
| I | I |
1.1.2: getQoSReservationsFromArrowheadSystem{consumer}: List<QdSReservation> | 1 ! I |
! 1.1.2.1: gelQoSR VArrowt ¥ Jmer): } : :
’—MMMW I |
for each service provider | " H I ! !
,
L | | I | I |
Ll | | I 1 | 1 I
: } 2 gelNelworkDewcemeSyslem(prnw‘der): NaMomDevi:e: : } : :
»
I T T L3 | I |
I | | Ll'l | I |
: 3: getQoSReser AT y provider): NgtworkDavice } : :
1 al 1 1
1 Lg 1 I
: 4: detAlgorithmByType(lype): 1QoSVerifierAlgorithm ‘ .J I
I I |
I | | I | |
: 5. verilyQoS(providerGapabiliies, consumrCapabilies, providdrQoSReservatiaons, consumerQoSReservatios, requested0S, commahds) - QoSVeriferResponse !
I | | I |
I T T T T
: | A 5.1: RESPONSE ! !
! o e e = e A
1 | Qds Verifier Response
I | |
: } :Respcmsei Boolean
: } Hleiechmivation: ENUM
1
I
1
I
I
B: RESPONSE :
I
1
I
I
I
I
I
I
I
1
I
1
I
I
I
1

e i S e

The Reject Motivation Can be of 3 types:
ALWAY: (gos reservation impossible)
TEMPORARY : {qos reservation try again later)
COMBINATION: {qos reservation possible but
w ith different combination)

Figure29 - Sequence Diagram of UC1.
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As Table 54 depicts, the QoSManager also provides the Reservation of QoS use-case

It receives a provider and a consumer system between which the QoSDriver must configure a
connection. Note that it is recommendable that this use-case is executed only after the QoS
verification to have full assurance of the success of the QoS reservation, however ribts i
mandatory.

Table54 - Execution Flow of Use-Case 2 of QoSManager System.

Use-Case:Reservation of QoS
ID: 2

Brief description

The use-case describes the sequence of steps for the storage of events into a dataha
local file.

Primary actors

Orchestrator

Secondary actors

Provider System, Consumer System.

Preconditions

- The Service Consumer and Service Provider network information must already
stored at the System Configuration Store.
- This use-case comes only after UC1.

Main flow:

1- A Service Provider registers a setrvice.

2- A Service Consumer contacts the Orchestrator, orchestrating a service, locatec
the Local Cloud, with a requested Quality of Service.

3- The Orchestrator requests the QoSManager to reserve a message stream bety
the Service Consumer and the Service Provider with the QoS desired.

4- The QoSManager, using the QoSDriver, setups the necessary configurations
between the Service provider and consumer to meet the requested QoS.

5- After the configuration the QoSManager responds to the Orchestrator if the
configuration was or not successful.

Post conditions

QoS reservation logged in the database.

Alternative flows

4.1 - There is no sufficient information on the System Configuration Store to thes€uo$
the QoSManager sends a warning.
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Orches

QoSManagerResource | I

ratar
1: PUT: /QoSManager/QoSReserve

QoS Reserve
Provider : Arrowhead System
Consumer : AmowheadSystem
Senice: ArrowheadSenice
Commands: Map<Sting String=
RequestedQoS: Map<String. String>

3.1: RESPONSE

pe e D S I S D

QoS Reservation Response

Response: Boolean
Commands : List=
QoSResernvaionCommand(
URL: String,
command: Sting)
>

1.1: qoSReservelmessage: QoSReserve):
raspanse : QaSReservaiionResponse

3: RETURN response

Figure30 - Sequence Diagram of UC2.
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QoSManagerService SCSFactory QoSFactary <<interface>> <<interface>> DriversFactory QaSMonitorResource <<interface>>
SystemConfigurationRepository | | QoSStareRepasitary |QaSDriver
T T T T T T T
I I I | I | | |
i I | | I | I |
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I I I | I I | I
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I I | | I | | |
I | 1 | I | | 1
I 1.1.1: getNetworkDevice FromSystemiprovider: I 1 | | 1 | 1
! ArowheadSystem) : NetworkDevice 5 ! . ! ! . :
FRBRR| igef Wprovider: A | | | | |
| : NetworkDevice »! } : } :
1.1.2: gethetworkDeviceFromSystem{consumer | 'D 1 | | |
ArrawheadSystem): NetworkDevice : ‘ } : } :
1.1.2.1: getNetworkDe 5 I | 1 | 1
I NetworkDevice ! ! ! ! !
I » I 1 | 1
LI 1 » I 1 | 1
T I I | | 1
| | I | |
1.1.3: generateCommands(networkType] Sting, networkCaonfigurafions Map<String, Sting, provider : ArrawheadSystem, consumer : ArrowheadSyster, ] ]
service: ArrowheadSeryice, commands: Map<String.String=, requestedQoS: Map<Stri i ¥ Map=Siring String> I I |
i i il |
f t t L g | 1
I | | | I
I I I | |
| | I 1.3.1: configure(networkConfiguration Map<String String>. provider:ArrowheadSystem,
! ! } Gonsumer y service:Amo ice, :
1 commands:Map<String String>, requestedQoS: Map<String, String>} - Boolean)
1.1.4: updateNetwork(network:Metwork)! Metwork - } | r[:]
114 Netviork !
| > | |
I gl | I
I i | I
I 1 | | | 1
1.1.5: n n): respense : Boolean !
A g
1 |
| | | ] M
| IF RESPONSE == TRUE 4 POST: /QoSMonitoriAddQoSReservation | !
| |
| QoSMeonitorAddRule |
I 1 1
! Thpe: sting, :
! Provider :iArrowhead System, !
Cunsumenjl. ArrowheadSystem
Parameterst Map<String, String>
softRéalTime: Bookean
I
2.1: RETURN ! !
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C. Security

This chapter describes how security is implemerntethe QoSManager System.

a. Decomposition of the System

None.

b. Technical Security Requirements

Any network exploit in 0T systems can cause both physical and ecodamiges,
particularly in smart-cities, manufacturing, and transportation. The developed solutio
prevents these security problems.

Therefore, the QoSManager system provides a secure HTTP protocol (HTTPS) using a
specific Java KeyStore (JKS) file. To interact with the QoSManager the user must know a
private password, preventing unauthorized systems from using the QoSManager.

C. Data Flow Diagram

None.

d. Threats and Vulnerabilities
None.

D. Solution Description

The purpose of this chapter is to describe the implementation of the solutimtially an
overview of the system architecture is described with the support of a comporiagtain, then

all the core classes used on the code implementation are explained along with a class diagram.
Since the QoSManager must be able to interface with custom communication protocols, the
following chapter explains what the user must do to create a new adapteallygithe two
databases which the system works with, are explained with the support of a database model
diagram.

a. Components Diagram

As Figure 31 depicts, the QoSManager is divided into three major components: the
QoSSetup is where the core logic is implemented; the QoSDriver and QoS Verifier are
developed to a specific communication protocol.

While the QoSSetup component manages all the core operations that QoSManager has
assigned to, both QoSVerifier and QoSDriver have the responsibility of verifying QoS on
a network, and configure a network according to the made request, respectively.
Regarding to interaction with other components, the Orchestrator uses the
QoSManager for the management of QoS. The QoSMonitor is used by the QoSManager
whenever a configuration is made, with the aim of providing online monitafn@osS.

Both QoSStore and SystemConfigurationStore are used to store all the data regarding to
QoS reservation and network configurations respectively.
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<<component>> @ <<component>>
QoSStore SystemConfigurationStore

<<companent>> @ <<component>> @

QoSMonitor —{ )\) QoSManager

HTTP/HTTPS.

<<component>> @
QoSSetup

<<component>> E 0/4/
Orchestrator

HTTP/HTTPS

<<component>> <<component>>
QoSVerifier QoSDriver

Figure31 - Components Diagram of the QoSManager system.

b. Classes Structure, and Design Patterns undse u

To accomplish bothinteroperability and Scalability requirements, the code was
developed according to best practices, as explained next.

Since the QoSManager has to work with an unpredictable number of custom
communication protocols, the programming patterReflection[61] andFactory[62]
were used on the QoSDriver and QoSVerifier components.

TheReflectionpattern is a mechanism that allows the lookup and loading of software
modules at runtime, for example to extend a software structure and behaviour
dynamically [61]. In this project, it was used to avoid code recompilai@ry time an

adapter with a new custom communication protocol was added. Hdetorypattern is

a creational pattern that hides the logic creation of an object, acting as an interface. It

is used on the QoSFactory and SCSFactory classes, to create both Data Transfer Object
(DTO) and specific database objects. It is also present on the QoSDriverFactory and
VerifierAlgorithmFactory to assign them the correspondent driver of a specific
communication protocol.

Another used pattern iRRepository[63], which is used to isolate all database related
operations in a software, in order to avoid duplication of code andsitoplify the
business model logic. The IQoSRepository and ISCSRepository are the classes where this
pattern is implemented, and they have the responsibility of managing the interaction
with the QoS Store and System Configuration Store, respectively. Even in reldtien to
databases, the classes QoSFactory and SCSFactory are responsible of facilitating all the
databases operations by receiving DTO objects and converting them to the databases
models and vice-versa.

Figure 32 depicts how the QoSManager main classes are structured and what operations
they offer.
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B N R EPAIGORERIA

1QoSDriver

IQoSRespository

+verifyQoS(Verificationinfo) : VerificationResponse

A

+configure(Reservationinfo) : ReservationResponse

VerifierAlgorithmFactory

-VerifierAlgorithmFactory instance

-IVerifierAlgorithm algarithm

A

QoSDriverFactory

+verify(VerificationInfo info) : VerificationResponse
+getinstance() : VerifierAlgorithmFactory

-QoSDriverFactory instance
-IQoSDriver driver

+getinstance() : QoSDriverFactory
+reserve(Reservationinfo info) : ReservationResponse

ISCSRepository

+gelQoSReservationsFromArrowheadSystem(ArrowheadSystem system) Lisi<QoS_Resource_Reservalion=()
+getAllQoS_Resocurce Reservations() : List<QoS_Resource Reservation=>

+getQoS_Resource ReservationsFromFilter(Map<String, String= filter) : List<Message Stream=>
+getAllMessage_Streams() : List<Message_Stream>

+gelAllArmowheadSyst: ) : List<ArrowheadSysl

+getAllArrowheadServices() : List<ArrowheadService>

M | ge_Stream m ) : Message_Stream
+getArrowhead System(ArrowheadSystem system) : ArrowheadSystem
+getArowheadService(ArrowheadService service) : ArrowheadService
+saveMessageStreamiMessage_Stream messageStream) : Message Stream

delataM T »_Stream m) : boolean
Y 1A yslem system) : boolean
del head ice(ArrowheadService service) : boolean
A

+getNetworkDeviceFromSystem{ArrowheadSystemn system) : Network _Device
+getNodeFromSystem{AmrowheadSystem system) : Node
+getNetworkFromNetworkDevice(Network_Device networkDevice) : Network
+saveNode(Node node) | Node

+saveMNetwarkiNetwork network) : Network

+updateNetwork{Network network) : Network

+addNetworkDevice ToNetwork(Network network, Network_Device netwarkDevice) : Network
+getAllNodes() : List<MNode>

+getAllNetworks() : ListsNetwork=

+getAllArrowheadSystems() : List<Arrowhead System>

+deleteNode(Node node) : boclean

+deleleNetwark(Network network) : boolean

+getNode(Nade n) : Node

+getNetwork(Network network) : Network

A

QoSFactory

SCSFactory

-QoSFactory instance

-SCSFactory instance

+getinstance() : QoSFactory

+getQoSReservationsFromArmowheadSystem{ArrowheadSystem system);List<QoS_Resource_Reservation=()
+getAllQoS Resource Reservations() : List<QoS_Resource Reservation>
+getQoS_Resource_ReservationsFromFilter(Map<String, String= filter) : List<Message_Stream>
+gelAliMessage_Streams() : List<Message_Siream>

+getAllArrowheadSystems() : List<Arrowhead System=

+getAllArrowheadServices() : List<ArrowheadService>

ge_! ge_Stream m ) : Message_Stream
+getArrowheadSystem(ArrowheadSystem system) : ArrowheadSystem
+getArrowheadService(ArrowheadService service) : ArrowheadService
+saveMessageStream(Message_Stream messageStream) : Message_Stream

+getinstance() : SCSFactory
+getNetwarkDeviceFromSystem(ArrowheadSystem system) : Network_Device
+getNodeFromSystem(ArrowheadSystem system) : Node
+getMetworkFromNetworkDevice(Network_Device networkDevice) : Network
+saveNode(Nade node) : Node

+saveNetwork(Network netwark) : Netwark

+updateNetwork(Network network) : Network

+addNetworkDevice ToNetwork({Network network, Network_Device networkDevice) : Network
+getAliNodes() : List<Node>

+getAllNetworks() : List<Network=

+getAllArrowheadSystems() : List=ArrowheadSystems>

+deleteNode(Node node) : boclean

+deleteNetwork{Network network) : boolean

+getNade(Neds n) : Node

Y : Stream n) : boolean
del head. 1(Arrowhead! n system) : boolean
di ice(Arrowhead! sarvice) : boolean
A v

-SCSFactory scsFactory
-QoSFactory gosFactory

QoSManagerService

+qosVerfy(QaSVerify message) : QoSVerificationRespanse
+qosReserve{QoSReserve message) : QuSReservationResponse

A

-QoSManagerService service

QoSManagerResource

+qosVerification(QoSVerify message) : Response
+gosReservation(QoSReserve message) : Response

Figure32 - Class Diagram of the QoSManager system.

g (Network network) : Network
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c. Adapting to new communication protocols

Each time a new communication protocol is added, a QoSVerifier algorithm and a

specific QoSDriver adapter must be developed. In the current implementatioh, bot

algorithm and driver must be contained in a class whose name is the sameraibke

protocol, to ease the usage of theflecton pattern to load it in at runtime, and they

upes %o 0 Jvd} 8Z % | P ~<}eu v P EXA E](] E oP}E]SZu
verifier algorithms and in the case of the QoS driver in the package

Acleu v P EX EJA E-_ X

Regarding the QoS algorithm, shown in FigB8e the developed class must be an
implementation of the interface [VerifierAlgorithm. The functioerifyQoS ()
verifies the feasibility of the QoS parameters to be set up, depending on thalaeail
network capabilities and current QoS reservations.

In relation to the QoS Driver, shown in Fig@ek it must be an implementation of the
interface 1QoSDriver. ltonfigure () function receives the network and its devices
including the requested QoS to set-up the stream between the service provider an
consumer.

isual Paradigm Standard Edm{ﬁﬁwﬁgg\or de Engenharia do Porto)
IVerifierAlgorithm
+verifyQoS(VerificationInfo info) : VerificationResponse

Figure33 - IVerifierAlgorithm interface.

isual Paradigm Standard Edi@a‘ﬁféﬁgéégsgor de Engenharia do Porto)
1QoSDriver
+configure(Reservationinfo info) : ReservationResponse

Figure34 - 1QoSDriver interface.

d. Databases

To support the QoSSetup service that the QoSManager provides, the system must keep
track of the network devices configuration and the QoS reservations of computational
and systems. In particular, the QoSManager accesses two stores:

The System Configuration Store, containing the configuration of the system of systems,
thus providing information regarding network topologies, capabilitieshef network
actives and devices, configuration of both network actives and systems.

The QoSStore, which keeps track of resource reservations over the network actives and
systems.

Both databases represented on Figures 35 and 36 are deployed on a MySQL server,
which guarantees data consistency and fast execution time.

Regarding the QoSStore, its main table isNfessage Stream table, shown in Table
55. It contains all the information regarding the stream service, both provider an
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consumer systems, and the respective QoS reservations. Another important parameter
is the stream type, which expresses the used communication protocol.

Table55 - Message Stream table parameters.

Field Data Type Key Unique | Description

gualityOfService_id | QoSResourceReservation| Foreign | No QoS
Reservatio
n
Parameter
S.

type Varchar No No Communic
ation
Protocol
type of the
stream.

~ EX N

consumer_id ArrowheadSystem Foreign | Yes Service
Consumer.

provider_id ArrowheadSystem Foreign | Yes Service
Provider.

service_id Integer Foreign | Yes Service
that is both
consumed
and
produced.

qualityOfService_id | Integer Foreign | No Stream
parameter
s related to
its
configurati
on.

message_stream_id| Integer Primary | Yes Identifier
of the
Message
Stream.

The other used by the QoSManager system is the System Configuration Store. The
VEE 085 o ]+ "E} _ AZ & o0038Z v SA}EIl A] -, v $]1A -
shown in Tablé6 is logically divided into two table, thdode_deployedsystem
and Node_processingcapabilties , containing all the systems and network
devices that are deployed on that node, and its processing and networking capabilities.

Table56 - Node table parameters

Field Data Type | Key Unique Description

id Integer Primary | Yes Identifier of the
Node.

Device_model_code String No Yes Code containing the

device brand, mode
and, If possible, its
code.
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QUALITY OF SERVICE FOR HIGH PERFORMANCE IOT SYSTEMS

7id INT(11) B

< senice_group VARCHAR(255)

oy e L id INT(LD)

ArrowheadService_id INT(1.

iy b R
 origin VARCHAR(255) interaces VARGHAR(252]

Indexes

< time_stamp D ATETIME
@ level VARCHAR(10)

m

> next_val BIGINT(20) T QoS_Resource_Reservation_id INT{11)

CidINT(11)

> gosParameters V ARCHAR([255)
0 state VARCHAR(255)

' gosParameters_KEY VARCHAR(255)

1 Message_Stream _m essage_stream _id INT(11)
“ configuration VARCHAR{255)
' configuration_KEY VARCHAR(255)

" message_stream_id INT(11)
7 type VARCHAR{255)
> consumer _arrowhead_system_jd INT{11)

 arrowhead_system _id INT(11)

“ address V ARCHAR{255)

< authentication_info VARCHAR(255)
< port VARCHAR(255)

<> provider_arrowhead_system_id INT{11)
2 qualityOfservice_id INT{11)

> senice_id INT(11)
= > system _name VARCHAR(255)

Figure35 - Database Model of the QoSStore schema.

Vid INT(11)

“»message VARCHAR{1000)
¥ origin VARCHAR(255)

<> time_stamp DATETIME

S INT(11)

¥ Network_id INT{11)
i > network_name VARCHAR(255)

2 networkConfigurations VARCHAR({255)
' networkConfigurations_KEY V ARCHAR{255)

“ network_ip VARCHAR(255)
<> network_type VARCHAR(255)

“level VARCHAR(10)

1 Network_Device_network _device_id INT{11)
CidINT{11) “ networkCapabilities ¥ ARCHAR (255)
< network_device_id INT (11) ' networkCapabilities_KEY V ARCHAR(255)
> arrowhead _system _id INT (11) m

! network_device_id INT(11)
> macAddress VARCHAR{255)
" arrowhead_system _id INT(11) % name VARCHAR(255)

> address ¥ ARCHAR(255) 2 network_id INT{11)

“ authentication_info YARCHAR({255)
< port V ARCHAR(255)

“» system _group VARCHAR({255)

> system_name VARCHAR({255)

< ' id VARCHAR(255)
< status VARCHAR{255)
2 consumer_id INT(11)
> provider_id INT{11)

1 Node_id INT(11)
“» processingCapabilities VARCHAR(255)

¥ Topology_id VARCHAR(255)
2 configurations VARCHAR(255)

" processingCapabilities_KEY VARCHAR{255) ' configurations_KEY VARCHAR({255)

Figure36 - Database Model of the SystemConfigurationStore schema
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e. Deployment Diagram

Regarding the deployment, shown in Fig@&#& three machines were used to deploy all the
necessary components for the scenario. The three core systems were deployeée sarte
machine, although they could be on separate machines. The OS used on the firBtenaah
Windows 10 and the web server was built on the Grizzly framework. Regswdheydeveloped
QoSManager and QoSMonitor, both were deployed in a different machine with the sam
Windows 10 OS and same web server framework. The two databases, which the QoSManager
works with, were installed in a Windows 10 machine on a MySQL server.

The applications that were used during the deployment are stored on the followingitepo
(https://bitbucket.org/cister _pt_arrowhead), including the QoSManager and QoSMonitor
systems. The two systems were developed using the Netbeans IDE [64].

e Edioninainin Speror de Erngenhars do Bod;
<<device>>
Application Server: {OS=Windows 10}

<<server>>
Grizzly 2.3

<<component>>
Orchestrator

<<component>> El
Authorization

<<component>>
ServiceRegistry

<<device>>
DBServer:{0S=Windows 10}

<<database>>
<<device>> MySQL
Application Server: {0S=Windowg 10}

<<schema>>
<<server>> system configuration store
Grizzly 2.3

<<schema>>

<<component>> @ qos store
QoSManager

<<component>>
QoSMonitor

Figure37 - Deployment Diagram of the QoSManager system.
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4.6.2 QoSMonitor System Design Description (SysDD)

A. System Design Description Overview

Table57 - System Information of QoSMonitor

Name QoSMonitor ¢ee Section 4.2)2

Owner ISEP

The Arrowhead QoSMonitor system has been developed by CISTER/ISEP for the Arrowhead
project with the goal of monitoring communication performance between systems |lysua
systems, composed by a service producer and a service consumer, in an Arr@ehgant
installation.

This system is also supported by a plugin, an extension of the QoSMogitoydd in each of
the two last mentioned systems, responsible for capturing information regarding
communications between them and sending it to the QoSMonitor, responsible f& Qo
examination. It uses previously defined rules to compare the QoS requirements agaitatahe
received. If any of these rules is not fulfilled an event is created which isosemisuming nodes
using the EventHandler [65] system. It also allows sending events to the aforenezhfipstem

by Arrowhead compliant systems.

A black box description of the QoSMonitor and the EventHandler systems caartaedo the
documents referenced in Table 58 and Table 59 respectively.

Table58 t QoSMonitor SysD Documentation Pointer.

System name Path

QoSMonitor Section 4.2.2

Table59 - EventHandler SysD Documentation Pointer.

System name | Path

EventHandler | https://forge.soa4d.org/svn/arrowhead -
f/3_Core%20Systems%20and%20Services/2_Support%
20Core%20Systems%20and%20Services/5 Eventhand|
er%20system/Documetation/Arrowhead%20SySD%20Ev
entHandlerSystem%20v1.0.docx

B. Use-Cases

a. Non-Functional Requirements

Regarding the non-functional requirements there are 5 that must be highlighted:

X Availability: Deployment on a dedicated server.
Integrity: Usage of a Log system, reporting any considerable code instruction
execution. This allows to create a historical of all the application interactions
between users or systems

X Interoperability & Extensibility: Usage of SOLID software principles, developing
a high cohesion and low coupling code.
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x Performance: Usage of high performance technologies, specifically MongoDB
for the database operations

b. List of Use-Cases

The QoSMonitor is registered and authenticated on the Arrowhead system as an
Arrowhead compliant system. The QoSManager is the only system, developethsd far
makes use of the QoSMonitor functionalities. Any Arrowhead compliant system can
exploit the sending of events functionality.

As Figure 38 shows, there are four possible use-cases.

Figure38 - QoSMonitor Use Cases List.

QoSManager

Monitor Plugin

Arrowhead Compliant Service

As detailed in Table 60, adding a monitor rule implies that the QoSManager sends a
payload with the communication protocol, identification of the two invoh@dtems,

QoS parameters with respective requested values and a check value for soft real time or
real time monitoring.
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Table 60 - QoSMonitolJseCase 1 Execution Flow.

Use-Case 1: Add Monitor Rule

ID:1

Brief description

Add monitor rule about requested Qualibf-Service between two systems.

Primary actors

QoSManager

Secondary actors

MongoDB Manager.

Preconditions

At least one monitor parameter.

Main flow:

1- QoSManager sends a monitoring rule to the QoSMonitor.
2- QoSMonitor validates the payload.
3- QoSMonitor saves monitoring rule in the database, identified by the given system

Post conditions

Monitor rule stored in the database.

Alternative flows

2.1- The payload is not valid.

2.2- Returns bad request as response.

3.1- A rule identified by the same given systems already exists in the database.
3.2- The rule is deleted.

3.3- The new rule is saved.
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QoSMonitorResource QoSMonitorService <<interface>> MongoDatabaseManager
Monitor

T

QoSManager

I
\
1: HTTP-POST(AddRuleMessage message) i PET—— )
A a onitorRule(message

T

|

|

|
1

I
|
I
|
|
1.1.1: getMonitorClass(message.protocol) : Monitor :

|

|
|

1.1.2: rule = filterRuleMessage(message) : MonitorRule

1.1.3: replaceRule(rule)

/

2: deleteRule(rule.systems)
3: insertRule(rule)

1.2: HTTP-RESPONSE(CK)

e e

g

Figure39 - QoSMonitor Sequence Diagram of UC1.
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As shown in Table 61, to remove a monitoring rule, the QoSManageneatls to send the
identification of the rule, therefore the service producer and service consumer.

Table61 - QoSMonitor Use-Case 2 Execution Flow.

Ux-Case 2: Remove Monitor Rule
ID: 2

Brief description

Removes monitor rule about requested QualitfiyService between two systems.

Primary actors

QoSManager.

Secondary actors

MongoDB Manager.

Preconditions

Main flow:

1- QoSManager sends a monitor rule to QoSMonitor.
2- QoSMonitor checks existence of rule in the database.
3- Removes monitor rule in the database, identified by the given systems.

Post conditions

Monitor rule deleted in the database.
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QoSMonitorResource QoSMonitorService

QoSManager
1: HTTP-DELETE(RemoveRuleMessage message)

1.2: HTTP-RESPONSE(OK)

T
|
|
|
|

1.1: removeMonitorRule(message

MongoDatabaseManager

1.1.1: deleteRule(message.provider, message.consumer)

T
I
I
I
I
~!

Figure40 - QoSMonitor Sequence Diagram of UC2..

- 2: deleteRule(message.provider, message.consumer)
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A monitor log is a set of information regarding performance monitorihgeovices or systems

in an Arrowhead compliant installation in a given moment. To add a monigoralaononitor

plugin needs to send a payload with the communication protocol, identificadiothe two
involved systems, QoS parameters with respective monitored values and a timestamopkto
Al3Z «}(3 & o 3Ju J(18[* v o X (8 E 8Z o}P ] « A v §Z
is retrieved by using the given systems and the parameters are compared against each other.
The rule requested values versus the log monitored values. If QoS inconsistencyishen a
maximum severity level is sent to the EventHandler. Table 62 shows the execution flus of

use case.

Table62- QoSMonitor Use-Case 3 Execution Flow.

Use-Case 3: Add Monitor Log
ID: 3

Brief description

Add monitor log with information regarding communications between twstesys, service
producer and service consumer.

Primary actors

MonitorPlugin of service prosumer.

Secondary actors

MongoDB Manager

Preconditions
At least one monitor parameter.

Rule identified by the given systems must exist in the database.

Main flow:

1- MonitorPlugin sends monitor log.

2- System validates the payload.

3- Checks for a monitor rule identified by the given systems.

4- Saves monitor log in the database, identified by the given timestamp.

5- Validates Qualityf-Service by comparing monitor log information against rule
specifications.

Post conditions

Monitor log stored in the database

Alternative flows

2.1- The payload is not valid.

2.2- Returns bad request as response.

3.1- A rule identified by the given systems does not exist.

3.2- Returns not found as response.

4.1- Checks that the QualityE-Service requirements were not met.

4.2- Sends event to the EventHandler system.
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Figure41 - QoSMonitor Sequence Diagram of UC3.
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As supported by Table 63, to send an event to the EventHandler system, an Arrowhead
compliant system needs to send a payload with the communication prbtand specific
parameters, the source of the error, and an arbitrary error message. Normally, these axents
not related to Qualityef-Service violations.

Table63 - QoSMonitor Use-Case 4 Execution Flow.

Use-Case 4: Send Event
ID: 4

Brief description

Forwards service error descriptions as events to the EventHandler system. Normally
events are not related to Qualityf-Service violations.

Primary actors

Arrowhead compliant system

Secondary actors

Preconditions

Valid payload

Main flow:

1- Arrowhead compliant system sends a service error to the system.
2- System validates the payload.

3- Creates an event with information received.

4- Sends event to the EventHandler.

Post conditions

Alternative flows
2.1- The payload is not valid.

2.2- Returns bad request as response.
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Figure42 - QoSMonitor Sequence Diagram of UC4..
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C. Graphical Interface

The QoSMonitor system also provides a way to show graphics of moniiaforgnation. It

works by defining what information goes into the graphical interface, and the Qoifio
system works with it. Figuré3is an example of the window that is shown when the process of
receiving MonitorLog begins. Two areas stand out and are identified by the letters B. amd

the A area, information regarding the logged monitor parameters is shown in thedbarea
graphs. The logged parameters are the same requested in the QoSReserve process of the
QoSManager system and stored in the MonitorRule. Each MonitorRule at some poiat has
window associated. The title of the window is the identification of the MonitaRud the B

area, every event regarding breaks in QuatiBysavice is shown, as well as any event received

by a system in the context of this window, through the SendEvent functionalitgx@aanple, in
FTTSE implementation streams are used as a mean of communication between a service
provider and a service consumer. The stream is identified by a number, so wsian the
SendEvent functionality, the stream id is sent so that the correct MonitorRuleecéoubd and

the specific window is updated.

Figure43 - QoSMonitor system log informaiti

D. Security

This chapter describes how security is implementethe QoSMonitor System.

a. Decomposition of the System

None.

b. Technical Security Requirements

Any network exploit in 0T systems can cause both physical and ecodamiges,
particularly in sme-cities, manufacturing, and transportation. The developed solution
prevents these security problems.
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Therefore, the QoSManager system provides a secure HTTP protocol (HTTPS) using a
specific Java KeyStore (JKS) file. To interact with the QoSMonitor the setmow a
private password, preventing unauthorized systems from using the QoSMonitor.

C. Data Flow Diagram
None.

d. Threats and Vulnerabilities
None.

E. Solution Description

The purpose of this chapter is to describe the implementation of the solutimtially an
overview of the system architecture is presented, supported by a component diagram,
afterwards the core classes used on the code implementation are explained along wldahs
diagram.

Since the QoSManager must be ready to work with multiple communication prottoels
Section 4.2.1 explains what the user must do to create a new one. Finallgathbase the
system works with is explained with the support of a database model diagram.

a. Component Diagram

As Figure 44 depicts, the QoSMonitor is divided in three major components: thisokon
and the Protocol are where the core logic is implemented, with the latter being an
abstraction for a specific communication protocol. At last the DatabaseManager is
responsible for all database related operations as well as storing all rule$ogad
Furthermore, the major responsibility of the Monitor component is the delegatibn o
tasks, to successfully reach the goal requested by the QoSMonitor, namely tbasese
previously mentioned.

In regards to the exterior components, the QoSManager uses the system to create and
delete monitoring rules after the QoSReserve process.
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Figure44 - Component Diagram of the QoSMonitor System.

b. Classes Structure

To accomplish bothnteroperability and Extensibility requirements the code was
developed according to the best practices to achieve these ends, as explained next.

Since the QoSMonitor had to work with an unknown number of communication
protocols, the programming patterrReflection [61] was used on the Protocol
component.

The Reflection[61] pattern is a mechanism that allows changing a software structure
and behaviour dynamically. In this project it was used to avoid code ratatiap every
time a new communication protocol was added, regardless the performance cost.

Another used pattern iRepository[63] which is related to database operations. This
pattern is meant to isolate all database related operations, in order to algitication
of code and to simplify the business model logic. MangoDatabaseManager is
the class where this pattern is implemented, and it has the responsibility of nranagi
the MongoDatabase operations. It also converts the database object files into model
data, for further manipulation and from model into persistent data for stopogposes.

Figure45 show a representation of how the QoSMonitor main classes are structured
and what operations they offer.
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Figure45 - Class Diagram of the QoSMonitor system.
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c. Supporting new communication protocols

Each time a new communication protocol is addeBratocol class be implemented.
The file must have the same exact name as the protocol due to the use REftection
pattern, and it must be located in the packages.monitor.protocol

The developed class must be an implementation of Bietocolinterface, shown in
Figure 46. The functiondilterRuleMessage and filterLogMessage
transformAddRule andAddLog messages intdlonitorRule  and MonitorLog
respectively, for database storage and QuatifyService verification.

Figure46 - Protocol interface

d. Databases

To support rules and logs functionalities that the QoSMonitor provitfiessystem must

keep track of the configurations made in the network (i.e. rules) and logs to enable soft
real time monitoring. To do this a MongoDB instance is used: a NoSQL stathbh

stores data in BSON [66] documents, a specific type based in JSON. It guarantees great
data consistency and performance. It uses Collections instead of Tables, but with the
same basic purpose.

A representation of the information being stored is shown in Figure 47 aiad 4&I| as
an explication in the respective following tables.

MonitorRule:

A MonitorRule is identified by the provider and consumer parameters. The combination
of all four is unique. Rules collection saves MonitorRule.

Figure47 - Database Model of the Rule document.
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Table64 - MonitorRule collection parameters.

Field Data Type Unique | Description
id Objectld Yes MongoDB  documen|
identification
type String No Communication
Protocol type. (ex]
N(EEe o
providerSystemName | String No Service Provider
providerSystemGroup | String No Service Provider
consumerSystemName| String No Service Consumer
consumerSystemGroup String No Service Consumer
parameters Map<String, String>| No Requested Monitor
Parameters
softRealTime Boolean No Check value for soft reg
time or real time
monitoring
MonitorLog:

A MonitorLog collection is created for each MonitorRule, and is nansaguthe
provider and consumer parameters. For each log receiveddimlLog function, a
MonitorLog document is saved in the respective collection.

Figure48 - Database Model of the Log document.

Table65 - MonitorLog collection parameters.

Field Data Type Unique | Description

id Objectld Yes MongoDB  documen|
identification

type String No Communication
Protocol type. (ex]
N(EEe o

parameters Map<String, String> | No Logged Monitor|
Parameters

timestamp Long Yes Timestamp of monitor

e. Deployment Diagram

Regarding the deployment, shown on Figdethree machines were used to deploy all

the necessary components to a properly functioning system. The QoSMonitor was
deployed in a machine with the Windows 10 OS in a Apache Tomcat servlet container.
The database instance which the QoSMonitor works with was installed in a Linux server
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machine. The EventHandler system was deployed in a machine with Windows 10 OS in
a Grizzly server. A deployment diagram is depicted in figfre

Figure49 - Deployment Diagram of the QoSMonitor system
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4.7 Systemef-Systems Design Description/Pilot Project

This section describes how the Arrowhead with QoS support solution has been impéehoent
an FTT-SE scenario, describing the technologies used and its setup.

A. Overview

The QoSsa-Service in the Local Cloud was implemented on the Flexible Timer&dgg

Switched Ethernet (FTT-SE) [XZ] Z ]+ dJu dE]PP &E D} o % o0 }( % E}A
$lu _ v 3A}E EtherreZThe goal of this pilot project was to prove the QoS functionality

of the Arrowhead Framework.

FTT-SE is implemented over Raw Sockets to access the MAC layer of the Eéndwestsh and
it uses these sockets to transmit and receive data between all nodes. The solutiorotl ogeske
use of the Internet Protocol (IP), and instead it connects the nodes with a switcltayera2
topology, using MAC addresses to address the nodes and establish communications.

During the integration of all components, several issues emerged, and the twbimoortant
are discussed in this section.

a. Address Incompatibility

The addresses used in the REST-based Arrowhead communication are the ones of the IP
protocol stack. On the other hand, FTT-SE uses the MAC addresses of the nodes. Since
Arrowhead only works with TCP/IP, two possible solutions were proposed.

1) The first one was the use of the TunTap [68] technology to create a
generic interface allowing the use of TCP/IP over FTT-SE. This solution makes
possible TCP/IP transmissions between internal and external devices-8E-TT
since TunTap would receive them and retransmit them over FTT-SE.

2) Another proposed solution to this problem was to use multiple network
interface on the nodes. Every node had an IEEE 802.3 interface managed by the
FTTSEprotocol for the service fruition, and another interface, wireless or not,

to perform TCP/IP communications with Arrowhead.

The second solution was chosen due to the remaining time of the project siness it
obvious that the first solution would require more development and analysis time.
However, in future work, the first solution must be developed instead of the seaconed
since it avoids the use of unnecessary technologies, mainly Berkeley Scakets
demands less performance from the nodes

b. Deployment of the Network

Another issue with the topology of the demonstrator was that FTT-SEedetedbe
deployed on a dedicated network to work properly, since interferences with nodes, not
respecting the FTT-SE protocol, would impair the protocol.
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It was decided to deploy a local network of nodes providing and consuseivices,

plus a node managing the FTT-SE (FTT-SE Master node, as per the FTT-SE specifics);
nodes talk with each other through the FTT-SE interface. Moreover, all the mentioned
nodes and an EntryPoint node interact through the IP interface (see Section a). The
EntryPoint node has also got a public IP address to reach (and be reachec by) th
Arrowhead Framework, and act as the internet gateway for all other nodes.

Figure50 presents an overview of the implemented topology. Relatively to theSHT
network, three FTT-SE nodes (master node, consumer node and provider arede)
connected to a switch. The EntryPoint, the service producer and consumer nodes are
also connected via their secondary interfaces, a wireless one, to avoid interferences with
the FTT-SE network.

The Arrowhead network consists in three core systems: the Orchestrator, Service
Registry and Authentication. The Orchestrator is used to create the matching between
service producers and service consumers, to allow service fruition. The ServiceyRegistr
allows the registration of systems and services in the Arrowhead Local Cloud. The
authentication is used to authenticate and provide Authorisation for connections
between services. These systems are vital for the Arrowhead operations.

Figure50 - Disposition of all devices used on the FTT-SE and Arrowhead integration.

On a component perspective, as Figure 51 depicts, the Arrowhead network contains the
Orchestrator, QoSManager and QoSMonitor systems. The QoSManager interacts with
two databases, the SystemConfigurationStore and QoSStore. The QoSMonitor interacts
only with the Monitor Store. Relatively to FTT-SE network, both consumeguraddcer

nodes must have a plugin to work with Arrowhead. In addition, the EntryPoint most als
contain an application capable of retransmitting any request to or from Arrowhead.
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Figure51 - Component Diagram of the integration of Arrowhead with FTT-SE.

B. Deployment Architecture

FTT-SE requires at least one Master node to manage all communications, and every sbde mu
share the same 100Mbps switch to exchange both data and control messages. Since the FTT-SE
application only works on Linux Operative System (OS), all used machinesstadied the

Debian GNU/Linux 7.7 (wheezy) OS [69], as shown in Figure 53. Each machine retd/osio
interfaces, one Ethernet interface dedicated to FTT-SE communications, and a witelégsan
responsible for the communications with the Arrowhead Framework

In the deployment of FTT-SE, each node was installed on a quad core laptop, all connected by a
100Mbps switch, as per Tal6é.

Table66 - Description of the used devices along and its usage.

Devices Used For
HP Probook 6460b [70] FTT-SE application as
Master/Consumer/Producer Node
Switch TP-LINK SF1008D (100Mbps | Connect the Master an
Duplex) [71] producer/consumer nodes for FTTSE

Since the FTT-SE code is written on C language (ANSI-C [72]) it was decided tondegddy o
consumer and producer node a Berkeley Socket server to communicate with the HmtryPo
machine. Therefore, any service request or registry is communicated to the &intrya
Berkeley Sockets.
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The EntryPoint is responsible for converting any socket message to HT TBeanersa, making
possible establishing a connection between any FTT-SE producer/consuntbe gkdowhead
Framework. Therefore, in the EntryPoint it was developed a Web Server, communicating
towards the Arrowhead Framework, and a Socket Server, interacting with the local fibaes.

OS used is Windows 10 [73].

The full deployment features four machines located on the FTT-SE network to gearante
communication with the Arrowhead Framework, thasee the EntryPoint, the Consumer, the
Producer and the Master.

Figure52 - Deployment Architecture on FBIE-

C. Components Architecture

This section is divided into three Sections; it stéstslescribing the components deployed on
the FTT-SE node including the monitoring capabilities and operations. Further detd#s the
EntryPoint responsibilities, operations and communications. Finally, the seetiols by
explaining the monitoring capabilities and how the message streams are monitored.

In an overall view, the only node that did not need any development workheasmaster node.
The existing FTT-SE application was modified with new components hamed monitoriag
and services requester. As described on Fi§3reny client that wishes to register a service, or
look up one, must be running an application nam&@ TSE_Arrowhead_Plugin
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Figure53 - Component Diagram of FBE

a. FTT-SE node

TheFTTSE_Arrowhead_Plugin s divided in three independent components. The
first one iIsFTT-SE Wrapper, which contains the original FTT-SE application
incorporated on an IEEE 802.3 interface. FRESE Wrapper component had been
developed in a past project, and its goal is to simplify all possibleaitttens with the
original FTT-SE app by working as a wrapper and providing a simplifiedh&PI.
remaining components were developed specifically for this pilot project.

The first developed component was tRETSE_Monitor_Plugin which has all the
logic components necessary for the application to send/receive messages anithimo
them. Another responsibility of this component is monitoring, during the message
streams, all the streams delay, bandwidth and critical events.

The  ArrowheadServicesRequester : which is used by the
FTTSE_Monitor_Plugin  , is responsible for services registering and for the requests
made to the Arrowhead via the EntryPoint node.

To use theFTTSE_Arrowhead_Plugin  the headercore_public.h must be
included. Through theore_public.h the user can provide or request a service to
Arrowhead and, when a stream is configured, it can send and receive messages. Figure
54 shows that there are two important parameters that are set when a stream is
configured, the application parameter that contains all the registered streams, and the
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information for the monitoring operations. Thapplication streanparameter contains

all the configuration parameters for the stream, such as the identifier and the message
size. It is through the application stream that the user can put the data message that he
wants to send.

The application provides twelve functions, as Figbdledescribes, to guarantee the
necessary operations of the application. How to use these functions is described next.

Figureb4 - Class Diagram of the FTT-SE interface.

To use th&=TTSE_Arrowhead_Plugi  n, both consumer and producer must call the
functionplugin_start() , as shown in Figure 55. The function initiates a slave node
in FTT-SE and creates the socket server to listen for any Arrowhead request. The
required parameters are the followingconsumer_application that will be
initialized by FTT-SE and has all the streams and informationSYthRE_ CONSUM/EES

a number that will define the type of the slave, it can alsoTtydE_ PRODUCERhe
SOCKET_PORE the port where the socket server will listen; the interface is the name

of the network interface where FTT- A]Joo }% & § ~ Aeeite¥Yi_ KV S$Z
the function that will be called whenever a stream is created.

application * consumer_application;

plugin_start(consumer_application, TYPE_CONSUMER,
SOCKET_PORT, INTERFACE, receives);

Figure55 - Execution of the FTT-SE plugin.

The developed plugin creates a stream whenever a consumer requests a service
Therefore, a stream has only one consumer and producer. The plugin als allo
producerto have multiple consumers. Figure6 and57 shows basic transmitting and
receivig functions that the user must create in the FTT-SE plugin.
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void * receives (void * stream){
application_stream * message_stream = (application_stream *) stream;

unsigned char rec [get_application_stream_stream_size(message_stream) 1;
unsigned int received_msg_size = -1;

int ret=0;

while (ret!=-1 ){

ret = receive(message_stream, &rec, &received_msg_size );

}

Figure56 - Basic receive function of the FTT-SE plugin.

void * transmits (void * stream) {
application_stream * message_stream = (application_stream *) stream;

...éf"( ---‘._:t'_f”o | iZZ' an.T_jZ
unsigned int received_msg_size = -1,

int ret=0;
while (ret!=-1 ){

int ret = send(message_stream, &content, sizeof(content) );
}

Figure57 -- Basic transmit function of the FTT-SE plugin..

b. EntryPoint

In addition to the FTT-SE components, it was necessary to deploy a new riaviee
EntryPoint. This System is not Arrowhead compliant, and it was developed as a
workaround for the FTT-SE limitations. The EntryPoint is responsible foramiitéing

all the messages originated by any producer/consumer node to the Arrowhead
Framework and vice-versa. It is divided into 3 components,WhebServer which
receives and processes any input from the Arrowhead Framework; the
MonitorPlugin that receives all the statistics from tiRd TSE_Monitor_Plugin

and retransmits to the Arrowhead; thBocketServer  which receives all the inputs
from any producer/consumer node via socket.

During the retransmissions, the EntryPoint must change the messages protocol from
socket to HTTP or the other way around, since it acts as gateway between the FTT-SE
messages sent via socket, and the REST based world of the Arrowhead requesés sent v
HTTP.

There are six use cases associated to the EntryPoint, which contecty
Producer/Consumer FTT-SE node, the QoSDriver (that is integrated onSMaQager
system), the Orchestrator, the ServiceRegistry and the QoSMonitor, as6Gliadiiews.
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Table67 - EntryPoint Use-Cases.

Use Case From To Protocol Interface
Configure | QoSDriver | Service REST- | http:/<ip
Stream Producer/Consu JSON address>:<port>/entrypo

mer nt/configure

Service Service Service Registryy SOCKET| port: 9999
Registratio | Producer JSON
n
Service Service Service Registry SOCKET| port: 9999
Deletion Producer JSON
Critical Service QoSMonitor SOCKET| port:9999
Event Producer/Co JSON
Notification | nsumer
Monitoring | Service QoSMonitor SOCKET| port:9999
Logs Producer/Co JSON

nsumer
Service Service Orchestrator SOCKET| port:9999
Request Consumer JSON

c. Monitoring

This section describes the monitoring plugin in two different sections: its dajeehi
and the functioning of the plugin.

Capabilities

Currently, monitoring has the capability to track the message streams delay, bandwidth
and any critical event. On each message transmission and reception, the time and size
of the message are logged and sent to the Arrowhead framework to verify if the QoS is
being fulfilled.

dzE Z E S E]*S] *+ E Ju%}E&S vS (}E& 820 O}Vv]SBE]IVHuU }V(]P!
interval between send messages, meaning that if the second message was sent 30ms

after the firstone,5Z ~ o C_ AJoo fiueX ~ v A] 8Z_ ]* 83Z u AJupu
sent per unit time. Time to time the QoSMonitor will check if the last recorded
throughputs are superior to the defined bandwidth, if so, notifications and warnings are

triggered. A third characteristis the message stream consistency, which is also being

monitored in real time by the plugin, detecting any eventual critical everdritical

event is considered as an abnormal situation that prejudices or even stops the stream

between producer and consumer (ex. a deadline that was not fulfilled).

Monitoring data are accumulated onto a queue and the Monitor component trarssmit
its logs to the QoSMonitor system every 300 milliseconds. The maowgtdeta has thus
a maximum delay of 300ms with respect to data collection.

Kv U}E Y} % E u s E 3Z 5§ A+ Jv]3] oeEJulvX] KE $}S2&E *%o)
FTT-SE specifics (communications are half-duplex, meaning that the producer atnnot g
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a response of the consumer whenever it sends a message), this QoS parameter
immediately was discarded.

Monitoring Plugin Functioning

The Monitor Plugin takes care of sending message logs to the QoS Moaitotife
monitored nodes.

One issue was raised during the monitoring tests: it was not possible to send messag
log reliably every 20ms. This caused data inconsistency and in worst casesstioé 1o
some log data. Since one major non-functional requirement of FTT-SE was the capability
of providing a message with a minimum delay of 20ms, and each FT&sS&ge was
monitored, a solution to the monitoring problem ought to be found.

The solution was the use of a queue, to save all incoming logs, andlipalfy a specific
thread would flush the queue content and send it to the QoSMonitor via a message.
After some tests, it was concluded that the minimum delay that would guarantee
content consistency in our deployment was of 300ms.

Whenever a user decides to transmit or receive data,Rf& SE_Monitor_Plugin
component, that provides an interface to the user (producer or consumer), will add to
the queue all the monitoring statistics relative to that sent/received message stream. A
specialized thread, named monitor thread, flushes the queue content every 300ms and
sends the data to the QoSMonitor via the EntryPoint node. Both queue and thread are
responsible for one stream only, therefore each stream will have its dedicated monitor
thread and queue.

Since the used programming language was AN%?] v v 3]A 0C ]38 } *v[3 % E}A]
dynamic lists, dedicated wait-free queues were studied and tested, among the several

gueues available on GitHub [74]. One main requirement about the queue
implementation was that it would be wait-free, to avoid any interruption thaiuid

compromise the FTT-SE operations.

D. Use-Cases

TheFTTSE_Arrowhead_Plugin  has three possible use-cases, as Figure 58 shows:

1- Service Registratioha user service is registered and made available to provide
services to other consumers by means of the Arrowhead Framework

2- Request of a Servidea consumer requests a service with or without QoS, and
the Arrowhead Framework provides it by configuring a FTT-SE streamdetivat
consumer and the provider

3- Service Deletion a service selected by the user is deleted, and will be no longer
provided by the Arrowhead Framework.
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Figure58 - FTTSE Use Cases List.

All three use-cases require a properties file to point the service and systemhthaser wants
to register/request/delete. All files contain a JSON structure.

In use-cases 1 and 3, a properties file described on Fiflireused. In use case 2, the property

file is described in figuréo.

Several important details related to the property file content should ghlighted. Firstly, all
file parameters must be present, and the values must obey the rules that ablescribes.

Table68 - Description of the parameters contained on the properties files.

ID File Parameter Necessary in| Description

1 serviceGroup ucCi1,2,3 String containing a name for th
group where the service
belongs.

2 serviceDefinition ucCi,2,3 String containing the name ¢
the service.

3 interfaces UC1,2,3 List of strings containing 4
available interfaces protocols t
access the service.

4 serviceRegistryEntry: ucCi,3 String containing the name (

provider:systemGroup the group where the systen
belongs.

5 serviceRegistryEntry: ucCi,3 String containing the name ¢

provider:systemName the system.

6 serviceRegistryEntry: uCi,3 String containing the address |

provider:address the system.

7 serviceRegistryEntry: uCi,3 String containing the port of thy

provider:port system where users establish
connection.

8 serviceRegistryEntry: UCi,3 String containing informatior

provider:authenticationinfo about the Authorisation
procedure of the system.

9 serviceRegistryEntry: UCi,3 String containing the URI of th

serviceURI service.

10 serviceRegistryEntry: UCi,3 Map of strings containing |

serviceMetadata description of the service.
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11 serviceRegistryEntry: uCi,3 String containing the access ki
tSIG_key of the DNSSD server allowit
register/delete a service

12 serviceRegistryEntry: ucCi,3 String containing the version ¢

version the service.

13 orchestrationFlags uc2 Map of strings containing thi
selected options to the servic
request. For this project ony
necessary string was heede
triggerinterCloud.
TriggerinterCloud must be falsj
because the QoS on Arrowhe:
only works in Local Clouds.

14 requestedService: * uc2 See descriptions 3, 10, 2, 1.

15 requestedQosS: ucC2 Integer (milliseconds) containin

delay the maximum delay of thq
message stream. This paramet
is Optional.

16 requestedQosS: ucC2 Decimal (Bps) containing th

bandwitdh maximum bandwidth for the
message stream. This paramet
is Optional.

17 requesterSystem: uc2 See descriptions 4, 5, 6, 7, 8.

*

{

"serviceGroup"
"serviceDefinition"

: "ServiceGroupA"
: "ServiceDefinitionA" ,

"interfaces” [ "RESTISON",
"serviceRegistryEntry" {
"provider"  {
"systemGroup"” : "SystemGroupA"
"systemName" : "SystemNameB" ,
"address" :"127.0.0.1" ,
“port" :"8080" ,
"authenticationInfo" : "authinfo”
|3
"serviceURI"  : "/video/3"
"serviceMetadata" { "key" : "location"
"tSIG_key" :"AAABBBCCCDDDs"
"version” :"1.0"
}
}

, "value" :"Portugal" }],

Figure59 - Properties file necessary to register/delete a service.
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{

"serviceGroup" : "ServiceGroupA"
"serviceDefinition" : "ServiceDefinitionA" ,
"interfaces" [ "RESTJSON',
"serviceRegistryEntry" q{
"provider"  {
"systemGroup" :"SystemGroupA"
"systemName" : "SystemNameB" ,
"address" :"127.0.0.1" ,
"port" :"8080" ,

"authenticationInfo" : "authinfo"
|3
"serviceURI" : "/video/3" ,
"serviceMetadata" ‘{ "key" : "location" , "value" :"Portugal" 1},
"tSIG_key" :"AAABBBCCCDDDs"
"version" :"1.0"
}

Figure60 - Properties file necessary to request a service
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Table69 - Use Case 1 Execution Flow.

Use Case:Bervice Registration

ID: 1

Brief description

The user registers a service.

Primary actors
Client

Secondary actors

EntryPoint, Service Registry (SR).

Preconditions

The User must have a properties file with the service information, contgitlie service
description and the security key that allow him to register a service on the Service R
(SR).

Main flow:

1- A Service Provider requests registration of a service.

2- dZ ~&dd” z EE}AZ zWopP]v_ s v s §Z E P]*3E &

3- The EntryPoint will validate and retransmits via REST to the Service Registry
(SR) of the Arrowhead Framework.

4- The SR will notify of the success of the registration.

5- The EntryPoint will return the same SR response back to the node where thg
made the request.

Ne¢

Post conditions

Alternative flows.
2.1-If the file was not found an error message will be shown.

3.1- If the properties file has errors, the entry point will give an error back to the user.

Figure61 - Sequence Diagram of UC1.
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Table70 - Use Case 2 Execution Flow.

Use Case:Request of a Service

ID: 2

Brief description

The user requests a service.

Primary actors
Client

Secondary actors

EntryPoint, Orchestrator System.

Preconditions

The User must have a properties file with the service request information.

Main flow:

1- A Service Consumer requests a service.

2- dZ "~&dd” z EE}AZ zWiha PritwPontihe réduest.

3- The EntryPoint validates the request and if successful sends to the Orches
System of the Arrowhead Framework the request made.

4- The Arrowhead Framework will configure the streams between a producer &
consumer nodes on FTT-SE, sending the configuration to EntryPoint.

5- The EntryPoint will send to both producer and consumer the configuration mes

6- The FTTSE_Arrowhead_Plugin will receive the stream configuration and if suc
will return success back to the EntryPoint.

7- The EntryPoint will communicate back to the Arrowhead the success.

8- The Orchestrator will finally send a response of the service request.

9- The EntryPoint will return the message to both producer and consumer nodes.

10- The consumer can now receive the data, and the producer transmit it.

Post conditions

Alternative flows:
2.1 - If the file was not found an error message will be shown.
3.1 - If the properties file has errors, the entry point will give an error back to the user.

4.1- If the Orchestrator doespd Z A vC « GEA] o]l 38Z }v 38Z § A
message will be sent to the EntryPoint and consequently back to the user.
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Figure62 - Sequence Diagram of UC2.
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Table71 - Use Case 3 Execution Flow

Use Case:Xervice Deletion

ID: 3

Brief description

The user deletes a service.

Primary actors
Client

Secondary actors

EntryPoint, Service Registry (SR)

Preconditions

- The user must have a properties file containing the service description and a se
key that allows him to delete a service on the SR.
- The service must exist on the SR.

Main flow:

1- A Service Provider request a service deletion.

2- dzZ ~&dd”» z EE}AZ zWopP]v_ s v + 8} §Z VSECW

3- The EntryPoint will validate and retransmits via REST to the Service Registry
(SR) of the Arrowhead Framework.

4- The SR will notify of the success of the deletion.

5- The EntryPoint will return the same SR response back to the node where thg
made the request.

Post conditions

Alternative flows
2.1 - If the properties file was not found, use case ends with warning.

3.1 - If the properties file fails the EntryPoint validation, the use case endsvaitting.

Figure63-- Sequence Diagram of UC3.
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E. Systems

Beyond the SR and the Orchestrator Systems that are the principal systems of the Arrowhead
Framework, there are two more Systems, which deserve a description, as 7Rabkpicts.

These two systems communicate with the EntryPoint whenever a stream is created, and are
support systems for the Orchestrator.

The QoSManager has a considerable responsibility on the Use Case 2 because its QoSDriver
sends to the EntryPoint the configuration of the stream between the service prowgiulr
consumer, according to the requested QoS.

The QoSMonitor will act as a receiver since it only receives the message streaittimg data
regarding delay, bandwidth and events, all sent from the service consumer and progs.

Table72 - Systems involved.

System name Path
QoSManager Section 4.2.1.
QoSMonitor Section 4.2.2.

Although the QoSDriver is not a system, it is worth mentioning because it is instrumental to
allow Arrowhead to interact with the FTT-SE protocol, whose configuration is not REST-based
For each stream, it is necessary to set the FTT-SE network configurations, in particular, the
current stream period, id and the EntryPoint URL.

In FTT-SE, the EC (ms) consists in a time interval where all FTT-SE messadé® @teeam id

is a number that identifies a stream, therefore to avoid any inconsistence/dupliGatiien
stream id is incremented whenever a new service request is made. The EntyRadigfives the
location where the QoSDriver makes the streams configuration requests, since the interaction
with the QoSDriver is initiated by this last component and thus the EntryPoint raustbhable

as a server.

Currently the QoSDriver is capable of creating a stream in accordance with two Qo8ejagls,
and bandwidth.

The FTT-SE parameters that allow the management of the delay and bandwidth are the stream
period and size. The stream period is the number of ECs between each message transmission,
corresponding to the time interval between messages transmission. If the EC isa@@ntise

period is three, that means a message will be sent every 60ms (20*3). Nsténtiei interval

varies according to the stream type, which can be Synchronous or Asynchronousttééms

is asynchronous the period value will be the maximum interval time, and incéise of
synchronous will be the exact time interval. This happens because FTT-SE acts asgéezatt Tri

for asynchronous communication, and Worst Case Communication Time must sidered.

For synchronous communication, FTT-SE is Time-Triggered. The size (Bytg)mdsrto the
message size.
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To impose the delay, a period must be calculated by dividing the requestedlgetag EC, as
Figure64 represents. If the delay is 80ms and the EC 20ms, the period value willideGs. If
no delay is chosen, the period will have the default value of five.

Relatively to the bandwidth, as Figué® shows, the stream message size is calculated by
multiplying the message delay (ms) by the requested bandwidth (Bps), then dividit@D0y
(ms) due to the seconds and milliseconds unit differentiation. If the requesa@dwidth is 30
Bps and the message delay (EC*PERIOD) is 20ms, the message size will be 1.5 B.

i nt EC = geteC();
i nt PERIOD = delay/EC; //number of ECs

Figure64 - Period Calculation

i nt EC getEC(); //ms
i nt PERIOD = getPERIOD(); //number of ECs
float SIZE =EC*PERIOD*BANDWITH/1000; // Bytes

Figure65 - Bandwidth calculation

F. Non-Functional Requirements Realization

X The FTT-SE must be capable of providing messages streams with a minimum delay of
20ms.
The QoS parameters monitoring must have a maximum delay of 500ms.
Regarding security, all the data exchanged between the producer/consumer nodes with
the EntryPoint via socket is not encrypted. However the messages between the
QoSManager system and the EntryPoint are protected with a SSL/TLS protdcsds
Java Key Stores.

G. Proof of Concept/ Acceptance Test

After the development of all components, to test the project, it was decided to tranariie,
specifically a video, between an Arrowhead Service Producer with a Consumer. To prove that
the QoS was being accomplished, two scenarios were created. On scenario Tequssts a
service with QoS (20ms of delay and 300KBps of bandwidth) under a very eshgestork;

on scenario 2, on the same congested network, the user requests the same video sehacg wi
QoS.

To reproduce the video, it was used the video player MPlayer [75] because it had thditapab
of reading from a pipe. The goal of the use of a pipe was to play the wdtée is still being
transmitted by the producer. It was expected that during the reproduction of the viddgbe
service without QoS the video would stop and be inconsistent; in the sergoest with QoS,
the reproduction of the video would be fluid. Relatively to monitorimgp scenario 1 the
captured delay and throughput must be similar to the ones requested. Howeresgenario 2

it was expected the capture of inconsistent values both on delay and bdtigwiue to its best-
effort transmission along with the stressful network.
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During testing, both scenarios had the expected results, proving the success of the QoS
implementation in theArrowhead Framework. Figurés to 69 show the monitoring statistic
collected during the message streams transmission, making possible to ellsersonsistency

of both QoS parameters on scenario 1 and the QoS values compliance. Regardingdhe val
obtained during scenario 2, it is also possible to observe the expectedsistamcy and values
irregularity on both delay and throughput QoS parameters.

Scenario 2 (without QoS) - Throughput per time

» 200000

o

m

— 100000

>

Q.

S 0

5 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
= Sequence Number of Message

Figure66 - t Monitoring of the capture of the throughput during scenario 2

Scenario 1 (with QoS) - Throughput per time
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Figure67 - Monitoring of the capture of the throughput during scenario 1

Scenario 1 (with QoS) - Delay per message
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Figure68 - Monitoring of the capture of the delay during scenario 1.
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Scenario 2 (without QoS) - Delay per message
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Figure69 - Monitoring of the capture of the delay during scenario 2.
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Chapter 5. Tests Description
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This section provides a description of the software tests performed, first introduttie
theoretical concepts in section 5.1 . Finally, in section 5.2, some afetheloped unit tests are
explained.

5.1 Introduction

The realization of software tests is fundamental to guarantee that an application behaves
expected and accomplished successfully all its requirements. This process should ocgua durin
project development to eliminate any construction errors, that otherwise could in result i
avoidable problems.

In fact, there are two different approaches of development tegBack-Box and MWhite-Box_
testing. ‘Black-Box testing is done without knowing the internal parts of the software, the
tester knows what the program should do but does not know tamorks. This testing approach
applies in different levels of software testing such as integration testingersyststing or
acceptance testing. Whereas the White-Box testing focus on the internal parts of the software,
forcing the tester to know the structure of the program. Most commonly, the White iBsters

have programming skills and had already studied the implementation code. Thisgtesti
approach applies in three different level of software testing: integration, unit and system [76].

Since this project had two developed systems, seveMthite-Box_unit tests were
implemented, using the framework JUnit (version 4.12). These tests focused in ithe co
functionalities of both systems, which were of extreme importance to guarantee the
accomplishment of each system requirements.

It is important to note that as section G describes, the team, after the development ofltte p
project, performed a’Black-Boxacceptance test. This test consistedvimtifferent scenarios

one with configuration of QoS and the other with best-effort transmission. Each scenario was
carried out in the same environment conditions, including the network traffic, and demaanded
different behaviour of the developed systems. At the end, all systems behaved as expected.

Therefore, this Chapter only describes someSat  "tZ]$/A& _ HVv]Se
development,AZ]o 3Z -~} |8 <3« E « E]4.7.1v »

«§e dwing (} Eu
1}v

é
S

5.2 Unit Tests

A unit test is code that exercises a specific portion of a codebase in a particular coyfesally,
each unit test sends a specific input to a method and verifies that the ndetbturns the
expected value, or takes the expected action. Unit tests prove that the code doesdio fabat
you expect it to do [77].

During development, several unit tests were implemented to both QoSManamd
QoSMonitor systems. In order to have an organized testing structure the teapteaitithe AAA
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[78] testing pattern. AAA, or Arrange, Act and Assert pattern consists in these three stages, one
preceding the other. The first stage is the Arrange, which is where the tester makes the
necessary set up prior to invoking the method of interest. It can comsgtriple instantiations

of objects or it can even consist in more complex set ups, depemdirthe application. The
second stage is the Act, where the tester invokes the method of interest. Finalhg Assert

stage, the tester ensures that his expectations were met, by comparing the obtained result with
the expected one.

Regarding the QoSManager (Section 4.2.1) the classes that demanded more testing were the
ones responsible of verifying certain QoS requirements, named as QoSAlgoriththeames
responsible of configuring a network depending on certain QoS requiremeatagd as
QoSDiriver. These classes are specific to a communication protocol, and sincerivjeébtsomly

one communication protocol was worked (FTT-SE) there were only two classes lavailab
Moreover, only the FTT-SE QoSDriver was implemented at the expense of the QoSAlgorithm.
Therefore most of the unit tests focused in the FTT-SE QoSDriver

Table 73 describes a unit test performed for tenerateCommand() method of the class
FTTSEin a success scenario perspective. As well, Figure 70 shows how the same unit test was
implemented. This method receives a list of QoS requirements along with the network
information, including a stream identifier, the elementary cycle of théwoeek and the
maximum transmission unit of the switch. After processing this input,akjeected that the
method returns a list of commands containing the configuration paransetéthe stream to be
configured.

Table73 - Test case 1.

Purpose Evaluate function return.
Setup None.
Test data Three integer objects corresponding to the network configuratio

contour of the streams ID, the elementary cycle value and
maximum transmission unit.

Onem % }v3 Jv]vP §Z (}oo}A]JvP Y}* E «u
A18Z A op }(iAii v ~ o C_ AlsZ A op
Expected result The method must return a map containing the following instructio
"% E]} _ A]SZ A op }( iU ~e]l _ A]3Z A oy
}( iU v 8Z "eCv ZE}IVipe A op o iX
Steps Create a map object, containing certain QoS requirements.
Create three integer objects to use as parameters as invoking.
Invoke the

Actual result The method should return a map containing the follow
instructions: ‘period_with value of 1,«]1 _ A]3Z A op }
Al13Z 82 A op }( iU v 8Z "eCv ZE}Vv}pue |
Remarks The method returned the expected configuration commands and
considered successful.
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@Test
public  void testGenerateCommandsl () {

Integer streamID = 0;

Integer elementaryCycle = 20;

Integer mtu = 1500;

Map<String, String> requestedQoS = new HashMap<>();
requestedQoS. put ("bandwidht* , "1500" );
requestedQoS. put ("delay" , "20");

FTTSE instance = new FTTSE();

Map<String, String> expResult = new HashMap<>();
expResult. put ("PERIOD", "1");

expResult. put ("SIZE" , "7500" );

expResult. put ("ID", "1");

expResult. put ("SYNCHRONOUS" "0" );

Map<String, String> result = instance.
generateCommands(streamID, elementaryCycle,
mtu, requestedQoS);

assertequals(expResult, result);

Figure70 - Implementation of Test Case 1.

As for the QoSMonitor system, the same scenario of the QoSManager appliedtgivene

logic is conditioned by the communication protocol being used. Thereforepoelglass was in
need of testing, the&=TTSE class. A generic interfacd®rotocol , defines the behaviour that
each communication protocol representative class must implement, thus supporting the use
cases described in section 4.2.2.B. Five methods are defined [Rrbicol interface, but

only four were tested since the remaining one plays a part in the showing of graphics aind is n
important for this matter. They are:

x filterRuleMessage(AddMonitoringRule message) : takes an
AddMonitoringRule as a parameter and created/nitorRule  with the needed
information, specific to the communication protocol.

x filterLogMessage(AddMonitoringLog message) : takes an
AddMonitoringLog as a parameter and createsMonitorLog  with the needed
information, specific to the communication protocol.

X createEvent(SendEvent message) : takes aSendEvent as a parameter and
creates an EventHandler compliant event with the needed information.

X YHULI\4R6 ORQLWRUS5XOH UXOH ORQLWRtAKeRIJ@ ORJV

MonitorRule  and at least ondMonitorLog as parameters. As the name says, it
compares logs information against that defined by the rule The number (N) of
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MonitorLog parameters defines if soft real time (N > 1) or real time (N = 1) momifori
is to be executed. When executing a real time Qualftservice verification, an error of
10% is added to the bandwidth and 15 ms to the delay, to compensate for the prugessi

time of the FTTSE protocol.

With that said, in this report only theerifyQoS() § «%+ Aloo *Z}Av e]v

important of the four.

Table 74 describes a unit test created for thexifyQoS()
success scenario perspective. In tR@TSE specification, only bandwidth and delay are

monitored. After processing the inputs, it is expected that the return representslatioio in
the requested Qualitypf-Service, defined in th®lonitorRule

Table74 - Test Case 1 of the QoSMonitor system.

Purpose Evaluate function return.
Setup MonitorRule and MonitorLog instantiations.
Test data A MonitorRule and a MonitorLog with default information.

The MonitorRule has three parameters, a stream_id with a value
a requested bandwidth value of 200 Mbps and a requested d
value of 40 ms.

The MonitorLog has two parameters, a logged bandwidth valu
120 and a logged delay value of 60.

Expected result

The method returns an instance of SLAVerificationResponse tha
representation of the output of the QualitgF-Service verificatiorn
process. It must have information about the unmet requested vé
in the MonitorLog, in this case is the delay which exceeds the \
specified in the MonitorRule.

Steps

Create a MonitorRule with default information and the followi
parameters: stream_id value of 1, requested bandwidth value of
Mbps, requested delay value of 40 ms.

Create a MonitorLog with default information and the followi
parameters: logged bandwidth value of 120, logged delay value ¢
Create a SLAVerificationResponse with information about the ur
requested values and the respective logged values. In this
requested delay value of 40 ms and logged value of 60 ms.

Actual result

The method should return a SLAVerificationResponse
information of the unmet requested values. In this case a reque
delay value of 40 and a logged value of 60.

Remarks

The method returned the expected SLAVerificationResponse an
considered successful.
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/**

* Test of verifyQoS metho d inreal time, not meeting QoS
* requirements.
*/
@Test
public void testVerifyQoSNotMetRealTime() {
System . out . printin  ("verifyQoSNotMetRealTime" );

IIARRANGE

[* Creates a MonitorRule with default information, a

stream_id value of 1, requested bandwidth and delay values

of 200 Mbps and 40 ms respectively */

MonitorRule rule = createMonitorRule( "1t ., "200" , "40" );

/* Creates a MonitorLog with default information,

logged bandwidth and delay values of 120 Mbps and

60 ms respecively. */

MonitorLog log = createMonitorLog( "120" , "60" );

//Output of a QoS verification process.
SLAVerificationResponse expResult
= new SLAVerificationResponse();
/lInformation about an unmet requested value.
expResult.addParameter(
new SLAVerificationParameter( "delay" , 40.0, 60.0));

IIACT
/[Variable instance represents a FTTSE instance.
SLAVerificationResponse result

= instance .verifyQoS(rule, log);

IIASSERT
assertEquals  (expResult, result);

Figure71 - Test Case 1 of the QoSMonitor system.

Table 75 describes a unit test created for tharifyQoS() method of theFTTSE class in a
success scenario perspective. In the FTTSE specification only bandwidth and delay are monitored
After processing the inputs, it is expected that the return represents a violation in theses
Quality-of-Service, defined in thBlonitorRule . In this case, soft real time is enabled, and 20
MonitorLog instances are used.

Table75 - Test Case 2 of the QoSMonitor system.

Purpose Evaluate function return.
Setup MonitorRule and 20 MonitorLog instantiations.
Test data A MonitorRule and 20 MonitorLog with default information.

The MonitorRule has four parameters, a stream_id with a value
a requested bandwidth value of 200 Mbps, a requested delay Vv
of 40 ms and the number of last logs (NLogs) to use in the monit
process set as 20. Also has a Boolean value for soft real time
true.
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The 20 MonitorLog instances have two parameters each, a lo
bandwidth value and a logged delay value and each on
represented next:

MonitorLog 1:
MonitorLog 2:
MonitorLog 3:
MonitorLog 4:
MonitorLog 5:
MonitorLog 6:
MonitorLog 7:
MonitorLog 8:
MonitorLog 9:

MonitorLog 10:
MonitorLog 11:
MonitorLog 12:
MonitorLog 13:
MonitorLog 14:
MonitorLog 15:
MonitorLog 16:
MonitorLog 17:
MonitorLog 18:
MonitorLog 19:
MonitorLog 20:

bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:

bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:
bandwidth value:

112, delay value:58
162, delay value:75
158, delay value:65
164, delay value:45
100, delay value:20

780, delay value:100

12, delay value:90
1200, delay value:10
192, delay value:48
241, delay value:40
243, delay value:39
351, delay value:20
121, delay value:17
801, delay value:45
709, delay value:38
125, delay value:85
251, delay value:21
199, delay value:37
177, delay value:49
120, delay value:60

Expected result

The method returns an instance of SLAVerificationResponse thg
representation of the output of the Qualitgf-Service verificatior
process. It must have information about the unmet requested v4
in the MonitorLog, in this case both the bandwidth and the dg
exceed the respective values specified in the MonitorRule.

Steps

Create a MonitorRule with default information and the followi
parameters: stream_id value of 1, requested bandwidth value of
Mbps, requested delay value of 40 ms.

Create 20 MonitorLog instances with default information and

values described in the test data section of this table.

Create a SLAVerificationResponse with information about the ur
requested values and the respective calculated values of the la
logs. In this case requested bandwidth value of 50 Mpbs

calculated of 310.9 of the last 20 logs and requested delay value
ms and calculated value of the last 20 logs of 47.85 ms.

Actual result

The method should return a SLAVerificationResponse
information of the unmet requested values. In this case a reque
bandwidth value of 250 Mbps and a calculated value of 310.9 o
last 20 logs and a requested delay value of 40 and calculated va
47.85 of the last 20 logs.

Remarks

The method returned the expected SLAVerificationResponse an
considered successful.
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/**

* Test of verifyQoS metho d in soft real time, not meeting QoS
* requirements.

*/
@Test

public void testVerifyQoSNotMetSoftRealTime() {

System . out . printin  ( "verifyQoSNotMetSoftReal Time" );

/IARRANGE
[* Creates a MonitorRule with default information, a
stream_id value of 1, requested bandwidth and delay values

of 200 Mbps and 40 ms respectively */

MonitorRule rule = createMonitorRule( "1, "250" , "40" ),
/[Enables soft real time monitoring

rule.setSoftRealTime( true );

rule.getParameters().put( “NLogs ", "20");

[* Creates 20 MonitorLog with default information,

bandwidth and delay values */

310.9));

MonitorLog[] logs = create20Logs();

//Output of a QoS verification process.
SLAVerificationResponse expResult
= new SLAVerificationResponse();

/linformation about unmet requested value S.
expResult.addParameter(
new SLAVerificationParameter( " bandwidth ", 250.0,

expResult.addParameter(
new SLAVerificationParameter( "delay" , 40.0, 60.0));

/IACT
/IVariable instance represents a FTTSE instance.
SLAVerificationResponse result

= instance .verifyQoS(rule, log s);

/IASSERT
assertEquals  (expResult, result);

Figure72 - Test Case 2 of the QoSMonitor system.
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This chapter is divided in three sectio®ection 6.1 summarizes the project problem and the
proposed solution. After, Section 6.2 describes the planned objectivesoribs that were
accomplished and the others that were not. The project limitations and its futund \aoe
described in Section 6.3. Finally, Section 6.4 we present a final assessmigt developed
solution and the research centre that made this project possible.

6.1 Summary

The developed project consisted of the design and implementation of an architetbiat would

allow QoS support in the Arrowhead-framework. The Arrowhead-framework was developed
under the Arrowhead Project which focused on allowing collaborative automatiatebiges
embedded in the network. Furthermore, to test the architecture and prove its validitjloa p
project was also developed which applied the concept to real-time videocapiplh running

over a FTT-SE network.

The implemented solution consisted in two independent systems, the QoSMarzegker
QoSMonitor. The QoSManager is responsible of configuring QoS parametetsvorks, and

the QoSMonitor is responsible of monitoring all the QoS requested requirements. Twese
systems interact with each other and also with the other Arrowhead systems such as the
Orchestrator, the Service Registry and EventHandler.

Regarding the pilot projectyve developed an application on top of the FTT-SE code, with the
purpose of integratingt with the Arrowhead Framework. During the integratiove designed

an architecture, which proposed the addition of an EntryPoint device that could retratismit
messages coming from the Arrowhead and EEhetwork. FTT-SE is a real-time protcaad

as such must process the input and produce an outcome within a specifiedelisedt will fail

In FTT-SE protocol A hierarchy is established by dividing all network nddesdroups, the
master and salves. The master controls the traffic in the network among slakes ndeciding
when and which slave has the permission to send data.

In all, the developed project allowed the consume of services with two QoSeewgits: delay
and bandwidth. After the integration, a proof of concept was also implage®: with the
recording of a video demo. To prove the success of the work, the team made a testngtorri

a video transmission between a consumer ayroducer node on a FTT-SE network. This test
occurred in two scenarios, one with QoS support and other without it (best-effort transmjssio
On both scenarios the network had a considerable usage of bandwidth by other applicati
thus allowing to prove that the required QoS levels were being accomplished.

As expected, the video transmitted in the best-effort scenario was inconsistent. Howmaver
the other scenario, the video transmitted with the requested QoS requirements had the
required quality, proving the success of the project.
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6.2 Accomplished Objectives

As Chapter 1 explained, the primary objective of this project was to design ateatgte that

could support QoS in the Arrowhead Framework. This architecture had to be abstract enough
to be capable of working with different network technologies and QoS requirements. Since this
architecture was designed, developed and tested with the support of the pilot pribjescfair
enough to say that this objective was successfully accomplished.

Regarding the developed architecture, both QoS configuring and monitoring gosie
achieved with the development of the QoSManager and QoSMonitor systems. Only one
functionality of the QoSManager, checking if certain QoS requirements were feasible in FTT-SE,
was not implemented due to insufficiency afit and high mathematical complexity.

The extensibility objectives regarding to the communication protocasSimA parameters were

also accomplished in both QoSManager and QoSMonitor systems recurring to sofasaye d
patterns. These two developed systems are capable of working with multiple corationi
protocols without the need of recompiling their source codes. As long, teer®o0SDriver and

a QoSAlgorithm class for each communication protocol, both systems can operaaions
protocols. Regarding the SLA parameters, the same objective was accomplished since both
systems are capable of working with unlimited number of parameters. It isriaumt to note

that this depends on the capability of the monitoring plugins. If they are capable of moxijtorin
only delay, obviously both QoSManager and QoSMonitor systems can gudehteowith this
parameter.

Furthermore, the developed monitoring graphical interface allowed the user to visuhbéze
monitored parameters, like delay or bandwidth, and any given critical event, sucloss @f la
packet. Therefore, all the monitored data is displayed in graphics using the Jaohplétform,
allowing a user-friendly and easily comprehensible graphical interface. Théisasoa of the
monitored data can only be done in the node where the QoSMonitor systeepisyed.

Another planned objective consisted in the implementation eopilot project. The team
successfully implemented the pilot project, proving the well functioning of alldéveloped
systems. Considering the limitations of the FTT-SE network, the team stuiffecerd

architecture solutions and come to a final one, which imposed the additiamnefnetwork
interface per node and the addition of a computer node, named as EntryPbimtEfiitryPoint
had the purpose of converting socket messages to HTTP messages and vice-versa.

After the implementation of the proposed architecture, the QoS support of the Arrowhead could
finally be tested in the FTT-SE network. The team decided to transmit@ fvoe a producer

to a consumer and during that transmission the video would be reproduced inahsumer
node, to prove the robustness of the stream connecting both producer and consiusing
MPlayer, as section 4.7 describes, the team tested and recorded the system beha#sour.
expected the video reproduction was consistent and fluid with the QoS support, dmel ather
hand, it was inconsistent without the QoS support.
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As a final point, it is fair enough to say that all the objectives were achietkedwicess, except
the QoSAlgorithm of the FTT-SE network.

6.3 Limitations and future work

Despite the developed architecture had been successfully tested, some of iRimctional
requirements such as security and performance could not be implemented in a proper way.
Furthermore, due to lack of documentation, the integration with the FTT-SE protocol proved to
be more complicated than expected. As a result, the pilot-project was unstable, sofutuhe

work it must be corrected. Still on the pilot-project, it is expected as futuwekwo develop a
different architecture that avoids the use of two interfaces. Such architecture could be
supported using the Tun/Tap technology, enabling the transport of TCP packetsSfEFTT-

Although most of the objectives were accomplished, both systems can be improvedeira s
scenarios. First, the QoSAlgorithm for the FTT-SE network must be implemented} snce i
important for the QoSVerify functionality of the QoSManager.

Regarding the QoSMonitor, its graphical interface could, as future work, beygepés a web
service, allowing its visualization via browser, outside the local cloud wher&oSMonitor
system is deployed. Also, in order to avoid overload inth EA] % E}A]- GBW JvPo}
like mechanism should be employed by the QoSMonitor system and the respeciyiaspl

%00} C Jv 3Z % E}A] E <Ce3 ue ~ XPX AZ v A E v]3%E]}W
information, in MonitorLog form, to the QoSMonitor system, the fregay of transmission of
MonitorLog can be halved

In order to increase the consistency and integrity of the developed systemstuae fuork,
other pilot-projects must be made, specially in other communication profothan the FTT-SE,
such as ZigBee [14].

Another asset for the foreseeable future work would be the implementatiotiisfarchitecture
for other Arrowhead Frameworks. Since some of the partners use different implementations of
the Arrowhead, it would be beneficial for all, the addition of the QoS support.

The developed work is being prepared to be included in a paper, which is dedelopment.

Since all primary objectives were achieved and the developed work has potentsaéiddnded

in the core functionalities (as referred throughout this report, more protocols) it cam be

starting point, given that not only the Qualibf-Service core systems were implemented but
0°} %]0}3 % E}i & A +u §} «Z}pactiaal gses. (E u A}YEI[.

6.4 Final Appreciation

The inherent problems in this project enabled a positive experience, especially egricies
The solution implementation required a large versatility by all developenge svarious
technologies were studied and used.

148



The solution development focused primarily on good programming techniquemdhd usage
of robust technologies in order to fulfil some of the project non-functioredquirements.

Although the solution complies with its main objectives, it still requireatgr robustness, more
specifically in the FTT-SE application.

Regarding the organization where the internship took place, CISTER facilities aite aquiddity

where there was no lack of resources necessary to carry out the work. The working erantonm

had been always been pleasant, and since the beginning, all CISTER colleagues madg very eas
the integration of every team member in the research centre. As CISTER focuses on various areas
of work, the centre does not have in its work philosophy a fixed software developm
methodology. As a result, the team and the supervisors had almost datigatpto guarantee

that all were aware of the project status and problems.

At last, assessing the outcome and considering the complexity and the time of work, the team
was pleased with the results achieved.
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PREDECESS| RESPONSIB N S &S |F|IB |2 |&|6|F|IB |2 |&|S|F|IB | |&|6|F|B | |&|6|F||&|6|F|B||&|6|F|5B
ID WBS | TASK R E (Weeks) | START FINISH
#R 1 |Project Requirements
#R_1 |1.1 |Initial Project Planning
Team 1 1 March 4 March
#R_2 | 1.2 | Project Concepts Studying Team 5 1 March 31 March
#R_3 | 1.3 |Project Technologies Studying Team 10 1 March 29 April
#R_4 | 1.4 | Testing Arrowhead Framework Team 5 1 March 31 March
#R_5 | 1.5 | Testing FTTSE application Team 15 1 March 31 May
#R_6 | 1.6 | Testing Event Handler Project Renato 5 1 June 30 June
#R_7 | 1.7 | Software Specifications and Functionalities Team 15 1 March 31 May
#A 2 | Software Analysis #R
#A 1 | 2.1 |Resolution of Arrowhead Architecture Team
#A 1 | 2.1.
1 1 QoSManager Paulo 6 2 May 3 June
#A 1 | 2.1.
2 2 QoSMonitor Renato 6 2 May 3 June
#A 2 | 2.2 |Resolution of Databases structures
#A 2 | 2.2.
1 1 QoSManager Paulo 10 2 May 30 June
#A 2 | 2.2.
2 2 QoSMonitor Renato 10 2 May 30 June
Resolution of the global Architecture (Arrowhead with
FTTSE)
QoSManager Paulo 10 2 May 30 June
QoSMonitor Renato 10 2 May 30 June
Development #A
QoSManager Paulo 14 1 June 31 August
QoSMonitor Renato 14 1 June 31 August
QoSMonitor integration with QoSManager Team 13 13 June 31 August
QoSMonitor integration with EventHandler Renato 1 13 June 17 June
FTTSE interface Team 6 11 July 19 August
FTTSE monitoring Team 4 1 August 26 August
Arrowhead integration with FTTSE Team 2 22 August |31 August
Demo Preparation with Video Paulo 2 8 August 19 August
Tests #D
QoSManager: Unit Testing Team 13 6 June 31 August
QoSMonitor: Unit Testing Team 13 6 June 31 August
QoSMonitor integration with QoSManager: Integration Te Team 11 20 June 31 August
QoSMonitor integration with EventHandler: Integration
Tests Team 2 6 July 13 July
Arrowhead integration with FTTSE: Integration Tests Team 2 22 August |31 August
Documentation #l
30
Project Report Team 20 30 May September
1 23
Arrowhead Technical Documents Team 4 September | September
Meetings none




QUALITY OF SERVICE FOR HIGH PERFORMANCE IOT SYSTEMS

30
Hungary Partners Team 23 2 May September

30
CISTER supervisors Team 34 1 March September
Milestones Demonstrations Team 13 6 June 31 August
FTTSE partner Team 25 15 March |19 August
Event Handler partner Team 9 23 May 11 July




Document title Version
QUALITY OF SERVICE FOR HIGH PERFORMANCE [Kategori]

SYSTEMS
Date Status
13/10/2016 [Status]
Page
9 (184)
QoSManager.wadl
<application xmlns= "http://wadl.dev.java.net/2009/02" >
<doc xmins:jersey=  "http://jersey.java.net/" jersey:generatedBy= "Jersey:
2.23.12016 -06-09 18:05:47" />
<doc xmins:jersey=  "http://jersey.java.net/" jersey:hint= "This is simplified
WADL with user and core resources only. To get full WADL with extended
resources use the query parameter detail. Link:
http://localhost:8444/gos/application.wadl?detail=true" />
<grammars>
<include  href= "application.wadl/xsd0.xsd" >
<doc title= "Generated" xmllang= "en" />
</include>
</grammars>
<resources base="http://localhost:8444/qos/" >
<resource path= "QoSManager" >
<method id= "home" name="GET">
<response>
<representation mediaType= "text/plain” />
</response>
</method>
<resource path= "/QoSVerify" >
<method id= "qosVerification" name="PUT" >
<request>
<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02" xmlns= ""
element= "goSVerify" mediaType= "application/json" />
</request>
<response>
<representation mediaType= "application/json" />
</response>
</method>
</resource>
<resource path= "/QoSReserve" >
<method id= "gosReservation" name="PUT" >
<request>
<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02" xmins=""
element= "goSReserve" mediaType= "application/json" 1>
</request>
<response>
<representation mediaType= "application/json" />
</response>
</method>
</resource>
</resource>
</resources>
</application>

www.arrowhead.eu




Document title Version
QUALITY OF SERVICE FOR HIGH PERFORMANCE [Kategori]

SYSTEMS
Date Status
13/10/2016 [Status]
Page
10 (184)
QoSMonitor.wadl (1/2)
<application xmlns= "http://wadl.dev.java.net/2009/02" >
<doc xmins:jersey=  "http://jersey.java.net/" jersey:generatedBy= "Jersey: 2.23.1 2016 - 06-09
18:05:47" />
<doc xmins:jersey=  "http://jersey.java.net/" jersey:hint= "This is simplified WADL with user and
core resources only. To get full WADL with extended resources use the query parameter detail.
Link: http://localhost:8144/qosmonitor/application.wadl?detail=true" />
<grammars>
<include  href= "application.wadl/xsd0.xsd" >
<doc title=  "Generated" xmllang= ‘"en" />
</include>
</grammars>
<resources  base= "http://localhost:8144/qosmonitor/" >

<resource  path= "Monitor" >

<resource path= "/QoSRule" >

<method id= "addRule" name="POST">

<request>

<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02" xmins=""
element= "addMonitorRule" mediaType= "application/json" />
</request>

<response>

<representation mediaType= "application/json" />
</response>

</method>

<method id= "removeRule” name="DELETE">

<request>

<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02" xmins=
element= "removeMonitorRule" mediaType= "application/json" />
</request>

<response>

<representation mediaType= "application/json" 1>
</response>

</method>

</resource>

<resource path= "/reload" >

<method id= "startService" name="GET" >

<response>

<representation mediaType= "application/json" />
</response>

</method>

</resource>

<resource path= "/online" >

<method id= "getlt" name="GET" >

<response>

<representation mediaType= "text/plain” />

</response>

</method>

</resource>
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QoSMonitor.wadl t (2/2)
<resource path= "/Event" >
<method id= "sendEvent" name="POST" >
<request>
<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02"
xmins="" element= "eventMessage" mediaType= "application/json” />
</request>
<response>
<representation mediaType= "application/json" 1>
</response>
</method>
</resource>
<resource path= "/QoSLog" >
<method id= "addLog" name="POST">
<request>
<ns2:representation xmins:ns2="http://wadl.dev.java.net/2009/02"
xmins="" element= "addMonitorLog" mediaType= "application/json" />
</request>
<response>
<representation mediaType= "application/json" 1>
</response>
</method>
</resource>
</resource>
</resources>
</application>
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