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Abstract

The CloudAnchor platform allows the negotiation of ITaaS Cloud resources for
Small and Medium Sized Enterprises (SME), either as resource providers or con-
sumers. This project entails the research, design, and implementation of a so-
lution based on smart contracts, with the goal of permanently recording and
managing the contracts on a blockchain network. The usage of smart contracts
enables safe contract code execution and raises the level of trust, integrity, and
traceability of the platform contracts by keeping the data stored in a decen-
tralised manner. To do so, a method to coordinate and submit transactions to
the blockchain network must be implemented. The tests carried out indicate
that the solution has been successfully implemented, with contract registration
saved in a decentralised and safe manner. As a result, there was an increase
in the platform’s execution time, caused by the new transactions made to the
blockchain.

Keywords: Blockchain, CloudAnchor, smart contracts, decentralisation, trace-
ability;
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Resumo

A plataforma CloudAnchor permite a negociacdo e contratualizacdo de recur-
sos Cloud do tipo IaaS a pequenas e médias empresas, sejam elas fornecedoras
ou clientes. Este trabalho inclui o estudo, projeto e implementagao de uma
solucdo baseada em smart contracts, com o objetivo de administrar e registar de
forma permanente os contratos celebrados numa rede blockchain. A utilizacéo de
smart contracts permite executar o respetivo cdédigo de forma segura e aumen-
tar o nivel de confianca, integridade e rastreabilidade dos contratos celebrados
na plataforma, guardando-os de forma descentralizada. Para tal, é necessario
implementar um mecanismo de coordenacdo e submissdo de transacbes para a
rede blockchain. Os testes realizados permitiram concluir que a implementacao
da solucao foi bem sucedida, passando os contratos a ficar guardados de forma
descentralizada e segura. Em consequéncia, verificou-se um aumento do tempo
de execucao da plataforma provocado pelas novas transagoes com a blockchain.

Palavras-chave: Blockchain, CloudAnchor, smart contracts, descentraliza-
¢ao, rastreabilidade;
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Chapter 1

Introduction

The current chapter introduces the dissertation background, the problem to be
solved, the expected outcomes, the execution strategy, and the structure of the
dissertation document.

1.1 Context

The investigation, design, and implementation of a blockchain-based solution are
detailed in this thesis. Its goal is to keep track of all the negotiated contracts
that have been set up on the CloudAnchor platform.

CloudAnchor is a Business-to-Business (B2B) brokerage platform that enables
SME to transact [aaS resources in the Cloud. The use of a smart contract solution
is expected to improve the platform’s data integrity and robustness.

1.2 Motivation

Blockchain is not a new concept. It is now an emerging technology that is rev-
olutionising the way organizations work. It has potential uses in a variety of
markets, thus the possibilities are endless. As a result, having the opportunity
to learn and explore such technologies is exciting.

1.3 Objectives

The purpose of this project is to improve the CloudAnchor platform with the
smart contract technology and assess its impact in the platform’s execution. This
way, all contracts created on the platform are not only retained on the platform,
but are also stored and performed on the blockchain. The following procedures

1



2 CHAPTER 1. INTRODUCTION

were taken to attain this goal: (i) study of the blockchain technology; (ii) selection
of the blockchain solution; (iii) implementation of the solution; (iv) integration
with CloudAnchor; and (v) impact assessment.

1.3.1 Requirements

The following elements must be considered while choosing a blockchain platform
and designing a solution:

e The blockchain must be an open-source technology;

e The blockchain must be implemented as a private network;
o It must have smart contracts support;

e It must have a reasonable execution time;

e It must have available libraries for client development.

1.4 Work Plan

The following were established as the work’s objectives:

1. Study the theoretical topics and write the state of the art chapter;
2. Study CloudAnchor platform business structure and features;

3. Search and compare different blockchain platforms and clients;

4. Design and implement a solution;

5. Test and validate the developed solution;

6. Write the dissertation.

Below is the chronological plan (Gantt chart) of the accomplished tasks.

Task Description \UGTIHEY Sep-19 Dec-19 Mar-20 Jun-20 Sep-20 Dec-20 Mar-21 Jun-21  Sep-21

Reading Preparation 5
Literature Review 5
Implementation 8
Tests & Refinements 6
Writing Report All

Figure 1.1: Gantt diagram.
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1.5 Structure of the Dissertation

This document is divided in eight chapters.

1. Chapter I presents and contextualises the project theme by emphasising
motivation, outlining the primary objectives, defining the solution require-
ments, functional testing, and work schedule, and detailing the dissertation
structure.

2. Chapter II is devoted to the state-of-the-art section. It covers the funda-
mentals of the CloudAnchor platform technologies as well as blockchain
technology.

3. Chapter III introduces Business-to-Business (B2B) e-Commerce, presents
examples of B2B platforms, and finally describes the CloudAnchor platform
as well as its functionalities.

4. Chapter IV introduces and compares a number of blockchain platforms and
clients for use in deploying the solution.

5. Chapter V presents the solution proposal.
6. Chapter VI describes the implemented solution.

7. Chapter VII explains the experiments that were carried out and analyzes
the outcomes.

8. Finally, chapter VIII draws the conclusions and makes recommendations
for future work.






Chapter 2

State of The Art

The literature review topics for the dissertation are covered in this section.

2.1 Distributed Decentralised Systems

Because the blockchain is highly decentralized and distributed, and the Cloud An-
chor platform is built on a Multi-Agent System (MAS) architecture, understand-
ing the foundations of distributed systems, control delegation, and distributed
artificial intelligence is essential. The concepts relevant to these issues are pre-
sented in this section.

2.1.1 Distribution and Decentralisation

A distributed system is a group of modules or machines working together as to
appear as a single system to the end-user. Working modules, often known as
machines, are a group of autonomous entities that interact with one another to
solve a problem that cannot be handled individually [Kshemkalyani and Singhal,
2011]. The primary concept of decentralisation is to deliberately disperse power
and authority to the organisation’s peripheries rather than having one central
body in complete control [Bashir, 2018]. The amount of authority delegated to
the lowest level will determine the distance between a centralised and a decen-
tralized system. While centralised systems may have aided in the development
of the Internet, they have significant drawbacks. In a centralised system, such as
the client-server topology, where clients approach the server for resources, the au-
thority is generally managed at a single point [Infante, 2019]. Users of the system
are reliant on a single source of service due to this structure. In a decentralized
system, on the other hand, data and computation are distributed among several
nodes in the network, removing node dependency. The key distinction between

5



6 CHAPTER 2. STATE OF THE ART

a distributed and a decentralised system is that in distributed systems, a central
authority still orchestrates the entire system, whereas in a decentralised system,
everything is decentralized (Figure 2.1).

<station

CENTRALIZED DECENTRALIZED DISTRIBUTED

Figure 2.1: Types of Networks [Bashir, 2018].

2.1.2 Network Architecture Models

The term computer network defines the category in which a group of comput-
ers is connected [Sandeep, 2013]. To function as a system, a set of computers
must each play a unique role in the network. To organise a computers network
there are different well-known models which can be used (Figure 2.2), namely
the client/server model, the multi-tier model, and the Peer-to-Peer (P2P) model.
The P2P paradigm and the traditional client/server approach are frequently com-
pared, and their architectures are frequently contrasted. In client/server archi-
tectures, certain computers are completely dedicated to serving others; however,
in a P2P paradigm, there are no pre-conceived roles because each peer can act as
both a server and a client, and all network transactions are carried out directly
between peers. Because all processors play a symmetric part in the computation,
there is no hierarchy among them in P2P. Its key advantage is that there is no
single point of failure, thus even if one node fails, the system does not come to
a standstill. According to Kshemkalyani and Singhal [2011], the P2P network
model offers the following advantages:

o Tolerance to Faults/Attacks - When a portion of a network’s computers is
attacked, the full service is not disrupted. All of the network nodes must
collapse at the same time for this to happen.

e Load Balancing - Each host is responsible for a modest portion of the sys-
tem’s load, ensuring that the system does not overflow. If the system re-
ceives too many requests at once, the load is balanced by distributing the

requests across the available nodes.
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o Cost Efficiency - The unified network can supply system services, eliminat-
ing the need for huge servers with high bandwidth delivery, which can be
costly.

e Security - It is more difficult to bring down a decentralized system with
several nodes. The system becomes more secure as the number of nodes
increases.

The multi-tier model is a client-server architecture design that separates and
organises the user interface, the functional logic, and the computer database.

ﬂ' ﬂ'

, - @
@ ‘ﬁ e e ‘E o é’ .............. ‘j
¢ @ e

Client / Server Peer-to-Peer Multi-Tier

Figure 2.2: Network Models [Bouchrika, 2013]

2.1.3 Distributed Artificial Intelligence

Distributed Artificial Intelligence (DAI) is a sub-field of AI that has grown at
an exponential rate in terms of research and development [Weiss, 1999]. DAI
systems are made up of self-learning processing nodes that are especially inter-
ested in investigating difficult issue areas in systems with several independent
entities interacting with one another [Barr and Feigenbaum, 1981]. DAI is the
predecessor of two areas of research (Figure 2.3): Distributed Problem Solving
(DPS) and Multi-Agent System. The primary distinction is in the system’s goal.
MAS systems are developed to coordinate the intelligent behaviour of a group of
autonomous agents, whereas DPS systems are designed for a specific task [Bond
and Gasser, 1988].

In [Durfee, 2001], DPS entails combining the expertise, information, and ca-
pacities of several problem solvers to generate answers to issues that none of
them could solve as well on their own. Agents in MAS systems reason about
processes. They are self-sufficient and work together to coordinate their knowl-
edge and activities. The interactions of computational intelligent agents are of
primary interest to researchers in the field of MAS [Weiss, 1999].
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Artificial Distributed
Intelligence Systems

Distributed Artificial
Intelligence

Multi-Agent Distributed
Systems Problem Solving

Figure 2.3: DAI Hierarchy Chart [Reis, 2003].

2.2 Multi-Agent Systems

Multi-Agent System automation became well-known in the 1990s for its ability to
conceptualise, model, and build distributed solutions for a wide range of applica-
tions. For agent systems to perform searching and filtering over massive amounts
of data, distributed and open platforms, such as the Internet, are particularly
appealing [Decker and Sycara, 1997]. According to Jennings et al. [1998], is a
loosely coupled network of problem solvers that interact to solve challenges be-
yond the individual capability of each problem solver, commonly referred to as
agents. Agents are self-contained software components that can take activities
on behalf of their owners. The design and coordination of different agents con-
tribute to the difficulty of administering a MAS [Avancini and Amandi, 2000].
The multi-agent paradigm is well suited to solving problems that are intrinsically
distributed. The systems’ interoperability and connectivity result in solutions
that can be organically organised in numerous linked tiers. Some of these ca-
pacities are one of the underlying reasons for creating problem-solving systems
in organisations [Durfee et al., 1989]. Entities can be represented by software
agents, which are in charge of defending their interests and resolving any poten-
tial conflicts. According to Sycara [1998], MAS can boost a system performance
in multiple conditions, such as: (i) computational efficiency, (ii) reliability, (iii)
extensibility, (iv) robustness, (v) maintainability, (vi) responsiveness, (vii) flexi-
bility, and (viii) re-usability. Agent-Oriented Programming (AOP) is a software
paradigm derived from Al that applies some of those notions to the well-known
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domain of distributed systems. Depending on the designated duty of the agent,
the term “agent” may be referred to by several terms. As reported by Nwana
[1996], knowbots (knowledge-based robots), softbots (software robots), taskbots
(task-based robots), userbots, robots, personal agents, autonomous agents, and
personal assistants are all terms used to describe agents. Bellifemine et al. [2007]
presents the following MAS technology applications in industry:

e Traffic and Transportation - Because of the scattered structure of traffic
and transportation systems, MAS is a useful tool for implementing practical

commercial solutions.

e Telecommunications - These are vast, distributed networks of intercon-
nected components that require real-time monitoring and management. As
a result, MAS may be used to manage such remote networks as well as to
provide enhanced communications services.

e Multi-robotics - For coordination among the many robots, multi-robotic
systems can also leverage multi-agent and distributed planning techniques.
To allocate duties among robots, the top planning layer employs a market-
based technique.

e Health Care - In health care, there are some interesting MAS applications.
Medical decision support systems [Hudson and Cohen, 1999] can benefit
from MAS applications, which can increase coordination between the vari-
ous specialists involved in the health-care process [Lanzola and Boley, 2002].

2.2.1 System Modelling

The criteria for modelling a system are always influenced by the problem’s nature.
Agents must collaborate when interdependent situations develop to guarantee
that the inter dependencies are correctly managed [Sycara, 1998]. The goal of
organisational analysis and planning is to capture how organizations work and
grow, as well as to design a framework for them. These strategies can help with
agent modelling and can help with model design efficiency. When modelling a
system, according to Dignum and Dignum [2012], the following relationships and
aspects must be considered:

Represent ideas about agent capability and activity.
Accept that the agent’s capabilities are limited.
Relate roles and agents.

Deal with temporal issues such as the time the activities will take.

ARl R N o

Represent global objectives and their dependency on agents activity.
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6. Reason about organisational workflows and task dependencies.
7. Represent organisational dynamics.

8. Deal with normative issues (boundaries for action and violations).

To avoid wasting resources, the profile of each agent (Figure 2.4) must be
developed after determining the system’s model and the types of agents that will
be required. Below are some of those profile properties that, according to Nwana
[1996] and Omicini and Poggi [2006], help modelling agents:

e Sociality - Agents cooperate with humans or other agents in order to achieve

their goals.

e Autonomy - Agents have the autonomy to decide either to cooperate with
other agents for mutual benefit or to compete against them for its own
benefit.

e Reactiveness - Agents have the ability to perceive the environment and to
respond at the right time to the changes that may occur in the environment.

e Proactiveness - Agents do not simply react to the environment but also
have the intention to exhibit goal-directed behaviour by taking initiative.

o Mobility - Agents have the ability to travel to different computer nodes
inside a MAS network.

e Rationality - Agents act in order to achieve their goals and never to prevent
their goals from being achieved.

2.2.2 Agent Architecture

Architectures are the underlying processes that enable autonomous components
to behave effectively in real-world, dynamic, and open contexts [Bellifemine et al.,
2007]. A system can be designed in a variety of ways. The architecture of a
system can influence its behaviour, which can have an impact on the system’s
output. According to Chin et al. [2014], when it comes to reasoning and per-
forming knowledge-based actions, an agent architecture is critical. Because each
individual agent may reason about non-local implications of local acts, create
expectations of others’ behaviour, explain and possibly repair disagreements and
detrimental interactions, sophisticated individual agent reasoning might boost
MAS coherence [Sycara, 1998].
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Figure 2.4: Agents Profile [Nwana, 1996].

There are three fundamental groups of agents architectures: classical archi-
tectures, cognitive architectures and semantic architectures. Classical architec-
tures include logic-based architectures, reactive architectures, Belief Desire In-
tention (BDI) architectures and hybrid architectures, also known as layered ar-
chitectures, which are a combination of logic-based and reactive architectures.
Cognitive architectures are based on cognitive sciences, which attempt to study
human behaviour in order to create software agents that mimic it. Semantic
architectures are based on semantic technologies. Semantic technologies improve
decision-making by processing data in a more meaningful way by emulating hu-
man reasoning.

2.2.2.1 Logic-based

Logic-based architectures use symbolic representation to express operations and
follow a reasoning-type framework. The alteration of the symbolic representation
underpins the agent’s behaviour. The advantage of this technique is that, because
human knowledge is symbolic, humans can understand the logic more easily [Bel-
lifemine et al., 2007]. However, translating the physical world into an accurate
symbolic description can be challenging at times, and symbolic representation
and manipulation might take a long time to complete, delaying the results.

2.2.2.2 Reactive

Unlike logic-based designs, reactive architectures do not employ complicated sym-
bolic reasoning. They are based on direct stimulus-response mechanisms triggered
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by sensor data [Chin et al., 2014]. One of the most recognised reactive architec-
tures is Brook’s subsumption architecture [Brooks, 1986]. The agents in this
design do not plan; instead, they react to conditions in their surroundings. The
advantage is that they will respond more quickly, but the fact that they do not
reason or use models becomes a restriction.

[ Perception ]—»[ Action ]

Agent

Environment

Figure 2.5: Reactive Architecture Perception/Action [Sycara, 2016].

2.2.2.3 Belief, Desire and Intention

The most common agent designs are BDI architectures [Rao et al., 1995]. In
general, beliefs are the agent’s views of the environment, desires are the agent’s
motivations or alternatives for carrying out actions, and intentions are the agent’s
commitments to its wishes and beliefs Chin et al. [2014]. The Procedural Reason-
ing System (PRS) is one of the most well-known BDI designs that is frequently
used as a practical example. This architecture is based on four key data struc-
tures beliefs, desires, intentions and plans, plus an interpreter (Figure 2.6). The
interpreter’s job is to bring all aspects of the agent together, from updating be-
liefs to making observations about the environment to choosing from a list of
active wishes to act as intentions. The plans are a set of actions obtained by
the interpreter and suited for the agent to carry out in order to attain its goals.
Rather than being generated in real time, they are a pre-compiled plan.

2.2.2.4 Layered

Agent behaviour can be reactive or deliberate in layered (hybrid) structures.
Subsystems built as tiers of a hierarchy are used to handle both types of agent
behaviour, allowing for this flexibility. There are two types of control flows in
layered architectures: horizontal [Ferguson, 1992] and vertical stacking [Miiller
et al., 1994].

e The layers in horizontal layering are the links between sensory input and
action output. For each of the n different types of behaviour, there are n
layers. The key advantage is the design’s simplicity, as it’s quite simple to
handle the information with only one accessible option for each situation.
The enormous number of conceivable interactions between horizontal layers,
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Figure 2.6: PRS architecture model [Bordini et al., 2011].

on the other hand, is a drawback because the number of levels can quickly
rise.

e When compared to horizontal layering, vertical layering is similar to an
automated implementation because the number of levels is much lower.
Layers can be divided by tasks depending on the implementation, resulting
in a system that models every received input. One-pass and two-pass control
structures can be found in the vertical layered architecture. Data goes up
the sequence of layers in one pass to the last layer, which generates an
action. The data passes up and then back down the series of layers in a
two-pass algorithm, and only then does it yield an action. The fundamental
deficiency of this architecture is that it is not fault tolerant, meaning that
if one layer fails, the entire system crashes [Chin et al., 2014].

Horizontal One-pass vertical
layered layered
Sensors Sensors Actuators

v
> Layer 1 Layer 1
g Layer 2 Layer 2
g. Layer 3 Layer 3

@
[V Layern | [¥iayern]

Actuators /

Two-pass vertical
layered

Figure 2.7: Layered Architectures [Bellifemine et al., 2007].
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2.2.3 Communication and Coordination

Because agents must know when to act and how to behave, communication and
coordination are essential components of multi-agent systems. Agents with com-
peting aims must be able to coordinate their actions and collaborate if they are
not to compete for the same resources [Dignum and Dignum, 2012]. It’s possible
that communication isn’t limited to agent-to-agent. They might also be able to
interface with other system components, such as system resources. Cost et al.
[2001] define coordination as the process by which agents reason about their own
actions and the actions they expect others to take in order to ensure that all
agents in a community act in a coordinated manner toward a goal or set of goals.
The main issue with coordination in agent-based communities is the desire to
achieve goals [Reis, 2003].

2.2.3.1 Types

Agents can communicate information with other agents in two ways, according to
Huhns and Stephens [1999]: directly and with the help of facilitators. Agents who
communicate directly organise their own communication without the assistance
of another agent. They are connected to other agents and can communicate with
them directly (Figure 2.8). Agents who facilitate communication between two
agents who are not directly connected serve as facilitators in facilitated commu-
nication. To communicate, the agents must first transmit their message to the
facilitator agent, who will then forward it to the final agent (Figure 2.9).

Facilitator Facilitator
Agent 1 Agent 2

Figure 2.8: Direct Com-
munication. Figure 2.9: Assisted Communication [Reis, 2003].

2.2.3.2 Communication Module

By exchanging information, an agent can communicate and interact with other
agents in the environment. A communication module is required for an agent to

communicate.
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2.2.3.3 Languages

In the beginning of the 90’s, the Knowledge Sharing Effort (KSE) was founded
with the objective to develop protocols to represent and exchange information be-
tween autonomous Information Systems (IS). KSE released two main protocols:
the Knowledge Query and Manipulation Language (KQML), and the Knowledge
Interchange Format (KIF). These were the first languages launched for agent sys-
tems. KQML is an external language [Finin et al., 1994] for agent communication
focused on the format of the agents messages. The characterisation of the infor-
mation is more crucial to KQML than the message’s substance. KIF language
addresses the representation of the knowledge of a domain. It was primarily
developed to represent the content of KQML messages [Finin et al., 1993].

Currently, FIPA ACL is one of the most used and studied agent commu-
nication language. It incorporates many aspects from KQML. ACL stands for
Agent Communication Language (ACL) and it was proposed by Foundation of
Intelligent Physical Agents (FIPA) [FIPA, 2002c], an IEEE Computer Society
standards organisation that promotes agent-based technology and the interoper-
ability of its standards with other technologies. According to Omicini and Poggi
[2006], ACL relies on speech act theory and is based on a separation between the
communicative acts and the content language. It enables agents to communicate
in a variety of content languages and to organise conversations using pre-defined
interaction protocols.

Agents developed with the Java Agent Development Framework [JADE, 2020]
use ACL to exchange messages with other agents. Below are some of the fields
required by this format [Caire and Cabanillas, 2002]:

e Sender - The sender of the message;
e Receiver - The list of receivers;

o Intention - The communicative intention indicating what the sender intends
to achieve by sending the message;

e Content - The content of the message;

e Language - The content language - the syntax used to express the content
which must be known by the sender and the receiver to make an effective
communication.

e Ontology - The vocabulary of the symbols used in the content and their
meaning.

o Control fields used to manage several conversations: conversation-id, reply-
with, in-reply-to, reply-by.
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Listing 2.1 presents an example of a message being send to inform an agent,
with the nickname Peter, about the weather using ACL.

Listing 2.1: ACL Message Example [Caire and Cabanillas, 2002].

ACLMessage msg = new ACLMessage( ACLMessage .INFORM ) ;
msg.addReceiver (new AID("Peter", AID.ISLOCALNAME);
msg.setLanguage (" English");

msg.setOntology ("Weather—forecast —ontology");
msg.setContent ("Today, it s raining");

send (msg);

2.2.3.4 Ontologies

Agents cooperating in a multi-agent setting need a shared ontology and a shared
set of communication conventions [Wooldridge and Jennings, 1995]. This way
they can communicate using a common vocabulary that is well-defined amongst
themselves and prevent different terminologies for the same occurrence. Accord-
ing to [Huhns and Singh, 1997], an ontology is nothing more than the represen-
tation of the knowledge of a given domain, available to all other components of
a information system [Weiss, 1999], defends that an ontology not only specifies
the classes or types taxonomy, but also represents the existent interrelationships
between them. In a multi-agent context, an ontology is the formal representation
of concepts, characteristics, and interrelationships in a given domain, granting
a common understanding between people and agents [Reis, 2003]. Figure 2.10
presents an example of an ontology of a generic concept, in a multi-agent system
platform.

2.3 Automated Negotiation

Automated negotiation is a type of interaction in which numerous autonomous
agents communicate in order to obtain agreements through a series of offers
[Faratin et al., 2002]. This section is dedicated to automated negotiation and its
importance to the world of distributed systems.

2.3.1 Negotiation

Negotiation precedes the signing of a contract [Kecskemeti, 2016]. According to
Jennings et al. [2001], negotiation underpins attempts to cooperate and coordi-
nate, both between artificial and human agents, and is required both when the
agents are self interested and when they are cooperative (competitive agents vs.
cooperative agents). Negotiation is the process where a group of agents come
to a mutual agreement upon the terms of the service, e.g., rental of the service,
quality level of service to be provided, responsibilities taken by each part (con-
tractor/seller) in the agreement, penalties in case of the requirements are not
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Figure 2.10: Ontology Example [Veloso, 2012].

meet, and so on. Usually the negotiation is followed by set of procedures and
rules, defined by negotiation protocols.

2.3.2 Protocols

Negotiation protocols are used to regulate transactions between entities using
negotiation [Alberti et al., 2004]. There are multiple negotiation protocols for
automated negotiation which rely on different mechanisms, such as game-based,
auction-based or iteration-based mechanisms, to govern one-to-one, one-to-many
and many-to-many interactions.

In historical terms, protocols such as ARPANET and TCP/IP, which be-
came the foundation of the Internet, are some of the first distributed control
protocols that revolutionised the computational communication [Farber, 1970].
In 1980, Reid G. Smith [Smith, 1980] presented the Contract Net Interaction
Protocol (CNIP), a high-level protocol for communication among the nodes in
a distributed problem solver. According to the author, this negotiation protocol
would facilitate the distributed control of cooperative task execution with efficient
internode communication.

In this context, a set of standard one-to-many protocols was proposed by
FIPA: the FIPA CNIP, the FIPA Tterated Contract Net Interaction Protocol
(ICNIP), and the Fixed ICNIP (FICNIP) [Adnan et al., 2016].
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2.3.2.1 Contract Net Interaction Protocol

CNIP is a task-sharing protocol used to allocate tasks in a network of autonomous
asynchronous agents, wherein each agent can communicate with every other agent
by sending messages. The protocol specifies the interaction between agents for
fully automated competitive negotiation through the use of contracts [Alibhai,
2003]. Since its release, it suffered several improvements. In 1993, the TRA-
CONET (TRAnsportation COoperation NET) system by [Sandholm, 1993] was
released as an extension with bidding and awarding decision processes based on
marginal cost calculations. In 1997, Verharen et al. [1997] described a Coop-
erative Information Agent (CIA) model, introducing an architecture based on
a language-action perspective capable of specifying the obligations and authori-
sations of a contract and separating the agents tasks. Later, a concept named
Contractual Agent Societies (CAS) was released by an MIT work group focused
on adaptive systems and evolutionary software ASES, and it consisted on self-
configurable information systems through a set of negotiated social contracts [Xu
and Weigand, 2001].

CNIP was the first protocol to use a negotiation process involving a mutual
selection by both managers and contractors Sandholm [1993]. Managers and
contractors are roles that each agent can have at different times or for different
tasks. As a manager, an agent send requests for bids on each specific subtask to
all the other agents, selects the most appropriate bid and allocates the task to
that agent. This agent is now a contractor, and in case of not being capable of
solving the task on its own, a contractor may also ask for help the other agents by
decomposing the task into subtasks, and allocating subtasks to the other agents,
as subcontractors. The negotiation is a one-to-many since it relates one manager
with multiple contractors. The protocol is specified by [FIPA, 2002a]. Figure
2.11) displays a message sequence chart (MSC) of the agents interaction in the
selection process. The process starts with by the manager sending a call-for-
proposal (CFP) message to m possible agents. Then, it is up to each agent to
send back a proposal or to reject the invitation. After receiving the answers from
the agents, the manager picks the one with the best offer, by sending an accept-
proposal to that agent, and rejecting all others. Then, the contract is established
and the negotiation process is over. The selected agent may or may not send an
inform message to complete the negotiation.
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Figure 2.11: Contract Net Interaction Protocol [FIPA, 2002a].

2.3.2.2 lterated CNIP

FIPA ICNIP was proposed in 2000 by FIPA [2000], as an extension of the basic
CNIP. It is also a one-to-many negotiation protocol and its primary feature is
to allow multi-round iterative bidding. Figure 2.12 shows that the negotiation
may not end after the reception of the first set of proposals. The protocol flow
initiates in the same manner as the CNIP. A CFP request is sent to m agents,
and a group of n agents answers the request and only k are proposals, the rest
refuses the CFP request. The manager selects the best proposals and rejects the
others. Then the manager has two options: end the negotiation by accepting
a proposal or send a new CFP message requesting a new iteration. This cycle
repeats as many times as the manager wishes until it finally accepts a proposal.

2.3.2.3 Fixed lterated CNIP

The Fixed ICNIP, or FICNIP, is a variant of the ICNIP protocol that has a
fixed number of iterations. While the ICNIP protocol ends when the moderator
receives a satisfactory proposal, the FICNIP protocol stops after a number of
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Figure 2.12: Iterated Contract Net Interaction Protocol [FIPA, 2002b].

fixed iterations regardless of the values of the buyers’ offers received so far [Omatu
et al., 2013].

2.3.3 Service Level Agreements

In the Internet world, the product/service quality assurance is measured by the
product or the service performance. The Service Level Agreement (SLA) repre-
sents the legal document signed and agreed upon by providers and costumers,
which specifies the agreed service parameters. Basically, it describes a set of non-
functional requirements so that the service model can be verified against them.
A requirement is defined through an objective and a set of indicators that prove
the objective is being achieved [Gateau, 2014]. The objective is called Service
Level Objective (SLO) and the indicators are called Key Performance Indicator
(KPI). An example of a non-functional requirement would be the maximum Re-
turn to Operation (RTO) ! time admitted, e.g., RTO under ten minutes, and a
set of KPI for monitoring. The agreement usually contains penalties in case of
the requirements are not met.

2.3.3.1 Specifications

The process of making a contract should be clear for all interested parties. Stan-
dards and specifications are very important to make sure that both parties are

'RTO - Is the time spent to bring up a service in case of a failure.
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negotiating using the same terms.

For representing an SLA there are two major specifications, both based on
web services (WS) [Hung et al., 2004], namely Web Service Agreement (WS-
Agreement), specified by the Open Grid Forum (OGF), and Web Service Level
Agreement (WSLA), specified by the International Business Machines (IBM). In
WS-Agreement (Figure 2.13), an SLA is defined in XML and a protocol, named
One-Shot, used to declare the terms between providers and consumers. In WSLA
(Figure 2.14), an SLA aggregates two different sections: the identification of the
partners who celebrate the contract (provider, consumer, and all the Trusted
Third Party (TTP)) and the services and their conditions [Ludwig et al., 2003].

WS-Agreement WSLA
Name Parties Description
Context :: ;2: s

Terms

Service Description

Service Terms

- —— Service Objects
Service Description Terms Parameters
Service Reference Metrics
Service Properties

Guarantee Terms Obligations
Service Scope
Service Level Objectives Service Level Objectives
Qualifying Condition Action Guarantees

Business Value List

Figure 2.13: WS-Agreement Figure 2.14: WSLA Agreement
Structure [Uriarte, 2015] Structure [Uriarte, 2015].

2.3.3.2 Management

The establishment of a contract starts with the negotiation of the terms between
the parties. However, the contract’s management process does not end after the
agreement is concluded. Contracts must be continuously monitored and may
suffer readjustments if the performance does not match the expectations. As a
result of this process, an SLA conditions are carefully monitored and have better
chances to deal with unexpected conditions that might occur.

Observation

This stage starts once the agreement is signed. While the service is up and
running, factors under external control such as the network infrastructure, may
affect unpredictably the behaviour of the service. To ensure SLA metrics are
consistently met, monitoring is part of the process [Sahai et al., 2002], by eval-
uating KPI periodically. Due to the complexity of contracts, parties tend to
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delegate Quality of Service (QoS) monitoring to intermediate systems, like soft-
ware agents to act on their best interest. Feedback from the monitoring system
can significantly augment the precision of the analysis [de Boer et al., 2018].

Reaction

The fulfilment of an SLO describes a state of service when all of the key per-
formance indicators are within specified thresholds. The service providers have
the permission to measure and affect the KPI to be able control and alter the
system if needed [Patel et al., 2009]. When the system monitoring reports viola-
tions of the agreed SLA, the goal of the service provider is to dynamically adapt
the resource configuration so that violations remain under a penalty threshold,
minimising the impact in the running system [de Boer et al., 2018]. This enables
to automatically keep the values of the KPI under control according to the val-
ues specified by the SLO and, thus, avoid the violation of the SLA. Analysis of
historical KPI data can also be used to specify new or modify existing policies
[Gateau, 2014]. This results from the evolution of automated SLA protection.

2.4 Blockchain

“Is blockchain one of the greatest technological revolutions in history or it is just
hype?” [Gates, 2017].

People entrust credit card firms and banks with the obligation of withdrawing
the proper amount from their bank account and depositing it in the account of
the recipient in everyday life when transferring money or paying for products
and services. Blockchain’s main feature is that it allows untrustworthy people
to securely communicate and transact without the necessity of a Trusted Third
Party (TTP), making it a breakthrough technology from a personal standpoint.

The concept of “chain of blocks” was introduced in a revolutionary paper
entitled Bitcoin: A Peer-to-Peer Electronic Cash System written in 2008 under
the pseudonym Satoshi Nakamoto [Gates, 2017]. Over the years, the term evolved
into the word blockchain which represents an ordered chain of blocks, where each
block is identified by its cryptographic hash [Alharby and Van Moorsel, 2017].
Since then, blockchain has been applied to cryptocurrencies and smart contracts
with great success.

The Bitcoin blockchain’s functionality is simple: anytime two network mem-
bers interact, they notify all other network members (nodes), who then record
the transaction in a block with a finite capacity [Ammous, 2016]. Smart contracts
first debuted in a business logic setting in 2014, with the goal of facilitating con-
tract agreement and negotiation by ensuring trustworthiness and data integrity.
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2.4.1 Definition, Advantages and Limitations

Blockchain is a peer-to-peer, distributed ledger that is cryptographically secure,
append-only, immutable (very difficult to change), and updatable only through
peer consensus or agreement. According to Carlozo [2017], it can be defined as
a list of continuous records preserved in blocks. Distributed Ledger Technology
(DLT) and blockchain are not interchangeable. Even though blockchain is a
DLT, the opposite is not true. Apart from blockchain, DLT technologies also
comprise Directed Acyclic Graph (DAG) and Tempo technologies (Figure 2.15),
which basically differ in terms of data structure, distribution of data storage, and
the consensus mechanisms being applied [BitOrb, 2019].
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Figure 2.15: DLT Technologies [Creer, 2020].

Although the advantages of blockchain-based systems have led to their usage
in a wide range of applications, their decentralized nature also creates significant
obstacles.

Advantages:

e Peer-to-peer — There is no central network control because all participants
are directly connected to one another.

o Distributed ledger — All peers in the network contribute to the ledger, with
each holding a copy of the entire ledger. This eliminates single-point-of-
failure scenarios and prevents a single controller from tampering with the
shared central database [Subramanian, 2017].

e Cryptographically-secure — Cryptography is used in transactions to pro-
vide the ledger with security services against tampering and misuse. These
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services include non-repudiation?, data integrity and data origin authenti-
cation.

e Append-only — It means that once data is added to the blockchain, changing
it is very hard. It can be changed if there are valid reasons, but it is regarded
as practically immutable.

« Updatable via consensus — Because there is no single authority in charge of
the ledger, the consensus empowers decentralisation. Any modification to
the blockchain is vetted against strict criteria set by the blockchain protocol,
and it is only added to the blockchain after all participating peers have
reached a consensus.

Limitations:

e Scalability — The electricity expenses of running a blockchain may make it
impractical to manage the volume of transactions handled by credit card
firms like Visa or MasterCard at the current rate of energy usage. This
aspect may have an impact on blockchain network scalability.

e Regulation — Because of the scale and cost of replacing existing systems,
governments and banks are hesitant to change. As a result, blockchain may
face a lengthy regulatory and integration procedure.

o Relatively immature technology — Despite the fact that it is often regarded
as one of the most significant developments since the Internet, it is still a
relatively new technology. Although there is a lot of potential, most of the
applications are still hypothetical.

e Lack of privacy — Because there is no privacy on the ledger in public net-
works, all transactions are public. Users can, however, secure critical infor-
mation from other nodes via private networks.

o Risk of attack — Although blockchain is recognised as one of the most secure
technologies, it is not dismissed of suffering attacks. In a network where the
decisions are made after reaching a consensus among the majority of the
peers, 51 % attacks are among the most discussed vulnerabilities [Academy,
2017]. If a single entity manages to control more than 50 % of the network
hashing power, it can disrupt the network by intentionally excluding or
modifying the ordering of transactions.

2Non-repudiation - Legal concept that assures that someone cannot deny the validity of
something. This provides proof of origin and integrity of data.
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2.4.2 Structure

A blockchain, as previously defined, is made up of blocks of transactions that are
packaged together and logically organized. Because there are several transactions
going on at the same time, when a block reaches its transaction limit, a new
block is chained to the network after being confirmed and validated, and its
header references to the previous block hash. All nodes in the network receive
the chained chunks of data [BitOrb, 2019]. The size of the blocks is determined
by the blockchain’s kind and design. Figure 2.16 presents the blockchain generic
structure.

Block 01 Block 02 Block 03

Elock Header

Hash of Previous Block = 0

Time Stamp

Monce

Block Hash

Genesis Block

Block Header

Hash of Block 01

Time Stamp

Monce

Block Hash

Block Header

Hash of Block 02

Time Stamp

Monce

Block Hash

Transactions

Transactions

Figure 2.16: Blockchain structure [Lastovetska, 2018]

2.4.2.1 Network

Blockchain can be seen as a distributed peer-to-peer network layer running on
top of the Internet (Figure 2.17).
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Figure 2.17: A network view of blockchain [Bashir, 2018].

Specifically, a blockchain network includes the following components:

Transaction — Is a blockchain’s fundamental unit. It denotes a value transfer
from one address to another.

Address — Is an Unique Identifier (UID) used in a blockchain transaction to
denote senders and recipients. The address is usually a public key issued
for each transaction to avoid associating numerous transactions to the same
owner.

Block — Multiple transactions are included, as well as other information
including the previous block hash (hash pointer), timestamp, and nonce.
The genesis block is the first block of the chain, and it is hard-coded when
the blockchain is created.

Nonce — Is a generated number that is only used once throughout each
transaction for the purpose of validation.

Scripting or Programming Language — Are used to facilitate the execu-
tion of various operations within a transaction occurrence. Programming
languages can be Turing complete3. An example of a Turing complete pro-
gramming language is Ethereum’s Solidity [Solidity, 2014], which is used to
define, create and run smart contracts.

3Turing complete - The name was given after Alan Turing who developed the Turing machine

that can run any algorithm.
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e Virtual Machine — Is a computational environment where smart contracts
execute, such as Ethereum Virtual Machine (EVM), EOS-VM, and Chain
Virtual Machine (CVM) [Cachin and Vukolié¢, 2017].

e State Machine — Is a mathematical model of the blockchain network’s cur-
rent state. As a result of the transaction execution, validation, and finali-
sation processes, it adopts multiple transition states.

e Node —Is a network component that can mine blocks, validate transactions,
verify payments, and sign transactions, depending on its purpose.

e Smart Contract — Is a blockchain-based application that encapsulates the
business logic to be performed when specific criteria are met.

2.4.2.2 Types

There are two primary paradigms when it comes to blockchain participants:

e Permissionless — The network is open to anyone who wants to be a part
of it. A user does not need permission to contribute processing power to
the network, which is commonly done by creating a node in exchange for a
monetary incentive [Peters and Panayi, 2016].

e Permissioned — Permission is required to create network nodes. A central
authority normally pre-selects contributors.

From the perspective of the users, blockchain networks can be:

e Public - Network access is public, i.e., anyone can read and submit trans-
actions to the blockchain. These networks are more secure because they
have more nodes and contributors, but become slower and apply fees to
transactions.

e Private - Network access is restricted to an organisation or group of or-
ganisations. These networks are less secure, since they are more centralised
than public chains [Wiist and Gervais, 2018], but tend to be faster and offer
free transactions to the participating organisations.

Table 2.1 compares these different blockchain networks. The architecture
blockchain to choose can be as public and permissionless as the trust put in the
validators [Varghese et al., 2018]. Besides, the architecture will impact the sys-
tem scalability. A public and permissionless architecture, due to the amount of
validators, will consume more computational resources and time since all valida-
tors have to be synchronised to validate the chain updates [Lastovetska, 2019].
However, it will be more secure because of the distributed control since it is more
manageable to tamper a single node than a thousand nodes simultaneously.
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Table 2.1: Blockchain Types Cross-Comparison [News, 2019].

Permissionless Permissioned
Anyone can join/read/write/commit Anyone can join/read

Public Hosted on public servers Only authorised nodes write/commit
Low scalability Medium scalability
Only authorised nodes join/read/write ~ Only authorised nodes join/read

Private Hosted on private servers Only the network operator can write/commit
High scalability Very high scalability

2.4.2.3 Tiers

There are three blockchain levels (Figure 2.18) known as blockchain tiers, repre-
senting blockchain technology evolution.

o Tier 1 (Blockchain 1.0) is primarily dedicated to cryptocurrencies and it
was first introduced with the appearance of the Bitcoin.

o Tier 2 (Blockchain 2.0) is used by financial services and smart contracts.
Ethereum, Hyperledger, and other newer blockchain platforms are consid-
ered part of Blockchain 2.0.

o Tier 3 (Blockchain 3.0) is to implement applications beyond the financial
services industry such as for government, health, media, arts, and justice.
Blockchains with the ability to code smart contracts are considered part of
this technology tier, such as Ethereum, and Hyperledger.

BLOCKCHAIN 3.0

» Cloud Node

BLOCKCHAIN 2.0 » Open Chain Access
« Blocklet (Middleware)

Smart Contracts » Incentive for self-evolution
BLOCKCHAIN 1.0 N
» Simple Ledgers that e &
record transactions W ) A
bitcoin

Figure 2.18: Blockchain generations [Lina.Network, 2019].
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2.4.3 Consensus Protocols

As previously stated, the blockchain is updated via a consensus process that main-
tains a common, clear ordering of transactions while also ensuring the network’s
integrity and consistency among distributed nodes [Baliga, 2017]. The ability
to reach a “distributed consensus” is essential since it constitutes an agreement
between many mutually-distrusting parties who lack identities [Poelstra, 2015].
The mechanism utilised to reach consensus among untrusted nodes, which is in-
spired in the Byzantine generals problem, is known as Byzantine Fault Tolerance
(BFT) consensus protocol [Zheng et al., 2017].

The Byzantine generals problem was proposed by Lamport et al. [1982] to il-
lustrate how to handle computer malfunctioning components that give conflicting
information to different parts of a system. A number of generals has surrounded
an enemy city, each in charge of a part of the Byzantine army. They communicate
by oral messenger and must agree on a common battle plan. However, there may
be a few traitors among them who will try to boycott the plan. The problem is
to find an algorithm that ensures loyal generals will reach an agreement. Traitors
will do whatever they wish. If more than two thirds of the generals agree to
attack, the army attacks the city, otherwise it retreats.

Fault tolerance in distributed systems refers to two types of faults: benign
faults caused by hardware or software crashes that cause node failure and prevent
it from participating in the consensus protocol, and Byzantine faults caused by
software bugs or as a result of the node being compromised that cause the node
to behave erratically. The consensus protocol has to be able to operate correctly
and reach consensus in the presence of Byzantine nodes as long as the number
of Byzantine nodes within a distributed system are limited. Practical Byzantine
Fault Tolerance (PBFT), Proof of Work (PoW), Proof of Stake (PoS), and Proof
of Authority (PoA) are instances of blockchain consensus protocols based on BFT.

e PBFT - Uses the concept of replicated state machine and voting by replicas
for state changes. Additionally, it provides several optimisations, such as
signing and encrypting messages exchanged between replicas and clients
[Baliga, 2017].

e PoW - Each node of the network calculates a hash value of the block header.
The block header contains a nonce that is frequently changed to calculate
different hash values. The calculated value must be equal to or smaller
than a certain given value. When one node reaches the target value, it
broadcasts the block to other nodes and all other nodes must mutually
confirm the correctness of the hash value [Zheng et al., 2017]. If the block
is validated, other miners append this new block to their own blockchains.
This consensus strategy is used by Bitcoin [Miller, 2014] where the nodes
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that calculate the hash values are called miners and the procedure is called
mining. This mechanism has low efficiency and high energy cost due to the
amount of calculations that the miners have to do.

Proof of Stake (PoS) - PoS is an energy-saving alternative to PoW. It com-
pletely replaces the mining operation with an alternative approach where
nodes make virtual currency stakes to become validators. If anything wrong
happens, i.e., if the node has malicious intentions and validates a fraudu-
lent transaction, it looses its holdings, and can no longer be a validator
[Saleh, 2020]. Nonetheless, if the node demonstrates to be honest, it is re-
warded. The selection of validators follows a random process which takes
into consideration node characteristics such as its stake (wealth). This pro-
tocol implies that wealthy nodes are less likely to attack the network [Zheng
et al., 2017]. However, it could be dangerous because the richest node is
bound to dominate the network, and, consequently, perform an attack.

Delegated Proof of Stake (DPoS) - Created by Daniel Larimer, DPoS is an
upgrade of PoS mechanism that sees democracy as fundamental to offset
the negative effects of centralisation [Schuh and Larimer, 2017]. According
to the author, in DPoS, a set of witnesses, formerly known as delegates,
sign the blocks and are voted on by those using the network. Basically, the
process of selecting a group of validators is voted rather than performed
by random algorithms. The validation of a transaction requires a validator
plus a set of 20 witnesses [Xu et al., 2018|, forming a group of 21 block
producer nodes. The producers are then shuffled to ensure that a balance
between all producers is maintained.

Proof of Authority (PoA) - PoA consensus is a straightforward and efficient
form of PoS, which relies on a set of known validators and a governance-
based penalty system. This consensus protocol restricts the creation of a
block to a fixed set of n authority nodes [Ekparinya et al., 2019]. For the
initial ceremony, 12 initial keys will be created and distributed to individual
validators by the master of ceremony [Pavel et al., 2018]. To become a
validator, the node has to prove his identity using a “proof of identity™.
PoA was originally proposed as part of the Ethereum ecosystem for private
networks [De Angelis et al., 2018], and implemented in the Authority Round
(AuRa) and Clique clients. Comparatively to DPoS, PoA demands proof-of-
identity rather than the holdings of the validator. According to Metadium
[2018], this is an advantage of PoA over DPoS because those with larger
holdings may not be the ones placing highest stakes. PoA, by putting
identity at stake, guarantees the integrity of validators.

4Proof of identity - In the case of the PoA consensus protocol, a proof of identity is a

Decentralised Application (Dapp) connecting the user identity to his/her wallet.
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2.4.4 Smart Contracts

“A smart contract is an electronic transaction protocol that executes the terms of
a contract” Szabo [1997]. This idea of smart contracts was first implemented by
Bitcoin in 2009.

Deriving from the development of blockchain technology, smart contracts are
computer programs running on blockchain nodes to facilitate, execute and enforce
the terms of an agreement between untrusted parties without the involvement of
any TTP [Hu et al., 2018]. A smart contract usually contains some business logic
and a limited amount of data [Bashir, 2018]. Smart contracts run autonomously
on the behalf of the involved parties in the blockchain network, i.e., whenever
specific criteria are met, business logic executes. Although smart contracts may
execute on different types of decentralised platforms, blockchain has become their
de facto standard decentralised execution platform due to its intrinsic security
benefits.

According to Alharby and Van Moorsel [2017] there are two types of smart
contracts: deterministic and non-deterministic. A deterministic smart contract
is a one that does not require information from an external party, such as oracles
or data feeds, during its execution. A non-deterministic smart contract, on the
other hand, does require information from an external party, such as oracles
or data feeds. Also, smart contracts can be public or private according to the
blockchain platforms in which they operate. Public smart contracts run on a
public blockchain, which means that anyone can use them. Organisations that
hold a private blockchain use private smart contracts. Compared to the inefficient
and expensive validation processes of public blockchains, private blockchains are
more suitable for stimulating business collaborations [Hu et al., 2018].

2.4.4.1 Behaviour
There are some principles and protocols to model the behaviour of a smart con-

tract, such as:

e They should work on the principle that code is law; meaning that there is
no need for an arbitrator or a TTP to control or influence the execution of
the smart contract;

e They are enforceable, which means that all contractual terms are executed
as defined and expected, even in the presence of adversaries;

e They must be secure and unstoppable, which means that these computer
programs must be fault-tolerant and executable in a fair amount of time.

e They should be able to execute and maintain a healthy internal state, even
if external factors are unfavourable.
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2.4.4.2 SLA Integration

SLA management is one of the most promising blockchain use cases [Hyper-
ledger, 2019a] because sensitive SLA can benefit from the security benefits that
blockchain provides. In the event of a SLA violation, for example, the cus-
tomer might file a claim with the service provider for compensation. However,
because both sides can be dishonest, the process may not be straightforward.
Blockchains and smart contracts can assist to address these difficulties by offer-
ing an immutable data storage system that can detect service violations, confirm
them, and ensure that the customer is compensated [Zhou et al., 2018]. Thus,
it provides an alternative trustful system to TTP, which is costly and increases
bureaucracy, to ensure the correct payment between parties [Scheid et al., 2019].

2.4.5 Decentralised Applications

Decentralised applications, also known as Dapp, are a new model for building
successful and massively scalable aplications. They are considered one of the
latest advancements in decentralisation technology [Johnston et al., 2014]. Its
goal is to make commercial transactions, government processes, supply chains,
and all other systems that require mutual trust between consumer and supplier
or user and provider more transparent [Infante, 2019].

A Dapp should be built on top of open, decentralised, peer-to-peer infrastruc-
ture services. According to Hu et al. [2018] and Johnston et al. [2014], for an
application to be considered a Dapp, it must comply with the following criteria:

e Be open-source and operate autonomously, with no entity controlling the
majority of its tokens®.

e Store cryptographically in a public decentralised blockchain its data and
records of operation.

o Generate tokens according to a standard algorithm or set of criteria.

o Adapt its protocol in response to proposed improvements and market feed-
back, with changes being decided by majority consensus of its users.

There are three types of Dapp [Dapp, 2019]:

e Type I - Have their own the blockchain, i.e., are independent instances.

e Type II - Are protocols that rely on Type I Dapp for functioning.

5Token - The purpose of a token is to allow access to a computer application, e.g., an
individual must own a number of bitcoins in order to be able to perform any transaction on the
Bitcoin network [Johnston et al., 2014].
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e Type III - Are protocols that depend on Type II Dapp instances.

According to this criteria, it may be expected that there will be less Type I
Dapp, more Type II Dapp and a considerable number of Type III Dapp instances.

2.5 Summary

The key principles involved in designing and implementing a SLA smart contract
solution for the CloudAnchor B2B brokerage platform, which is a MAS dedicated
to the automated negotiation of IaaS resources between providers and clients,
were covered in this chapter. To that purpose, the most important elements
of distributed systems, multi-agent systems, automated agent negotiation, and,
lastly, blockchain have been summarised.

The next chapter discusses B2B platforms in general and CloudAnchor in
particular.






Chapter 3

B2B Platforms and CloudAnchor

This chapter introduces the Business-to-Business (B2B) e-Commerce model, re-
views some B2B platforms, and describes the CloudAnchor platform, which is
used in this project.

3.1 Electronic Commerce Transactions

Electronic commerce, or e-Commerce, is a type of commerce where commer-
cial transactions occur via the Internet. There are different e-Commerce types,
depending on the product or service, the business sector, the technology be-
ing utilised, the amount, and so on. The most common e-Commerce cate-
gories are: Business-to-Business (B2B), Business-to-Consumer (B2C), Business-
to-Administration (B2A), and Consumer-to-Administration (C2A). This section
describes four different categories of e-Commerce, associating each category to a
specific market scope.

3.1.1 Business-to-Business

According to Lucking-Reiley and Spulber [2001], B2B includes all electronic trans-
actions between companies, including trades, purchases of services, resources,
technology, manufactured parts and components, and capital equipment. It is a
fast growing market with higher consumer activity. In 2017, e-Commerce was the
preferred method for approximately 2,3 trillion USD in B2B sales [Mire, 2018].
B2B commerce can be divided in three main categories, namely e-Marketplace,

e-Procurement, and e-Distribution.

o e-Marketplace is an environment where companies, can buy or sell goods,
and connect commercially. These can either be hosting companies within a

35
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certain type field, assuming a vertical structure, or can cover a wider group
of types of business, assuming an horizontal structure.

e e-Procurement is a type of electronic platforms where companies can design
a supply plan. Companies, which depend on a set of specific goods or
services, may choose this kind of provisioning to guarantee the required
goods during a specific period of time.

e e-Distribution is a virtual location where companies can integrate their
business with their suppliers and distributors, forming a supply chain in
order to sell goods.

3.1.2 Business-to-Consumer

B2C represents the transactions operated between company and consumers. These
transactions could happen dynamically and often, or can be sporadic and punc-
tual, depending on the type of commerce that is being practised. This type of
e-Commerce has increased its share due to the natural evolution of the Web, by
having more people shopping online.

3.1.3 Business-to-Administration

B2A includes all the electronic transactions performed between companies and
public administration. These transactions may occur in a wide variety of areas,
such as fiscal affairs, social security, or employment.

3.1.4 Consumer-to-Administration

C2A represents the transactions performed between consumers and public admin-
istration. This kind of transactions may occur in areas such as social security,
health care, education, and taxes. It also results from society modernisation and
the natural evolution of the Internet [Cunha et al., 2017].

3.2 B2B Negotiation Platforms

There are a large number of e-Commerce applications using agent-based tech-
nology to automate business activities, decreasing the time spent and also the
transaction costs. In this section are presented and compared a few agent-based
e-Commerce platforms in terms of structure, architecture, and features. Table
3.1 summarises the gathered information.

o Tamani and Evripidou [2006] present an agent-based community-centred
P2P decentralised organisation of service providers, clients and intermedi-
aries, that effectively and securely collaborate with each other. The purpose
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of this application is the efficient discovery of trustworthy services match-
ing client requests to the greatest extend. This MAS arranges agents in
groups such as service provider agents, community agents, broker agents,
reputation manager agents, and so on. They measure partners trust with
the help of a trust and reputation model.

o Chichin et al. [2014] present Smart Cloud Marketplace (SCM), which is
an agent-based cloud platform for trading cloud services. Software agents
are used to represent cloud service consumers and providers in the market-
place, and make smart judgements on their behalf. The platform allows
the agents to use various trading policies to negotiate more efficiently in
different situations.

o In Cretan [2016] is proposed an agent-based intelligent platform to model
and support parallel and concurrent negotiations among organizations act-
ing in the same industrial market. The platform enhances the concept of a
Virtual Enterprise (VE) to form a temporary coalition between companies
in order to share skills and resources, to respond better to business oppor-
tunities. The coalition is established through contracts after a period of
negotiation that, depending on the number of participants, can be bilateral
(one-to-one), one-to-many, or many-to-many.

o Cocconi et al. [2018] propose a cloud-based platform for executing Collabo-
rative Business Processes (CBP). For a business to execute CBP they must
have a Process-Aware Information System (PAIS), which is high-costly and
demands a complex IT infrastructure to deploy. The platform uses a MAS
system to model the PAIS, using a software agent for each business PAIS,
called process agent. The communication architecture adopted between
the platform and businesses is P2P, which means that all interactions are
carried out in a decentralised way [Cocconi et al., 2017].

 Brousmichce et al. [2018] propose an agent-based simulation framework to
experiment blockchain-backed energy marketplaces. Basically, it combines
MAS technology with blockchain to offer a secure decentralised solution.
Each agent represents a household located in Lille, France, modelling their
energy production and consumption profiles. Based on these data, each
agent proposes to buy or sell energy volumes on the platform market. The
platform defines two types of smart contracts: “The Wallet” contracts to
represent the households accounts and the “Marketplace” contract for rep-
resenting the marketplace where the offers are placed.
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3.3 CloudAnchor Platform

CloudAnchor is a brokerage platform, written in Java, conceived to help Small
and Medium Sized Enterprises (SME) trading Infrastructure as a Service (IaaS)
resources, either as providers or consumers. The project was financed by the
Portuguese Innovation National Agency (ANI). It started essentially in a scholar
context, receiving contributions by four final degree students, all coordinated
by Prof. Maria Benedita Malheiro, an enthusiastic for distributed systems and

artificial intelligence.

The development of a predecessor platform started in 2010 with a layered
multi-agent brokerage and negotiation platform for the “personalisation” of the
publicity transmitted by media distributors during intervals by Sousa [2012].
In the end of 2012, with the contributions of Veloso [2012], not only the plat-
form filled programme intervals with ads compatible with the profile, context
and expressed interests of each viewer, but acted as B2B electronic marketplace
for advertising agencies (content producer companies) and multimedia content
providers (content distribution companies). In 2015, Veloso et al. [2015a] reap-
plied the concept to the recommendation, negotiation and transaction of person-
alised media content. This version negotiated media items on behalf of the media
content distributors and sources, to provide viewers with a personalised electronic
programme guide (EPG). The platform was enriched with SLA support, namely,
brokerage SLA (bSLA) between individual businesses and the platform regarding
the provision of brokerage services; and item SLA (iSLA) between producer and
distributor businesses about the provision of media items Veloso et al. [2015b].

In 2014, the concept was applied to the automated negotiation and transac-
tion of single and federated IaaS resources between SME providers and consumers
as part of the CloudAnchor project. The first version of the CloudAnchor broker
negotiated and established Brokerage Service Level Agreement (bSLA) between
the platform and each provider or consumer, Coalition Service Level Agreement
(cSLA) between the members of a coalition of providers, and Resource Service
Level Agreement (rSLA) between a consumer and a provider. Federated resources
were detained and negotiated by virtual providers on behalf of the correspond-
ing coalitions of providers Veloso et al. [2016]. This broker was supported by a
common API taxonomy for the integrated management of open source and pro-
prietary IaaS resource platforms developed by Meireles and Malheiro [2014]. The
second version of CloudAnchor brokerage platform was released in 2016. Cunha
et al. [2017] added a contract renegotiation mechanism designed by Veloso [2017]
based on past business behaviour. Basically, the contracts with fulfilling partners
are rewarded with discounts, whereas those with faulty partners are penalised
with larger fees. This contract renegotiation mechanism increases the satisfac-
tion of compliant companies and incites the non-compliants to change their be-
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haviour or stop bidding for contracts. In 2020, Veloso et al. [2020] report a third
CloudAnchor version which implements trust and reputation based brokerage
and negotiation. The contributions timeline is illustrated in Figure 3.1.

2012 2014 2016 2021
Luis Sousa Fernando Meireles Ruben Cunha —» Eduardo Vasco
EPG laaS Multiplatform Contracts Renegotatio Smart Contracts

2012
Bruno Veloso
Media Personalisation

2015 - 2017
Bruno Velaso
Trust and Reputation

Figure 3.1: CloudAnchor timeline.

3.3.1 Architecture

The CloudAnchor broker presented in Figure 3.2 interacts with the interopera-
ble API DeltaCloud [Foundation and RedHat, 2009] for the IaaS resource man-
agement. DeltaCloud offers a unique Application Programming Interface (API)
which fully integrates the different types of clouds, abstracting any existing dif-
ferences. This way, CloudAnchor ensures interoperability with the different IaaS
providers, and, at the same time, avoids vendor lock-in problems.

CloudAnchor is also sub-divided in layers, with distinct responsibilities within
the application. The main layers of CloudAnchor (Figure 3.3) are: the interface
layer, the contract layer, the business layer, and the market layer. Additionally,
there are five types of dedicated agents: (i) interface agents to interact with
consumer and provider businesses; (ii) contract agents to manage SLA instances;
(iii) business agents; (iv) market agents; and (v) layer agents responsible for the
management of each platform layer [Veloso, 2017]. Each layer comprises a layer
and multiple business agents.

3.3.1.1 Interface Layer

Operating as a bridge between the real world enterprise and platform, the inter-
face layer handles all bi-directional communication. Each business has its own
interface agent which offers a group of actions for the business to access all the
relevant platform information, including the results, represented graphically. It
behaves as the API of the platform. To avoid any malicious control over busi-
ness agents, it uses a token mechanism which adds the business identifier to each
request.
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3.3.1.2 Contract Layer

For a company to join the platform, it needs to negotiate up to three types of
SLA: brokerage SLA (bSLA), resource SLA (rSLA), and coalition SLA (cSLA).

e bSLA contracts specify the fee a business pays to the platform every time
it successfully trades a resource.

o rSLA contracts specify the terms of the service to be supplied by the
provider to the consumer.

e cSLA contracts are celebrated when a collection of providers join resources
to fulfil a large resource request, that they could not support individually.
These contracts detail the coalition supply terms and the providers that
participate in the coalition.

When a brokerage contract is terminating, the business agent starts a contract
renewal negotiation with the platform. Figure 3.4 describes the life-cycle of an
SLA. Every contract instantiates a common template to identify the negotiating
entities. If the negotiation succeed, the contract is filled with negotiation terms,
otherwise the negotiation ends and the template is discarded. In case of a bro-
kerage SLA, the termination of the contract may lead to the termination of the
partnership between business and platform, or can be followed by a renegotiation
offer to continue to use the platform.
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Failure

Service Allocation

Figure 3.4: Contract life-cycle [Veloso, 2017].

3.3.1.3 Business Layer

The business layer, or the enterprise layer, is the layer where real world businesses
are modelled by software agents. Each agent within this layer is responsible for
representing a business, keeping its strategic knowledge, acting autonomously,
and reporting the results whenever requested to.

3.3.1.4 Market Layer

The market layer, which is also the bottom layer, is populated by market agents
responsible for negotiating resources on behalf of the businesses they are repre-
senting. To negotiate the resources, agents use the protocols CNIP, ICNIP, and
FICNIP.

3.3.2 Trust and Reputation based Negotiation

Trust and Reputation (T&R) modelling allows the platform to select the best
partners for providing or consuming services. The platform creates and main-
tains a log registry on all entities (platform, consumer, provider, and virtual
provider!), analysing their individual SLA fulfilment track record. This allows
the platform to continuously adjust individual trust and reputation levels based
on past interactions [Veloso, 2017].

Every time an SLA is established between providers and consumers, there is
the possibility of SLA failure, resulting in bad notoriety for the platform. So,
to anticipate SLA failures scenarios, the providers and consumers which fail less,
build a better reputation and get rewarded with better contract conditions, and
the providers and consumers which tend to violate contracts more frequently, get

Virtual providers are temporary coalitions of providers established on the fly to provide
federated resources, i.e., resources which were not offered by any single provider [Veloso, 2017].
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less opportunities and pay higher fees. This way, the platform benefits the trust-
worthy partners and prevents the others from affecting the overall performance.

3.4 Summary

This chapter introduced electronic commerce transactions - B2B, B2C, B2A, and
C2A - and described selected e-Commerce agent-based platforms - Tamani and
Evripidou [2006], Chichin et al. [2014], Cretan [2016], Cocconi et al. [2018], and
Brousmiche et al. [2018] - together with the features of the proposed CloudAn-
chor version. Table 3.1 compares these platforms in terms of architecture and
communication paradigm, SLA, smart contract support and negotiation strategy.
The Brousmichc et al. [2018] platform is the one that most closely resembles the
CloudAnchor platform. However, the CloudAnchor platform is the only one hav-
ing a Trust and Reputation module, despite the fact that both systems implement
the MAS and automated negotiation concepts. The comparison highlights the
relevance of the current proposal — enrich the CloudAnchor broker with smart

contracts.
Table 3.1: Platforms Comparison.

MAS P2P SLA Smart Contracts T&R
Tamani and Evripidou [2006]  Yes  Yes  Yes No No
Chichin et al. [2014] Yes  Yes  Yes No No
Cretan [2016] Yes  Yes Yes No No
Cocconi et al. [2018] Yes  Yes  Yes No No
Brousmichc et al. [2018] Yes  Yes  Yes Yes No
Current Proposal Yes  Yes Yes Yes Yes

The next chapter analyses existing blockchain development platforms to choose
the most appropriate for this project.



Chapter 4

Blockchain Development Tools

This chapter examines the benefits and drawbacks of various blockchain technolo-
gies in order to determine which is the best fit for CloudAnchor.

4.1 Blockchain Platforms

Although there are several blockchain platforms that allow smart contracts, each
one has its unique set of capabilities and advantages. As a result, it’s critical to
evaluate and compare them before deciding which one best meets the standards
outlined in Section 1.3.1.

The analysed blockchain platforms are Ethereum [2020], Hyperledger [2019b],
Corda [2019], and EOS [2020).

4.1.1 Ethereum

Founded in 2014 by Vitalk Buterin, Ethereum is a public open-source blockchain
platform featuring smart contracts. Ethereum smart contracts are written using
a built-in Turing-complete programming language, named Solidity [2014]. Solid-
ity is a high-level contract-oriented language with similarities to JavaScript and
C languages. Additionally, Ethereum includes an internal coinage called Ether
(ETH), sometimes known as gas, that users use to pay for everyday transactions
and services.

Ethereum public blockchain uses a PoW-based system, which has a work rate
of about 15t/s (transactions per second) and takes 20s to generate a block. The
program, on the other hand, can be customized for use in a private network,
which increases its efficiency. Table 4.1 presents the information gathered about
Ethereum public blockchain.
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Table 4.1: Ethereum Public Blockchain Specification.

Official Website

ethereum.org

Year Released 2014

Open-Source Yes

Smart Contracts Yes

Blockchain Public, Permissionless
Smart Contract Language Solidity

Consensus Mechanism PoW-based
Transactions per Second (t/s) 15

Block Mining Time (s) 20

Crypto

Ether (ETH)

4.1.2 Hyperledger

Hyperledger is an enterprise-grade open-source project started in 2015 by the
Linux Foundation. The Hyperledger Project (HLP) works as an umbrella for
six different Distributed Ledger Technology (DLT), namely Besu [2020], Burrow
[2020], Fabric [2020a], Indy [2020], Iroha [2020], and Sawtooth [2020] projects.
The Hyperledger sub-projects set themselves apart from other blockchain systems
by having a modular and extendable architecture that enables for the creation
of highly scalable solutions [Hyperledger, 2017]. The Fabric DLT, being the first
project under the Hyperledger, provides smart contracts support. One of the
biggest advantages of using an Hyperledger DLT is the transaction rate. Fabric
developers declare to have reach nearly 20000t /s using Fabric DLT. Since then,
the technology has seen this rate increase. The Hyperledger projects, unlike
Ethereum, do not require mining because, as private blockchain solutions, the
nodes can reach agreements using other consensus algorithms. However, the Besu
project is an Ethereum client that can implement a public and private solution,
using PoW or PoA mechanisms. The consensus methods in Fabric, on the other
hand, are not rigid: the user can plug in the mechanism that best suits his needs,
or simply not use one at all, because Hyperledger uses the PBFT protocol by
default [Arogyalokesh, 2018]. Table 4.2 presents the information gathered about
the Hyperledger platform.

Table 4.2: Hyperledger Fabric Specification.

Official Website hyperledger.org

Year Released 2015

Open-Source Yes

Smart Contracts Yes

Blockchain Private, Permissioned

Smart Contract Language Various

Consensus Mechanism

Pluggable Mechanism

Transactions per Second (t/s) 20000
Block Mining Time (s) None
Crypto None
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4.1.3 Corda

Founded in 2013, by R3 Consortium, Corda is a private open-source blockchain
with smart contracts support, designed for regulated financial institutions [R3 Con-
sortium, 2013]. Corda allows to build and deploy distributed apps that transact
in strict privacy under the name of CorDapps [CorDapp, 2020]. Corda, unlike
other blockchains, does not rely on blocks to keep track of transactions. Instead,
it employs a notary service distributed over clusters that validates transactions
and prohibits “double-spends” by participants [Corda, 2020]. According to the
R3 website, the Corda blockchain can handle about 600t/s and, as a private
blockchain, it is highly-scalable. Also, its consensus is established at the level of
individual deals [Brown et al., 2016], i.e., only individuals reach consensus, not the
global system. The consensus mechanism is “pluggable”, allowing notary clusters
to choose a consensus algorithm based on their privacy, scalability, or compati-
bility requirements. CorDapps are a set of JAR files, containing class definitions,
written in Java and/or Kotlin. Table 4.3 presents the main specifications of the
Corda private blockchain platform.

Table 4.3: Corda Blockchain Specification.

Official Website corda.net
Year Released 2013
Open-Source Yes
Smart Contracts Yes
Blockchain Private, Permissioned
Smart Contract Language Java, Kotlin
Consensus Mechanism Pluggable Mechanism
Transactions per Second (t/s) 600
Block Mining Time (s) None
Crypto None
41.4 EOS

Founded in 2018 by Block One [2019], EOS is a high-performance alternative
to Ethereum with smart contract support. EOS can implement a public or pri-
vate blockchain and is completely open-source. When it comes to making EOS
ready for scalable and speedy decentralized applications, the developers have
great hopes. In fact, according to [Xu et al., 2018], EOS has two main ambi-
tious goals in its road map: the complete removal of transaction fees in its public
implementation and the ability to process millions of transactions per second.
This technology is still on its early days when compared to Ethereum, but looks
very promising. EOS smart contracts can be programmed in various languages
since it has a Web Assembly (WASM) compiler. So, languages such as C, C++,
Java or Rust can be compiled into WASM files and then be executed by its in-
terpreter. The technology implements the DPoS mechanism, which, in fact, was
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created by one of its founders. As previously noted in Section 2.4.3, DPoS only
requires a small group of block producers to validate transaction, ensuring a high
transaction throughput. Although there is not a precise transaction rate value,
developers claimed that they reached nearly 10000t/s during tests [Medium,
2020]. Due to DPoS, a new block takes about 500ms to be produced, which
is comparatively less when compared to Ethereum public blockchain. Table 4.4
presents the main specifications about the EOS blockchain platform.

Table 4.4: EOS Blockchain Specification.

Official Website eos.io

Year Released 2018

Open-Source Yes

Smart Contracts Yes

Blockchain Public/Private, Permissioned
Smart Contract Language C++, Rust, Java

Consensus Mechanism DPoS

Transactions per Second (t/s) > 2000

Block Mining Time (s) 0.5

Crypto EOS

4.2 Implementation Clients

To install and operate the blockchain network, a blockchain client must be chosen.
A client refers to a single blockchain technology implementation and configura-
tion. The same blockchain, for example, can be designed for low throughput
and low hardware resource consumption, or for serving a high-demand network.
It’s critical to examine and compare the many blockchain clients before deciding
which one to use to deploy our network. Onme of the prerequisites is that the
network be private, therefore here are some of the clients who use the blockchain
platforms we’ve already discussed:

e Ethereum - the literature highlights four Ethereum clients that can be used
for deploying a private network solution: Geth [2013], Nethermind [2020],
OpenEthereum [2020], and Hyperledger Besu [2020];

e Hyperledger - the main active projects that currently work with Hyper-
ledger technology are: Fabric, Indy, Iroha, and Sawtooth [Hyperledger,
2020b];

e Corda - has various community CorDapps and projects to allow the user to
perform a variety of network deployments. The specifications are similar to
the ones presented in Table 4.3.

o EOS - Cleos [2020], and Eoslime.js [2020].
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These clients support smart contracts and can be used to implement our solu-
tion. However, due to the available documentation, and transaction, the following
clients will be considered: Ethereum Geth, Hyperledger Besu, and Hyperledger
Fabric. Both Geth and Besu clients provide Ethereum private implementations,
while Fabric has its own blockchain implementation.

4.2.1 Geth

Go Ethereum (Geth) is one of the three original implementations of the Ethereum
protocol. It is written in Go language, fully open-source, and licensed under GNU
LGPL v3 [Geth, 2013]. Geth supports both the standard DAG-based PoW con-
sensus and a PoA consensus implementation called Clique [Zhang, 2018]. Clique
PoA is expected to boost the performance of the Ethereum network, improving
the values presented in Table 4.1. As a result of its private nature, the validation
procedure should be faster than that of the Ethereum public blockchain. Using
Geth, smart contracts can be written in Solidity, and compiled using a Solidity
compiler program. Also Geth is compatible with web3j, and Nethereum libraries,
that can be used for controlling the blockchain from an external application. Fig-
ure 4.1 presents a common Ethereum application node architecture in which Geth

serves as a client.

Mining Pool

Block Structure

Sync Client Transaction Pool

Geth Client /
Parity Client Pending TX

Mining Components

Distributed

| Peer to Peer Network Other

Nodes

API

- Block Management
- Transaction Handling

Nethereum

Figure 4.1: General Ethereum Node Architecture [Flentas, 2019].

4.2.2 Besu

Written in Java, Hyperledger Besu is one of the few clients that supports Enter-
prise Ethereum, as defined by the Enterprise Ethereum Alliance (EEA) specifi-
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cation. This open-source project is unique among the Hyperledger DLT because
it is specified outside of the HLP governance. It is built on a modular design
that enables pluggable implementations of key components such as consensus,
cryptography and signing wallets [Zhang, 2018]. From the referenced Ethereum
clients presented above, only Besu is Apache 2 licensed under HLP stewardship.
According to Dawson [2019], EEA specification was established to create common
interfaces amongst the various open and closed source projects within Ethereum,
to ensure users do not have vendor lock-in, and to create standard interfaces for
teams building applications. It offers three consensus algorithms to choose from:
PoW, IBFT, and Clique PoA. The Besu API can be accessed using JavaScript
Object Notation (JSON) with Remote Procedure Call (RPC), RPC Pub/Sub
over WebSockets, or GraphQL over HTTP. Web3j and ethereumj are some of
the available client libraries that provides easy access to the Besu API. The user
can additionally secure his identity apart from the Ethereum network and the
application using the client. By using EthSigner [2020], an open-source Ethereum
transaction signer written in Java and released under the Apache 2.0 license, it
adds an extra layer of security to the application. Figure 4.2 presents the Besu
core architecture.

Dapp / Wallet

JSON RPC & GraphQL

STORAGE ETHEREUM CORE NETWORKING
devp2p
Blockchain Transaction Pool Synchronizer Discovery
World State Block Validator Consensus RLPx
Account State Tx Processor PoW
ETH Sub-Protocol
Account cli
Storage EVM que
Code St IBFT2
ode storage IBF Sub-Protocol

Figure 4.2: Hyperledger Besu Architecture [Dawson, 2019].

4.2.3 Fabric

Hyperledger Fabric is a high modular and versatile DLT designed for enterprise
use. According to Fabric [2020b], the Fabric architecture accommodates a diver-
sity of enterprise use cases through plug and play components, such as consen-
sus, privacy and membership services. Also, one of the many compelling Fabric
features is the enabling of a network of networks. Fabric also features smart
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contracts which are known as chaincode. A single chaincode can contain multi-
ple smart contracts (Figure 4.3). In Fabric, chaincode contracts can be written
using different programming languages such as NodelJs, Golang, and Java. To
access the chaincode from an external application, Fabric developers built the
Fabric Gateway Software Development Kit (SDK), which supports various pro-
gramming languages. Because the endorsing peers in Fabric each have their own
instance of the ledger and chaincode, the consensus processes act at a peer level.
They must all synchronise the received data with other peers. In Fabric, consen-
sus can be divided in three phases:

1. Phase I starts when an application generates a transaction proposal and
sends it to a set of endorsement peers in the network. These peers are
responsible for executing the chaincode and generating a transaction pro-
posal response using the transaction proposal. Once the application has
received a sufficient number of signed proposal responses, the first phase of
the transaction flow is complete [Hyperledger, 2020c].

2. Phase II of the transaction workflow is the packaging phase. The orderer, a
special peer, receives transactions including endorsed transaction proposal
responses from a variety of applications and orders their transcription into
blocks [Hyperledger, 2020c].

3. In phase III, the orderer sends the generated transactions blocks to the
peers, where they can be validated and committed to the ledger. Peers
are connected to the orderer via the channel. For every transaction, each
peer will verify that the transaction has been endorsed by the required
organisations, i.e., according to the endorsement policy of the chaincode
which generated the transaction [Hyperledger, 2020c].

vehicle | car contract Insurance | policy contract
chaincode chaincode

boat contract liability contract

truck contract syndication contract

securitization contract

Figure 4.3: Hyperledger Chaincode [Hyperledger, 2020a].

The “pluggable consensus” refers to the type of orderer selected to conduct
the transaction flow process. There are three main orderers available, namely
Raft, Apache Kafka, and Solo. Raft is a Crash Fault Tolerance (CFT) ordering
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service based on an implementation of the Raft protocol [Ongaro and Ousterhout,
2014]. CFT is not the same as a BFT because the fault is counted as a system
crash or network down. CFT algorithms only require 2n 4+ 1 nodes to manage
n faults, while BFT need at least 3n 4+ 1 to manage n faults, which makes CFT
algorithms cost efficient solutions. In technical words, the Raft consensus method
assures that the system can handle a failure while still processing the client re-
quest. Raft follows a “leader and follower” model [Hyperledger, 2020d] which
claims that there are three states that a node can be in: follower, candidate, and
leader. All the nodes start as a follower. The leader is the node that receives the
client request and logs the request to the follower nodes. When the majority of
the follower nodes sends back a confirmation message to the leader; the leader
can commit the client’s request, and generate a response to send to the client. To
be promoted to a leader, the nodes must participate in a voting process, where
nodes vote in possible candidates, which are follower self-promoted nodes. The
candidates with more votes become leader nodes (Figure 4.4). In case of draw,
one node times out, so the other node wins. Kafka is also a CF'T implementa-
tion of the ordering service deprecated in Hyperledger v2.0. It is an adaption of
Kafka distribution streaming platform, and is similar to the Raft ordering service.
Solo is another implementation of the ordering service that, according to Hyper-
ledger [2020d], has been deprecated and may be removed entirely in a future
release. Fabric gains performance and scalability by separating the endorsement
of chaincode execution from ordering, which eliminates bottlenecks that might
occur when execution and ordering are handled by the same nodes.[Hyperledger,
2020d]. Additionally, he amount of endorsements has an impact on how many
transactions per second (t/s) are processed. According to Ferris [2019], the higher
the number of endorsement peers the higher the transaction rate, because the load
gets divided through the peers, resulting in faster responses.

times out,

i i receives votes from
startsup  fimesout,  new election ~SCelves votes fro

A majority of servers
starts election
an’ N
Fo/lower) CCandfdate) C Leader )

discovers current
leader or new term

discovers server
with higher term

Figure 4.4: Raft Node Election Process [Singh, 2019].

4.3 Interface Libraries

Client interface libraries give access to the network smart contracts from an exter-
nal application, whereas blockchain clients allow for the building and operation
of the blockchain network. The purpose of this project is to link a blockchain net-
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work with the CloudAnchor platform so that the defined SLA can be managed. As
previously stated, the CloudAnchor platform is a Java-based application, hence
Java interface libraries should be used. Table 4.5 gathers the list of interface
libraries that work with the analysed clients. The final comparison focused on
the two Java libraries: web3j for the Ethereum clients, and the Java Fabric SDK
for the Fabric client.

Table 4.5: API List [Flentas, 2019].

API Platform Language
web3.js Ethereum GO

web3j Ethereum Java
Nethereum Ethereum C#, NET
ethereum-ruby Ethereum Ruby

fabric-gateway-java Hyperledger Fabric Java
fabric-gateway-node  Hyperledger Fabric = NodelJs

4.3.1 Web3J

Web3j is a Java and Android toolkit for working with smart contracts and inter-
acting with Ethereum client nodes that is lightweight, highly flexible, reactive,
and type safe [web3j, 2020]. It performs the auto-generation of Java smart con-
tract wrappers from Solidity ABI files, providing a Java API to create, deploy,
transact with and call smart contracts from native Java code. Web3j uses JSON-
RPC, provided by Ethereum, to allow external applications to communicate with
Ethereum networks (Figure 4.5). Since the library is compatible with Besu and
Geth clients for working with Ethereum blockchain networks, it could be a good
fit for this project.

Qeﬂﬁereum

Network
Ethereumn Ethereum | , ., o Ethereum ..
Client Client Client

«
= X
= ‘ €—JSON-RPC—P E‘gﬁ:‘:”‘ Soc Qoo
Java |V

Application web3j

Ethereum Ethereum Ethereum
Client Clent "* Client """
Miner Miner Miner

Figure 4.5: Web3J API [web3j, 2020].

4.3.2 Fabric SDK

Fabric Gateway SDK provides a set of interfaces that enable a Java application
to interact with a Fabric blockchain network through the RPC protocol (Figure
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4.6). The SDK also provides the means to execute user chaincode, query blocks
and transactions, and keep track of channel events [IBM, 2019]. This library
works with the Fabric client to create and manage a blockchain network, as well
as interface with the chaincode that has been deployed.

Chaincode

Java App

Fabric SDK

-
RPC Peer Node }

Figure 4.6: Fabric API.

4.4 Comparison

Table 4.6 presents the Geth, Besu, and Fabric clients and compares each sup-
ported consensus algorithms, the available development languages, and the com-
patible interface libraries. All of the selected clients accomplish the criteria ex-
pressed in Section 1.3.1. While Geth and Besu clients are viable solutions for
deploying a private Ethereum network, Fabric is a modular platform with CFT
based consensus mechanisms. When comparing Geth with Besu, the last has a
few key points that puts it in advantage. Besu, for example, implements the
EEA specification, is licensed under the Apache 2.0 license, and supports the
EthSigner technique to improve user identity validity. When comparing Besu
with Fabric, both allow for the plugging of consensus mechanisms and give solu-
tions with modularity and scalability. However, for Fabric, the CFT algorithm
requires fewer nodes to manage the same number of faults as the BFT algorithm
employed by Besu or Geth. Although no statistics on transaction rates for these
three customers could be uncovered, when deploying a private solution, both of
them may approach hundreds of transactions per second. However, the Fabric
client has apparently the highest throughput. Also, according to Ferris [2019],
with just a few endorsing nodes, a network can process hundreds of transactions
per second. Both smart contract technologies, solidity and chaincode, utilise
hashmaps and a key-value format in their data structures.

Table 4.6: Clients Comparison.

Client Geth Besu Fabric

Platform Ethereum Ethereum Hyperledger
Consensus PoW, PoA PoW, IBFT, PoA Raft, Kafka, Solo



4.5. SUMMARY 53

Smart Contract Language  Go, Solidity  Solidity Golang, Java, NodelJs
Smart Yes Yes Yes

Contracts

API Web3J Web3J Fabric SDK

4.5 Summary

This chapter introduced and compared a number of blockchain platforms, as well
as their clients and development libraries. The targeted solution can be imple-
mented using any of the available alternatives. The Fabric client, on the other
hand, distinguishes out for its higher modularity, more available information,
and the strongest development community. This could be useful not just for
the project’s development, but also for its long-term upkeep. The Fabric client,
along with the Fabric SDK, is thus chosen as the blockchain network’s client and
interface library. For the ordering service, the network should employ the Raft
method.

The solution offered for establishing and connecting the blockchain network
with the CloudAnchor platform is discussed in the following chapter.






Chapter 5

Solution Proposal

This chapter describes the network modules and network architecture in order to
show the solution model for the given problem.

5.1 Solution Requirements

The CloudAnchor platform creates business entities that must be kept perma-
nently and securely. Blockchain technology will be employed to do this.

The business entities, as well as the network actors who manage them, must
be recognised before it can be implemented. The user stories, which describe the
behaviours that the system must implement, must then be defined.

5.1.1 Business Entities

SLA entities and trust entities are the two types of business entities that need to
be stored on the blockchain.

There are bSLA and rSLA/cSLA contracts under the SLA entities. bSLA
contracts are established between the platform and the businesses within the
platform Contract layer. rSLA and ¢SLA contracts are established between busi-
nesses when they rent or consume resources, also under the same layer.

The T&R module is used by the platform for the trust entities type to analyse
the life-cycle of each celebrated rSLA and calculate reputation grades based on
the results of these contracts. Each negotiation produces two sorts of reputation
grades: self trust and partner trust. The self trust represents a business’s trust
in all of its dealings with other businesses, while the partner trust indicates
a business’s trust in a specific partner. The level of business trust influences
whether a company pays more or less to negotiate on the platform. Higher levels
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of trust indicate that a company may be trusted and hence receives cheaper
brokerage costs.

To summarise, there are four business entities: bSLA contracts, rSLA /cSLA
contracts, self trusts and pair trusts.

5.1.2 CloudAnchor Network Actors

The network actors are the software agents that will be used to implement the
smart contract logic and are hosted in various platform levels. When company
A agrees to provide a service to company B, for example, the software agents
representing both organizations work together to create the service agreement.
Following the completion of the agreements, the contract data should be ad-
dressed to the blockchain by the respective contract agents.

Both bSLA and rSLA /cSLA entities are managed only at the Contract layer.
The bSLA contracts are established at the AgSlaLayer agents. In the case of
rSLA/cSLA contracts, different contract versions are generated for both the con-
sumer and provider identities by the AgSlaConsumer and AgSlaProvider agents.

Agents from the Enterprise layer and the Contract layer handle the trusts.
At the Enterprise layer, the self and partner trusts of a business are updated
by AgEnterpriseTrust, AgEnterpriseProvider and AgEnterpriseConsumer agents.
Then, at the Contract layer, the AgSlaLayer agents consult the values of the
business trusts to propose suitable negotiation terms to the businesses.

Figure 5.1 lists the network actors operating each type of business entity.

= SLA Entities = Trust Entities
AgSlaLayer AgSlaLayer
AgSlaConsumer AgEnterpriseTrust
AgSlaProvider AgEnterpriseConsumer
AgEnterpriseProvider

Figure 5.1: Network Actors.

5.1.3 Behaviour User Stories

The behaviour user stories are short functional descriptions that describe the
features that will be implemented in the system from the perspective of the user.
The network actor and the business entity to be operated must be included in
the descriptions. These features are then utilized to drive development and assess
the implementation’s success.

Table 5.1 lists the behaviour user stories to be implemented.
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Table 5.1: Required Behaviours

o7

Number Name Description Priority
Usl1 Create bSLA As an AgSlaLayer agent,.l \fvish. to create a new bSLA con- High
tract whenever the negotiation is successful
Renegotiate As an AgSlaLayer agent, I wish to update an existent bSLA .
USs2 . . High
bSLA contract whenever the contract is successfully renegotiated
As an AgSlaProvider or AgSlaConsumer agent, I wish to
Create/ Up- | - .
US3 insert/update a rSLA each time a contract suffers an update  High
date rSLA . .
or is established
As an AgSlaProvider or AgSlaConsumer agent, I wish to
Create/ Up- | - .
US4 insert/update a cSLA each time a contract suffers an update  High
date cSLA . .
or is established
Uss Register Con- As an AgSlaProvider or AgSlaConsumer agent, I wish to Hich
tract Success register the success of an existent rSLA or ¢SLA contract g
. As an AgSlaProvider or AgSlaConsumer agent, I wish to
Register Con- . . . .
US6 . register the failure of an existent rSLA or ¢SLA contract High
tract Failure .
and to register the faulty contractee
Update As an AgEnterpriseTrust or AgEnterpriseProvider or AgEn-
us7 Entity  Self terpriseConsumer agent, I wish to update my own trust (and  High
Trust reputation)
As an AgEnterpriseProvider or AgEnterpriseConsumer
Update a Pair  agent, I wish to update the trust (and reputation) of my .
US8 . .. High
Trust contract partner (pair) based on the final status of a joint
contract
As an AgSlaLayer agent, I wish to read from the blockchain
US9 Read Trust the trust of a partner when negotiating a bSLA contract High

with a business identity

5.2 Solution Design

The solution must be developed in such a way that all of the components can

work together as a single system. CloudAnchor platform agents must be able to

transmit requests to Fabric network nodes in the most efficient manner possible.

The CloudAnchor platform and the Fabric network can be connected directly

or through an external client that acts as the platform gateway. For this project,

it was decided to go with the second alternative, in which the platform is enhanced

with an API module that serves as the platform’s gateway.

The logic separation allows the gateway implementation to have the least

amount of impact on the CloudAnchor platform. As a result, it provides the

option of hosting the CloudAnchor platform on a separate machine from the

API, potentially improving the efficiency of hardware resource management.

Figure 5.2 presents the system modules designed for the implementation.
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CloudAnchor API Fabric Network
Module Module : Module

Figure 5.2: Solution Modules.

5.2.1 Fabric Module

The Fabric network module, which represents the Fabric blockchain, has as its
major purpose offering an oriented interface for receiving and processing platform
requests in the shortest period of time. The network architecture must be well-
established to minimise processing time constraints. According to Thakkar et al.
[2018], there are two sorts of Fabric blockchain resources that can boost network
performance and availability while implementing the network: a large number
of endorsement peers and adequate channels to process transactions. Thus, the
orderer node selection and configuration may also contribute to this end. Metrics
like the time it takes to generate a new block on the ledger, the size of the batch
to send in each transaction, and the maximum number of transactions per block
are all factors that must be appropriately established, otherwise the network
performance would suffer. However, because more resources imply more costs,
the goal was to produce the best results with the fewest resources possible.

Table 5.2 presents the configuration made for this network.

Table 5.2: Network Metrics

Name Description Logic Value

The minimum

number of At least one endorser per smart contract.
Endorsers L. . . 8 peers
endorsement Condition: More endorsers bring higher throughput.
peers.
Organisations can be high volatile and be used to pro-
o The number of cess groups of smart contracts. For easier scalability 4
rgs orgs
& organisations. and management, an organisation can address a group &
of two peers (8 endorsers / 2 = 4 orgs).
The Hyperledger recommends to have one CA for the
orderer node, and at least one CA per each organisation.
The number of . . s .
CA CA Since there are only two peers in each organisation, it 5 peers
’ is not necessary to have more than one CA per organi-
sation.
MSP The number of Each organisation will have its own MSP to manage the 4 MSP

MSP. identities and certificates of its user.

The number of

.. Since multiple channels increases the throughput, the 3
Channels  communication

network will have 3. channels
channels.
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The time for a

Networks that are constantly being updated and

59

Block
T'Oceo t new block to be  queried should generate more blocks to avoid updating 0.5s
imeou
generated. the same key twice.
Th t of 100
Block ¢ © antlf)un © It depends on the network needs and the block timeout. ¢
ransactions per ransac-
Size p The block size can either send 20 rSLA or 100 bSLA. .
block. tions
The preferred Transactions that match the message size will be swiftly
Message size of the processed. An rSLA can take up to 350B, so with a 15KB
Size transaction to 15kB message it can process up to 43 rSLA in each
be processed. batch, or up to 190 80 B bSLA.
Th f or-
Orderer E,: type O, or Raft is the newer ordering service. Raft
Type dering service.
According to [Thakkar et al., 2018], LevelDB performs
The database . ; .
. faster than CouchDB in write operations. CouchDB
State having the K . R X R
offers complexity and pagination on querying. For this LevelDB
Database  current state of ork, it is preferred writing speed over complex readin,
Wi wri v X
blockchain. N P &b P &
queries.
A tocol d
Protoco: use Because many requests must be handled at the same
by the endorse- . . .
. time, the peers will receive separate requests and may  State
Gossip ment peers to . .
construct blocks with the same id. They must have Transfer
Protocol spread the up- . .
the state transfer flag activated in order to recover old  Enabled

dates to other .
information from other peers.
peers.

5.2.2 API Module

To have the business logic sent to the blockchain, the Cloud Anchor platform must
use the API. The functionalities to be accessible via the API interface are the

user stories defined in the preceding section.

The API must be updated to match the Fabric network parameters in order to
maintain high performance and avoid requests stacking up. As the preferred batch
size is defined to 15kB, the time to process 2kB or 12kB is similar. Therefore,
the batch requests must be optimised to use its maximum capacity of 15kB. If
the request size is larger than the intended batch size, the processing time will
be significantly longer, resulting in a performance degradation.

The requests received by the CloudAnchor platform are added to request
queues. This allows write requests to be stacked and batches including numerous
requests to be prepared, improving network throughput capacity. Additionally,
using queues frees up CloudAnchor request connections by marking requests as
successful as soon as they are added to the queues.

The API project is a Java 11 Maven application, supported by the Spring
Boot framework v2.3.4 tool, and leveraged by the Apache Tomcat HTTP web
application server v9.0. It is composed by four layers, namely, (i) the controllers
layer, (ii) the services layer, (iii) the model layer, and (iv) the repository layer.
The layers are represented in Figure 5.3 and their objectives are described below:
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The controller layer is the entry point to the APL. It is the layer where the
HTTP requests are mapped, such as GET, POST, PUT, or DELETE.

The service layer binds the controller layer to the repository layer. If the
API supports more than one repository, switching between them is as simple
as altering the interface in the service layer. This implementation follows
the principle of the inversion of dependency.

The model layer is where the business logic is shaped to create the data ob-
jects. The objects can be serialised to be transported through the network.

The repository layer is the layer that accesses the blockchain persistent
data. It implements the Fabric SDK gateway-logic to invoke the chaincode
API methods available in the blockchain endorsement peers.

API

Controller .
<> Service
(GET, POST, PUT, DELETE)

v

Repository

Model

Y

~

Figure 5.3: API Architecture.

5.2.3 CloudAnchor Module

Apart from usual execution, the platform must learn how to connect with the

API module in order to transmit contracts to the blockchain.

A gateway module will enable the agents to easily access the Create, Read,

Update and Delete (CRUD) operations available at the API. This module must
also share a set of message and model classes with the API so that it could

standardise the requests content.

The platform must include three gateway classes that allow agents to send

messages to the API based on the types of business entities. As a result, the

following classes will need to be created:

bSLA gateway class - this class must map the received requests to the API
endpoints of creating/updating and reading bSLA entities.

rSLA gateway class - this class must map the received requests to the API
endpoints of creating/updating and reading rSLA entities.
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o Trust gateway class - this class must map the received requests to the API
endpoints of updating and reading own trust and pair trust entities.

5.2.4 Network Architecture

The whole solution will be made up of three parts: the blockchain network, the
gateway API, and the CloudAnchor platform integration via the gateway API,
as previously stated. These modules work together to create a single output.

Figure 5.4 presents the system architecture where it shows the connection
between the CloudAnchor platform and the API Controller layer, and the usage
of the fabric-gateway-java to connect the API Repository layer to the blockchain.

CloudAnchor Platform : API : Blockchain
Controller
¥ (GET, POST, FUT,
CloudAncher < DELETE)
Service
i : Hyperledger
: Fabric

Model (Classes)

!

Repository — fabric-gateway-java
lae——

Figure 5.4: Solution Architecture.

5.3 Summary

From an end-to-end perspective, the proposed approach aims to find the optimum
technique to ensure an efficient message flow. It includes the specification of the
Fabric network module, the Java REST API, and the CloudAnchor platform and
Fabric network interaction logic.

The Fabric network deployment and architecture, as well as the system mod-
ule integration, will be discussed in the following chapter.






Chapter 6

Blockchain and CloudAnchor

This chapter presents the solution implementation, detailing the blockchain net-
work, the Java REST API, and the CloudAnchor integration with the network
parts.

6.1 Fabric Network

The Fabric network may be deployed and managed with the help of a collection
of tools and configurations. The nodes must be configured, deployed, and main-
tained in order for the blockchain to function properly for the chaincodes to be
instantiated on it.

A collection of configuration options for this blockchain deployment was de-
scribed in the preceding Chapter. It will now be illustrated how the network
components are put together and how the system works.

6.1.1 Nodes Architecture

As defined in Table 5.2, the network is composed by eight endorsement peers,
three communication channels, an orderer node, five CA and four MSP. Each
organisation has its own MSP that handle its users identities and the certificates.
The organisations peers use the channels to reach consensus about the transaction
proposals. Each channel is used for submitting different chaincode entities. For
example, one channel is dedicated for bSLA entities transactions, while other
channel is for rSLA/cSLA transactions, and the last one for the trust types.
This helps to manage the channel connections at the API and to submit requests
at different rates for each channel, preventing key collisions and other kinds of

concurrency issues.
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The Fabric network architecture is presented in Figure 6.1.
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Figure 6.1: Fabric Network Architecture.

6.1.2 Deployment

The network nodes could be deployed on disk or in Docker containers. The second

option was chosen for this project.

The nodes are deployed in Docker containers using the Hyperledger Fabric
container images when the ledger is first started. Each type of network node is
instantiated using the images presented in Table 6.1.

The containerised nodes listen to a configured machine port so that they can

be addressed on the network. In total, there is a container for each endorsement
peer, for the orderer node and for each of the five CA.

Table 6.1: Docker Images

Node Type Image Name Version
Endorser hyperledger /fabric-peer 1.4.1
Orderer hyperledger /fabric-orderer  1.4.1
CA hyperledger /fabric-ca 1.4.7
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6.1.3 Project Structure

Hyperledger provides a few sample projects for users to try out the technology
and to use as a starting point for their own use cases. A sample project named
fabric-samples [Hyperledger, 2021] was used to start the blockchain development.
This project was first used to test the functionalities of the Fabric blockchain,
and then it was adapted to this use case.

The configuration files came with default values for the Fabric sample network.
Adapting the configuration to fulfill this network use case included adding more
organizations and peers to the network, adding more channels to the network,
and changing the default values for batch requests and ledger block creation.

The updated version defines four directories, namely the bin, the chaincode-

bsla, the config and the test-network.

e bin - allocates the executable programs necessary to operate the Fabric
network nodes, such as peer or orderer, which are related to the network
endorsement peers and the orderer node.

e chaincode-bsla - contains chaincode contract classes and data type classes.

e config - contains configuration files such as core.yaml or orderer.yaml, used
to configure the network nodes and the network metrics.

o test-network - contains folders such as scripts for operating the network,
docker containing docker configuration files, organisations for auto-generating
the crypto material for the orgs and the CA authorities, or channel-artifacts
which contain channels configuration files used by the Fabric network.

6.1.3.1 Network Commands

The network leverage begins with the node containers being started, the channels
being created, and the chaincodes being deployed to the channels. These opera-
tions are done by executing the respective commands specified in the script files,
located under the test-network directory. The data in the ledger must always
be preserved during the deployment, maintenance, and updating of the network.
A network restart is rare. If the chaincode needs to be redeployed for whatever
reason, it may be done on the fly without causing the service to go down. In
addition, if a peer goes down or begins to malfunction, the docker container that
hosts the peer can be restarted without affecting the other peers.

Table 6.2 describes a set of operations that are used for managing the ledger.
On it, processes like starting and halting the network, deploying and updating
the chaincode in peers, and others are contained.
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Table 6.2: Network Commands
Name Description Usage

Start the Network

Bring up fabric orderer and peer
nodes.

./network.sh up

Create Channels

Bring up fabric network with the
three channels.

./network.sh createChannel

Deploy Chaincode

Deploy the chaincode in all net-
work peers.

./network.sh deployCC' -ccn bsla -
ccvn -ces m, (n=1,2,3,.., n)

Update Chaincode

Deploys a newer/updated version
of chaincode.

./network.sh deployCC' -cen bsla -
cev (n+1) -ces (n+1)

Restart the Network

Restarts the ledger without clear-
ing the data.

./network.sh restart

Reset/Clear the Net-
work

Clears the network and removes
docker containers.

./network.sh down

Query Chaincode from
CLI

Query chaincode from command
line.

peer  chaincode invoke

CC _Name:Method

—args

Below are the steps used for booting up the network.

1. Network up - brings up the node containers and generates the crypto ma-

terial for the peers, such as certificates and identities.

2. Create channels - deploys the channels so that the endorsement peers can

join.

3. Deploy chaincode - compiles and installs chaincode on peers.

4. Update chaincode - deploys a new version of chaincode.

Then, when the blockchain is up and running, the applications can start using

it.

6.1.4 Chaincode Entities

A chaincode is a piece of software that can be used to represent business logic and
provide a set of activities that network peers can instantiate and initialise. The
entity model is maintained in the blockchain as a chaincode data type, whereas
the chaincode contract provides a set of methods to operate the entities.

To be handled using chaincode contracts, the business logic in the Cloud An-
chor platform must be modelled using chaincode data types. This way, the API
can map the platform requests to the defined chaincode operations. Table 6.3

lists the chaincode contracts and their data types.
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Table 6.3: Chaincode Mapping.

Entity Type Business Logic Contract Data Type

SLA Resource RSlaContractTransfer RSlaPair
Brokerage BSlaContract Transfer BSlaContract

Trust Own Trust OwnTrustTransfer OwnTrust
Pair Trust PairTrustTransfer PairTrust

bSLA entities are managed by the BSlaTransfer contract and are defined
by the BSlaContract data type.

rSLA entities are managed by the RSlaPairTransfer contract and are defined
by the RSlaPair data type.

Self trust entities are managed by the OwnTrustTransfer contract and are
defined by the OwnTrust data type.

Pair trust entities are managed by the PairTrustTransfer contract and are
defined by the PairTrust data type.

6.1.4.1 Chaincode Data Types

The data types presented in Table 6.3 are the structures to be held in the ledger.

Each business entity defines its own data type to hold the relevant data. In this

work are defined four data types, naming PairRSla, BSlaContract, OwnTrust and
PairTrust, for the rSLA, bSLA, self trust and pair trust respectively (Figure 6.2).

e The PairRSla specifies the contract identifier, the provider and consumer

contract part, the business entity identifiers, the contract type, whether it
is a ¢SLA or a rSLA, the start and end dates of the contract, and the state
of the contract, which can be in one of the following states: empty (E),
created (C), active (A), success (S), failed by consumer (M), or failed by
provider (P).

The BSlaContract contains the contract identifier, the business entity iden-
tifier, the type which distinguishes the bSLA from the bcSLA contracts,
the fee, which is the amount the entity has to pay to the platform, the start
and end dates of the contract, and the state of the contract, which can be
in one of the following states: initialised (I), reinitialised (R), active (A),
success (S), failed (F), or terminated (T).

The OwnTrust defines the trust identifier, the business entity identifier, the
total number of negotiations, the total number of successful negotiations,
and the total number of failed negotiations.
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e The PairTrust, also defines the trust identifier, the business entity identi-
fiers, the number of successes and failures from rSLA negotiations, and the
number of successes and failures from coalition negotiations of each entity.

= RSlaPair = BSlaContract = OwnTrust = PairTrust
rslald : string bSlald : string trustld : string trustld - string
providerData : string entity : string entity : string entityA : string
consumerData : string type : char nrtotal : int entityB : string
providerld : string fee : float nrsuccess - int nsuccessA : int
consumerld : string startDate : long nrfailure : int nfailureA : int
type : char endDate : long nshsuccessA : int
startDate : long state - char nshfailureA - int
endDate : long nsuccessB | int
state : char nfailureB : int
nshsuccessB : int
nshfailureB : int

Figure 6.2: Chaincode Entity Data Types.

6.1.4.2 Chaincode Operations

For the API to perform read/write operations associated with the entities data
types, the chaincodes must expose an interface called contract. There are two
types of contracts entities: SLA contracts and trust entities. The SLA type is
supported by the RSlaPairTransfer and BSlaTransfer contracts while the trust
type is supported by the the OwnTrustTransfer and PairTrustTransfer contract.
Each one contains the necessary operations to manage the respective business
entities, however, these operations are differently implemented in each class.

Table 6.4 gathers all the available operations, with each operation description
and the operation access mode.

Table 6.4: Smart Contract Operations.

Chaincode Transaction Description Access Mode

SLA HealthCheck Checks if chaincode is initiated. Read
CreateOrUpdate Creates or updates an SLA contract. Read
ReadSLA Returns an SLA contract by ID. Read
GetAlISLA Returns all SLA contracts. Read
GetByEnterprise Returns all SLA of an enterprise. Read
UpdateStatus Updates the status of an SLA. Write
ValidateContracts  Synchronises the SLA state. Write

CountContracts Counts the number of contracts stored in the ledger. Read
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Trust HealthCheck Checks if chaincode is initiated. Read
Update Updates a trust (own/pair). Write
ReadTrust Returns a trust by ID. Read
GetAllTrust Returns all trust contracts. Read
CountTrusts Counts the number of trusts stored in the ledger. Read

Among the operations presented, there are also system validation and debug-
ging operations. For example, the HealthCheck operation can be used to identify
if the chaincode is initiated. The ValidateContracts validates the contracts state
whether they need to be updated. Figure 6.3 presents the four contract available
operations according to their implementations.

= RSlaPairTransfer = BSlaTransfer = OwnTrustTransfer = PairTrustTransfer
HealthCheck HealthCheck HealthCheck HealthCheck
UpdatePairContract CreateOrUpdateBSla UpdateOwnTrust UpdatePairTrust
RSlaExists BSlaContractExists ReadTrust ReadTrust

ReadPair ReadBSlaContract ReadAllOwnTrusts ReadAllPairTrusts
ReadAlIRSla ReadAlBSlaContract TrustExists ChecklfPairExists
CheckContractState ValidateStatus CountOwnTrustContracts | | CountPairTrustContracts
GetRSlaState GetContractHistoryByld

CountRSlaType CountBSlaContracts

Figure 6.3: Chaincode Entity Contracts.

6.2 API Services

The API is composed of a set of independent services for dealing with the different
business entities requests. Its operation consists of verifying, packaging, and
delivering the CloudAnchor requests to the blockchain peers. The API services
only act when they receive an input (a request), so their architecture follows a
request-driven pattern.

The services assume a vertical structure, composed by classes from the dif-
ferent API layers. The communication is isolated, which means that the services
do not interact with each other. For example, the self trust entity requests that
are sent to the trust controller pass through the trust service before they reach
the self trust repository. The operation response is sent in the opposite way to
the controller to deliver it back to the CloudAnchor platform.
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6.2.1 Controller Layer

The Controller layer defines three different controller classes: the BSlaController,
the RSlaController, and the TrustController.

e BSlaController - defines the operations for dealing with the bSLA entities.
These methods are mapped to the “/api/v1/bslacontract” path.

e RSlaController - defines the operations for dealing with the rSLA entities.
These methods are mapped to the “/api/v1/rslacontract” path.

o TrustController - defines the operations for dealing with the self trust and
pair trust entities. These methods are mapped to the “/api/v1/trust” path.

Figure 6.4 presents the controllers available methods for each type of class.

= BSlaController = RSlaController = TrustController
createBSla : POST createRSla : POST getOwnTrust : POST
readBSla : GET readRSla : GET getAlOwnTrust : GET
readAllBSla : GET readAllRSla : GET writeOwnTrust : POST
validateStatus : PUT validateStatus : PUT getPairTrust : POST
getAllPairTrust : GET
writePairTrust : POST

Figure 6.4: API Controllers.

6.2.2 Service Layer

At the Service layer there are also three services defined: the BSlaContractSeruvice,
the RSlaContractService, and the TrustService.

e BSlaContractService - establishes the bridge between the BSlaController to
the bSLA repository.

e RSlaContractService - establishes the bridge between the RSlaController
to the rSLA repository.

o TrustService - establishes the bridge between the TrustController to the
self trust and pair trust repositories.

These classes map the controllers operations to the repositories operations.
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6.2.3 Model Layer

The Model layer contains two types of classes: the entity classes and the message
classes. The entity classes are the entity data types which contain the neces-
sary data for defining an entity. The message classes are standard structures
shared between the system parts that transport the necessary information for
creating/updating the business entities. Its objective is to guarantee that a fixed
request structure is used for transmitting the data through the network.

There are two entity classes: the BSlaContract and the RSlaEntityContract.
The BSlaContract entity defines the data type to be stored at the blockchain, sim-
ilar to the chaincode data type BSlaContract previously presented. The RSlaFEn-
tityContract is the business rSLA contract version to be stored at the RSlaPair
chaincode data type at the providerData and consumerData attributes. For the
SLA typed entities, the messages contain a business entity and other relevant
attributes, while the trust messages only define attributes (Figure 6.5). All of
this data is generated at the CloudAnchor platform.

e BSlaContractMessage - defines a bSLA entity and a flag to indicate whether
it is a renegotiation or not.

e RSlaPairMessage - defines the rSLA identifier, the entity to indicate if it
is the consumer (C) or the provider (P) contract part, the entity identifier,
the contract version object, the dates and the status which can be defined
as empty (E), failed by provider (P), or failed by consumer (M).

e OwnTrustMessage - defines the entity identifier, the negotiation result, and
the multiplier to know how much resources have failed (0) or succeeded (1).

e PairTrustMessage - defines the two business entities, an indicator that dis-
tinguishes whether is a coalition contract or not, the negotiation result, the
multiplier, and the parts to be updated.

& BSlaContractMessage = RSlaPairMessage = OwnTrustMessage = PairTrustMessage
bSlaContract : BSlaContract id : string entity : string entityA : string
renegotiation : boolean entity : char status : string entityB : string
entityld : string multiplier : int sharedResponsibility : boolean
rsmEmWCF?;:I‘Ec:n;wContract status : string
startDate : long multiplier : int
endDate : long updateA : int
updateStatus : char updateB : int

Figure 6.5: Message Structures.
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6.2.4 Repository Layer

The Repository layer classes have two different functions: to receive the messages
delivered by the service classes and to prepare the messages to be submitted to
the blockchain endorsement peers. Therefore, the repository classes extend the
Java Runnable class, which allows to run a second thread in the class so that the

responsibilities can be separated.

These classes use message queues to stack the service request messages. It
allows the service classes to drop the messages in the queues and to proceed with
their execution. The second thread verifies the presence of new messages in the
queues and starts preparing the batch requests. A good operation rate for the
API is to keep the messages flowing and not have them stack up for too long in
queues. The more messages it can send in a single transaction, the better, as
long as it does not exceed the batch preferred size limit, because it would slow
down the execution.

The existent classes at the Repository layer are: the BSlaContractDataAc-
cessRepository, the RSlaContractDataAccessRepository, the OwnTrustDataAc-
cessRepository, and the PairTrustDataAccessRepository.

e The BSlaContractDataAccessRepository class manages the requests con-
cerning the bSLA entities and uses the Fabric bslachannel for submitting
the requests.

e The RSlaContractDataAccessRepository class manages the requests con-
cerning the rSLA entities and uses the Fabric rslachannel for submitting
the requests.

e The OwnTrustDataAccessRepository class manages the requests concerning
the self trust entities and uses the Fabric trustchannel for submitting the

requests.

e The PairTrustDataAccessRepository class manages the requests concerning
the pair trust entities and uses the Fabric trustchannel for submitting the
requests.

6.2.4.1 Peers Connection

The API has to build a connection to the Fabric peers so that it can submit
the transaction proposals. The connection to a Fabric peer is established by
sending an authenticating request with the generated identity for the respective
org. These identities are generated once after the application boot, and are stored
in the identity wallet directory under the API project. After the peers accept
the connection, the API selects the channel it wants to use for the identity and
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prepares the batch for sending in the transaction proposal. The peer’s connection
is kept alive to maintain a fast operation rate for future transactions.

6.2.4.2 Retry Mechanism

Another thing to consider about the batches is the possibility of an error occur-
ring during the submission, such as a key collision. As the database works in a
key-value scheme, a key collision may occur when different peers simultaneously
submit an alteration for the same key. These cases are highly likely to happen in
high-throughput networks, where the messages are sent concurrently and shortly
time-spaced. The blockchain blocks these events from happening to avoid double-
spending situations. When it occurs, the API has a retry mechanism which allows
it to detect whether a transaction has been declined and it retries the submis-
sion of the batch request. The batch submission only ends after the request has
been accepted on the blockchain, or if exceeds the predefined number of retries
configured at the API. This way, there is a possibility for the API to deal with
those unexpected events and to try to guarantee the data recovery.

6.3 CloudAnchor Integration

For the requests to be addressed to the API endpoints, the platform defines an in-
ternal module to serve as the requests gateway. This module, named Blockchain,
provides the necessary tools for the CloudAnchor agents to easily send the data
requests to the APL. It defines three distinguished class types: (i) the API request
gateways; (ii) the message classes; and (iii) the entity models. The message classes
and the entity models are the same as the classes presented in the API Services
Section. The API request gateway classes map the requests to the API controller
endpoints. There are three request gateway classes: the BSlaContractsHttp, the
RSlaContractsHttp, and the TrustHttp.

e The BSlaContractsHttp class contains the methods for creating and read-
ing the bSLA entities mapped to the BSlaController. These methods are
invoked by the AgSlaLayer agents.

e The RSlaContractsHttp class contains the methods for creating and read-
ing the rSLA entities mapped to the RSlaController. These methods are
invoked by the AgSlaConsumer, and AgSlaProvider agents.

e The TrustHttp class contains the methods for creating and reading self trust
and pair trust entities mapped to the TrustController. These methods
are invoked by the AgFEnterpriseConsumer, AgEnterpriseProvider, AgEn-
terpriseTrust, and AgSlaLayer agents.
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The agents invoke the gateway methods directly as Java public static methods,
which means that they can be accessed by other classes in the project without
having to initialise a new object. Figure 6.6 presents the flow chart of a bSLA
create/update operation request.

CloudAnchor API Fabric

AgSlalLayer.CreateAgreement

e -_apilvi/bslacontract/createBSla [T M
CreateOrUpdateBSla
P retum 2000k _______] >
return 200 Ok
ez = = TSI
return 400 NOk
P g g A
CreateOrUpdateBSla o
' return 200 Ok
/ . reum2000k

Retry (in case of error)

Figure 6.6: Create/Update bSLA.

6.4 Summary

The total solution implementation was provided in this chapter, which included
the fabric network composition, API services, and the CloudAnchor platform
integration module. It explained the Fabric network deployment method, as well
as the management tools and chaincode classes. Then it presented the API layers
responsibilities and classes. Finally, it demonstrated the CloudAnchor module,
which allows agents to send requests directly to API endpoints over a direct
connection.

The tests performed on the developed solution will be presented in the fol-
lowing chapter.
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Experiments and Results

The experiments described in this chapter were carried out to validate and mea-
sure the impact of the CloudAnchor platform’s adoption of smart contracts.

7.1 Blockchain Impact

These tests are intended to assess the impact of blockchain integration on the
CloudAnchor platform’s operation. With and without smart contracts, the pur-
pose is to compare platform execution time and generated data performance
indicators. While the blockchain integration is likely to effect run-time latency,
or overall processing time, the other business logic indicators should only show

minor differences.

These tests are based on Veloso et al. [2020] study, which presented a set
of KPI for monitoring platform outputs such as global turnover, expenses, and
average negotiation time per resource. The global turnover represents the total
value paid for the supplied resources, including resource provisioning, brokerage
and coalition fees, within the platform. The global loss corresponds to the bro-
kerage and coalition fees paid regarding faulty services. These tests will be run
in a VM that hosts the CloudAnchor platform project, the Fabric API, and the
Fabric ledger all at the same time. This means that the projects are vying for the
same system resources, causing overall performance to suffer. The virtual ma-
chine used for these tests has a quad-core CPU with 2 threads per core, 20 GiB
of RAM, and a 70 GiB disk for storage.

The experiments involve thirty consumers and thirty providers with renego-
tiation and brokerage fees, where both consumers and providers are grouped into
three sets of 10 businesses with 60 %, 80 %, and 100 % of average SLA enforce-
ment trustworthiness (Tg). This means that a business that has 60 % of Tg
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complies with its contract obligations on approximately 60% of all the rented
resources and fails on about 40 %. The platform charges higher brokerage fees to
businesses which fail more.

To analyse the platform’s behaviour, a series of four tests was run. These tests
are summarised in Table 7.1. The platform first negotiates single resources for
a short and long duration, then federated resources for a short and long period
as well. A month is equal to a short term lease, and five months is equal to
a long term lease. Each provider has 1000 single resources, but the platform
can negotiate 1000 single resources or forty bundles of 25 federated resources
depending on the test. The metrics are collected after a five-month warm-up
period to avoid a platform cold start. Short-term experiments last 10 months,
while long-term experiments last 30 months, yielding 5 and 25 months of warm
operation, respectively. Each of the scenarios is executed using the Trust and
Reputation (T&R) module and bSLA renegotiation. Finally, all tests are redone
with and without blockchain integration, and the outcomes of the two executions
are compared to determine the influence of blockchain.

Table 7.1: Tests Scenarios

Scenario Businesses VM /Business Tg (%)

1 30 consumers 3 1 Ghort Term 10 x [60, 80, 100]
30 providers

2 30 consumers 1605 1 Long Term 10 x [60, 80, 100]
30 providers

3 30 consumers 4 15, 95 Short Term 10 x [60, 80, 100]
30 providers

4 30 consumers 5 o5 Tong Term 10 x [60, 80, 100]
30 providers

7.1.1 Real Set-up

The average number of SLA, VM and smart contracts with (w/) and without
(w/0) using the blockchain network are presented in Table 7.2. Each experiment
was carried out five times. The reported values are the average and standard
deviation that were calculated. Table 7.3 shows that the impact of blockchain in
these values is residual — lower than 1 %. This residual variance is expected, but
not substantial, given that the platform algorithms are non-deterministic, mean-
ing that they produce different results each time they are run. The conclusion is
that the blockchain integration has little impact on these measures.
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Table 7.2: Total of SLA, Smart Contracts and Faultless VM

7

Lease Metric

Single Resources

Federated Resources

w/o BC w/ BC w/o BC w/ BC
bSLA contracts 60+0 60+0 60+ 0 60+ 0
bSLA (renegotiated) 137+ 1 136 + 1 230 £ 2 228 £ 2
rSLA contracts 85512 +394 84819+427 18589+ 168 18497 + 161
Short c¢SLA contracts 81750+ 339 81309 + 321
Term Faultless VM 75862+ 239 75218 256 80648 280 80004 £ 266
bSLA Smart Contracts 136 £1 228 +£2
rSLA Smart Contracts 84 819 £ 427 18497 £+ 161
¢SLA Smart Contracts 81309 + 321
bSLA contracts 60+0 60+0 60+ 0 60+ 0
bSLA (renegotiated) 145+1 144 £1 227+ 2 228 £2
rSLA contracts 86838 £390 86527 +417 19012+ 172 19058 + 178
Long c¢SLA contracts 81582+£351 81672+ 383
Term Faultless VM 76721 £249 76601 +263 80281 218 80466 £ 235
bSLA Smart Contracts 145+ 1 228 +£2
rSLA Smart Contracts 86 527 £ 417 19058 £ 178
¢SLA Smart Contracts 81672 + 383

Table 7.3: Variation of SLA, and Faultless VM

Lease Metric

Single Resources

Federated Resources

A (%) A (%)
bSLA contracts 0.0 0.0
bSLA (renegotiated) -0.7 -0.9
i};?r: rSLA contracts —0.9 —-0.5
c¢SLA contracts —0.5
Faultless VM —0.8 —0.8
bSLA contracts 0.0 0.0
Lon bSLA (renegotiated) -0.7 +0.4
Teni rSLA contracts —0.6 +0.2
c¢SLA contracts +0.1
Faultless VM —0.2 +0.2

Table 7.4 displays the average negotiation latency (Aty), average invitation

latency (Atr) and average transacted value per resource (TV) with and without

blockchain. While the average transaction value per resource stays unchanged,

average invitation and negotiation times have increased significantly.

single resources and 68 % higher for federated, and the invitation time is 125 %

In the short term scenario, the overall negotiation time is 26 % higher for

higher for the single resources and 89 % higher for the federated.

In the long term scenario, the overall negotiation time is 26 % higher for single

resources and 68 % higher for federated, and the invitation time is 125 % higher

for the single resources and 89 % higher for the federated.
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While the business KPI (volume of negotiated and flawless resources) is unaf-
fected by blockchain, the data demonstrate that it has a significant influence on
platform run-time. Furthermore, the parallel execution of the entire network on
the same machine degrades run-time. The major bottleneck of these experiments
was the limited CPU capacity of the VM, with a CPU usage always above 90 %.
For a more conclusive evaluation, these experiments were repeated in a simulated
distributed scenario.

Table 7.4: Average Latency and Average Transacted Value per Resource

Lease Metric Single Resources Federated Resources
w/o BC w/ BC A (%) w/o BC w/BC A (%)
Short TV (€) 30.73 30.65 —0.3 46.29 46.43 +0.3
Term Aty (ms) 16.86 21.32 +26.4 9.96 15.85 +59.2
Aty (ms) 3.87 8.70 +124.5 2.05 5.94 +89.4
Lon TV (€) 30.94 30.95 0.0 46.21 46.60 +0.8
Terfl Aty (ms) 15.99 20.17 +26.2 9.41 15.79 +67.9
Aty (ms) 3.77 8.69 +130.2 1.73 5.63 +225.1

7.1.2 Simulated Set-up

This test simulates the blockchain and CloudAnchor being physically separated.
By avoiding the blockchain operations, it assumes that both components are
hosted on separate machines. In this alternative set-up, the previous set of ex-
periments were repeated, taking into consideration the platform’s run-time and
amount of API queries. It is possible to measure the overtime introduced by
the blockchain by tracking the run-time and volume of requests made to the
blockchain. The run-time due to blockchain should be the same as CloudAn-
chor’s default run-time plus the time it takes to process API requests.

The API performs chaincode logic in new developed test classes and keeps the
records in memory to simulate the blockchain network being hosted on a separate
system. Only reading operations are sent to the blockchain because CloudAnchor
waits for the results of reading queries.

7.1.3 Run-time

To negotiate the 30 000 resources, the platform sent nearly 120 000 requests to the
API, taking approximately 122min (Table 7.5). The corresponding operations
were carried out in numerous threads asynchronously. This means that the total
time should be divided by the number of CPU cores available at the VM, resulting
in approximately 15 min per core. So, the overall tests execution had to take more
15 min with the blockchain module, when negotiating 30 000 resources.
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Table 7.6 presents the results of 12 executions made in this set-up. With-
out the blockchain the platform takes between 30min to 35min, while with
the blockchain it lasts between 45min to 50 min. The run-time without the
blockchain is approximately 15 min less than with blockchain. Therefore, it shows
that the platform takes about [43 %, 50 %] longer to execute with blockchain when
running on a VM with 4 CPU cores with 2 threads per core. This is significantly
less than the results of the first set-up. Because the requests are auto-generated
at a pre-determined frequency, these findings can be presumed to be linear. In
a real-world scenario, however, if a large number of requests arrive in a short
amount of time, performance may suffer, affecting run-time. The amount and
qualities of available hardware resources have a significant impact on execution
time. The lower the time it takes to process the same number of requests, the
more actions are executed in parallel. More CPU capacity means less execution
time.

Table 7.5: Blockchain Requests Load per 30000 rSLA Contracts

Type of Contract Operation Message Count Time per Operation (ms)

Self trust Read 163 125

bSLA Write 163 8

rSLA /cSLA Write 40831 150

Self trust Write 36 695 15

Pair trust Write 40628 15
Total: 118480 121 min 46 s
CPU core .
threads: 8 15 min 10 s / thread

Table 7.6: Execution Time

Test Type Time

Without blockchain: 30 min to 35 min
With blockchain: 45 min to 50 min

7.2 Block Rate Impact

The blockchain setup was created with one of the worst-case scenarios in mind:
many requests for the same contract in a short amount of time. However, in
the real world, the rSLA contracts should not expire in 5 min nor 10 min, since
their duration extends for months or even years. This is important to determine
the pace at which the blocks are generated. In this work, blocks of 15kB are
generated every half second. In a year, at this rate, the blockchain would occupy
up to 925 GB of disk — 15kB x 2block/s x 3600s x 24h x 365d. If the blocks
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are configured to be created every 2s, the disk space would be reduced by factor
of 4. This means that in a production environment, the impact of longer block
production periods on API and Fabric network performance should be analysed.

7.3 Summary

The influence of the blockchain on the Cloud Anchor platform execution was mea-
sured in this chapter. First, it was determined that the blockchain integration
had no impact on the platform’s business logic results. The network was then
discovered as being delayed and bottlenecked due to a shortage of hardware re-
sources. As a result, a second experimental setup was created in which only
blockchain read activities were successfully conducted. The findings revealed that
the blockchain’s influence is less than that shown in the initial testing, amounting
to a 50 % boost in run-time. Finally, with more and better CPU resources, the
blockchain’s influence might be lowered even further.
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Conclusions

This chapter details the contributions and benefits gained by the CloudAnchor

platform as a result of the project’s completion.

8.1 Outcomes

The adoption of blockchain technology with smart contracts has a number of
implications for the CloudAnchor platform. It is evident that the blockchain
enhances the platform’s data security. Furthermore, it records previous changes
to the recorded contracts, allowing the platform to track the evolution of contracts

and business trusts.

However, the implementation of the blockchain also has its downsides. The
addition of complexity to the network results in higher maintenance expenses,
along with a run-time surplus of about 50 % longer.

When comparing the platform performance indicators with the prior version,
they remain identical with the exception of the run-time. This means that the
blockchain network is unaffected by the platform business logic.

To summarise, smart contracts provide extra run-time protection for impor-

tant business logic involving potentially untrustworthy parties.

8.2 Improvements and Future Work

This solution can be enhanced and become more user-friendly. Here are some

ideas about how to enhance the solution:

o Fabric network management - The network is currently deployed in docker
containers, and all actions must be performed manually. As a result, a

81



82

CHAPTER 8. CONCLUSIONS

graphical interface, such as Kubernetes (or a similar external API with a
front-end interface), would allow the user to administer and monitor the
network.

CloudAnchor and Fabric - At the moment, the CloudAnchor platform only
consults the blockchain to double-check the SLA and pairwise trust con-
tracts. In the future the blockchain could be used as the unique contract
storage database for the CloudAnchor platform activities.

Self-update operations - The state of the contracts stored in the ledger
could be updated using chaincode self-executing mechanisms. To update
the contracts state, the mechanisms should automatically validate start and
end dates, negotiation result and previous state.

Fabric Dashboard - A dashboard could be added to easily monitor the
contracts in the ledger, such as the SLA state and the inter-business trust.
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