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Abstract

The management of distributed physical devices, especially in large-scale scenarios such
as governmental digital inclusion initiatives, poses challenges related to security, control,
and transparency. The management of the device lifecycle in unsupervised environments
is exacerbated by concerns such as theft, loss, mistreatment, and lack of trustworthy
processes for transparency and remote monitoring.

This dissertation presents a novel blockchain-based Device as a Service (DaaS) system
that combines smart contracts, a web portal for legitimate users, and an embedded ver-
ification module at the United Extensible Firmware Interface (UEFI). The architecture
ensures decentralised, transparent, and tamper-resistant device management, allowing re-
mote locking and unlocking, real-time state verification, and immutable activity recording
without the need for intermediaries.

Implemented on the Ethereum blockchain (Sepolia testnet), the system uses smart con-
tracts written in Solidity for device registration and state management, Keyed-Hash Mes-
sage Authentication Code (HMAC)-based cryptographic tokens to ensure data integrity,
and Role Based Access Control (RBAC) to restrict actions to legitimate entities. A
hardware-level security layer is supplied by a customised UEFI module, that validates
device status updates before the Operating System (OS) boots.

The functionality, security, and scalability of the system are demonstrated by validation
in realistic scenarios, such as device registration, access control processes, and audit logs.
This evaluation proves the solution’s ability to securely automate remote device manage-
ment while providing transparency and resistance against attacks such as replay attacks.

The present study addresses the gaps presented in current remote management strategies
by offering a comprehensive and novel system for decentralised device management that
can be applied in business, government, and educational environments. The work re-
ceived recognition with a Best Paper Award, highlighting its scientific value and practical
application.

Keywords: Device as a Service (DaaS) · Smart Contracts · Blockchain · Remote Device
Management

iii



Resumo

A gestão de dispositivos f́ısicos distribúıdos, especialmente em cenários de larga escala
como iniciativas governamentais de inclusão digital, apresenta desafios significativos ao
ńıvel da segurança, controlo e transparência. A complexidade da gestão do ciclo de vida
dos dispositivos em ambientes não supervisionados é agravada por riscos como roubo,
perda, uso indevido e ausência de processos fiáveis de monitorização remota e auditoria
transparente.

Esta dissertação apresenta um sistema inovador de Dispositivos como Serviços (DaaS)
baseado em blockchain, que combina contractos inteligentes (smart contracts), um portal
web para utilizadores leǵıtimos e um módulo de verificação embutido na Interface Unifi-
cada de Firmware Extenśıvel (UEFI). A arquitetura proposta assegura uma gestão de dis-
positivos descentralizada, transparente e resistente a adulterações, permitindo operações
de bloqueio e desbloqueio remoto, verificação do estado em tempo real e registo imutável
das atividades, sem dependência de intermediários.

Implementado na blockchain Ethereum (rede de teste Sepolia), o sistema utiliza contratos
inteligentes desenvolvidos em Solidity para registo e controlo de estado dos dispositivos,
tokens criptográficos baseados em Código de Autenticação de Mensagem Baseado em
Hash (HMAC) para garantir a integridade dos dados e Controlo de Acessos Baseado em
Funções (RBAC) para restringir ações a entidades autorizadas. Um módulo personalizado
na UEFI fornece uma camada de segurança a ńıvel de hardware, validando o estado do
dispositivo antes do arranque do sistema operativo.

A funcionalidade, segurança e escalabilidade do sistema foram demonstradas através de
validação em cenários realistas, incluindo registo de dispositivos, controlo de acessos e au-
ditoria de eventos. Esta avaliação comprova a capacidade da solução para automatizar de
forma segura a gestão remota de dispositivos, assegurando simultaneamente transparência
e resistência a ataques, como os ataques de repetição (replay attacks).

O presente trabalho responde às lacunas identificadas nas abordagens atuais de gestão
remota, propondo um sistema abrangente e inovador de gestão descentralizada de dispos-
itivos, com aplicação em ambientes empresariais, governamentais e educacionais. Esta
proposta foi distinguida com um prémio de melhor artigo (Best Paper Award), sublin-
hando a sua relevância cient́ıfica e aplicação prática.

Keywords: Device as a Service (DaaS) · Smart Contracts · Blockchain · Remote Device
Management
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Chapter 1

Introduction

In an increasingly interconnected world, driven by scientific, technological and innovative
advances, digitalisation has become a reality [14, 15]. Emerging technologies such as
Blockchain, Artificial Intelligence (AI), and Internet of Things (IoT) have contributed to
efficiency, connection, and innovation [15].

In the context of the COVID-19 pandemic, initiatives such as the programme established
by the Portuguese Government in 2020 serve as examples of efforts to accelerate digital
inclusion [16–18]. This initiative uses government-purchased equipment that is loaned
to elementary and secondary school students so that they can use them and access the
Internet. Besides the expected benefits of this initiative, the unsupervised domestic envi-
ronment posed some barriers, notably the chance of theft, loss, or misuse of the devices.

The DaaS paradigm has emerged as a potential response to these challenges, offering
a model in which devices are treated as services rather than consumable goods. This
paradigm places a strong focus on device scalability and flexibility, which is consistent
with the global trend of shifting from ownership to use [19, 20]. However, while widely
studied in business environments such as the retail industry, the DaaS paradigm has not
received enough attention, particularly when it comes to its use in scenarios that require
higher levels of privacy, control, and immutability.

In light of this, the reference scenario adopted for the proposed DaaS model is depicted
in Figure 1.1. Three primary actors participate in this model: the Users, who will be the
end-user of the device; the Contractor, who will purchase, manage, and authorise device
use; and the Supplier, who will provide the necessary devices to the Contractor. This
scenario is flexible enough to be used in a variety of environments, including government
initiatives for digital accessibility or business strategies for leasing devices.

1



Contractor

Supplier Users

(1) equipm
ent purchase

(3
) a

ut
ho

ris
at

io
n 

of
 th

e u
se

 of e
quipment

(2) delivery of equipment

DaaS Web Portal

Figure 1.1: Reference scenario for the proposed DaaS model.

1.1 Novel Contributions

This work’s main scientific contribution is the integration of modern technologies to ad-
dress current problems in remote device management. This dissertation proposes the de-
velopment of a blockchain-assisted DaaS system that combines an UEFI firmware-based
control module with smart contracts. The main objective is to establish a decentralised,
secure, and scalable system that can remotely manage devices while minimising challenges
such as theft and mistreatment in distributed environments. The proposed solution en-
ables immutability, transparency, and resilience, qualities that are crucial for globally
deployed applications.

1.2 Publications

This research has led to the following academic achievements:

• Publication:
”Blockchain-Assisted Device as a Service (DaaS)”, Maria C. Tavares, Rui P. Men-
donça, Diogo Meneses, André Santos, and António Pinto.
In Proceedings of the 6th International Congress on Blockchain and Applications,
Springer Nature Switzerland, Cham, pp. 110–119, 2025.

• Award:
Best Paper Award for the work ”Blockchain-Assisted Device as a Service (DaaS)”
at the 6th International Congress on Blockchain and Applications.
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1.3 Organisation

This dissertation is structured in chapters. Chapter 2 presents the principles of blockchain
technology, highlighting its importance to distributed systems and the concepts that sup-
port its immutability, security, and transparency. Smart contracts and the UEFI firmware,
two key components used as the framework for the proposed system, are covered in
Chapter 3. There includes an investigation of their potential for safe device lifecycle
management, as well as their boundaries. A detailed related work of the DaaS paradigm
is presented in Chapter 4, with an emphasis on decentralised management approaches,
firmware security, and device access control. It highlights the shortcomings of current
solutions and research gaps. Chapter 5 describes the architecture and smart contract de-
velopment of the proposed blockchain-assisted DaaS solution. The solution is evaluated
according to the specified requirements in Chapter 6. It discusses how the system solves
concerns such as auditability, tamper resistance, and remote access control that are raised
in the literature. In Chapter 7, the solution findings are summarised and future research
and improvement directions are suggested.
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Chapter 2

Blockchain

At its core, blockchain is a special type of database sometimes referred to as a Decen-
tralised Digital Ledger (DDL), and it is one of the most common types of distributed
ledger technology systems [21–23]. Similarly to a spreadsheet, a blockchain holds data
but restricted to certain limitations: each item of data storage (or block) must refer to
the one before it, and data can be added but never changed or removed.

A blockchain’s basic unit is a block, which is a collection of data with a particular struc-
ture. As a result, fresh data may only be added in the form of blocks, which together
make up the blockchain database. Each block contains a unique hash identifier, derived
from the hash of the preceding block. The fact that every block on the blockchain is built
on top of the one before it, is what sets it distinct.

The technique known as hashing allows each individual block to reference the previous
one by producing a fixed-size string (hash) from arbitrary input data, in this case the
block itself. This is accomplished by using mathematical operations known as secure
hash functions [24], accommodating various input types such as text, photos, and videos.

Blockchain has the significant advantage of not requiring trust on a central authority in
order for the system to operate. It means that in the digital era, a blockchain functions
as a decentralised source of verifiable truth. It enables a network of users to coordinate
any new additions and reach consensus over what should be stored in the database.

Blockchain use a Peer-to-Peer (P2P) network architecture, giving users equal access to
update privileges [12,25]. Each user in this network builds their own copy of the database
by acquiring blocks from other users, eliminating the necessity of a central coordinator.
On a blockchain, thousands of users can keep their copies, promoting redundancy and
security. Since blockchain contributions are irreversible, the network ensures immutability,
transparency, and trustlessness even in the face of many user disconnections.

Brief History of Blockchain

Stuart Haber and W. Scott Stornetta presented a novel method of securing time-stamped
digital documents in the 1990’s by employing a chain of cryptographically secured blocks
[26]. This approach was ahead of its time. Merkle trees [27,28] were introduced in 1992 to
increase efficiency. The system was inactive despite its potential, and its patent expired
in 2004, four years before Bitcoin became popular.
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1970                          1990
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       2019                                          2020

Blockchain 2.0
(2018) Tokenization of Digital Art as Non
Fungible Tokens (NFT).
(2020) Rise of Decentralized Finance (DeFi).

     1991                                     1992

Blockchain 1.0
(1991) Cryptographic Timestamping by
Stuart Haber and W. Scott Stornetta.
(1992) Incorporation of Merkle Trees. 

   2008                                             2010

Blockchain 1.0
(2008) Publication of Bitcoin White Paper.
(2009) First Bitcoin Transaction.
(2010) First Commercial Bitcoin
Transaction.

  2013                          2016

Blockchain 2.0
(2014) Launch of Ethereum. 
(2016) The DAO Hack.

Cryptography
Blockchain 1.0Development and evolution of

cryptographic functions.
Hal Finney's Reusable Proof of
Work (RPoW).

2021                                                       2024

Blockchain 3.0
NFTs now represent digital goods in gaming, music,
films, and tokenized physical assets, while blockchain
technology advances with projects across finance,
healthcare, logistics, and other sectors.

Figure 2.1: Blockchain Evolution Timeline: From Early Thoughts to the Present.

Reusable Proof of Work (RPoW) [29], developed by Harold Finney in 2004, was designed
to solve the issue of double spending [30,31] in digital payment systems. This technology
was a critical turning point in the development of cryptocurrencies, as it relies on a
reliable server to register token ownership globally. Fast forward to late 2008, ”Bitcoin:
A Peer-to-Peer Electronic Cash System” [32] was revealed in a white paper written by
Satoshi Nakamoto (pseudonym). Through a decentralised network of nodes verifying
transactions and mining new bitcoins using a Proof of Work (PoW) mechanism, Bitcoin
offered a solution to the double spending problem [33].

The first Bitcoin block was mined by Satoshi Nakamoto on January 3rd, 2009, marking
the beginning of the cryptocurrency. In particular, on January 12th, 2009, Harold Finney
received ten bitcoins, making him the first recipient of Bitcoin in history. Then in 2013,
Vitalik Buterin, co-founder of the Bitcoin Magazine, recognised the need for a scripting
language in Bitcoin to enable Decentralised Applications (DApps). So, he started working
on Ethereum [34], a blockchain that supports smart contracts. These contracts enable
transactions based on established conditions and are implemented in the Ethereum chain.
Ethereum is more versatile than just a payment platform; it has given rise to a number
of applications, including social media, gaming applications, and Decentralised Finance
(DeFi).

The evolution of blockchain technology has spurred innovations beyond Bitcoin and
Ethereum, including alternative consensus mechanisms. Today, blockchain technology
transcends its origins in cryptocurrencies, finding applications in various industries, in-
cluding healthcare, supply chain management, gaming, digital identification, governance,
and energy.

As the blockchain landscape continues to evolve, significant milestones mark its growth
and expansion into various sectors. Figure 2.1 shows some of these milestones and the
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trajectory of blockchain technology from its beginnings to the present.

Blockchain Functionality and Network Structure

The most fascinating feature of blockchain technology lays not necessarily in the database
as itself, but rather in how it may be deployed by a network of unaffiliated entities. It is
not an easy process without a central authority, and blockchain networks rely primarily
on a combination of game theory1 and cryptography to achieve this.

Fundamentally, a blockchain is simply an open database with transparent transaction
records that anyone can verify for accuracy. However, ensuring the integrity of the trans-
action when network members lack confidence is a significant challenge. To address this
challenge, blockchain networks are based on cryptographic techniques. By modifying data
using a shared key, symmetric encryption [36,37] secures communication; however, using
a single shared key introduces risks.

For increased security, public key cryptography [38] is an option that uses two keys: a
shared public key and a private key that is kept hidden. The private key is used to
sign messages, while the corresponding public key is used to validate the signature (see
Fig. 2.2). This cryptographic core provides blockchain systems with security and trust.

A’s Private Key

A’s Public Key

101101         101000

A

B

Encrypt

Decrypt

Figure 2.2: An illustration of Public Key Cryptography’s Asymmetric Encryption.

Messages with digital signatures and transaction information are sent over a P2P network
in the context of blockchain transactions. Each node confirms that the signatures cor-
respond to the sender’s public key to validate the legitimacy of transactions. Figure 2.3
provides a sample flowchart that outlines the fundamental steps involved in performing
transactions through the blockchain network, from transaction initiation to final verifica-
tion and block insertion.

There are two primary categories of blockchain technology: public and private blockchains.
Anyone interested in transactions can use public blockchains, which are open and de-
centralised and provide unrestricted, permissionless access to data [3, 11, 12]. They are
frequently employed in cryptocurrency mining and trading. Private blockchains, on the

1In the context of blockchain technology, game theory refers to the study of mathematical models that
analyse strategic interactions among decentralised entities within the network [35].
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Someone request a
transaction

A block representing that
transaction is created The block is broadcast to a P2P network

consisting of computers known as nodes

Those in the network validates the
transaction

The new block is then added to the existing blockchain
in a way that is permanent and unalterable

Transaction
completed

Figure 2.3: Overview of the blockchain transaction process. Adapted from [1–5].

other hand, are closed and restricted, requiring system administrators to approve transac-
tions. These blockchains provide improved security and permission-based access in closed
systems and networks, usually found in organisations [3, 11,12].

Hybrid blockchains provide greater autonomy and flexibility by combining aspects of
private and public blockchains. They satisfy particular user needs by offering flexibility
in the management of both centralised and decentralised systems [3, 11, 12]. Consortium
blockchains enable network management within a single entity or consortium. They are
semi-decentralised in nature and are administered by organisations. They are frequently
employed in industries such as finance, government, etc [3, 11, 12].

To provide an in-depth understanding of the distinctive characteristics and possible appli-
cations of each type of blockchain, the Table 2.1 offers an overview. It covers the benefits,
drawbacks, common use cases, and underlying technologies related to blockchains. These
insights can be used for selecting the appropriate blockchain technology according to
specific requirements and conditions in various areas of the economy.

Table 2.1: Comparison of blockchain types: advantages, disadvantages, use cases and
technologies. Adapted from [1,3, 11,12].

Public Private Hybrid Consortium

Advantages
Independence
Transparency
Trust

Access Control
Performance

Access Control
Performance
Scalability

Access Control
Scalability
Security

Disvantages
Performance
Scalability
Security

Trust
Auditability

Transparency
Upgrading

Transparency
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Tecnologies
Bitcoin
Ethereum
Litecoin

Multichain
Hyperledger
Fabric
Corda
Quorum

XinFin Ripple

Use Cases
Cryptocurrency
Document vali-
dation

Supply Chain
Asset Ownership

Medical Records
Governance

Banking
Research
Supply Chain

The network structure of blockchain systems consists of different kinds of nodes interacting
to preserve the integrity of the distributed ledger.

Full nodes are essential for validating and spreading new blocks since they keep an entire
copy of the blockchain. These nodes verify transactions and guarantee the historical
consistency of the blockchain, but maintaining a whole node requires resources, especially
when it comes to bandwidth and storage needs2 [25, 41].

As a solution, light nodes rely on full nodes for information while performing minimum
validation. These nodes just download the block headers, which are smaller in size, as
opposed to downloading entire blocks. In this way more users can participate, even on
devices with limited capabilities [25].

Mining nodes can be classified as both full or light nodes, but they are a specialised subset
that carry out the PoW consensus mechanism. These nodes provide processing capacity
to verify transactions and safeguard the network in cryptocurrencies such as Bitcoin. The
competitive nature of mining means that participation requires specialised equipment
with more capabilities than those of household devices, such as Graphics Processing Units
(GPUs).

Since public blockchains are permissionless by nature and allow any node to engage in
participation, it is ambiguous how modifications can be made without the need for central
authority, and forks come in handy in this case. Hard forks cause the network to be split
into two segments, one of which follows the original path while the other adopts the new
protocols [12, 42]. This results in two incompatible networks that cannot communicate
with one another. On the other hand, soft forks offer upgrades that are compatible with
the current system and do not cause any disruption to it [12,42]. This makes it possible to
introduce new features without causing problems for existing users. This opt-in feature of
the upgrades guarantees that cross-communication is unaffected even though new features
might not be visible to non-upgraded nodes.

Uses Cases and Limitations

Although sending money worldwide is just the transfer of digital data, there are often
costs associated with the process due to intermediaries. Blockchain technology provides
an answer by making affordable and fast money transfers available. Central Bank Digital
Currencies (CBDC) have the potential to transform the global banking sector and the
remittance industry, and many nations are investigating their issuance [43].

2By 16 Jan 2024, the bitcoin blockchain weighed in at over 530 gigabytes. At intervals of ten minutes,
the nodes downloaded and verified the blocks [39,40].
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With the goal of constructing a more transparent, inclusive, and open financial system
based on public blockchain technologies, DeFi has attracted a lot of attention. Through
the removal of financial brokers, DeFi gives individuals direct control over their assets and
facilitates P2P trading [44, 45]. Furthermore, blockchain technology enables numerous
users to access the same database as a shared source of truth, guaranteeing trustworthy
record-keeping with excellent data integrity.

Many organisations play a role in supply chains, and they frequently have to link their
systems to make it easier for goods to make their way from suppliers to customers. And,
for a healthcare system to operate effectively, digital health records must be shared and
stored efficiently. In both cases, the blockchain technology improves efficiency and benefits
the economy and customers by optimising Business to Business (B2B) interactions and
having strong security standards, it can be used to safely store sensitive data. Blockchain
technology is used in a number of industries, such as energy [46–49], gaming [50–52], and
donations to charity [22, 53, 54]. Additionally, it offers organisations an other form of
governance [55–58].

Although blockchain technology holds great promise, it also has drawbacks. A crucial
component of blockchain technology, its immutability, presents challenges when adjust-
ments are required. Asset access may be permanently lost in the event of private key
loss. Furthermore, there has been concerns about the consumption of energy linked to
blockchain networks, like Bitcoin [1,59,60]. The need for storage grows as the blockchain
gets larger, which might make entrance obstacles higher. Moreover, a distributed system
with fewer machines may have a network that is less resilient to attacks. Although a
50%+1 attack [61, 62] is a possibility, carrying it out would be extremely expensive and
difficult.

2.1 Consensus Mechanisms

Reaching consensus among entities in a distributed system is difficult, especially when
there is no central coordinator dictating tasks. Similarly to the Byzantine Fault Toler-
ance problem [63–65], which requires individuals to cooperate and come to a common
truth to prevent fatal system failures, this situation calls for collaboration. In computer
networks, this problem is especially relevant because some parties may not be trusted.
By enabling each node, i.e. a user on the network, to independently verify the accuracy
of data, blockchain solves this problem. Nodes must prove their commitment by work-
ing if they want to submit a message, in this case a block. This is the basis of Proof
of Work (PoW) [32, 66, 67], a consensus mechanism that allows nodes to work together
in distributed environments. Even in the event that some agents act maliciously, these
techniques guarantee that the majority of agents within the system can agree on a single
reality.

Hashing is performed in PoW to identify a particular hash that satisfies the blockchain
network’s difficulty level [32]. The resulting hash must start by a fixed number of leading
zeros, in its hexadecimal format, that increases over time [68]. Since nodes have to
generate multiple hash attempts, this constraint makes finding a valid hash arbitrary and
expensive to compute [32]. The nodes broadcasts the block to the network after finding
a valid hash. To preserve consistency, each block includes the previous block’s hash.
A crucial component of blockchain feasibility is that, despite the computational effort
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involved in determining an accurate hash, verifying its validity is straightforward. Other
nodes on the network can quickly confirm the legitimacy and authenticity of a block after
a node gets the right hash. This dynamic exemplifies the concepts of game theory that
underlie blockchain systems, since it is expensive to produce but cheap to validate. If a
node produces an incorrect block, other nodes will reject it and the node could be out of
pocket [32,68].

PoW was the first consensus mechanism and is still important. Mining is the process
of applying PoW to solve a block; those who engage in this process are called miners.
Although PoW offers a high degree of security and is effective in preventing system abuses,
it has drawbacks, especially when it comes to expensive equipment and significant energy
consumption as the network grows [59, 60]. Alternative consensus mechanisms such as
Proof of Stake (PoS) [69–71] were proposed to overcome these drawbacks.

To select validators from a group of nodes, PoS uses a pseudorandom election approach.
To authenticate transactions, validators stake the blockchain’s native currency, using the
encrypted funds as proof. While honest validators receive new block production as com-
pensation, malicious validators run the risk of losing their stake [69–71].

2.1.1 Proof of Work (PoW) versus Proof of Stake (PoS)

Proof of Work (PoW) was first presented by Cynthia Dwork & Moni Naor in 1993 as
an answer to denial-of-service attacks and service abuses [66]. In 1999, Markus Jakobs-
son & Ari Juels established the term ”Proof of Work” formally in [67]. This consensus
mechanism’s basic premise is that while solving an issue requires extensive computation,
validating the answer is simple.

The release of Bitcoin in 2009 was a turning point for PoW, since it was adopted as a
consensus mechanism to validate transactions and add new blocks to the blockchain [32].
This application of PoW attracted a lot of attention and was recognised as a consen-
sus algorithm for cryptocurrencies, which is essential for Bitcoin in order to protect the
network from different kinds of attacks.

As part of the PoW mechanism at Bitcoin, miners repeatedly search for a particular
number within a specified range. Once this value is found, a block can be created. A
block is composed of up of two primary components: a header and transactions (see
Figure 2.4). The nodes broadcast transactions, which are tracked by the network, and
the block header contains metadata about all the transactions in the block, such as the
Merkle Tree root of all transactions, version number, creation time, current difficulty, and
nonce.

Proof of Work has several benefits, most notably in terms of reliability and security.
Robust security is provided by the process of solving computational puzzles, which guar-
antees that only legitimate blocks are uploaded to the blockchain, and manipulation is
prevented because verifying a nonce is less computationally expensive than finding it.
Furthermore, PoW creates a connection between network control and processing power,
making it more difficult for adversaries to establish majority control. An opponent would
have to own more than 50% of the network’s processing power to execute a 50%+1 attack,
which is very challenging for large and decentralised networks such as Bitcoin [13].
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Figure 2.4: Overview of the block data. Adapted from [1–5].

Yet, PoW has some significant disadvantages. It appeals to environmental concerns be-
cause it demands a lot of computation and energy resources and, due to the fact that
entities with more resources have a competitive advantage in mining, this desire for high
processing power may cause network centralisation. This raises the possibility of organ-
ised attacks, such as a 50%+1 attack, in which the blockchain might be manipulated
by a single miner or a group controlling more than half of the network’s computational
power [13,72].

Also, due to its resource-intensive nature, PoW-based systems may not be as scalable as
they may be for applications which require lightweight and efficient consensus mechanisms
because to their high resource consumption and miner competition [72]. Despite its proven
security and reliability, these drawbacks have led to the exploration of other consensus
mechanisms.

Proof of Stake (PoS), introduced by Sunny King and Scott Nadal in 2012 [69], offers a more
energy-efficient alternative. A selection process based on the amount of cryptocurrency,
which validators hold and stake as a security deposit, replaces the competitive mining
process in PoW. The probability of being chosen to validate transactions and create new
blocks increases with the amount staked.

The most significant terminological and functional change in blockchain consensus mech-
anisms is the shift from miners to validators and from mining to forging blocks. Since
they do not solve challenging computational puzzles, validators in PoS systems use a lot
less energy than PoW miners; rather, the mechanism is conditional upon the quantity of
cryptocurrency invested, hence minimising overall consumption of energy and promoting
a more decentralised network [72].

To compete with other nodes and become validators in PoS, a node must submit a val-
idator fee. Validators choose the individual with the most coins staked when an adequate
number of transactions have been accumulated. This individual then produces and broad-
casts a new block; this block is uploaded to the blockchain, validated by the network, and
the transactions are performed. Then, the transaction fees are given to the chosen indi-
vidual as a reward [13].
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PoS became recognised after being adopted by some cryptocurrencies. Launched in 2012,
Peercoin was the first cryptocurrency to employ Proof of Stake [69]. More recently,
in September 2022, an event known as ”Merge” allowed Ethereum, the second-largest
cryptocurrency in the world, to switch from Proof of Work to Proof of Stake. This
change demonstrated how PoS is becoming more and more preferred in order to solve the
scalability and sustainability issues that PoW-based systems have to address.

PoS also offers some benefits. First, it is widely accessible because it relies on the legiti-
macy of transactions based on the amount of cryptocurrency staked rather than processing
power. This encourages more decentralisation and lower barriers for entry for new indi-
viduals. Additionally, PoS is more scalable and able to manage a higher transaction flow
than PoW, making it a better option for applications that require effective consensus
mechanisms [13,72].

On the other hand, PoS can be more susceptible to some types of attack, such as bribery
attacks [73, 74], in which an attacker forks the blockchain and secretly builds a longer
chain in order to reverse transactions. The initial transactions are reversed when the
longer chain is acknowledged as legitimate after it is discovered. Stakeholders with large
holdings have greater authority in PoS, which could eventually lead to centralisation.
Also, they can implement changes without the approval of the larger community, which
goes against the decentralised nature of blockchain technology [13].

To understand the relative strengths and weaknesses of both mechanisms, it is crucial to
compare them across several criteria such as cost, resilience to 50%+1 attacks, decentral-
isation, energy efficiency, and security. The results are displayed in Table 2.2.

Table 2.2: Comparison of Proof of Work (PoW) and Proof of Stake (PoS) consensus
mechanisms. Adapted from [13].

Criteria Proof of Work (PoW) Proof of Stake (PoS)

Cost
High due to the need for spe-
cialised hardware and significant
electricity consumption.

Lower because validators do not
require an enormous amount of
processing power. The main fee for
staking cryptocurrency is the ini-
tial deposit.

Resilience to 51%
Attack

Highly resistant, especially for
large networks like Bitcoin, it is not
realistic to control 50%+1 of the
network’s processing power.

Economic disincentives would
make it challenging for an attacker
to get and hold a significant
quantity of the coin, making it
economically impossible.

Decentralisation

Can lead to centralisation in
mining pools where a few large
pools control a majority of the
hashing power.

Promotes decentralisation by
lowering barriers to entry and
allowing more involvement.
Large stakeholders, however, have
a lot of influence.

Energy Efficiency
Low, due to high energy consump-
tion for solving computational puz-
zles.

High since it uses significantly less
electricity and doesn’t require a lot
of processing work.
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Security

Provides robust security
through computational diffi-
culty, preventing easy manipula-
tion.

In general secure but poten-
tially more vulnerable to low-
cost attacks. The monetary re-
wards for validators to behave re-
spectfully are what ensure security.

In blockchain technology, Proof of Work and Proof of Stake are two of the most promi-
nent and widely employed consensus algorithms, although they are not without draw-
backs. PoW is frequently questioned for its high energy consumption and tendency to
centralisation, while PoS is more energy efficient but still has drawbacks such as the
”nothing at stake” problem and the risks of centralisation in networks where there are
large socioeconomic differences among individuals.

Several alternative consensus procedures have been established to solve these constraints
and handle certain use cases; these will be covered in more detail in the next section.

2.1.2 Alternative consensus mechanisms

To address the limitations of the Proof of Work (PoW) and Proof of Stake (PoS) consensus
mechanisms and respond to specific use cases, several alternative consensus mechanisms
have been proposed.

Practical Byzantine Fault Tolerance

Practical Byzantine Fault Tolerance (PBFT) is a consensus algorithm designed to solve
the Byzantine Generals Problem, addressing the challenge of reaching consensus in a
distributed network where some nodes may behave maliciously or fail unexpectedly. It was
first proposed by Miguel Castro & Barbara Liskov in 1999 [75] and is now a key component
in distributed systems failure tolerance. PBFT is frequently employed in permissioned
blockchain networks, which have a small number of nodes under the authority of a reliable
party.

PBFT operates through a series of phases: pre-preparation, preparation, commitment,
and finalisation. During the pre-preparation stage, every replica node in the network
receives a proposed block from the parent node. Each replica validates the block and
broadcast a preparation message to the network during the preparation stage. Before
broadcasting a commitment message during the commitment phase, nodes have to wait
to receive preparation messages from a majority of replicas. Then, the node completes the
block and updates its ledger when it receives the commitment messages. This mechanism
allows the system to accept up to one-third of the failure or malicious nodes, as long as
more than two-thirds of the nodes agree in order to reach consensus.

Practical Byzantine Fault Tolerance has a number of benefits, such as strong fault tol-
erance, fast productivity, and energy efficiency [72, 76]. It processes transactions faster
and does not rely on energy-intensive mining approaches like Proof of Work. Further-
more, PBFT ensures strong fault tolerance without the need for validators to own any
cryptocurrency on the network. However, large networks are not an appropriate match
for PBFT due to their high communication cost, which limits their scalability [72,76]. It
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can also suffer from delayed consensus in big networks under unfavourable circumstances,
and it is susceptible to Sybil attacks [76,77].

Delegated Proof of Stake

Daniel Larimer introduced Delegated Proof of Stake (DPoS) in 2014, which is a significant
improvement over more conventional consensus algorithms like Proof of Work and Proof of
Stake. Delegated Proof of Stake uses a representative democracy to validate transactions
and manage the blockchain, which should increase efficiency and scalability. In 2015, the
BitShares platform launched the first iteration of this mechanism [78].

DPoS functions similar to a representative electoral system; the stakeholders use their
cryptocurrency holdings to cast votes for a restricted number of delegates. These delegates
update the blockchain with new blocks and validate transactions. Each stakeholder’s
voting power is based on their holdings, giving those with more assets greater influence
[72, 79]. Rotating between them, elected delegates share power, produce blocks, and
minimise the probability of centralisation.

Because DPoS restricts the number of nodes involved in block production, it offers faster
transaction processing speeds while remaining efficient and scalable. Because it avoids the
energy-intensive activities associated with PoW, this approach is more environmentally
conscious. Furthermore, DPoS provides a flexible and adaptable governance approach
that enables immediate elimination of ineffective delegates [72, 79].

Proof of Capacity

Proposed by Dziembowski et al. in 2013, Proof of Capacity (PoC), formerly called Proof
of Space (PoSpace), is a consensus algorithm designed to offer a more energy efficient
solution for the conventional Proof of Work mechanism. Instead of using continuous
processing power, PoC uses the available storage capacity to validate transactions and
protect the network [80]. The two main phases of PoC are mining and plotting.

Plotting is the stage in which miners precompute and store massive amounts of data on
their hard drives called nonces, which has a major impact on their ability to solve the
mining challenge and receive rewards. In the mining stage, miners calculate a deadline (the
amount of time they have to wait before being allowed to create a new block) considering
the nonces they have stored. Using the nonce data, the miners calculate the deadline and
choose the smallest deadline among their nonces. The smallest deadline wins the privilege
to add a new block to the blockchain and receives the reward associated with it if no other
miner produces a block during this time [72,81].

PoC is advantageous to conventional PoW mechanisms: firstly, it is a consensus mecha-
nism that is far more ecologically friendly and energy efficient because it depends on hard
drive space rather than powerful processing power; secondly, PoC uses regular hard drives
instead of specialised mining hardware, which are more easily available and encourage de-
centralisation by decreasing the entry barrier for miners [72,81].

Proof of Activity

The hybrid consensus algorithm known as Proof of Activity (PoA), first presented by
Bentov et al. in 2014 [82], merges aspects of Proof of Work and Proof of Stake to improve
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the security and effectiveness of blockchain technology. PoA was established to solve
specific problems with Bitcoin, such as the ”tragedy of the commons”, which could cause
the network to become unstable if miners only pay transaction fees after all bitcoins have
been mined [83].

This mechanism begins with a PoW phase, where miners solve a difficult challenge to
produce an empty block that has a header and the miner’s reward address. Next, this
block proceeds to the PoS phase, where it is signed by a random set of validators chosen
by their cryptocurrency holdings. The chance of a validator being chosen is correlated
with their investment, which means that individuals with larger stakes will have greater
influence [82]. For the purpose of choosing validators, the ”follow-the-satoshi” subroutine
converts a pseudorandom value into a satoshi (smallest unit of the cryptocurrency) and
then chooses validators based on this value. The block is broadcast to the network and
added to the blockchain when the validators have verified it the required number of
times [76,82].

By employing both PoW and PoS security characteristics, PoA’s dual-phase approach
lowers the probability of a 50%+1 attack. Nevertheless, it has some drawbacks from both
algorithms, like PoW’s high energy consumption and PoS’s potential currency accumula-
tion, which could cause the network to become more centralised. Despite these challenges,
PoA is more resistant to attacks that exclusively target currency holdings or processing
power.

Proof of Importance

The New Economy Movement (NEM) project proposed the Proof of Importance (PoI)
consensus algorithm with the aim of overcoming the drawbacks of the Proof of Stake
algorithm. In opposition to PoS, in which the probability of generating new blocks and
receiving rewards is directly correlated with the quantity of digital currency owned, PoI
introduces more metrics to encourage network activity and improve decentralisation. Each
account on the NEM blockchain is assigned a significance score that affects its probability
of being chosen to add a new block — a procedure known as harvesting [84]. Three
primary elements are taken into account when calculating the significance score: vesting,
transaction partnerships, and the amount and magnitude of transactions [72].

Vesting, which has a significant effect on an account’s significance score, is the quantity
of vested coins an account holds. Long-term commitment to the network is rewarded
with vested coins, which are those that have remained in the account for a predetermined
period of days. Furthermore, the significance score of the account is positively affected by
transactions larger than a minimal size, with larger and more frequent transactions having
a greater impact [72]. By balancing the incentives for owning and actively consuming
coins, this scoring system encourages volatility and network involvement.

PoI adopts a measure that takes into account variables such as vested balance, decayed and
weighted outlinks, and summing to unity to determine significant scores, which guarantees
decentralisation and security. These precautions help prevent potential manipulations and
loop attacks [72, 84]. Through the integration of these elements, PoI offers an effective
framework that promotes engagement, strengthens decentralisation, and preserves the
blockchain’s security and integrity.
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Proof of Elapsed Time

Developed specifically for permissioned blockchains, Proof of Elapsed Time (PoET) was
initially introduced by Intel in 2016 [20,85] . Compared to Proof of Work, PoET requires
less energy and computational waste since it takes advantage of a Trusted Execution
Environment (TEE) to provide a secure and fair election process [72].

A random wait time is assigned to every node that participates in PoET. In a process
similar to a lottery, the node with the shortest waiting period is chosen to mine the
subsequent block, ensuring equality by offering every node a comparable opportunity of
selection. After that, this node builds a new block and sends it out to the network for
validation [72,76].

The main benefits of PoET are its balanced leader election process and energy efficiency.
This mechanism enhances the efficiency and transparency of the network by using the TEE
to ensure that waiting periods are truly random and safe. However, its dependence on
Intel hardware provides a centralised point of control that goes against the decentralised
nature of blockchain technology. Despite this, PoET works effectively in permissioned
blockchain environments where security and efficiency are crucial.

Leased Proof of Stake

An improved version of the classic Proof of Stake consensus process, known as Leased
Proof of Stake (LPoS), is applied on the Waves Platform [86]. By allowing coin owners
to lease their holdings to network nodes, LPoS improves the scalability and flexibility of
the stake process.

With LPoS, users can lease their stake rights to full nodes, adding an additional layer
to the PoS system, where nodes with a particular amount of money can add new blocks
to the blockchain. Users can earn a portion of the rewards by lending a portion of their
account balance to these nodes [72].

The main benefit of LPoS is that it makes staking more accessible to a larger audience. It
encourages more decentralisation by allowing users with smaller holdings to participate in
network security and earn rewards. Furthermore, by sharing stake power, LPoS improves
network scalability by enabling more effective block validation and increased transaction
performance. However, due to the system’s reliance on node operators, network security
can become compromised by potential threats like centralisation if many users lease their
coins to a small number of nodes.

Proof of Burn

Developed by Iain Stewart, Proof of Burn (PoB) is a consensus technique that preserves
decentralisation and network security while reducing the high energy consumption of
Proof of Work [87]. A percentage of the bitcoin that miners produce is sent to an address,
that can be validated to be unspendable and does not have a private key associated with
it, in order to burn or destroy it. This process resembles to the energy and computational
power used in PoW, but PoB uses the miner’s current cryptocurrency holdings instead of
physical resources [72, 76].

Compared to conventional Proof of Work, PoB has several benefits. First, it enhances
decentralisation because miners autonomously choose how much cryptocurrency to burn
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depending on their willingness to contribute to the network; there is no central authority
in charge of the burning process. Second, because PoB burns cryptocurrency instead of
doing advanced computations, it uses a lot less energy than PoW. Also, PoB allows miners
to burn their own currencies in order to recover their initial investment through mining
rewards, which encourages miners to be active on the network for an extended period of
time.

Despite its benefits, PoB is not without challenges. One drawback is that it might cause
a concentration of power among miners who can afford to burn more coins, similar to
the problems seen in the PoS systems. In an effort to address these challenges and
maintain a fair distribution of mining impact while promoting sustainable network growth,
innovations such as adaptive burn rates have been developed [88]. These innovations
modify the burning requirements dynamically based on network conditions.

Directed Acyclic Graph

Unlike usual blockchain networks, Directed Acyclic Graphs (DAGs) are essentially data
structures, their successful use in cryptocurrencies such as NXT [89], IOTA [90], and IoT
Chain [91] makes them worthy of consideration in the discussion of alternative consen-
sus mechanisms. DAGs offer different advantages over blockchains storing transactions
topologically in a graph.

A DAG ensures that the information only travels in the established directions; an acyclic
graph excludes cycles, which means that information cannot loop back to the original
node. Since DAGs have a blockless structure, transactions are added to the network
instantly without the waiting periods associated with block delays, resulting in faster
transaction verification [72,92].

DAGs have many advantages. First, due to their blockless design, DAGs provide better
speed and scalability, supporting thousands of transactions per second. Second, DAGs
preserve energy because they do not require mining or specialised tools, which reduces
power consumption and makes them more economical and ecologically friendly. Third,
DAGs improve security and decentralisation; by limiting the number of previous trans-
actions to validate transactions, they prevent forks and double-spending attacks. Last,
DAGs networks are appropriate for microtransactions due to their economical transac-
tion costs and instantaneous validation; this is particularly applicable in the context of
Machine to Machine (M2M) and IoT interactions, where frequent low-value transactions
are common [72,92].

There are two categories of DAG-based systems: block-based DAGs (blockDAG) and
transaction-based DAGs (txDAG). Each transaction in a txDAG establishes a direct ref-
erence to each subsequent transaction, creating a network where new transactions validate
older ones. An example is Tangle [90,93], where each transaction validates two preceding
transactions, encouraging decentralisation and scalability. In contrast, blockDAG work
similarly to conventional blockchains but link blocks in a graph as instead of a single chain,
enabling the development and validation of several blocks at once, improving scalability
and addressing issues such as orphan blocks3 [76].

3Orphan blocks are valid blocks that are not part of the main blockchain due to temporary forks
caused by simultaneous block mining. The network only accepts the longest valid chain, causing the
shorter chain containing the orphan block to be discarded. Orphan blocks do not generate rewards for
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For a complete comparison of all these mechanisms, see Table 2.3, which outlines their re-
spective advantages and limitations, providing a clearer understanding of their operational
dynamics and suitability for different blockchain applications.

Table 2.3: Comparison of consensus mechanisms: description, advantages and limita-
tions.

Mechanism Description Advantages Limitations Reference

Proof of Work
(PoW)

Introduced by
Dwork & Naor
(1993) to prevent
denial-of-service
attacks, PoW uses
computationally
intensive puzzle-
solving to validate
blocks, first applied
in Bitcoin (2009)
for transaction ver-
ification and block
creation.

Strong security
is provided by
the complexity of
solving puzzles

Connects com-
puting power
and network
control, requiring
50%+1 control
for attacks

Highly energy-
consuming and
resource-intensive

Risk of cen-
tralisation due to
costly expenses

[32,66,67]

Proof of Stake
(PoS)

King & Nadal
(2012) developed
PoS as an energy-
efficient substitute
for PoW. Select
validators who gen-
erate blocks without
mining based on
stake size.

Efficiency of
the energy,
promoting decen-
tralisation

Supports higher
scalability and
transaction flow

Susceptible to
bribery attacks

Large stakehold-
ers have more
influence, risking
centralisation

[13,69,72]

Practical
Byzantine
Fault Toler-
ance (PBFT)

Proposed by Castro
& Liskov (1999)
to address the
Byzantine Generals
Problem, PBFT
allows consensus
in distributed net-
works with possibly
suspicious or failure
nodes. Commonly
used in permis-
sioned blockchains.

Strong fault tol-
erance

Fast process-
ing

Energy effi-
cient

Does not require
validators to own
cryptocurrency

Scalability in
large networks is
restricted by high
communication
costs

Susceptible to
Sybil attacks and
delays in large
networks

[75]

the miner, as they are not included in the main blockchain [94,95].
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Delegated
Proof of Stake
(DPoS)

Larimer (2014)
introduced DPoS,
a consensus mech-
anism that uses
representative
democracy to man-
age the blockchain
and confirm trans-
actions. It was
first used on the
BitShares platform
in 2015.

Increased ef-
ficiency and
scalability

Environmentally
friendly, avoids
energy intensive
mining

Influence
weighted by
holdings may lead
to centralisation
risks

Dependence on
elected delegates

[72,78,79]

Proof of Ca-
pacity (PoC)

As an energy-
efficient substitute
for PoW, PoC
was suggested by
Dziembowski et
al. (2013). Vali-
dates transactions
based on available
storage capacity in-
stead of continuous
processing power.

Energy efficient
and environmen-
tally friendly

Encourages
decentralisation
by reducing entry
barrier

Requires large
storage capacity

Less established
than PoW in
common applica-
tions

[72,80,81]

Proof of Activ-
ity (PoA)

To improve security
and efficiency, Ben-
tov et al. (2014)
proposed PoA,
which mixes fea-
tures from PoW
and PoS. Miners
first solve a PoW
challenge, and after
a PoS phase, the
validators selected
based on their
stakes sign the
block.

Reduces risk of
50%+1 attack

Leverages ben-
efits of both
mechanisms

High energy con-
sumption from
PoW

Risk of cen-
tralisation due to
bigger stakes

[76,82]

19



Proof of Im-
portance (PoI)

PoI, which was pro-
posed by the NEM
project (2015), en-
hances on PoS by al-
locating significance
scores which influ-
ence a user’s prob-
ability of being se-
lected to add addi-
tional blocks. These
ratings are based
on vesting, transac-
tion activity, and al-
liances.

Promotes net-
work activity and
decentralisation

Enhances security
by discouraging
inactive holdings

Complex calcu-
lation of signifi-
cance score

Require sub-
stantial vested
coins to partici-
pate

[72,84]

Proof of
Elapsed Time
(PoET)

PoET, developed by
Intel (2016), low-
ers energy and com-
putational waste by
using a TEE to
randomly assign a
wait time to each
node. The block
that has the short-
est wait time is pro-
duced.

Energy efficient
and fair leader
selection

Secure with
use of TEE

Dependent on
Intel hardware,
centralising con-
trol

Less suited for
public networks

[20, 72, 76,
85]

Leased Proof
of Stake
(LPoS)

An enhanced ver-
sion of PoS used
on the Waves Plat-
form, LPoS lets
users lease their
stake to full nodes,
boosting scalability
and participation.

Allows smaller
stakeholders to
participate

Enhances de-
centralisation and
scalability

Risk of central-
isation if stakes
concentrate on
few nodes

Relies on trusted
node operators

[72,86]

Proof of Burn
(PoB)

A consensus mecha-
nism where miners
burn cryptocur-
rency by sending it
to an unspendable
address, simulating
resource expendi-
ture and reducing
energy use.

Reduces energy
consumption

Enhances de-
centralisation
through volun-
tary burn

Risk of concen-
tration among
high-stake miners

Adaptive burn
rates needed to
balance equity

[72,76,87]
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Directed
Acyclic Graph
(DAG)

A blockless data
structure that stores
transactions in a
topological graph,
used in cryptocur-
rencies like IOTA
and IoT Chain
to achieve faster
verification.

Highly scalable

Energy efficient
and eco-friendly

Suitable for
microtransactions

Potential com-
plexity in imple-
mentation

Vulnerable to
certain attacks
if not properly
designed

[72,76,92]

2.2 Decentralised Finance (DeFi)

One of the most prominent and revolutionary applications of blockchain technology is De-
centralised Finance, or DeFi for short. In essence, DeFi is based on the decentralisation
concept, which calls for the delegation of operational and administrative authority from
centralised organisations to distributed networks. DeFi is an ecosystem of financial prod-
ucts that operate on blockchain infrastructures, especially those that are controlled by
smart contracts, allowing trustworthy, transparent and autonomous transactions [44,45].

Bitcoin, as the first P2P digital currency built on a blockchain, marked an initial step
in DeFi. However, the launch of Ethereum introduced key innovations, including the
ERC-20 token standard, executable smart contracts, and a more versatile programming
framework. These factors encouraged the development of more elaborate DApps, such as
digital asset loans and lending platforms. Moreover, stablecoins, Decentralised Exchanges
(DEXs), and lending and liquidity protocols are some of the DeFi uses cases [33,44,96].

DeFi has several benefits for consumers, the main one being the simplicity of access
to a wide range of financial services [33, 44]. DeFi distinguishes itself from traditional
finance4 through its inclusivity, allowing anyone with Internet access to create a digital
wallet and engage in financial activities without institutional approval, minimum balance
requirements, or identity verification [21,33,97].

DeFi is positioned as an instrument for financial empowerment due to this characteris-
tic; however, it is critical to distinguish between DeFi and Centralised Finance (CeFi).
CeFi describes financial services, even in the cryptocurrency world, that are provided
by centralised entities; for example, staking tokens or trading assets on centralised ex-
changes usually requires users to give up control of their assets and trust transaction
management to a third party [21, 33, 96]. On the other hand, DeFi systems use self-
executing smart contracts to work without the need for intermediaries; customers have
more control and privacy because they negotiate directly and have custody of their own
wallets [21,33,96,97].

However, CeFi and DeFi both have their own pros and cons. In general, CeFi is easier to
use, provide customer service, fiat on-ramps, and technical friendliness [33]. In contrast,
DeFi offers greater confidentiality, autonomy, and resistance to censorship, but it also
requires a higher level of technical expertise [21]. Since the user is exclusively responsible

4Traditional Finance (TradFi) is the term used to describe the traditional financial system, which
consists of banks, stock exchanges, credit organisations, and financial regulators. This system depends
on intermediaries such as banks and brokers to administer assets and carry out transactions.
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for preserving funds, there are potential risks associated with software vulnerabilities,
malicious contracts, and human error [33].

Furthermore, there are still numerous threats related to the DeFi ecosystem, including
as counterparty risk, regulatory ambiguity, low-liquidity assets, and a lack of cross-chain
interoperability [21,33]. It requires a lot of knowledge and keen awareness when exploring
the area. Despite such challenges, DeFi continues to evolve and novel concepts are always
being explored. It has the potential to improve economic accessibility and revolutionise
the global financial system, especially in areas where traditional financial services are
limited or nonexistent.

2.2.1 Cryptocurrency

At the heart of the DeFi ecosystem lies the concept of cryptocurrencies. Unlike fiat
currency5, cryptocurrencies are digital assets based on blockchain technology that use
encryption to verify transactions and maintain records without the need for centralised
authority [2]. These assets serve not only as currencies for P2P exchange, but also as
collateral, governance tokens, and liquidity instruments within DeFi protocols.

A key feature of cryptocurrencies is their decentralisation, which fosters a distributed sys-
tem with universal standards that are resilient to arbitrary modifications by any author-
ity [96]. Cryptocurrencies also enhance privacy and security. Important characteristics
like immutability and resistance to censorship guarantee that every unit is distinct and
protected from duplication or falsification [96]. These characteristics position cryptocur-
rencies as a viable medium for international trade and represent a safe, transparent and
decentralised digital economy.

With the launch of Bitcoin in 2009, the world of cryptocurrencies has grown and cryp-
tocurrencies can be broadly classified into two categories: Bitcoin and Altcoins6. Altcoins,
often known as ”alternative coins,” are developed to address specific use cases and intro-
duce functionalities beyond those of Bitcoin. They provide a variety of functionalities.
Well-known examples are Ethereum [34], Litecoin [99], and Ripple [100], each of which
was created with distinct characteristics and innovative technologies.

It is important to distinguish between cryptocurrencies, CBDC and digital tokens. As
previously stated, cryptocurrencies are decentralised assets built on blockchains, whereas
CBDC are issued and controlled by governments, sometimes without the use of decen-
tralised technologies like Blockchain [21]. Another distinction in the world of cryptocur-
rencies is between coins, which are native assets of the specific blockchain (such as Bitcoin
on the Bitcoin, Ether on Ethereum, among others), and tokens, which are issued on top
of pre-existing blockchains to represent assets or enable features.

A particular subset of tokens is Non-Fungible Tokens (NFTs), which is characterised by
their unique and unchangeable nature. Although less vital to DeFi applications, NFTs
might appear in supplementary use cases such as digital identification, collateralisation,

5Fiat money is defined as currency that is manufactured by the government and isn’t backed by any
physical commodity, but rather by the confidence of the population in the issuer, which is usually a
central bank [98].

6Any cryptocurrency that isn’t Bitcoin is referred to as a ”Altcoin”. The prefix ”alt” comes from the
word alternative, indicating an alternative to Bitcoin, and ”coin” stands for currency.
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and the representation of unique assets in decentralised marketplaces such as digital art,
games, collections and other unique goods.

To engage in DeFi applications, users must store and manage their cryptocurrencies in
crypto wallets, which allow direct interactions with the blockchain. These wallets produce
and keep public and private key pairs that ensure exclusive control over funds and enable
the production of digital signatures. The security of the private key is essential since
losing it will permanently restrict access to the assets.

Cryptocurrency wallets can be classified based on their storage method and Internet
connectivity. Hot wallets, being online, provide direct access to financial assets, increasing
usability. In contrast, cold wallets remain offline, offering more protection against cyber
threats. Another classification considers their composition. Hardware wallets, which
store private keys offline, require technical proficiency but provide enhanced security,
and, software wallets, available in desktop, mobile, and web formats, offer varying levels
of accessibility.

Within the DeFi ecosystem, hot wallets are preferred for seamless interaction with DApps.
Nonetheless, cold storage solutions, such as hardware wallets, are often chosen by experi-
enced users and those managing substantial financial holdings [2].

2.2.2 Core Components and Uses Cases

DeFi covers a broad spectrum of financial services that are often provided by centralised
organisations. Depending on the legislative environment in their area, users can partici-
pate in token swaps, lending, borrowing, payments, and stakes with just a cryptocurrency
wallet and an Internet connection [33, 44]. With a couple of clicks, these services can
be accessed via DApps, eliminating the need for complex paperwork, lengthy processing
periods, and physical bank offices.

By 2025, staking mechanisms, liquidity pools, and lending and borrowing platforms con-
tinue to account for the majority of DeFi activity [101]. DeFi’s capabilities are naturally
extended to more intricate services like insurance and mortgages, although they are still
in their early stages.

Stablecoins

A stablecoin is a kind of cryptocurrency that relies on a reference asset, such as gold
or the euro, and was designed to keep its value constant. Usually, algorithmic changes,
collateralisation techniques, or a mix of the two are used to ensure the stability of this value
[21]. One of the drawbacks of all cryptocurrencies is price volatility, which stablecoins
address [21, 96]. For instance, if a user loans funds using Bitcoin as collateral and the
cryptocurrency’s market value drops significantly, they might have to deposit additional
assets or risk liquidation. This problem is mitigated by stablecoins, which offer consistent
value and are consequently suitable for transactions, savings, and lending platforms [21,
96].

Decentralised Exchange (DEX)

DEXs operate without the need for trusted intermediaries. Smart contracts enable trans-
actions on DEXs, which happen directly between the user’s wallets. Some exchanges use
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Automated Market Maker (AMM) to ensure continuous liquidity. Transaction fees are
paid to liquidity providers in proportion to their pool membership. Protocols like Bal-
ancer, SushiSwap, and Uniswap are a few examples of decentralised exchanges that have
contributed to the expansion of DeFi.

Lending and Borrowing

Among the most popular DeFi services are lending and borrowing for cryptocurrency.
Users often deposit their crypto assets into a protocol, which makes them available to
borrowers in exchange for earning interest [21, 96]. To secure the loan, the borrower
must provide security, sometimes in the form of more cryptocurrency holdings [21, 96].
This process is regulated by smart contracts, which ensure the automatic application of
terms and conditions, including loan-to-value ratios and liquidation triggers [21]. Aave,
Compound, and MakerDAO are a few instances of lending platforms.

Asset Management

DeFi asset management protocols allow users to invest and diversify their portfolios with-
out the need for intermediaries [21, 96]. These systems automate fund allocation across
many protocols, like yield farming, staking, and lending, by applying smart contracts.
Strategies for asset tokenisation and rebalancing aid in dynamic risk management and
return optimisation [21,96].

Oracles

Oracles serve as a middleware that connect smart contracts with real-world data sources.
Since off-chain data is by nature inaccessible to blockchains, oracles fetch external infor-
mation allowing contracts to execute based on real-time events [96]. Oracles serve as an
infrastructural layer that increases the efficiency of the core network, not only a conduit
between blockchain and the external world [96]. Decentralised oracle networks such as
Chainlink as well as others enhance DeFi functionality by ensuring accurate and resistant
data flows across platforms.

Insurance

DeFi insurance protocols protect individuals against hazards such as smart contract fail-
ures, exchange hacks, and stablecoin depegging [21]. These systems, in contrast of tra-
ditional insurers, automate capital pools for payments and claim processes using smart
contracts [21]. DeFi insurance plays a pivotal role in protecting user assets against po-
tential financial losses caused by system vulnerabilities [21]. Platforms like Etherisc and
InsurAce offer community-funded coverage, which improves transparency, lower costs, and
increases confidence in the DeFi ecosystem.

The development of DeFi applications continues to be mostly done on Ethereum, however
other blockchains, such Binance Smart Chain (BSC) and Solana, are growing due to to
their minimised transaction fees and increased throughput per second. Nonetheless, it is
important to carefully evaluate each application’s legitimacy.

Studies has shown that smart contracts contain vulnerabilities as well as that security
audits are vital to mitigate risks. This prerequisite for programmable confidence highlights
the value of smart contracts, which are at the centre of all DeFi activities.
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Chapter 3

Smart Contracts and UEFI

This chapter delves into two important elements that are significant to the proposed
solution: smart contracts and UEFI. Although smart contracts are the main component
for automating and executing distributed transactions on the blockchain, UEFI offers the
interface between the hardware and the OS, enabling low-level remote device management
actions.

Section 3.1 goes over smart contracts, covering their background, operational logic, and
implementation in DApps, and Section 3.2 discusses the function of UEFI in allowing
secure boot-time activities and how it may be integrated into the remote management
architecture.

3.1 Smart Contracts

Nick Szabo originally proposed the concept of smart contracts in the 1990s. His proposal
aimed to expand the functionality of contractual agreements in the digital environment
by taking advantage of computer protocols [102]. Szabo envisioned automated contracts
that could encourage, validate, or regulate contract negotiations or execution without
human interaction [102]. Although initially theoretical, this concept served as a basis for
later implementations.

In 2013, with the introduction of the Ethereum blockchain, smart contracts gained popu-
larity [103]. Ethereum allows users to publish executable programs, known as smart con-
tracts, on the blockchain, ensuring consistent execution across all participating nodes [34].

A smart contract is a deterministic and autonomous computer program stored on a
blockchain that is triggered by specific predefined conditions [1,23]. The primary function
of a smart contract is to automate and self-regulate agreement fulfilment [104,105].

In a traditional contract, participants rely on intermediaries such as lawyers or notaries to
make sure the terms are fulfilled; in contrast, a smart contract has its criteria encoded di-
rectly into the blockchain, and executes autonomously when the established conditions are
met. Its decentralised execution reduces costs and improves the efficiency of transactions
while minimising the likelihood of tampering [105].

This concept, along with technological advancements, distinguishes smart contracts with
some qualities that ensure their efficacy and integrity in distributed networks. Table 3.1
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outlines the main characteristics of smart contracts and their applicability to the blockchain
ecosystem.

Table 3.1: Characteristics of smart contracts in blockchain environments.

Characteristic Description

Deterministic
Ensures that, for the same input and initially state, the execution
outcome is similar on all network nodes, ensuring predictability
and consistency.

Immutable
Once published on the blockchain, the smart contract code cannot
be modified.

Transparent
The contract’s source code is accessible to everyone, allowing any
interested party to inspect it and increasing trust in the behaviour
of the system.

Autonomous
Once deployed, the smart contract logic runs automatically in
compliance with the specified conditions, without the need for
third-party intervention.

Trustless
Third parties are not required to validate the integrity of the
process or ensure that all requirements are met since the execution
model relies on distributed consensus approaches.

The programming principle behind smart contracts is comparable to the if/when state-
ment in software systems. When a particular condition is met, the smart contract exe-
cutes the applicable terms. This structure allows it to perform tasks such as digital asset
transfer, identity validation, and resource access management. Once deployed, the smart
contract is permanently stored on the blockchain and any contract-related transactions
have to be signed and broadcast by the network participants.

3.1.1 Smart Contract Lifecycle

Understanding the lifecycle of a smart contract is essential to understanding its creation,
operation, and evolution in distributed environments. The lifecycle of a smart contract can
be split into some stages which are comparable in some ways to the lifecycle of standard
contracts but have their own automation, transparency, and security features.

Figure 3.1 illustrates a typical lifecycle of smart contracts. This lifecycle has six primary
stages: negotiation, modelling and design, business logic coding, blockchain deployment,
execution and evaluation, and network updates. The details on each of these stages are
provided next.

Negotiation

In negotiation, each involved participant identifies the potential for collaboration and es-
tablishes the goals to be achieved [6, 8, 106]. These discussions can cover asset swaps,
business processes, or other types of interaction [7]. When it comes to smart contracts
specifically, these discussions need to be clear terms that can be coded. When negotia-
tions are completed, the draft contract must articulate what is expected and outline the
corrective actions to be taken if a participant does not meet the promises made under the
terms of the agreement [6, 106].
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Figure 3.1: Lifecycle of a smart contract. Adapted from: [6–8].

Modelling and design

Smart contract development includes modelling and design, implementation, and valida-
tion, similar to software development [8].

Whereas standard contracts often begin with a formal document such as a proposal or an
Request for (RFx), smart contracts define trigger conditions at this stage. These triggers
are conditional clauses programmed to be released when particular requirements are met,
such as fluctuations in financial market indices or location-based events using Global
Positioning System (GPS) data [7]. Automating the triggering mechanism in this way
reduces the need for manual intervention and enables seamless execution.

Code business logic

Once the contract terms and conditions are clear and defined, the implementation and
validation process begins. In standard contracts, business logic is defined by legally clauses
that all parties can review and negotiate [106]. In smart contracts, this reasoning is
translated into computer code that is written down [7,8,103]. The complete specification
of the business logic in the code is essential to ensure that the smart contract is executed
autonomously.

Ensuring the reliability of the contract at this stage is crucial. As smart contracts are
immutable, coding errors can lead to costly issues such as loss of funds or incorrect contract
fulfilment. Furthermore, before being published, smart contracts are typically tested on
test networks. These tests replicate contract execution, enabling developers to ensure
that it performs as envisioned under different conditions without affecting real assets or
the main network.

Deployment on Blockchain

Following successful validation, the smart contract is deployed on a blockchain plat-
form [8]. In standard contracts, intermediaries, such as solicitors and notaries, provide
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security and authenticity [106]. In smart contracts, the authenticity and communication
transfer between participants depend on encryption. Alongside cryptographic algorithms,
blockchain technology ensures privacy, integrity, and non-repudiation of transactions [7].
To accomplish this, digital signatures and cryptographic keys are used, which ensure that
the parties to the smart contract are correctly identified and that transactions cannot be
modified.

The deployment makes the smart contract accessible to all users on the network [8].
Modifications cannot be made post-deployment; any change requires the creation and
deployment of a new contract [7]. Furthermore, access to digital assets can be restricted
or locked within the logic of the smart contract, depending on its design [8]. For example,
some smart contracts are designed to prevent unauthorised inflows or outflows of digital
assets. Authentication is facilitated through the digital wallets of the participants, each
containing cryptographic keys.

Execution and evaluation

In standard contracts, execution occurs once all parties have signed the agreement [106].
However, smart contracts are executed automatically once the predefined conditions are
satisfied and validated by the blockchain network [8, 103].

The distributed nodes on the blockchain evaluate the logic of the smart contract and
ensure that the outcomes align with the agreed terms. Upon execution, the transaction
is immutably recorded on the blockchain, serving as evidence of completion [7].

Network updates

Following execution, the smart contract initiates automatic updates throughout the blockchain
network. This contrasts with standard contracts where the parties require tangible proof
to confirm that the terms have been fulfilled [106]. The blockchain is updated with the
new smart contract state, ensuring the immutability of data [7, 8].

In summary, smart contracts significantly automate and decentralise some stages of the
contract lifecycle compared to traditional contracts. They automatically execute prede-
fined terms, eliminating the need for human intervention in tasks such as legal review,
approvals, and execution through intermediaries [106].

Moreover, a decentralised network of nodes provides validation and storage, eliminating
the need for a central authority and lowering the likelihood of data loss or tampering. The
inherent immutability of blockchain technology enhances transparency and traceability by
ensuring that contract records remain tamper-proof after execution.

Lastly, the paradigm of trust evolves from relying on third parties to applying consensus
mechanisms and cryptographic assurance. In this sense, smart contracts improve the
efficiency, security, and legal integrity of digital transactions, in addition to automating
contractual processes.

3.1.2 Benefits and Drawbacks

Given their benefits over traditional contracts, smart contracts are gaining attention,
especially in the context of distributed systems. One of its strengths lies in their ability
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to perform automated processes [104, 105]. Smart contracts promote autonomous and
deterministic transaction execution by directly encoding the terms of the contract into
an algorithm, thus eliminating the need for manual intervention after deployment [7, 8].
This automation reduces processing time and associated operating costs by removing
intermediaries such as lawyers, notaries, and financial institutions [7, 8, 105].

Another significant benefit is the immutability inherent in blockchain-based smart con-
tracts. Once deployed, a smart contract cannot be modified, which enhances the integrity
and trustworthiness of digital agreements. This feature ensures that the terms initially
agreed upon by the involved parties remain unchanged throughout the contract’s life-
cycle [8]. Immutability, coupled with the auditability of blockchain systems, facilitates
real-time inspection of transactions and contributes to the prevention of fraud and ma-
nipulation [8].

Smart contracts also promote precision and clarity [7,8,105]. Since contractual clauses are
implemented as conditional logic, they must be explicitly defined, leaving less room for
ambiguity [8]. In public blockchains, transparency is an additional benefit, as all network
participants can access the contract’s terms and monitor the transaction history [7,8]. This
decentralised verification process fosters accountability and trust among parties without
the need for centralised oversight [7, 8].

In the business world, efficiency and speed of execution are important. The speed of
completion of processes is ensured by the absence of manual verification and automatic
execution based on trigger events, such as the transfer of a certain amount of cryptocur-
rencies or a date [7,8]. The security of smart contracts is supported by the decentralised
nature of blockchain and cryptographic techniques. Since each transaction is validated by
multiple nodes in a distributed validation approach, it is resistant to fraud attempts and
malicious attacks [7]. Moreover, the application of encrypted data improves the integrity
of the network and protects data from tampering or unauthorised access [7].

Lastly, cost savings is an important advantage [7,8]. As stated previously, smart contracts
minimise administrative and legal challenges by eliminating intermediaries and automat-
ing the execution and verification of the terms of the contract. For large companies and
international firms that manage a lot of contracts, this reduction leads to substantial
savings and improved efficiency in operations [7].

But even with these benefits, smart contracts still face a number of technical and practical
challenges that may prevent their adoption.

Their best characteristic, immutability, might be a drawback in the event of an error or
the need for contract rewriting [7]. Once deployed, errors or logical flaws in the contract
code cannot be corrected without deploying a new contract. This rigour introduces risks,
particularly in complex or long-term agreements.

While techniques such as conditional update systems or escape hatches1 exits, they require
special care as they may undermine the security that immutability seeks to guarantee [7].

1Escape hatches are emergency measures used in rollups that enable users to continue interacting
with the system or recover assets in cases where operators, such as state proposers or sequencers, become
inactive, behave maliciously, or disregard their responsibilities [107, 108]. There are two types: forced
withdrawal, which ensures that money is taken out of the second layer even if the state proposer fails
to generate valid state updates or proofs, and forced inclusion, which allows transactions to be included
despite censorship [108].

29



Privacy is another concern. Despite the pseudonymous nature of blockchain nodes, the
public nature of the transaction record allows any network participant to inspect the
content of smart contracts [7, 8]. Although some blockchain systems use pseudonymous
public keys to enhance transaction privacy, most transaction data, such as balances,
remain public [8]. This presents challenges in cases where the preservation of contractual
confidentiality is important [7].

The high technological barrier to establishing and verifying smart contracts is yet an-
other challenge. Developing trustworthy, auditable, and secure code requires knowledge
of specific programming languages (e.g., Solidity, Go, Vyper, Rust) and an understand-
ing of security best practices and contract logic [8]. The participation of regular users
and startups is limited by this complexity, as they often do not have the financial and
technological capacity to guarantee the integrity of the contracts they use [7].

Moreover, smart contracts are vulnerable to some kinds of attacks. Examples cases such as
the Decentralised Autonomous Organisation (DAO) and the Parity wallet attacks demon-
strated how small weaknesses such reentrancy vulnerabilities, can cause significant mon-
etary losses [8, 109]. The importance of exhaustive testing, legal verification, and code
auditing before deployment is underscored by such situations.

Some challenges are related to the environment in which smart contracts perform. For
instance, in order for contracts to work adequately, they frequently need off-chain data,
such as weather or other results. Considering blockchains cannot access external data
directly, they rely on oracles, which are external services that input real-time data into
the blockchain [8]. Oracle reliability and security have significance since inaccurate infor-
mation can result in inappropriate contract behaviour [8].

Concerns about dependence on transaction ordering are also known. The order in which
transactions are included in a block is decided by miners, and users are often able to
influence this sequence (a problem called front-running [110]), which could impact the
contract’s result, particularly in financial applications [7, 8, 110]. Furthermore, execution
efficiency is limited as smart contracts are often processed sequentially across the network.
Performance is affected by this serialisation, and scaling can be challenging [8].

In summary, smart contracts provide considerable advantages for digital transactions and
contractual automation, such as increased operational efficiency, lower costs, and more
confidence. However, their technological complexity, lack of privacy safeguards, ineffective
implementation, and potential for irreparable errors highlight the importance of careful
planning and more extensive infrastructure improvements.

3.1.3 Use Cases

Despite the technological challenges mentioned before, the ability of smart contracts to
privately and transparently automate trust-based interactions has led to their adoption
across a variety of sectors [8, 23, 105]. The following use cases are found in areas such
as finance, supply chain management, healthcare, energy, and others. These exemplify
how the potential benefits of smart contracts are being implemented in practice while also
exposing unaddressed domain-specific constraints.
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Financial System

The financial sector is one of the most visible areas where smart contracts have demon-
strated practical potential [8, 48, 105]. Smart contracts are being studied in the capital
markets to improve efficiency and market liquidity by lowering settlement times [8, 48].

In addition to capital markets, the adoption of smart contracts can also help the mortgage
loan business [8]. Smart contracts use digital documentation and rule-based execution to
simplify and automate the mortgage process, from origination to maintenance [8]. This
reduces errors, fraud, and delays [8].

In the insurance sector, smart contracts can improve transparency and speed up the reso-
lution of claims [8,48,105]. One company that uses smart contracts to offer flight insurance
is the French airline AXA [3, 111]. If a delay exceeds two hours, they employ smart con-
tracts based on Ethereum to trigger automatic compensation [8,48]. Furthermore, smart
contracts can be used in trade finance and auto insurance, reducing the possibility of
fraudulent claims and enabling real-time data access [48].

Susanto et al. [112] argue that smart contracts offer benefits for sophisticated financial
processes, including capital market transactions, escrow agreements, loans, and inheri-
tances. The authors do, however, raise attention to important technological constraints,
including limited scalability, expensive implementation, and difficulties with compatibility
with legacy systems.

Younu et al. [113] support this opinion by studying how blockchain technology and smart
contracts can improve the efficiency, security, and interoperability of financial systems,
especially in data sharing, international transactions, and supply chains. Nevertheless, the
study also acknowledges challenges, such as cultural opposition inside banking institutions,
high development costs, legal and standardisation concerns. Also, security considerations
including data privacy protection and private key management remain as a major concern.

To improve the security and efficiency of decentralised financial systems, Prabanand et
al. [114] offer a novel solution that combines deep learning models optimised with hybrid
algorithms with smart contracts and blockchain networks. However, the authors point out
challenges include excessive computational use, communication overwork, and robustness
constraints in unusual conditions. Additional optimisations in terms of latency, traceabil-
ity, and scalability are identified as vital for crucial applications in financial settings.

Internet of Things (IoT)

The integration of smart contracts with IoT infrastructure increases automation and confi-
dence in M2M communication. Traditional IoT systems tend to be restricted by resources
and centralised. According to [8, 48, 105], the smart contracts provide a decentralised
paradigm that improves efficiency and scalability.

For example, smart contracts can minimise dependence on central servers in industrial
manufacturing by automating firmware updates and enabling devices to verify update
hashes stored on the blockchain [8]. Moreover, smart contracts support independent
interactions such as service verification, access control, and payment processing between
devices in smart cities, supply chains, and smart homes [48,105].

With the use of smart contracts for transactions and decision-making processes, Dis-
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tributed Autonomous Corporations (DACs) present an alternative to centralised control
for IoT devices [8]. An example of this integration is IoTeX, which provides a blockchain-
based platform for IoT applications that prioritise privacy [48,115].

According to recent research, the integration of blockchain, IoT, and smart contracts
enables increased efficiency, transparency, and security by enhancing visibility and trust
throughout the supply chains [116]. IoT sensors linked to smart contracts have the ability
to automatically record position, weather conditions, or transit events. This allows digital
contracts to be triggered in order to verify shipment, apply taxes, or release payments.

However, most of research remains theoretical and lacks practical insights and validations
in real world situations [116, 117]. Furthermore, challenges relating to implementation
costs, compatibility concerns across heterogeneous systems, and organisational reluctance
to transformation persist [117]. These drawbacks highlight the need to conduct further
practical studies that may ensure technical integration, economic viability, and operational
sustainability while converting technology potential into workable solutions for particular
supply chain management environments [116,117].

In addition to industrial applications, the integration of smart contracts with interac-
tive ecosystems such as decentralised gaming demonstrates new potential within the IoT
paradigm. Blockchain-based gaming systems employ smart contracts to provide auto-
mated activities, transparent reward distribution, and verifiable ownership of digital as-
sets, consequently enhancing security and trust in human-machine interactions [52]. These
applications reflect distributed environments where devices, digital identities, and tokens
interact independently, although often being entertainment-oriented.

Blockchain-based solutions can be applied in educational and cultural contexts, encour-
aging user engagement in interactive networks in a safe and transparent way, as demon-
strated by projects such as the ”GENERA Web3 Game” [51]. However, these systems
have the same challenges that other IoT systems: the demand for user-friendly interfaces,
scaling challenges, and accessibility concerns [51,52].

Healthcare System

Smart contracts help to improve healthcare data security, patient privacy, and overall
system efficiency. Smart contracts can be triggered by wearable health devices based on
patient data to update healthcare records, schedule appointments, or send out notifica-
tions [105,118].

Patient data can be safely kept on a blockchain, where access is controlled by configurable
terms in smart contracts, ensuring adherence to confidentiality regulations while offering
data owners authority. This promotes digital health systems that are tamper-proof and
interoperable.

Additionally, smart contracts can enhance data provenance and minimise the risk of data
manipulation in clinical research [8]. Systems like as ProvChain contribute to maintain
data integrity and confidence by tracking the origin, access, and transformation of research
data in real-time [8, 118].

According to recent research, smart contracts have the potential to modernise clinical
data integrity, access control, and electronic health record management [119–121]. Rejeb
et al. [119] and Khezr et al. [120] state that although smart contracts show promise in
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improving data security and patient-centered management, structural issues prevent their
widespread adoption. Scalability problems, safety hazards, high consumption of energy,
technological complexity and a lack of regulations are some of the concerns.

Khezr et al. [120] divides blockchain applications in healthcare into three categories: clin-
ical data management, traceability in the pharmaceutical supply chain, and integration
with connected medical devices in the context of the Internet of Medical Things (IoMT).
The confidential transfer of clinical data is simplified by smart contracts in this context,
which provide holders with authority over access permissions. However, since various
jurisdictions have different laws, the study warns of the challenges in sharing health data
across borders. Additionally, it highlights the performance constraints of blockchains, in
particular latency and validation time in high transaction volume scenarios.

Vargas et al.’s study [121] explores the application of smart contracts to the IoMT in two
distinct systems. To optimise transaction costs and data management security, the first
system employs a fog-cloud architecture. The second solution uses blockchain technology
and machine learning to identify cyberattacks and promote global patient data transfer.
Although these models show different methods to data protection, they fall short in legal
analysis.

Governance and Digital Rights

The potential of smart contracts to automate decision-making, increase transparency, and
reduce dependence on intermediaries has been explored in digital governance contexts
[8]. Applications such as digital identity management, DAOs, and decentralised voting
systems are a few examples for traditional governance structures. However, there are
relevant legal and social obstacles to the actual application of these models.

Through decentralised cryptographic techniques, e-voting systems and self-tallying pro-
tocols guarantee voter privacy and result integrity [8]. Initiatives for digital identity
management, like Tsinghua University User Reputation System (TURS), provide users
authority over their credentials and reputations on-chain while protecting their privacy
using smart contract logic [8].

Similarly, smart contracts enable fair compensation and ownership protection in the cre-
ative industries [48, 105]. Through platforms such as Ujo Music, artists get paid directly
when their work is used, eliminating intermediaries and delays [48,122]. Additionally, the
incorporation of digital watermarks into smart contracts enables legal action in cases of
unauthorised distribution and the traceability of content usage.

Pelt et al. [56] presents a comprehensive model of blockchain governance with six dimen-
sions: creation and context, roles, incentives, members, communication, and decision-
making, implemented in three layers: off-chain community, off-chain development, and
on-chain protocol. In blockchain ecosystems, the framework seeks to aid in the sys-
tematic evaluation of governance processes. However, some drawbacks such as specialist
selection bias, a lack of established accountability processes, and ambiguous interpretation
requirements were highlighted.

Zachariadis et al. [55] and Yusuf & Martinez [57] highlight how smart contracts are trans-
forming institutional and legal relationships. The potential for automated, auditable, and
trustless transactions poses significant concerns about control mechanisms, distributed
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decision-making, and code vulnerabilities. Further limitations regard scalability, legisla-
tive ambiguity, deterioration of traditional legal principles, and incompatibility with leg-
islation in different jurisdictions.

Kayode et al. [58] research how smart contracts can be used to enhance corporate gov-
ernance by automating procedures including stakeholder interaction, voting, and compli-
ance auditing. The study examines how blockchain-based platforms, such as DAOs and
digital voting systems, can improve institutional and operational confidence. Drawbacks
are highlighted, nevertheless, such as implementation costs, security vulnerabilities, and
challenges integrating with present legislation.

According to [56–58], the incorporation of these technologies ought to be supported by
flexible regulations, responsibility, and democratic control. The dilemma of oracles and
the inflexible nature of automated contracts underscore the importance for hybrid models
that combine rules codification with human mediation [57].

Apart from their applications in digital identity and electronic voting, smart contracts
have also been used to improve transparency, trust, and fund traceability in charitable
donation scenarios. Platforms proposed at [22, 54] use smart contracts and technologies
such as InterPlanetary File System (IPFS) and Decentralised Digital Identifiers (DIDs)
to record immutable transactions, automate fund transfers, and reduce dependence on
intermediaries. These solutions aim to increase transparency, reduce fraud, and improve
investor trust.

However, these attempts face technical constraints, such as high transaction costs on
public networks, limitations with scalability, and the complexity of integrating with legacy
systems [22, 53, 54]. According to Wu et al. [53], accessibility for non-technical users and
the requirement for digital literacy are also major barriers to wider adoption, particularly
by smaller organisations or in emergency situations.

Energy and Sustainability

Through decentralised P2P energy trading, electric vehicle charging systems, carbon emis-
sions certification, running of virtual power plants, and smart grid automation, smart
contracts encourage development in the energy industry [46–49].

Users can lease solar panels to communities through platforms such as The Sun Exchange,
with blockchain technology automatically tracking payments and performance [48]. Smart
contracts are also being integrated into electric vehicle charging networks to manage price
bidding and selection of charging stations according to availability and proximity [48].

Wu et al. [46] state that energy transactions can be made more transparent and safe by
leveraging blockchain technology in the Energy Internet, an architecture that integrates
distributed agents with a variety of renewable energy sources. However, the study points
out some drawbacks, including limited scalability in networks with a large number of
nodes, sophisticated integration between digital and physical systems, a lack of appropri-
ate legal structures, and an absence of specialists in sustainable energy and blockchain.

Similarly, Borkovcová et al. [47] present a comprehensive analysis of the developing role
of blockchain in the energy industry, highlighting how it can help the objectives of de-
centralisation, decarbonisation and digitalisation. Private initiatives with minimal public
sector involvement are driving applications such as active consumer participation and de-
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centralised microgrids. However, the authors emphasise the lack of standardisation, the
fragility of legal structures, and the immature nature of research, which is still isolated
from academic communities with limited access.

Honari et al. [49] research how smart contracts influence smart grid performance, high-
lighting advantages such as demand response management, secure energy trading, and
automation of auxiliary services. However, the study also identifies some weaknesses, such
as duplicate data injection attacks, concerns about the compatibility of the blockchain
platform, and privacy issues. Another obstacle to its practical use is the lack of integration
with current regulations and legal restrictions.

In general, the studies examined suggest that smart contracts have the potential to impact
a wide range of industries, including finance, health, energy, digital governance, supply
chains, and charities, by automating processes, reducing intermediaries, and increasing
transparency. However, they still face multiple challenges to practical adoption, such as
concerns about scalability, compatibility, implementation costs, regulatory gaps, and or-
ganisational resistance. The consolidation of these solutions will be based on coordinated
efforts in the development of technology, legal feasibility, and the advancement of hybrid
models that combine automated efficiency with human flexibility.

3.2 United Extensible Firmware Interface (UEFI)

The Basic Input/Output System (BIOS) has been the most widely used standard for
booting laptops since the 1980s [123]. This 16 bit firmware was responsible for loading
the OS loader, executing a series of hardware authentication processes, and offering basic
input and output interfaces [124]. Its position as an intermediary between the hardware
and OS, as well as its wide adoption and standardisation over the years, made it a vital
component of a laptop’s architecture [123].

But as technology evolved, BIOS started to reveal several weaknesses. It was challenging
to adapt to new technologies due to its inflexible architecture and its dependence on legacy
code [123]. Furthermore, the 1MB address space constraint, the lack of native support for
modern interfaces (such as USB at boot), and the lack of strong security measures were
significant limitations [123]. These weaknesses presented concerns about the integrity
and performance of the systems at a time when the goals for scalability, reliability, and
security against firmware attacks were increasing.

As concerns about firmware weaknesses grew, it became clear that a new strategy was
required. Concurrently, the increasing integration of technologies such as high capacity
storage, cryptographic modules, and secure networks demanded a firmware platform that
was not only flexible, but also robust and compatible with modern execution environments
[125].

The UEFI emerged as an extension of Intel’s Extensible Firmware Interface (EFI) initia-
tive, originally launched in the 1990s [124, 126]. EFI attempted to address the technical
constraints of BIOS by offering a flexible, expanding interface that could operate in 32-bit
and 64-bit configurations [10,124,127]. The UEFI Forum, an independent group, received
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control of the technology as the specification evolved and is currently responsible for its
continuous improvement and standardisation [126,128].

UEFI evolved from a technical concept to an open specification that is widely used by
hardware manufacturers, operating system suppliers, and security businesses [9, 10, 123].
Nowadays, it is the most widely used standard in embedded devices, workstations, and
servers. Its architecture enables constant flexibility to new demands, especially in ar-
eas such as IoT, DaaS, and trusted computing, in addition to notable performance and
compatibility improvements [123,129].

Given this progress, it is helpful to examine the UEFI architecture, its cryptographic and
network abilities, and potential for its future application for novel distributed security
scenarios.

3.2.1 UEFI Architecture and Functionality

UEFI established a modular architecture based on standardised drivers and services, al-
lowing pre-boot, boot, and runtime services to be logically decoupled. This functional
separation enables secure integration with the OS and peripheral devices, while improving
the manageability and scalability of the boot process.

The UEFI System Table2 is a data structure that serves as a point of reference between the
firmware and the rest of the system, and it is at the core of this architecture [10]. This table
contains pointers to the primary services and protocols that permit UEFI applications
and the OS to interact with the firmware in a controlled way [10]. It introduces two sets
of features: (1) boot services3, which provide support during the boot process, and (2)
runtime services4, which remain accessible after control goes to OS, ensuring, for example,
access to persistent variables or the system time [10,127].

The Pre-EFI Initialisation (PEI)5 module manages the pre-boot phase and is in responsi-
ble for performing the fundamental system configuration tasks such as memory detection
and Central Processing Unit (CPU) initialisation [9,124]. After, the Driver Execution En-
vironment (DXE)6 phase loads the drivers required to connect to the devices. DXE phase
has significance in the UEFI architecture, as it enables the dynamic loading of firmware
modules, such as disk controllers or network interfaces, independently of OS, promoting
flexibility and adaptability to new technologies [9, 124].

A feature of UEFI is the support for the GUID Partition Table (GPT)7, extending the
previous limits on the volume and number of supported partitions, as well as boot environ-
ments with graphical interfaces, support for networking and running native applications
before loading the OS [127].

Another advance of UEFI is its compatibility with multiple processor architectures, in-
cluding x86, x64, ARM and AArch64 [130]. An abstraction layer between the firmware and
the hardware itself enabled this feature, enabling reuse of the same source code base across
multiple platforms. This method reduces the time required for development and makes it

2https://uefi.org/specs/PI/1.8/V2_UEFI_System_Table.html
3https://uefi.org/specs/UEFI/2.11/07_Services_Boot_Services.html
4https://uefi.org/specs/UEFI/2.11/08_Services_Runtime_Services.html
5https://uefi.org/specs/PI/1.8/V1_Overview.html
6https://uefi.org/specs/PI/1.8/V2_Overview.html
7https://uefi.org/specs/UEFI/2.11/05_GUID_Partition_Table_Format.html
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easier to maintain heterogeneous systems. Tools such as EDK II8 support this modular
logic and allow the development of secure, lightweight, and reliable firmware [124,130].

The modularity of UEFI extends beyond the development stage. Once implemented,
this architecture allows for the integration of extensions via drivers, protocols, or specific
applications that can be introduced in conformity with the consumer’s demands [10]. For
example, this covers support for new storage controllers, remote management systems, or
specialised hardware interfaces. This flexibility ensures that the UEFI can be upgraded
and adapted to new technological conditions without re-engineering the current firmware.

Table 3.2 outlines the main components of the UEFI architecture and their functional
roles during the boot process, offering a comprehensive perspective of the modularity and
flexibility of the firmware environment.

Table 3.2: Components of the UEFI architecture and their roles in the boot process.

Component Description

UEFI System Table

A data structure that aggregates pointers to protocols, available
services, and system configuration tables. It allows OS loaders,
other firmware modules, and programs to have structured access
to UEFI functionality.

Boot Services

A set of features that are accessible during the boot process, such
as memory management, device identification, driver loading, and
image execution. These services are stopped when control is
transferred to the OS.

Runtime Services

A subset of features that are accessible prior to and after the
boot process, providing platform-level functionality required for
OS performance, such as persistent firmware variables and system
time.

PEI

The firmware phase responsible for basic hardware initialisation,
including CPU, chipset, and temporary memory setup. Addition-
ally, it creates the PEI Foundation and transfers control to the
DXE phase.

DXE

The firmware phase responsible for creating the execution envi-
ronment’s structure after PEI. The DXE Foundation is loaded
first, followed by the loading of modular drivers and protocols
to initialise the platform hardware. This provides dynamic and
scalable platform setup that is independent of the OS.

GPT

An advanced partitioning system that allows for more partitions,
redundancy features, and storage capacities larger than 2TB. It is
required for UEFI-compliant booting and replaces the outdated
Master Boot Record (MBR) format.

UEFI Drivers

Independent modules that manage hardware resources during the
pre-boot environment. These drivers enable the usage of a vari-
ety of gadgets, including storage, USB, graphics, and network
interfaces, prior to the loading of the OS.

8The EFI Development Kit II (EDK II) is an open-source firmware development environment main-
tained by the TianoCore community. It supports UEFI-compliant firmware development across multiple
architectures, providing a modular and reusable codebase [130].
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UEFI protocols

Standardised software interfaces that define how components that
specify the communication between components in the UEFI.
These protocols allow drivers, services, and applications to inter-
act in a modular and consistent way, abstracting low-level hard-
ware details and enabling flexibility.

UEFI programs

Executable programs that run in the UEFI environment before
the OS loads. They are usually kept on the EFI System Par-
tition and accessed by the UEFI Boot Manager. Examples of
these include OS bootloaders, firmware setup tools, diagnostics,
or update tools.

In addition to the internal modular structure described above, the UEFI architecture can
also be represented through a layered abstraction model, which illustrates the sequen-
tial positioning of hardware, firmware, and software elements during the system’s boot
sequence. This conceptual model is shown in Figure 3.2.

Figure 3.2: Layered abstraction model of UEFI architecture. Source: [9, 10].

Although it does not represent communication flows, the layered diagram clarifies the
logical arrangement of responsibilities across the platform. Each layer encapsulates a
specific role in platform initialisation, from low-level configuration to OS execution, with
dependencies on external specifications. Table 3.3 complements this visual structure with
a functional description of each layer, highlighting its relevance to the compatibility,
performance, and flexibility of the platform.
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Table 3.3: Functional roles of each layer in the UEFI architecture.

Layer Description

Platform Hardware

The physical components of the system, such as the CPU, main
memory, chipset, buses, controllers, and peripherals. It serves as
the foundation for firmware operations and is the focus of the
abstraction pushed by the upper layers of UEFI.

EFI System Partition

A standardised disk partition, often in FAT32 format, is where the
OS loader, diagnostic tools, UEFI applications, and other relevant
tools are stored. During boot, the firmware loads and manages
it.

EFI OS Loader

An executable application that starts the transition between the
firmware environment and the OS. It is responsible for loading
the kernel, supplying inputs, and customising the system’s state
via UEFI services. The boot variables specify where it will be
located and how it will run.

External Interfaces

Sets of defined specifications that enable the firmware to supply
the OS with structured platform information. For example, SM-
BIOS and ACPI define system topology, device setup, and power
management characteristics.

Operating System (OS)

After the boot procedure is complete, this software component
takes full control of the system. It manages resources, interacts
with hardware, and executes user applications using the data and
structures that the prior levels provided. The firmware provides
information that the OS uses to ensure stability and compatibility.

3.2.2 Support for Cryptography and Networking

Incorporation of cryptographic features and network protocols in UEFI has proven vital to
ensuring the integrity, confidentiality, and authenticity of the system components prior to
loading of OS. UEFI is indispensable for building a trusting execution base from the initial
phase of system initialisation in current systems, particularly if they require distributed
trust structures, safe upgrades, and remote leasing.

UEFI supports IPv4 and IPv6, allowing connectivity during the pre-boot phase for essen-
tial operations such as dynamic Internet Protocol (IP) configuration, domain name reso-
lution, and remote resource access [9]. The use of protocols such as EfiDhcp4Protocol,
EfiDns4Protocol, and EfiHttpProtocol enables Hypertext Transfer Protocol (HTTP)
connectivity, dynamic network initialisation, and the retrieval or validation of boot images
from trustworthy servers [131].

This feature plays a role in scenarios where the system relies on remote validation tech-
niques or network booting (Preboot Execution Environment (PXE) over UEFI), where
system components need to be validated against remote trust anchors prior to OS trans-
fer [132]. Furthermore, UEFI’s support for Domain Name System (DNS) and HTTP-
based services enables smooth interaction with cloud-based systems and decentralised
device provisioning.

In the pre-OS setting, the EfiHttpProtocol offers secured channels of communication
when paired with Hypertext Transfer Protocol Secure (HTTPS) ability [131]. Due to
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this, UEFI firmware can safely receive updates, validate digital signatures, or carry out
remote attestation without exposing executable software or sensitive metadata at risk of
tampering.

By establishing secure communication channels before OS assumes control, UEFI de-
creases the attack surface of the system and aids in the prevention of man-in-the-middle
or downgrade attacks, especially in scenarios involving firmware updates or remote diag-
nostics [133]. In this instance, the application of Transport Layer Security (TLS)-based
protocols ensures data integrity and confidentiality during transmission [133].

A wide diversity of cryptographic techniques and protocols are incorporated into UEFI to
enable secure firmware and boot component validation, authentication, and confidentiality
[134]. This includes support for symmetric and asymmetric cryptographic algorithms,
which are used for operations such as digital signature validation, certificate validation,
and secure key exchange [134].

These skills offer essential features such as validation of image signatures (e.g., OS loaders
or drivers), using signed access policies for variable security, key management and secure
storage using UEFI settings or embedded Trusted Platform Modules (TPMs) [134].

These cryptographic operations are actively used in Secure Boot workflows, where the digi-
tal signatures of bootloaders and drivers are verified against a trusted certificate database
stored in UEFI variables. Additionally, platforms like Microsoft Windows use the key
infrastructure UEFI for kernel-mode driver enforcement and BitLocker integration, de-
pending on measured boot support from embedded TPMs [135].

UEFI platforms often employ Public Key Infrastructure (PKI) to establish trust chains be-
tween the manufacturer of the platform, the firmware components, and OS. This strength-
ens the defences of the system against firmware-level attacks by ensuring that only trust-
worthy software can be executed.

To achieve a balance between security and computing performance, UEFI applications
often employ lightweight encryption in resource-constrained scenarios, such as embedded
systems or OS devices [134, 136]. Cryptographic operations can be performed with low
performance and memory usage if adopting algorithms design for restricted settings, such
as those detailed in Table 3.4.

Libraries, such as CryptoPkg, offer a modular and portable cryptographic layer that
abstracts underlying solutions in the EDK II tool [130]. Additionally, when available,
these libraries can be customised for hardware acceleration, offering a versatile framework
for safe firmware development on a spectrum of hardware platforms [130].

Table 3.4: Lightweight cryptographic algorithms for UEFI.

Algorithm Type Application in UEFI

Advanced Encryption
Standard (AES)

Symmetric

Encrypts stored variables, protects boot
data, and provides memory protection.
CryptoPkg library supports AES-128 and
AES-256 variants, as well as hardware ac-
celeration.
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Lightweight Encryption
Algorithm (LEA)

Symmetric

Designed to provide efficient encryption for
low-resource embedded systems. It can be
used to preserve boot-time data or UEFI
configuration parameters while consuming
few resources.

Rivest Shamir Adleman
(RSA)

Asymmetric

Used in signature verification during Secure
Boot and key exchange operations. It is re-
quired to validate UEFI drivers and boot-
loaders using PKI-based trust chains.

Elliptic Curve Cryptogra-
phy (ECC)

Asymmetric

Provides stronger security with smaller key
sizes than RSA. Commonly used for digital
signatures, particularly on modern devices
with TPM 2.0 potential.

UEFI is anticipated to apply post-quantum cryptography fundamentals and more dynamic
trust policies through real-time TPM-backed evaluations in response to emerging legal
demands and novel means of attack [137]. This development ensures that firmware will
continue to be a fundamental component of secure, scalable computer systems.

3.2.3 Flexibility and Upcoming Potentials

The UEFI architecture is designed to evolve. Its modular layered nature allows it to in-
clude emerging technologies and security paradigms without requiring extensive changes
to the system firmware. Due to its adaptability, UEFI is suitable for current computer en-
vironments that are characterised by distributed trust models, diversity, and an increasing
need for self-verifying and autonomous systems [123,129].

As previously stated, a key component of this flexibility is splitting between protocol-level
services and hardware-specific initialisation [10]. UEFI enables the continuous implemen-
tation of new features, such as authentication techniques, remote attestation methods, or
support for decentralised key management, without demanding a firmware core recompile
through the application of driver models and protocol interfaces [10].

In terms of security, this flexibility proves essential for integrating cryptographic algo-
rithms, blockchain-based verification approaches, or attestation solutions that use secure
enclaves or remote TPMs [123]. As an essential aspect of source of trust of the system,
UEFI is being positioned not only as a bootloader but also as an instrument that can
interact with external validation services and implement restrictions that extend beyond
basic secure boot.

Projects such as LinuxBoot [138], which replaces DXE drivers with a Linux kernel, or
TrenchBoot [139], which enables dynamic root of trust establishment via late launch
mechanisms, demonstrate how the UEFI environment can be extended and strength-
ened. Similarly, UEFI capsule updates allow remote firmware upgrades via authenticated
HTTPS, supporting over-the-air secure updates in modern infrastructure [9, 133].

Moreover, as autonomous and adaptive boot environments become more prevalent, UEFI
could evolve into an intelligent policy engine that responds to real-time security moni-
toring, enforces legal requirements during boot, or even rolls back to trusted firmware
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images when an anomaly is detected. Future secure computing systems are anticipated
to be based around UEFI given its capacity to communicate with remote servers, vali-
date system health, and enforce conditional access decisions, all before the OS is fully
operational.

Given this, the place of UEFI as a platform that is prepared for the future is highlighted
by how its modularity performs in parallel with technologies such as dynamic enforcement
of laws, decentralised trust infrastructures, and lightweight cryptography [129, 140]. Far
from being limited to boot-time processes, UEFI has the potential to act as a persistent,
flexible, and intelligent layer in the overall system security paradigm.

42



Chapter 4

Related Work

The DaaS paradigm represents a change in the way computing resources are acquired
and managed. A DaaS refers to an environment in which services and devices are in-
terconnected, with devices acting as abstract units that can be remotely monitored and
managed through a service platform [19,141]. This approach integrates sensors, actuators,
and electronic controllers connected to a centralised monitoring system, enabling them to
carry out tasks and provide measurement data [19].

DaaS is gaining popularity among businesses, as it allows them to subscribe to a service
that provides equipment rather than purchasing hardware outright, resulting in lower
capital spending, faster upgrades, and smoother IT logistics [141, 142]. These services
often also include lifecycle services, remote management, and integrated maintenance
[141].

Although DaaS is gaining ground in industry, it remains underexplored in academic re-
search. Barrangán-Gil et al. [19] describe DaaS as a paradigm in which physical devices
are managed via networked services, notably in local or home control systems. However,
their work is limited to interoperability and abstraction in controlled circumstances, with-
out making reference to broader concerns such as data integrity, remote supervision, or
global scalability. In addition, it fails to address security, trust and auditing, within DaaS
applications.

This need emerged during the COVID-19 pandemic, when governments launched ini-
tiatives to provide students with devices to enable access to digital education. The
Portuguese Government, for example, provided students with leased computers during
lockdowns [16–18]. These programmes followed a DaaS model but faced some challenges
such as theft, unauthorised use, and a lack of ways to monitor or revoke access in (near)
real-time.

The economic and operational modelling of DaaS also poses challenges. Hruby & Scheller
[143] explore this topic by comparing two frameworks to model device leasing ecosystems:
Resources, Events, Agents (REA) and Possession, Ownership, Availability (POA). POA
provides a straightforward framework for depicting possession and control, but the REA
model is notable for its semantic depth and ability to describe economic events and agent
interactions. Both have weaknesses when it comes to replicating ownership and possession
flows, for example, or when there are numerous agents and concurrent transactions.
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Maree et al. [141] explores the use of Digital Twins (DTs) in the management of devices
inside the DaaS platforms. As dynamic and self-evolving digital models, DTs provides
continuous supply, maintenance planning, and device monitoring consistent with the DaaS
lifecycles. The study emphasises the improved interoperability and efficiency of the plat-
forms as well as their flexibility. However, there are concerns about the integration of
scalability, validation, and security in distributed environments.

In a DaaS model, security is a factor. System for remotely interacting and operating
devices, makes them more vulnerable to tampering or attack. Current centralised man-
agement solutions in academic environments rely on user authentication and network
trust [19]. However, as Sookhak et al. [23] point out, these measures are insufficient to
protect the infrastructure from external threats, particularly in public networks such as
those present in academic institutions.

The adoption of decentralised technology, such as blockchain, presents a feasible response
to such challenges. Blockchain technology ensures transparency, immutability, and resis-
tance against attacks by offering a permanent and auditable record of all transactions.
Smart contract integration can automate and enforce security regulations without the
involvement of a centralised manager, as evidenced by studies on blockchain in IoT and
access control [144–146].

Sultana et al. [146] study the potential of smart contracts to offer trustworthy, distributed
access control. Their research reveals that blockchain, when combined with smart con-
tracts, may overcome the trust issue in device management. Still, there is a demand for
near real-time access control and revocation solutions, which are essential in DaaS mod-
els. A benefit, particularly when there are many participants involved, is blockchain’s
potential to produce an immutable transparent log of each device interaction.

Furthermore, decentralised auditing of device activities in addition to smart contract
access control ensures that actions such as locking, unlocking, and denial are clearly
stored and resistant to tampering [145]. This addresses the challenges of accountability
and transparency that may arise in centralised systems.

Several studies [144–148] have explored blockchain-based concepts for enforcing access
control and auditability in distributed systems. These studies demonstrate the advantages
and challenges of incorporating blockchain technology into DaaS applications.

Maesa et al. [144] present an Ethereum-based access control architecture that transforms
Extensible Access Control Markup Language (XACML) rules into immutables smart con-
tracts. Their architecture includes components such as a Policy Enforcement Point (PEP)
and a off-chain handler, which provide safe, transparent, and auditable access rule enforce-
ment. The system raises concerns regarding transaction costs, latency, and implementa-
tion complexity even as it shows increased confidence and transparency.

In [145], the authors refined the previous model [144] by integrating contract customi-
sation strategies to reduce gas consumption and enhance scalability. They also address
privacy concerns with encryption techniques and the deployment of private blockchains,
demonstrating the viability of blockchain for data-sensitive scenarios, including DaaS.

A blockchain-extended access control system for IPFS-based file sharing, has been pro-
posed by Steichen et al. [147]. This approach combines Ethereum’s contract-based permis-
sions with IPFS distributed storage abilities, resulting in secure, selective, and auditable
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data sharing. Their approach is applicable to DaaS as it supports secure data access from
distributed devices, although with higher latency and dependency on public blockchain
networks.

A multi-level access control framework for the IoT is designed by [146]. Their solution
offers flexible smooth device control that is in line with DaaS demands through the use
of dynamic permissions and behaviour monitoring. Compared to other approaches, their
cost evaluations show increased efficiency. But, this approach has the same flaws with
privacy, complexity, and blockchain dependency.

Moreover, Cruz et al. [148] suggest an Ethereum smart contract-based RBAC system.
It is appropriate for multi-tenant DaaS configurations since it provides dynamic role
assignment and verification without the need for intermediaries. The solution provides
scalable and secure delegation of permissions across organisational boundaries. However,
like the previous one, the constraints of public blockchains and privacy and regulatory
issues are still unresolved.

Another area of study [149, 150] focusses on blockchain-based approaches to firmware
integrity, version control, and secure software distribution, all of which are key parts of
device lifecycle management in DaaS.

A blockchain-based technique to perform trustworthy firmware updates in IoT contexts is
proposed by Lee et al. [149]. Their approach leverages a P2P network, digital signatures,
and secure hashing to distribute and validate the firmware on its own. By ensuring the
integrity and authenticity of the version, blockchain technology eliminates the need for
centralised update servers. Although the decentralised structure of the scheme increases
resilience, it has concerns about latency, device resource limitations, and the complexity
of blockchain connectivity.

Baza et al. [150] provide a decentralised firmware update system for autonomous ve-
hicles that uses blockchain, Attribute Based Encryption (ABE), and Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge (zk-SNARK) to protect sensitive data
and authenticate upgrades. This architecture supports multi-manufacturer ecosystems
and incorporates smart contract-based reputation and reward mechanisms to encourage
engagement. These characteristics highlight service-orientated approaches, especially in
distributed environments that demand high levels of trust and security. However, there
are limitations with scalability and implementation due to computational costs and de-
pendence on cryptographic techniques.

To manage and safeguard firmware upgrades for smart inverters used in photovoltaic
systems, Bere et al. [151] apply the Hyperledger Fabric platform in the renewable energy
industry. Their permissioned blockchain approach uses smart contracts to handle firmware
validation, patching, and rollbacks. The framework stores an immutable record and stores
firmware hashes to enhance security and ensure continuous operations. Despite being an
example of service-like management that is compatible with DaaS principles, the system
has only been tested in controlled environments, and further research must be conducted
to determine how effectively it performs in different environments.

Choi et al. [140] present a further solution in which they establish a decentralised archi-
tecture that combines IPFS and the blockchain to safely deliver firmware upgrades. Their
solution uses immutable blockchain hashes to validate and monitor firmware images. This
approach addresses maintenance limitations and promotes long-term device autonomy by
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eliminating the need for the manufacturer during the update process. Despite its strength,
the architecture poses new infrastructure demands and scalability challenges in public
blockchain deployments.

Firmware-level security is the subject of another relevant research field [152–154], namely
related to the UEFI. These studies address weaknesses in the early boot stages as well as
secure boot methods and provide insights on protecting the device boot process, which
is an essential feature when devices are viewed as remotely managed services, although
they are not specifically focused on DaaS.

Chen et al. [154] conducted research on vulnerabilities in UEFI firmware for power moni-
toring devices, employing fuzzing techniques, static analysis, and optimisation strategies
such as simulated annealing1. By combining these techniques, 44 vulnerabilities were
found in 12 firmware modules and validated against national vulnerability databases.
Although there are drawbacks, such as false positives and the need for additional au-
tomation, the scalability of the solution and practical validation are its strongest features.
This work emphasises how important automated validation and continuous monitoring
are in DaaS scenarios.

The different phases of UEFI (such as PEI, DXE, among others) are analysed by [152], who
also emphasises the potential vulnerabilities in these stages, such as driver replacement,
bootkits, and rootkits. In addition, the article highlights the importance of secure key
management and secure boot as key mitigating strategies. It does not target DaaS, but
as it encourages protection from boot up to normal system operation, the principles apply
to device management in this model.

Ayedh et al. [153] examine security and privacy in Bring Your Own Device (BYOD)
scenarios and provide a strategy that extends beyond the traditional Confidentiality, In-
tegrity, Availability (CIA) model to incorporate transparency, confidentiality, and trust.
Even though it focusses on personal devices, the approach is feasible for DaaS, for example
in cases when users, businesses, or departments share devices. Some technologies that can
improve secure remote management in DaaS include the use of Machine Learning (ML)
and cryptography [153].

All of these research findings emphasise how devices are treated as dynamic service end-
points that need to be managed carefully, flexible, and transparently throughout their
lifecycle instead of as distinct hardware components. The introduction of blockchain
technology improves trust, decentralisation, and resilience in these systems. However, the
adoption of these technologies remains constrained by several barriers, including latency,
computer resources, the operational complexity of monitoring decentralised networks, and
the complexity of cryptographic techniques. Addressing these challenges remains a critical
limitation for DaaS to reach its full potential.

Table 4.1 offers a structured comparison of the related work, highlighting the importance
of this study. This study outlines the distinct contributions of the proposed solution and
places it within the current research environment.

1Simulated annealing is an optimisation approach based on the physical process of thermal tempering.
The premise is to allow the local optimal solution to be escaped by admitting suboptimal solutions with a
specific probability at the start of execution. This technique is successful for combinatorial optimisation
problems with a large and irregular set of solutions, such as the selection of seeds in fuzzing [154].
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Table 4.1: Comparison of research on DaaS, access control, and firmware security.

Authors Focus Area
Application
Domain

Overview

Barrangán-Gil
et al. [19]

DaaS in smart
environments

Smart homes
and domotic
systems

The study explores an abstraction
paradigm for device management using
service oriented architectures, focusing
on gateways, network nodes, and com-
munication protocols to enable device
interoperability and integration inside
smart home systems. Limited to closed
environments, lacks discussion on scal-
ability, trust, or security.

Hruby &
Scheller [143]

Economic
modeling of
DaaS using
REA and POA
frameworks

Device leasing
ecosystems

Presents an economic model that uses
the REA and POA frameworks to de-
scribe DaaS ecosystems, covering agent
roles, resource flows, and transaction
modeling challenges, with an emphasis
on consistency and simplicity over tra-
ditional systems. Lacks effectiveness in
complex, multi-agent environments.

Maree et al.
[141]

Digital Twins
for IoT Device
Management

IoT device
management

The study explores the potential to em-
brace DTs to improve the provisioning,
management and monitoring of IoT de-
vices, focussing on their lifecycle man-
agement, hierarchical structure and in-
tegration frameworks. Scalability and
security integration are limited.

Steichen et al.
[147]

Blockchain-
based decen-
tralised access
control

IPFS and
distributed file
systems

Presents a blockchain-enabled access
control system for IPFS and evaluates
its effectiveness and influence on file
sharing activities. It addresses access
control and blockchain storage options,
emphasizing how smart contracts can
be integrated with IPFS to improve se-
curity and decentralisation. Suitable
to DaaS, but performance depends on
public blockchain latency and availabil-
ity.

Maesa et al.
[144,145]

Blockchain-
based decen-
tralised access
control

IoT data man-
agement

With a reference implementation us-
ing XACML and Solidity, it presents
an approach for access control by
smart contracts on blockchain allow-
ing for distributed policy evaluation
and attribute manager maintenance
via smart contracts. Provides trans-
parency but raises gas cost, latency,
and complexity concerns.
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Cruz et
al. [148]

Smart
Contract-
based RBAC

Multi-tenant
DaaS

Provide an Ethereum-based smart con-
tract RBAC framework, to enhance
secure role management and verifica-
tion across businesses, including per-
formance evaluation and prototype de-
ployment. Scalable for organisations,
but lacks privacy guarantees on public
blockchains.

Sultana et al.
[146]

Blockchain-
based access
control and
data sharing

IoT and de-
centralised
networks

Proposes a blockchain-integrated sys-
tem with smart contracts for secure ac-
cess control and data sharing across
IoT devices, highlighting trustworthi-
ness, authentication, and cost effi-
ciency.

Bashun et al.
[152]

UEFI security
vulnerabilities
and threats

Firmware
security

The paper discusses technical benefits
and security procedures of UEFI, de-
scribing potential vulnerabilities and
attacks. Supports secure key handling
and early boot protections.

Lee et al. [149]

Blockchain-
based secure
firmware
update

Embedded de-
vices in IoT
environments

Proposes a blockchain-based strategy
for secure firmware version verification,
validation, and distribution, address-
ing security and scalability concerns in
IoT firmware updates. Latency and re-
source demands are factors to keep in
mind.

Baza et
al. [150]

Blockchain-
based secure
firmware
update

Autonomous
vehicles and
automotive
industry

Proposes a blockchain-based system for
secure, scalable firmware upgrades in
autonomous vehicles, leveraging multi-
authority attribute-based encryption,
smart contracts, and zero-knowledge
proofs to provide secure distribution
and verification of updates without re-
quiring confidence among autonomous
vehicles. High computational and
cryptographic complexity.

Choi et
al. [140]

Blockchain-
based firmware
update

IoT firmware
updates

Propose a blockchain-based distributed
firmware update architecture to han-
dle security challenges in IoT de-
vices, thus improving the reliability
and safety of firmware delivery. Public
blockchain raises scalability and infras-
tructure costs.
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Bere et
al. [151]

Blockchain-
based firmware
security and
management

Renewable en-
ergy systems

Introduces a Hyperledger Fabric archi-
tecture that uses smart contracts to im-
prove firmware integrity, automate se-
curity checks, and enable secure recov-
ery, as proven by real-time status up-
dates and experimental validation. Ef-
fectiveness in a variety of situations has
not been demonstrated.

Ayedh et al.
[153]

Trust and risk
management
models

BYOD and
shared devices

Provides an overview of BYOD com-
pliance theories without delving into
specific privacy technologies. Encour-
ages trust, transparency, and privacy
when using personal devices. It sug-
gests cryptography and machine learn-
ing algorithms.

Chen et
al. [154]

Vulnerability
discovery in
devices

IoT devices

The impact of Industry 4.0 on pro-
duction technology is discussed, with
a focus on vulnerabilities in power sys-
tem firmware and the proposal of fuzzy
testing methodologies to detect secu-
rity flaws. Relevant to remote trust in
DaaS.

(This work)

Blockchain-
assisted DaaS
with UEFI
firmware
integration

DaaS environ-
ments

A layered architecture is proposed,
combining Ethereum smart contracts
with UEFI firmware. Provides decen-
tralised device control, immutable logs,
lifecycle tracking, and real-time audit-
ing. Even before the operating system
boots, the device is checked for confor-
mity. Highly relevant for distributed,
trust-critical DaaS environments.

Comparative research shows that while previous works address the maintenance or access
control of secure firmware in distributed systems, none of them fully integrate firmware-
level security, dynamic access control, and remote management in a DaaS model with
multiple players. The approach described in this dissertation distinguishes itself by inte-
grating these components into a cohesive system.

It uses blockchain for immutability and auditability, smart contracts for the enforcement of
decentralised access policies, and UEFI validation to ensure the integrity of the device from
the moment it starts. This unified approach addresses significant gaps in the literature,
especially in large-scale deployments such as educational device distribution initiatives.

The suggested approach presents a novel and viable solution to DaaS management by
integrating operational, security, and lifecycle concerns into an integrated structure.
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Chapter 5

DaaS Solution

This chapter outlines the specifications that are necessary for implementing the blockchain-
based remote equipment monitoring and control solution into practice, as well as the ar-
chitecture of the proposed solution. The purpose is to explain the system’s components,
how they work together, the technological decisions that were taken, and the requirements
that the solution must satisfy.

The architecture of the system was designed to incorporate smart contracts, which au-
tomate device control, provide immutability and transparency in transactions, and allow
remote management by multiple individuals, notably contractors and suppliers. In order
to achieve the goal, the system was designed based on clear and prioritised requirements,
which will be discussed in the following section.

5.1 Requirements

The goal of this project is to develop a novel approach to remote equipment management
employing blockchain technology. Establishing requirements in priority order helps to
ensure that development is focused on the features that will be most useful to the project
and its stakeholders. In order to do this, the MoSCoW technique (see Appendix A.1)
was selected, a prioritisation technique that is widely used in software projects and that
proved to be particularly useful for the project’s circumstances.

The MoSCoW approach offers for an organised and strategic perspective of the key as-
pects of the solution by classifying requirements into four prioritisation categories. The
first category, must have, stands for the essential components required for the basic func-
tionality of the system. These requirements ensure that the project satisfies its essential
standards and that the solution would not be able to achieve its main goal without them.

The second category, should have, includes features that, although not necessarily re-
quired for basic performance, enhance the project and should be integrated whenever
feasible. These requirements aim to enhance the solution’s functionality, making it more
extensive and advantageous for the different users and stakeholders.

Furthermore, there are could have requirements for extra features. Such requirements
are considered as lesser priority even if they could increase the solution’s breadth and
diversity and enhance the user experience. They can be delayed without compromising
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the primary goals of the system, but their achievement is conditional on the availability
of time and resources.

Lastly, thewon’t have category describes features that, despite their potential attraction,
will not be given priority at the current stage in the project. Future iterations of the
solution could take these features into account if there is an excellent reason to increase
the scope and available resources.

The potential of the MoSCoW approach to clarify the definition of priorities, align with
stakeholder expectations, and focus on deliverables that enhance the value of the project
justifies its application in this case. The flexibility of this technique, which allows improve-
ments throughout development, is particularly pertinent to initiatives requiring challeng-
ing and novel technologies, such as the adoption of blockchain for equipment management.

The MoSCoW matrix is shown in Figure 5.1. This matrix offers an organised list of
the characteristics that have been identified as necessary, desired, and voluntary for the
successful deployment of the proposed system. Additionally, the matrix supports the
clear visualisation of priorities and guides development, ensuring that efforts focus on
the demands that will be most beneficial to stakeholders. In the following sections, each
category of requirements will be discussed in detail.

Must have Should have

Could have Won't have

Remotely lock and unlock equipment

Equipment registration on the Blockchain

Safe connectivity between blockchain and equipment

Development of smart contracts for transactions

Continuous tracking of equipment status

Scalability and high availability of the solution

Multiple blockchain network support

Access control management based on position

Notifications in real time

Audit and Log of User Activity

Administration Interface Graphic

Compatibility with multiple device types

Adherence to International Data Regulations

Support for Legacy Equipment

Figure 5.1: MoSCoW Prioritisation Matrix applied to blockchain-based remote equip-
ment management system.

51



5.1.1 Must Have Requirements

For the system to be effective, some features must be implemented. They are seen to be
essential for achieving the main goals of the project and ensuring the bare minimum of
functionality required for the solution.

REQ-001 Remotely lock and unlock equipment
The solution must have robust capabilities to remotely lock and unlock devices using
smart contracts on blockchain. This ensures security and control over the equipment
even while it is being locked or unlocked remotely by requiring that all interactions
be recorded in an immutable and transparent way.

REQ-002 Equipment registration on the blockchain
Each unit of equipment must be registered on the blockchain, establishing an im-
mutable digital identity that centralises configuration and usage data. This record
will enable transparent and verified monitoring of all operations performed on the
equipment.

REQ-003 Safe connectivity between the blockchain and the equipment
The equipment and the blockchain network must communicate securely and en-
crypted to prevent unauthorised access and malicious alteration of the data being
provided. This ensures the system’s reliability and ensures data integrity.

REQ-004 Development of smart contracts for transactions
To record all transactions and interaction between parties, smart contracts must be
developed. Smart contract automation minimises manual involvement and strength-
ens user confidence by ensuring transparency, efficiency, and integrity in transac-
tions.

REQ-005 Continuous tracking of equipment status
Each device’s locked or unlocked state must be constantly monitored by a specific
module in the UEFI firmware. This continuous monitoring is required to ensure that
the equipment corresponds to the blockchain record and enables early detection and
rectification of inconsistencies.

REQ-006 Scalability and high availability of the solution
Scalability and high availability must be ensured by the system’s architecture in
order to support an increasing number of devices and transactions without com-
promising performance. The system must be able to handle a large number of
transactions simultaneously, as well as an expanding fleet of operational devices.

5.1.2 Should Have Requirements

Although not mandatory, these requirements are encouraged to strengthen the system and
increase its utility for all parties involved. They are a valuable addition to the project
and should be implemented wherever possible.

REQ-007 Multiple blockchain network support
Along with Ethereum, the system should be able to operate on multiple blockchain
networks, enhancing future integration flexibility and ensuring that the structure is
flexible to different situations and implementation requirements.
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REQ-008 RBAC management
The system should allow the management of access and permissions according to
different levels of user responsibility, especially suppliers and contractors. RBAC
management provides a layer of security and simplifies task assignment based on
responsibilities.

REQ-009 Notifications in real time
Real time alerts should be sent by the system to users to improve event management
and user experience by notifying them about significant changes in device status or
important incidents such as access attempts or configuration changes.

REQ-010 Audit and log of user activity
A thorough record of all actions that users perform on the DaaS platform should be
maintained by the system. This includes smart contract execution and equipment
status updates, enabling thorough audits and enhancing operational transparency.

5.1.3 Could Have Requirements

Desired requirements that potentially expand the system’s potential fall under this cate-
gory. Even if they are not equally essential, bringing them into practice can enhance the
solution’s performance and user experience.

REQ-011 Graphical User Interface (GUI)
To make it simpler to maintain and keep an eye on the devices and transactions
recorded on the blockchain, a GUI could be developed for administrators. The
system would be easier to use with this interface, enabling efficient management
and a user-friendly interface.

REQ-012 Compatibility with multiple device types
A wider range of devices, including smartphones and vending machines, could be
integrated and managed by the system. This requirement would increase the scope
and applicability of the solution in many industries.

5.1.4 Won’t Have Requirements

This section details the requirements that have been recognised but will not be imple-
mented in the project due to time, resource, or strategic boundaries. However, when the
solution expands, these requirements could be taken into account for subsequent itera-
tions.

REQ-013 Adherence to internacional data regulamentations
Despite its long-term value, the adherence to international data protection regu-
lations is outside the scope of this project. Later, after the system is operating
consistently, the requirement might be reevaluated.

REQ-014 Support for legacy equipment
Compatibility with outdated devices that don’t support modern features, such as
UEFI networking, will not be considered. Supporting legacy equipment would re-
quire costly adaptations that are currently unfeasible but might be reviewed in
future versions of the system.
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5.2 Architecture

The blockchain-based architecture of the proposed system, which is depicted in Figure
5.2, has been designed to ensure the efficacy of remote equipment monitoring and control.
In fulfilment of the established requirements, the architecture was organised in layers and
connected modules to provide security, traceability, and the ability to remotely control
devices.
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DaaS Web Portal
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User

Ethereum’s
Blockchain

  run smart contract 

Contractor

access

{HMAC, nonce}
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Figure 5.2: Blockchain-based proposed architecture.

The Blockchain, which ensures the system’s security and transparency, is the core of the
solution. Here, all device interactions are automated and recorded through the use of
smart contracts. A smart contract stores all of the device’s data, including its identifier
number and current state, on the network when a device is registered.

These contracts ensure that all transactions are transparent and permanent, allowing
for remote equipment management, especially the ability to lock and unlock devices as
authorised. The Supplier and the Contractor are the two main entities that interact with
the contracts; they have the authority to establish the contracts to register new devices
and modify the lock status of the equipment, respectively.

In addition, the blockchain is responsible for preserving and validating each transaction
that occurs within the system. Since each operation is documented, any changes to the
device’s status are auditable and immutable. The Ethereum network was selected for its
resilience and effective smart contract support.

The Verifier module is implemented in the UEFI firmware component at the device’s base.
This module behaves as a state machine that communicates with the blockchain network
to manage the device status instructions before the operating system boots up and to
verify the device’s current status.

In conformity with registered smart contracts, this module performs a monitoring task,
ensuring that only allowed devices are able to boot up. The firmware will prevent a
blocked device from initialising. This module ensures a high level of security for field
operations by running independently of the operating system.
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The solution also includes a DaaS Web Portal that the main entities can access, providing
a user experience for system interaction. Authorised users can use this interface to manage
their daily activities, including buying equipment and maintaining commercial contracts,
as well as to view the current status of all registered devices and perform actions such as
locking or unlocking them.

Furthermore, the interface supports auditing and log visualisation features, allowing the
generation of detailed reports on the performed transactions. This increases transparency
and control over the system’s operations by making it simpler to keep track of past
interactions with the devices.

Through the centralisation of essential functions in a single smart contract that is currently
running on the blockchain, communication between the many layers of the system is
intended to enhance the process of remotely monitoring and managing equipment. The
lock and unlock of the device serves as an example of how communication flows between
layers. The blockchain’s responsible smart contract receives a request to lock or unlock a
device from an approved user, such as a supplier or contractor, via the web portal.

When triggered, the contract records the state change, enabling any transaction to be
instantly recorded in the device’s history. The UEFI firmware of the device synchronously
verifies and adopts the new state by continuously reading the blockchain. The solution
eliminates the need for manual inspections and prevents any divergence by synchronising
the device’s state with the immutable status recorded on the blockchain. This ensures
that only devices that have been effectively unlocked can work.

The design of the system architecture prioritised security, document immutability, and
scalability to accommodate multiple devices. Blockchain technology improves operational
security and transparency since each transaction is permanently stored, resulting in an
audit history that is trustworthy and impenetrable to fraud. This fosters an environment
of rigour and trust by enabling suppliers and contractors to keep up-to-date on activities
in real time.

In terms of scalability, the system was designed to accommodate a growing number of
smart contract interactions and devices without sacrificing performance. Since each new
device is simply registered to the current contract, the blockchain-based architecture elim-
inates the need to deploy new contracts, making it easy to incorporate new devices into
the system. As new devices are added, the system can increase its monitoring and control
features while preserving data integrity and efficiency.

5.3 Device Management Smart Contract

The smart contract developed for the proposed system plays a role in ensuring security,
transparency, and automation within the blockchain-based architecture. Implemented on
the Ethereum network, written in Solidity and designed with modularity to enable main-
tenance and scalability, the smart contract is responsible for managing device registration,
state control, and access permissions.

In the proposed system, the smart contract uses data structures to manage device-related
data. The primary data structure used in the system is shown in pseudocode in the Listing
5.1. The Device data structure is in the role of modelling a device and contains several of
important pieces of information, including the timestamp of the device registration within
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the DaaS system (registrationTimestamp), the User’s address (user), the Contractor’s
address (contractor), an authorisation token (token), a lease validity, and the device’s
lock (isLocked) and registration (isRegistered) status.

All device data is stored in the devices mapping and is indexed by a unique device
identifier. This mapping makes it easier to retrieve the data and to assess the lock status
of the device. Furthermore, the Supplier address (supplier) is stored for smart contract
usage control.

1 struct Device {
2 bool isRegistered;
3 bool isLocked;
4 address user;
5 address contractor;
6 uint registrationTimestamp;
7 string token;
8 string lease;
9 }

10
11 address public supplier;
12 mapping(string => Device) public devices;

Listing 5.1: A model of the Device data structure and its key characteristics.

The system specifies two events for the purpose of providing transparency and enabling
auditing of the operations performed on the devices. These events, which occur at specific
times throughout the functionality of the system, are described in Table 5.1.

Every time a new device is successfully registered in the system, the first event is released,
called DeviceRegistered. This action establishes a record of the device’s registration,
which means that the DaaS platform will begin monitoring the device immediately there-
after.

Table 5.1: A model of smart contract events and their properties.

Designation Parameters Trigger

DeviceRegistered
Device Identifier,
User Address,
Contractor Address

On device registration

DeviceStatusChanged
Device Identifier,
Locked status,
Cryptographic Hash

On lock status change

Anytime a device’s lock status is modified either by the Supplier or the Contractor, the
second event DeviceStatusChanged, is triggered. The purpose of this event is to log
status change activities so that they may be analysed later, ensuring transparency in
device management.

In addition to events, the system also uses modifiers to control how smart contracts are
performed. The modifiers used in this proposed system to control access to contract
performance are shown in Table 5.2. The purpose of these modifiers is to ensure that only
authorised entities are able to carry out specific assignments.
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Table 5.2: A model of smart contract modifiers and their properties.

Designation Parameters Purpose

OnlySupplier None
Restrict smart contract execution to
the Supplier

OnlySupplierOrContractor Device Identifier
Restrict smart contract execution to
the Supplier or Contractor

Since the Supplier is the only entity allowed to register new devices in the DaaS system, the
first modifier, OnlySupplier, guarantees that the smart contract will only be executed by
them. In contrast, the second modifier, OnlySupplierOrContractor, grants permission
to both entities, the Supplier and the Contractor, to execute the terms of the contract.

The process of registering new devices is carried out by the register device function
(see Listing 5.2). This smart contract requires three parameters as input: the device
identifier, the User address, and the Contractor address. To ensure the security and
integrity of the system, only the Supplier has permission to register new devices.

1 function registerDevice(string memory id, address userAddress, address contractorAddress
) public onlySupplier {

2 require(!devices[ id].isRegistered, ”Device already registered.”);
3 devices[ id] = Device(true, false, userAddress, contractorAddress, block.timestamp, ””, ””);
4 emit DeviceRegistered( id, userAddress, contractorAddress);
5 }

Listing 5.2: A model of the device register function and its key characteristics.

The device register function, as displayed in the code above, builds a new entry into the
data structure, in a scenario in which the device is not yet registered in the system, com-
prising its registered state (true), its lock state (false), the User’s address, the Contractor’s
address, and a timestamp. After that, the DeviceRegistered event records the opera-
tion by releasing details about the registered device, ensuring operational traceability and
transparency.

The device is initially set up as unlocked upon registration. As stated in Listing 5.3, to
change the lock state of a device, the change device status function must be executed.
This function receives as parameters the device identifier number, the latest lock status,
the lease validity and the authorisation token.

In the decentralised system, the authorisation token (token) is crucial for safeguarding
and validating communications between individuals. It is created with an HMAC, which
ensures the integrity of the data being sent by using a secret key. This token ensures
that malicious agents haven’t changed the data related to the device’s state shift while
it was being transmitted. Furthermore, the token confirms the request’s origin, assuring
that only authorised users can alter the device’s status through the Web Portal. Thus,
by keeping confidential details away the network, it also preserves the confidentiality of
sensitive data.

On the other hand, the lease validity plays a role in repelling replay attacks, which pose
hazards to decentralised systems. The lease prevents a previously recorded action from
being illegally copied or reused by assigning a distinct temporary value to every activity.
This value must be recalculated for every shift in the device’s state, ensuring that every
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transaction is unique and immutable. In addition to strengthening security by render-
ing all activities permanent, this approach ensures that all interactions are transparent
and tracked, sustaining system transparency and trust. When combined, the authori-
sation token and lease validity offer a strong layer of security that ensures that any
modifications applied to the device’s state are legitimate, safe, and unique.

1 function changeDeviceStatus(string memory id, bool locked, string memory lease, string
memory token) public onlySupplierOrContractor( id) {

2 require(devices[ id].isRegistered, ”Device is not registered.”);
3 devices[ id].isLocked = locked;
4 devices[ id].lease = lease;
5 devices[ id].token = token;
6 emit DeviceStatusChanged( id, locked, hmacHash);
7 }

Listing 5.3: A model of the device change status function and its key characteristics.

The above method employs the use of the onlySupplierOrContractor modifier, which
limits access to the function’s execution and ensures that only the Contractor or Supplier
has the ability to alter the device’s status. The DeviceStatusChanged event is released
at the conclusion of execution, documenting the device status shift and ensuring that the
system keeps a transparent history of the shifts applied.

The smart contract includes the check device status function so that anyone has access
to the lock status of a specified device. The check device status function, as displayed in
Listing 5.4, allows to any interested party to determine if the device is locked or unlocked
by returning the lease validity and the authorisation token.

This feature is essential when allowing transparent real-time device state querying, ensur-
ing that each party can audit the current state without requiring more interaction with
the device management entities.

1 function checkDeviceStatus(string memory id) public view returns (string memory, string
memory) {

2 require(devices[ id].isRegistered, ”Device is not registered.”);
3 return (devices[ id].lease, devices[ id].token);
4 }

Listing 5.4: A model of the device check status function and its key characteristics.

Our design takes advantage of this data extracted from the smart contract to safely
validate the device’s state through the Verifier module incorporated into the UEFI. By
recalculating the HMAC and comparing it with the received token, this component should
be able to recreate the validation message. When the values match, the data’s integrity
is verified, and the device’s status (locked or unlocked) is safely verified. This approach
ensures trustworthy system-to-system collaboration and prevents the likelihood of infor-
mation tampering.
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Chapter 6

Validation and Results

This chapter examines the validation process of the smart contract developed for the
device management system. A critical first step in ensuring the smart contract’s efficiency,
security, and effectiveness before deploying it in a real network is validation. To achieve
this, a security assessment of the code was carried out, accompanied by the execution of
various types of tests.

The chapter begins by describing how the solution was evaluated and validated to ensure
compliance with established requirements, as outlined in Section 5.1. Following this,
the practical results of the solution are presented, with an emphasis on the findings
obtained, including visual components that illustrate the success of the solution. Finally,
the conclusions derived from the tests carried out are discussed.

6.1 Validation

Using blockchain technology to provide security, transparency and automation, the devel-
opment of the smart contract and the adoption of the system were envisioned to completely
meet the requirements specified in Section 5.1.

The core functionality of the system is the ability to remotely lock and unlock the equip-
ment (REQ-001). This is achieved through smart contract transactions that store the lock
status immutably on the blockchain. To ensure security and transparent management,
the contract can be triggered by an entity with the required authorisations to alter the
device state.

To ensure that each equipment is uniquely identifiable and registered on the blockchain
(REQ-002), the smart contract includes a device registration function (Listing 5.2). In
addition, a unique identifier number is linked to each registered device, making tracking
straightforward.

Cryptographic protocols are used to protect communication between the blockchain and
the equipment (REQ-003). An HMAC-based validation mechanism is vital to each device
interaction as a way to prevent unauthorised data manipulation. Furthermore, lease
legitimacy criteria is used to prevent replay attacks and ensure that only valid transactions
are carried out.

The smart contract handles all interactions with the equipment (REQ-004). For instance,
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the Contractor can either contact the Supplier or submit a lock instruction on his own if
he desires to lock an equipment. By introducing smart contracts, the proposed solution
aims to decrease the number of processes and inspections that people must handle.

Querying the smart contract for the current device status supports continuous equipment
status tracking (REQ-005). The blockchain logs any changes made to a device’s lock
state, enabling the system to keep an accurate verified history of all operations.

Scalability and high availability (REQ-006) are inherent to the chosen blockchain infras-
tructure. The decentralised nature of the blockchain ensures that the system remains
operational even if some nodes fail. Furthermore, the smart contract was designed to
manage several concurrent transactions, allowing the management of an increasing num-
ber of devices without experiencing a decline in performance.

The design of the system encourages future improvements, such as supporting various
blockchain networks (REQ-007). Although development and testing were conducted on
Ethereum’s Sepolia testnet, the contract structure can be easily adapted to be imple-
mented on other networks with minor adjustments.

The smart contract’s assignment of particular rights, often referred to as modifiers (Table
5.2), addresses RBAC (REQ-008). The contract distinguishes users with different duties
(Contractors and Suppliers) by verifying their addresses prior to granting them access to
specific features.

Due to the asynchronous nature of blockchain transactions, real-time notifications (REQ-
009) were taken into account but not included in the smart contract. To alert users to
relevant events, such as status changes or unauthorised access attempts, DaaS Web Portal
might use external monitoring technologies.

All user actions are fully audited by the system (REQ-010), as each transaction is per-
manently stored on the blockchain. This ensures total transparency and accountability,
enabling any interested party to confirm previous interactions.

Some requirements were considered outside the scope of the implemented prototype. How-
ever, the system was designed to support some of these features in future versions. Al-
though it was not created as part of the core implementation, a GUI (REQ-011) could
have been included to improve usability. Device management would be simplified through
a Web3JS front-end dashboard that would enable user interaction with the smart contract.

Similarly, although laptops were the main category of devices for which the system was
designed, it is possible to expand compatibility to include mobile devices, as well as
vending machines (REQ-012). Since there are no hardware restrictions imposed by the
smart contract design, additional firmware implementations could allow a wider adoption.

However, there are some requirements that the proposed solution does not support. For
example, due to the inherent challenges that blockchain presents with respect to interna-
tional data protection and other laws, adherence to international data standards (REQ-
013) was not explicitly addressed. Furthermore, the dependence on UEFI networking
firmware, which is unavailable from prior models, led to the disregarded support for
legacy equipment (REQ-014).

In general, the application of blockchain technology and smart contracts in the presented
solution successfully meets the core requirements. The decentralised structure of the
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system ensures automation, security, and immutability, meeting the goals outlined in the
initial concept of the project.

6.2 Results

Following validation, with the specified requirements met, the smart contract was sub-
jected to a set of tests to evaluate the efficiency, security and performance of the solution.
This section presents the results from the tests that were conducted, with a focus on
the metrics that were examined, the data that was collected, and the proof that the
implementation was successful.

A public Ethereum testnet, Sepolia1, was used to conduct the smart contract testing
in a controlled setting. Due to its similarity to the real network, Sepolia was selected
to ensure the tests could be performed under more production-like configurations. The
Remix IDE2, a platform for developing and deploying smart contracts, was used to deploy
the smart contract. During the testing, transactions and results were tracked with tools
like Etherscan3 to verify the contract’s state and finished transactions.

6.2.1 Test Scenarios

The tests performed to validate the smart contract are detailed in the subsequent sections,
in combination with the inputs, expected outputs, and actual outputs. All of the input
parameters and values used can be found in Appendix B, which also serves as an overview
of all the values used in the tests to prevent misunderstanding. Each test scenario was
designed to assess a specific smart contract feature and its agreement with the defined
requirements.

Test Case 1: Device Registration

The aim of this test is to prove that the smart contract executes as expected through the
device registration process on the blockchain. In particular, when a new device is inserted
into the system, it is expected that (1) it will be registered on the blockchain through the
device identifier number provided, the user, and the contractor address associated; (2)
an event will be emitted confirming the device’s registration; and (3) the device’s related
data will be accurately stored in the mapping devices.

To execute the test, the register device function was invoked (see Listing 5.2). Three
parameters must be provided as input: device identification (ID1), the user address (U1),
and the contractor address (C1), as was previously stated in Section 5.3. The relevant
details of the transaction output can be seen in Table 6.1.

Table 6.1: Output details of the device registration transaction.

Field Value

status 0x1 Transaction mined and execution succeed

1https://rpc.info/ethereum-sepolia
2https://remix.ethereum.org
3https://sepolia.etherscan.io/
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transaction hash
0x66c1e13688a5a6b52038d5dc885ada42e311b5847d1f955227ef

adb26903a069

block hash
0xc5b736aeeb7b46074f1f36184623fcde746d13d37c075db24b67

94634a710e3c

block number 201

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4

to
DeviceManagement.registerDevice(string,address,address)

0xE682b91c33B76918BDD0143267E28B64BE1093E9

gas 118726 gas

transaction cost 103240 gas

execution cost 80472 gas

decoded input

{

"string _id": "520cc938-c90b-4a76-b81f-1d3b11f6d433",

"address _userAddress": "0

x583031D1113aD414F02576BD6afaBfb302140225",

"address _contractorAddress": "0

xCA35b7d915458EF540aDe6068dFe2F44E8fa733c"

}

logs

[

{

"from": "0xE682b91c33B76918BDD0143267E28B64BE1093E9",

"topic": "0

xfd9debad2fafb11807eb091e1e920dd86a1eb845e94bd015ae2

cc1e0890e2137",

"event": "DeviceRegistered",

"args": {

"0": "520cc938-c90b-4a76-b81f-1d3b11f6d433",

"1": "0x583031D1113aD414F02576BD6afaBfb302140225

",

"2": "0xCA35b7d915458EF540aDe6068dFe2F44E8fa733c

",

"id": "520cc938-c90b-4a76-b81f-1d3b11f6d433",

"user": "0

x583031D1113aD414F02576BD6afaBfb302140225",

"contractor": "0

xCA35b7d915458EF540aDe6068dFe2F44E8fa733c"

}

}

]

The transaction was successfully mined and executed, as evidenced by the status field,
meaning that the device registration process was carried out without errors. The block

hash gives an identifier of the block in which the transaction was included, letting evidence
that the transaction was registered in a specific block (block number), thereby promoting
the traceability of the transaction within the distributed system of the blockchain. The
transaction hash is a unique identifier that allows the transaction to be tracked inside
the blockchain.

The address of the account (Supplier) that triggered the transaction is represented by the
from field, and the address of the smart contract that carried out the device’s registration
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logic is indicated by the to field. To ensure the process’s integrity, it is important to
verify that the transaction was delivered and received by the right addresses.

The amount of computational power needed to mine and process the transaction is re-
flected in the cost of gas. The total cost of the transaction, including the quantity of gas
used for operations apart from the registration function, is referred to as the transaction
cost. The execution cost, which indicates the process’s efficiency, is the cost directly
associated with executing the registration function in the smart contract.

We can conclude from this output that the test was successful as the device was cor-
rectly recorded on the blockchain. The function’s successful execution was evidenced by
the Device Registered event that was released (logs). The data was appropriately
recorded, according to an analysis of the transaction details, including the transaction
hash and event logs.

Test Case 2: Alter Device Status

This test was carried out to ensure that the system could accurately update the status
of a device that was previously registered on the blockchain and to validate that it was
able to alter the status of a device’s block. In particular, when an existing device’s status
is changed, it is expected that (1) the device’s status is changed to the new state upon
request; (2) an event will be emitted confirming the device’s status change; and (3) the
contract should appropriately reflect the updated data, including the new lock status.

This process was initiated by calling the change device status function (see Listing 5.3),
supplying the device identification (ID1), new lock status (S1), lease validity (Lease),
and authorisation token (H1) as inputs. These parameters have the aim preserving the
operation’s immutability and security.

Table 6.2 summarises the outcomes of this execution. The successful recording of the
transaction reflected the device’s updated status. The status field of the transaction
returned success, indicating that the transaction was mined successfully once more.

Table 6.2: Output details of the device status change transaction.

Field Value

status 0x1 Transaction mined and execution succeed

transaction hash
0x5f933481168e243beb8cd58d58e149bafb19730f7211e78f09e1

9f183419b807

block hash
0x1415ba2a70cd3e5edf58c58a3fab8b3fe708d8f0f528392a2290

853f864c2b89

block number 202

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4

to
DeviceManagement.changeDeviceStatus(string,bool,string,

string) 0xE682b91c33B76918BDD0143267E28B64BE1093E9

gas 148710 gas

transaction cost 129313 gas

execution cost 105297 gas
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decoded input

{

"string _id": "520cc938-c90b-4a76-b81f-1d3b11f6d433",

"bool _locked": true,

"string _lease": "1619885200",

"string _token":

"eb5d8510ac82a60cf7a86f3b1c4e2e17b00bb0f6d20805d4e324f20

633fdd109"

}

logs

[

{

"from":

"0xE682b91c33B76918BDD0143267E28B64BE1093E9",

"topic":

"0xb143203a4d248516d8adea8b157e3b2e7df5afe81167469cbfa61

ab82db3ab6c",

"event": "DeviceStatusChanged",

"args": {

"0": "520cc938-c90b-4a76-b81f-1

d3b11f6d433",

"1": true,

"2":

"eb5d8510ac82a60cf7a86f3b1c4e2e17b00bb0f6d20805d4e32

4f20633fdd109",

"id": "520cc938-c90b-4a76-b81f-1

d3b11f6d433",

"isLocked": true,

"token":

"eb5d8510ac82a60cf7a86f3b1c4e2e17b00bb0f6d20805d4e32

4f20633fdd109"

}

}

]

Furthermore, after the function finished running, the Device Status Changed event was
released. This event not only proved that the device’s status had changed, but also
provided all the information required to monitor this shift, such as the device identifier,
the new status (true for locked), and the corresponding authorisation token.

The computational cost is another crucial consideration. A total of 129313 gas was
needed for the transaction, and the execution cost (105297 gas) demonstrated how ef-
fective the status update process was. Operations that require updated information and
event broadcasts are suitable for this gas value.

The test was successful and the system demonstrated effectiveness in reliably and trans-
parently recording and reporting the device’s state change, according to evidence gathered.

Test Case 3: Querying Device Status

This test was conducted to ensure that the system behaves properly when a device’s
status is queried. The goal was to ensure that anyone who wanted to know a device’s
lock status could do it without having to engage in more involved interactions, such as
communicating directly with the Supplier.

The device’s identifier (ID1) was supplied as a parameter to the check device status
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function (see Listing 5.4). The current lock status of the device was monitored using this
identification. It is expected that the authorisation token and the lease’s validity would
be returned for increased security. This will make it more difficult to modify the data and
allow the lock status to be verified directly on the device afterward.

The query output is shown in Table 6.3. Since the query operation simply returns data
and does not alter the contract state, the transaction was successful and no further logs
were produced and there was no associated cost.

Table 6.3: Output details of the device status check transaction.

Field Value

from 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4

to
DeviceManagement.checkDeviceStatus(string)

0xE682b91c33B76918BDD0143267E28B64BE1093E9

decoded input
{

"string _id": "520cc938-c90b-4a76-b81f-1d3b11f6d433"

}

decoded output

{

"0": "string: 1619885200",

"1": "string:

eb5d8510ac82a60cf7a86f3b1c4e2e17b00bb0f6d20805d4e32

4f20633fdd109"

}

The validity of the Lease and the authorisation token (H1), two crucial components that
ensure the integrity and security of the query and confirm the authenticity of the received
data, are reflected in the decoded output data.

Even though there were no events in this test, the lack of logs also shows that the query
was executed successfully, minimising processing costs and maintaining transparency by
not requiring events to be recorded on the blockchain.

We can conclude from the findings that the system performs correctly, enabling efficient
device status calls with trustworthy and safe data, as expected. This test further verifies
the accuracy and integrity of the data supplied by the system and acts as a continuation
of Test Case 2.

Test Case 4: Cryptographic Security

With an emphasis on the decision of the hash calculation model, the goal of this test was
to analyse cryptographic security in the device management process. As pointed out in
Section 5.3, the cryptographic security of the project is ensured by employing HMAC. The
following data are used to construct the hash value: device serial number (SN), device
identifier (ID), nonce, and state, in the format of SN:ID:nonce:state.

The DaaS Web Portal is the one that performs the hash calculation in the current scenario,
however, an alternate scenario was also tested, in which this operation would be performed
directly on the contract itself, as illustrated in the Appendix C. The initial scenario was
selected due to a variety of technical considerations and challenges experienced while
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performing these duties directly on the smart contract, but also by introducing additional
costs.

In the alternate scenario, it is assumed that the serial number will be known only to the
device and the Web Portal. Consequently, the smart contract would need to get external
data to be able to calculate the hash. As provided in Appendix C, the smart contract
takes advantage of an Oracle Chainlink to obtain external data, namely, the serial number
of a device, to facilitate this connection.

The Chainlink platform is a decentralised network of oracles that allows smart contracts
on the blockchain to interact with external data sources, such as Application Programming
Interfaces (APIs), without relying on a single point of failure [155]. In this instance, Oracle
is used to retrieve the serial number of a specific device by querying an external API. The
Chainlink network acts as an intermediary between the contract and the Oracle, ensuring
that the data provided is accurate and immutable on the blockchain.

Some essential variables were configured to successfully implement the solution, such as
the Link Token address (Appendix C, line 36), which is used to pay for requests made
to Oracle, and the Oracle address (Appendix C, line 37), which identifies Oracle inside
Chainlink network.

The function responsible for requesting the serial number of the device is shown in Listing
6.7. This method builds a request for the Chainlink Oracle (line 79), which then sends
a GET request to an external API endpoint (line 86). The Beeceptor4 dummy service,
which simulates the connection to the Web Portal and manipulates the endpoint used to
retrieve the serial number, has the API Uniform Resource Locator (URL) set up (line 80).
The device identifier is used to submit the request, and the contract privately preserves
the serial number when Oracle provides it (line 90).

78 function requestSerialNumber(string memory id) public {
79 Chainlink.Request memory req = buildChainlinkRequest(’7

d80a6386ef543a3abb52817f6707e3b’, address(this), this.fulfill.selector);
80 string memory url = string.concat(’https://webportaldaas.free.beeceptor.com/’, id);
81
82 req. add(’get’, url);
83 req. add(’path’, ’serial number’);
84
85 uint fee = (1 ∗ LINK DIVISIBILITY) / 10;
86 sendChainlinkRequest(req, fee);
87 }
88
89 function fulfill(bytes32 requestId, string memory serialNumber) external

recordChainlinkFulfillment( requestId) {
90 serialNumber = serialNumber;
91 requestProcessed = true;
92 }

Listing 6.7: A model of the device serial number request function and its key
characteristics extracted from Appendix C.

In the alternate scenario, the smart contract’s primary functions, such as register

device and change device status, remain straightforward, registering a device and just
updating the lock status value to preserve system clarity. However, the check device

4https://beeceptor.com/
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status method has been modified to rely on getting the serial number through Oracle,
which adds a layer of complexity to its execution.

It is very important to note that the request processed variable (line 91) ensures that
there is a brief delay between the time the serial number is requested and the moment
the data is available, which is necessary to ensure that the interactions between the smart
contract and the Oracle are executed correctly. To ensure that the Oracle answer has been
processed prior to the serial number being used in the HMAC calculation, this control is
crucial.

The check device status function, shown in Listing 6.8, ensures that the device is
registered and that the external request has been processed correctly before proceeding
with the hash calculation. If these conditions are met, the function generates a nonce
value in Universally Unique Identifier (UUID) format and uses it together with the serial
number and device identifier to calculate the hash.

60 function checkDeviceStatus(string memory id) public view returns (bool, string memory,
bytes32) {

61 require(devices[ id].isRegistered, ”Device is not registered.”);
62 require(requestProcessed, ”The request has not yet been processed. Try again soon.”);
63
64 string memory nonce = this.generateUUIDformat();
65 bytes32 hmac = this.generateHMAC(serialNumber, id, nonce, devices[ id].isLocked);
66
67 return (devices[ id].isLocked, nonce, hmac);
68 }

Listing 6.8: A model of the device check status function and its key characteristics
extracted from Appendix C.

After providing a quick overview of the alternate smart contract, let’s discuss the details
of the outcomes. The request serial number function, which is expected to retrieve
external data using the Chainlink oracle, was first tested (see Listing 6.7). The request
was successful, according to the transaction analysis, which is shown in Table 6.4. At
a cost of 134679 gas units, the contract was executed efficiently. This amount of gas
reflects the time required to complete a request to Oracle, including the time necessary
to connect to the external API and verify the information returned.

The transaction log confirms that the request was sent to Oracle confirming that the
Chainlink Requested event was triggered. This log is important since it confirms that
the request to get the device’s serial number was sent and that the interaction with
Chainlink was successful. Along with the request identifier (args), the event indicates
that the smart contract has successfully initiated the serial number retrieval process,
which is a prerequisite for further verifying the device’s status.

Table 6.4: Output details of the request device serial number function in the alternate
smart contract version.

Field Values

status 0x1 Transaction mined and execution succeed

transaction hash
0x3751cb281cf89d211d90416d7e3015861f8f4844b99b155262d1

db451aff95a8
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to
DeviceManagement.requestSerialNumber(string)

0x0ff88a088e1c5eaa6067e7e6b77447f6a45cd53c

gas 136915 gas

transaction cost 134679 gas

decoded input
{

"string _id": "520cc938-c90b-4a76-b81f-1d3b11f6d433"

}

logs

[

{

"from": "0

x0ff88a088e1c5eaa6067e7e6b77447f6a45cd53c",

"topic":

"0xb5e6e01e79f91267dc17b4e6314d5d4d03593d2ceee0fbb452b75

0bd70ea5af9",

"event": "ChainlinkRequested",

"args": {

"0":

"0xe2a9c205867970b85fbd90f86e0361a0bc94b391f4154dae6

9d8c468246bb1d9",

"id":

"0xe2a9c205867970b85fbd90f86e0361a0bc94b391f4154dae6

9d8c468246bb1d9"

}

}

]

The next step was to validate the check device status functionality (see Listing 6.8).
As already stated in Test Case 3, there is no related fee since it is a query to the blockchain
and does not alter its status. An accurate and straightforward summary of the transaction
outputs for both versions, which return the status of the device using slightly different
strategies, is given in Table 6.5.

The transaction was executed successfully in both versions. Nevertheless, we have two
distinct outputs for the same input. As anticipated in the actual solution, where the
HMAC computation is carried out directly by the Web Portal, the main version’s trans-
action output consists of a string value that represents the timestamp of a date (Lease)
and a string value that corresponds to the HMAC generated and inserted in the change
device status function (token).

The outcome of the transaction is more complicated in the alternate scenario, since the
process has been adjusted to include the use of the Chainlink Oracle to access external
data. A boolean value was the first result returned reflecting the device’s lock status
(true for locked or false for unlocked). The second value was a string with the nonce
produced (Listing 6.8, line 64) and the third value was a bytes32 value reflecting the
HMAC calculation (Listing 6.8, line 65).
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Table 6.5: Comparison of transaction outputs for the device status check function in
the main and alternate smart contract versions.

Field Atual Solution Secondary Version

status 0x1 Transaction mined and execution succeed

to
0xE682b91c33B76918BDD014326

7E28B64BE1093E9

0x0ff88a088e1c5eaa6067e7e6b

77447f6a45cd53c

decoded input

{

"string _id": "520cc938-

c90b-4a76-b81f-1

d3b11f6d433"

}

{

"string _id": "520cc938-

c90b-4a76-b81f-1

d3b11f6d433"

}

decoded output

{

"0": "string: 1619885200",

"1": "string:

eb5d8510ac82a60cf7a86f3

b1c4e2e17b00bb0f6d20805

d4e324f20633fdd109"

}

{

"0": "bool: true",

"1": "string:

001ee3b438f61f001d6a32

211a270036",

"2": "bytes32:

0x d6d23cbc6b580d831cb7

c

a7ddec689421b97a4f77b1f

04ea40fdaacfcbb26039"

}

In light of these assessments, the complexity and costs related to data processing within
the blockchain are the principal motives for avoiding hash computation directly in the
contract. The execution costs in terms of gas are increased when cryptographic functions
are computed directly in the contract. This is particularly true on a blockchain like
Ethereum, where transaction costs are directly influenced by the volume and complexity
of the operations performed. Placing these computations on the DaaS Web Portal makes
the process more cost-effective and efficient.

Another drawback of employing Chainlink Oracles is that it relies on outside sources,
which could pose security and availability challenges. Despite being a trustworthy and
decentralised platform, Chainlink is susceptible to external glitches that can affect system
performance, such as API unavailability or concerns with Oracle’s network [156]. The
gas costs related to queries sent to the Oracle should be taken into account. In addition
to the gas costs required to execute the transaction on the blockchain, LINK tokens are
used as a payment for using Oracle, and the amount required for each request fluctuates
based on the network and difficulty of the job.

6.2.2 Overview

The efficiency of the evaluation was demonstrated by the successful execution of essential
activities such device registration, device status change, and device status query. Fur-
thermore, the cryptographic security tests proved the resilience of the system by using
HMAC to ensure the authenticity and integrity of the data being submitted. As an al-
ternative scenario, communication with Oracles was also successfully examined, showing
the contract’s reliability in integrating external information.
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Despite the effectiveness of individual components and the transparency of the processes,
scalability and concurrency, in the smart contract’s ability to handle multiple simultane-
ous interactions and the blockchain’s capacity to process a growing volume of transactions,
become vital elements that ensure system sustainability in real-world environments, be-
come important topics when analysing the behaviour of the system in a high-demand
setting.

Ethereum was chosen as the platform for the smart contract’s development and execution
due to its decentralisation, security, and blockchain network maturity. However, scalabil-
ity and competitiveness are significant challenges for Ethereum. As a public blockchain,
the Ethereum network can only handle a limited quantity of transactions per second5.
This limit, referred to as network throughput, might end up in bottleneck and higher
transaction costs during intervals of heavy demand.

The price of gas was observed throughout the testing phase and, while simple transactions
such as device registration and status updates went adequately, more competition can
result in a significant increase in operational costs. The cost of gas rises due to increased
network congestion, as users must pay higher fees to ensure that their transactions are
included in the next block during periods of high activity. As the solution grows to
embrace more devices and interactions, this occurrence can evolve into a bottleneck.

Even while Remix is an adequate tool for testing and development in controlled environ-
ments, it is incapable to replicate multiple concurrent transactions. This factor posed
an obstacle to the evaluation of the system’s concurrency and scalability. The studies of
these two components are therefore based on Ethereum’s acknowledged constraints and
provide predictions about how the network would behave in situations of congestion.

Another important concern was the use of external oracles to supply the smart contract
with external data, particularly in the cryptographic security test. Oracles give the system
flexibility and reliability, but using them also leads to the system to be more dependent
on outside sources, which can compromise its availability and security. Furthermore, in
addition to the gas charges in Ethereum, the use of Oracles implies extra costs in LINK
tokens. These fees need to be taken into account, particularly in situations with high
demand, when using oracles often might raise system running costs significantly.

Even while the testing revealed that the solution performed well on several of aspects,
such as device registration, status update, and status query, the scalability and concur-
rency assessment identified significant shortcomings, especially considering the Ethereum
network’s boundaries. There were benefits and drawbacks to using oracles for external
data integration; although they increased flexibility, they also increased costs and raised
dependency on outside sources.

These factors demonstrate that although the solution is trustworthy and efficient in sit-
uations with low demand, large-scale sustainability need a more thorough examination
of the blockchain’s processing power and financial effects. Ethereum was chosen as the
foundational platform because it is secure and decentralised, but as the system grows, its
scalability issues need to be closely monitored.

5By March 2025, Ethereum’s throughput on the main network is estimated to fluctuate from 15 to 30
Transactions Per Second (TPS) [157]. Future improvements like sharding and Layer 2 solutions should
significantly increase scalability and help it finally achieve its 100,000 TPS target [158,159].
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Chapter 7

Conclusion

This dissertation proposes the development, implementation and validation of a blockchain-
assisted DaaS solution that employs smart contracts and firmware integration to provide
safe, remote and transparent management of distributed devices. The inspiration came
from current problems experienced in large-scale public projects, such as the supply of
laptops to students during the COVID-19 pandemic. Although these programmes are
essential for digital inclusion, they exposed weaknesses in device management, especially
in unsupervised environments, that led to loss, theft, misuse, and a lack of accountability
and traceability.

The proposed approach addresses these problems by employing a decentralised, transpar-
ent, and tamper-resistant architecture. Fundamentally, the solution combines an UEFI
module that is directly incorporated into the firmware of the device with smart contracts
that are deployed on the Ethereum blockchain. Through this connectivity, the device
itself can verify its operational state using the blockchain during the boot process, pre-
venting unauthorised use as soon as possible, before any human contact or participation
of the operating system occurs.

Several novel contributions were achieved throughout the development of this project.
First, a decentralised DaaS model was designed and implemented, replacing traditional
backend infrastructure with smart contracts that manage access and operational state au-
tomatically. Second, the approach connects the application and firmware by incorporating
a verifier module into the UEFI boot process. This ensures an immutable connection be-
tween access policy and device activity by enabling direct synchronisation between the de-
vice and the blockchain. Third, the solution presents a scalable architecture that supports
a wide range of devices and interactions while ensuring transparency and confidentiality.

The evaluation phase, executed on the Ethereum Sepolia testnet, proved that the system
met its main requirements. Smart contracts were tested in realistic usage scenarios that
included device registration, state change, access control, and auditing. Each contract
interaction was validated using emitted events, on-chain state changes, cryptographic val-
idation with HMAC, and lease validity. Furthermore, devices in a blocked state were
successfully prevented from booting by the firmware verifier module, confirming the in-
tegrity of the control loop.

The system also proved to be resistant to common risks such as unauthorised access and
data tampering. The adoption of blockchain technology eliminated the need for cen-
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tralised management by ensuring its activities were immutable and transparent. The
tests additionally validated the feasibility of integrating Chainlink oracles to the architec-
ture, which would allow for cooperation with external sources of data. It highlights the
flexibility of the architecture, even though it remains at Proof of Concept (POC) phase.

However, there were some limitations. The lack of a GUI limited the ability of non-
technical stakeholders to use the system, even if the firmware connection and smart
contracts performed as envisioned, the lack of frontend prevents wider adoption. Ad-
ditionally, the use of Ethereum introduces gas fees to the operational costs, which could
make it challenging to expand in scenarios with frequent demand or low profit margins.
The use of Chainlink oracles also increases cost through the consumption of LINK tokens
and dependence on external services. Lastly, the system is currently confined to UEFI-
enabled devices with networking abilities, disqualifying legacy systems and restricting its
use to specific deployment scenarios.

This dissertation fills some gaps in the existing literature. Previous researches address
DaaS from a business abstraction or systems integration perspective, with fewer empha-
sis on firmware-level control, decentralisation, or real-time auditing. Furthermore, secure
firmware upgrades and blockchain-based access control have been researched individually,
with no solution integrating both fields into a single field-deployable model. The present
research brings these fields together by combining decentralised access management, se-
cure firmware interaction, and real-time state validation into a single cohesive system.

This dissertation offers an insightful implementation of a reference that can be used as an
anchor for further research and business improvement. Beyond education, its architecture
can be applied to the healthcare industry (e.g., patient-accessible medical devices), logis-
tics industry (e.g., secure mobile asset tracking), or even vending machines. Auditability,
control, and resilience in untrusted environments are basic demands shared by all of these
subjects.

7.1 Future Work

Several prospects for further research and advancement are noted, building on the solid
system established in this dissertation. These seek to increase the proposed DaaS ar-
chitecture’s scalability, resilience, and value while also expanding its potential use across
many industries and technical environments.

1. Improvements to Access Control Models:
Although RBAC is supported in the current smart contract implementation, flexi-
bility and operational rule enforcement could be improved by finer-grained control
models. Upcoming versions may consist of context-aware rules (e.g. device health
or geographic location) and time-based access restrictions (e.g. enabling access only
during educational hours);

2. Implementation of a GUI:
A intuitive web-based interface is essential to encouraging practical adoption, es-
pecially in educational environments where technical knowledge could be limited.
To provide global accessibility, the interface should work on desktop and mobile de-
vices. The platform should provide device registration and deactivation, real-time
audit log inspection, and role management monitoring.
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3. Domain Adaptation and Cross-Sector Application:
Despite the prototype’s dedication to applications in the educational field, the archi-
tecture is adaptable to other domains. Potential future modifications could consist
of healthcare, securing diagnostic or therapeutic devices that patients can access,
with authorisation only given under clinical supervision; logistics, enabling remote
control and tamper-evident tracking of portable assets (such as rental equipment
and shipping containers); and automatic vending, integrating smart vending ma-
chines that work only upon remote authorisation, pay-per-use models, or limited
areas. These use cases share the same requirements: high transparency, distributed
confidence, and performing in untrustworthy settings.

4. Deployment on Private Blockchains:
Although the Ethereum public testnet was used to develop and verify this project,
other blockchain platforms might have advantages in terms of cost-effectiveness,
management, and performance. Future iterations should explore private blockchain
platforms such as Quorum or Hyperledger Fabric, which offer improved efficiency,
lower transaction costs, and more influence over consensus mechanisms.

In conclusion, this research has demonstrated that it can be feasible and advantageous
to apply blockchain technology, particularly smart contracts and public auditability, to
address the issue of remote device management. The proposed solution overcomes the
constraints in existing DaaS applications by integrating firmware-level enforcement, de-
centralised management, and cryptographic trust.

Even if there remain concerns with usability, cost, and scalability, the framework estab-
lished in this dissertation offers a strong basis for future development. The idea has the
potential to have an impact on society in addition to contributing to academic research
by rendering it feasible to manage digital infrastructure in a method that is safer, more
transparent, and more trustworthy in a world whose digital backbone is growing ever
more critical to public trust and operational security.
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Appendix A

Feature Prioritisation Techniques

Accurate feature prioritising has become crucial in modern project management, espe-
cially in agile methodologies, to ensure successful project delivery within budget and
schedule constraints. Several techniques have been proposed to help teams identify the
components or behaviours that are vital to the achievement of a project.

In this section, an outline of some prioritisation techniques is given, such as the MoSCoW
technique, Kano model, Eisenhower matrix, and others. Through knowledge of these
methodologies, project managers can make informed decisions about which features to
produce, when to develop them, and under what constraints to work, ensuring that the
features are in alignment with stakeholder expectations and its goals.

A.1 MoSCoW Technique

One popular prioritisation methodology in project management, especially in the realm
of agile development, is the MoSCoW technique. Its goal is to help teams decide which
features or needs, in order to ensure project success, should be executed with the highest
priority. MoSCoW is an abbreviation for four priority categories: must have (mandatory),
should have (important but not critical), could have (desirable but not required), and won’t
have this time (not included in this iteration, but perhaps in the future) [160,161].

The MoSCoW approach offers a clear framework to manage the scope of the project and
align stakeholder expectations by establishing requirements in this way. By highlighting
important components and allowing for adjustments in lower priority items subject to
time and resource constraints, it aids decision-making.

As a component of the Dynamic Systems Development Method (DSDM) [162], a frame-
work designed to support agile software development, the MoSCoW technique initially
emerged in the late 1990s. The development of DSDM was motivated by the necessity
to satisfy the demands of stakeholders while delivering software under tight financial
and schedule constraints. Within this framework, the MoSCoW technique emerged as
an approach to ensure that the most significant project requirements, those required for
the system to operate efficiently, were given precedence over smaller features. MoSCoW
was first implemented in DSDM, but it has now spread to many other sectors, including
product design, engineering, and even business strategy and software development.
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In software development, for example, it is frequently used to organise sprints or itera-
tions such that the must have features are finished before moving on to less important
functionality. In this way, teams can have greater control over scope creep and make sure
they offer value even under pressure by focussing on what is really essential for the project
to succeed.

One of the main benefits of this technique is its ability to improve communication between
project teams and stakeholders [163,164]. It promotes a shared understanding of what is
required for a project to be successful by clearly prioritising goals. In addition, it offers
a structured strategy for settling alternatives in the event of unexpected limitations such
as insufficient resources or modified project timelines. Teams are able to modify their
emphasis without compromising their primary goals due to the adaptability which the
could have and won’t have categories offer.

Apart from its usefulness in agile environments, MoSCoW has also been applied in more
general project management contexts. By defining priorities, teams can effectively allocate
resources and concentrate on producing high-impact results [164]. It also helps to steer
clear of typical project mistakes, such as overcommitting teams to high-priority activities
or mismanagement of stakeholder expectations.

Although this approach has some advantages, there are also drawbacks. The subjective
nature involved in requirement categorisation is one of the major problems [164]. Some
stakeholders may feel that something is a should have or even a could have while others
may consider it a must have. In challenging projects involving several partners with
different priorities, this might result in disagreements or conflicts.

Another limitation is the potential overuse of the must have category [160]. The tendency
to include too many requirements in this category is common, especially when stakeholders
have a strong desire to have their specific demands satisfied [160]. This could result in an
unrealistic project scope, making it difficult for teams to complete all must have tasks in
the allotted time or budget. Therefore, a failure to maintain appropriate discipline while
setting priorities can compromise the effectiveness of the technique.

The MoSCoW technique can also become challenging in complex projects with a lot of
interrelated needs [163]. Managing and continually improving the prioritisation of require-
ments may become difficult as projects grow in scope, particularly when needs change over
time as a result of changing business demands or improvements in technology. In these
situations, additional prioritisation strategies such as cost-benefit analyses or weighted
scoring models could be needed to support MoSCoW and offer a more sophisticated eval-
uation of priorities.

A.2 Kano Model

The Kano Model is a framework promoting client satisfaction that was created in 1984
with the goal to help business entities determine which features will satisfy clients and
which may be irrelevant or cause disappointment, it focusses on identifying and classifying
product features according to their influence on client satisfaction [165,166].

The model acknowledges that not all features have the same impact on the public’s view
and makes a distinction between different products and their needs. Through feature
classification into basic, performance, and excitement categories, the Kano Model offers
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a sophisticated approach on how feature prioritisation and product design might affect
client satisfaction and, eventually, business success [164,166].

This technique classifies product characteristics into five distinct categories: must be (es-
sential and expected by clients), one-dimensional (which linearly increases satisfaction),
attractive (which, when present, attracts clients), indifferent (which do not influence sat-
isfaction), and reverse (which, when present, create disappointment) [167,168].

The main advantage is that it gives teams insight into how different features influence
client happiness, allowing them to focus their efforts on areas that will have the most
impact on client loyalty and competitive distinction. Numerous sectors use the Kano
Model extensively, but it has the greatest adoption in marketing [169], user experience
design [170,171], and product development [171,172].

In marketing, the technique helps highlight the features that could serve as Unique Selling
Points (USPs) [169]. Client interest and competitive distinction are frequently driven by
excitement requirements [169]. Client feedback analysis also relies on this model [170].
Product teams can make better judgements about which features to prioritise, maintain,
or improve by classifying client feedback into different feature categories.

In product development, the Kano Model is used to achieve a balance between addressing
performance demands (to satisfy and exceed client expectations) and basic needs (to pre-
vent client discontent) [172]. In software development, for example, performance demands
can be more concerned with speed or advanced functionality, whereas basic requirements
might include functional reliability.

The Kano Model also has drawbacks. The constantly evolving expectations of clients are
one of the main challenges [173, 174]. Touch screens are a good example of an earlier
exciting feature, but have since become a standard feature, falling into the category of
basic needs.

Furthermore, the way the model classifies features may be a little arbitrary because differ-
ent clients or market segments might evaluate particular characteristics differently [174].
In global or diversified marketplaces, a characteristic that may delight a particular group of
consumers may be considered a basic need by another [174]. This diversity makes decision-
making more challenging and could require additional feature categorisation among dif-
ferent clients.

The Kano Model may not apply as well in contexts where it can be challenging to in-
novate or add novel features due to financial or technological constraints [173]. In some
cases, it could be necessary to keep the emphasis on satisfying essential and functional
requirements, even if doing so reduces the product’s potential to surprise and delight
clients.

A.3 Eisenhower Matrix

The Eisenhower Matrix, also known as the Urgent-Important Matrix, is a prioritisation
framework that assists team members in managing tasks and responsibilities by cate-
gorising them based on their urgency and importance. It is attributed to Dwight D.
Eisenhower, who was recognised for prioritising efficient time management.
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This matrix categorises activities into four quadrants based on two factors: importance
(whether the activity adds to long-term goals or objectives) and urgency (whether the
activity requires urgent focus).

The first quadrant includes requirements that are urgent and important. These are cru-
cial tasks that require immediate attention and are closely related to the achievement
of the main objectives. This category can include responding to emergencies, meeting
deadlines, or dealing with unexpected challenges that could have severe consequences if
left untreated.

The second quadrant contains requirements that are essential but not urgent. Although
these assignments do not always require immediate attention, they are important for long-
term performance and achievement of goals. This quadrant frequently includes strategic
planning, skill development, connection building, and other proactive actions. Although
these chores may be postponed without immediate effects, it is critical to schedule them
and assign time to ensure that they do not become lost in favour of additional concerns.

The third quadrant contains requirements that are urgent but not important. These
requirements often require immediate attention but do not significantly contribute to
long-term goals or organisational development. Typical scenarios are delays, irrelevant
communications, or modest requests from others that do not align with fundamental pri-
orities. The recommended approach for these quadrant requirements is to assign them
wherever possible or to manage them efficiently to reduce their influence on more impor-
tant activities.

Finally, the fourth quadrant has requirements that are neither urgent nor important.
These requirements tend to be alternatives or time wasters that make no tangible con-
tribution to personal or professional goals. The Eisenhower Matrix distinguishes between
these aspects, allowing team members to focus on high-value tasks, avoid redundant dis-
tractions, and manage time more efficiently.

The Eisenhower Matrix is often employed for personal productivity, project management,
and team cooperation. One of its key benefits is its capacity to encourage deliberate,
proactive decision making, allowing individuals and organisations to focus on requirements
that provide long-term value rather than reactive, low-value activities.

In project management, the matrix aids in prioritising operations within complicated
processes by recognising which operations are crucial and time-sensitive. For example,
in software development, fixing critical system weaknesses (Quadrant I) takes precedence
over future planning activities (Quadrant II), although routine administrative responsi-
bilities can be regularly assigned (Quadrant III).

The matrix also makes assignment easier inside teams, ensuring that team members focus
on high-value work while less significant activities are given elsewhere. Furthermore, by
identifying tasks in Quadrant IV, organisations can reduce redundancies while increasing
total productivity.

Although the Eisenhower Matrix is a simple and useful tool, it has boundaries. A signif-
icant issue is the subjective nature of evaluating the urgency and relevance of activities.
What someone believes urgent or important may differ from another’s, leading to possi-
ble conflict within the team. Another restriction is the constantly shifting nature of the
activities. A task that is initially classified as ”Not Urgent” may become urgent over time
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if left left behind, requiring periodic re-evaluation of priorities.

Furthermore, the Eisenhower Matrix emphasises on individual activities rather than their
interdependencies. Prioritising tasks in isolation in larger projects with several intercon-
nected activities can ignore the larger implications of specific actions. Furthermore, the
matrix places a strong focus on time management, which may not always coincide with
resource limits or organisational goals. For example, even if a task is urgent and critical,
insufficient resources can prohibit immediate action. As a result, the matrix must be used
in combination with other resource availability-based decision-making frameworks.

A.4 RICE Scoring Model

The RICE Scoring Model is a prioritisation framework developed to help product teams
make objective judgements about which features, projects, or initiatives to pursue. The
acronym RICE stands for Reach, Impact, Confidence, and Effort, which are four key
components applied to evaluate tasks. Each of these components plays an important role
in determining the potential value and feasibility of a project or feature, leading to a
comprehensive approach to task prioritisation.

The first component, reach, aims to measure the magnitude of the effect of a project. It
predicts the number of individuals who will be influenced by the feature or project within a
certain timeframe. The second component of the RICE model is impact, a measure of how
much a product or project will benefit all those it reaches. While impact can be challenging
to define precisely, it is usually evaluated using qualitative descriptions. These qualitative
decisions are then transformed into numerical scores to allow comparative between efforts.
High-impact initiatives are often strongly aligned with long-term organisational goals,
making this factor critical for strategic decision making.

Confidence, the third component of the model, indicates the level of knowledge of the team
in their estimations of reach, impact, and effort. This component is a vital risk mitigation
tool that allows teams to modify priorities based on the accuracy of their estimates.
Confidence is measured as a percentage, with larger percentages representing greater
security. The last component, effort, estimates the resources needed to complete the
feature. Importantly, effort acts as a denominator in the RICE formula (see Figure A.1),
which means that tasks that require less effort will therefore score higher for prioritisation.
This technique guarantees that the model strikes a balance between the prospective effect
and resource efficiency, encouraging a realistic approach to project selection.

Score =
Reach× Impact× Confidence

Effort

Figure A.1: RICE formula for feature prioritisation.

The RICE model is frequently used in product development, project management, and
strategic planning due to its balanced, quantitative nature. Its main benefit is that it
allows teams to prioritise tasks based on multiple factors rather than just urgency or
stakeholder viewpoints.
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The method supports teams in prioritising features that are projected to have the largest
impact with the least amount of work, which is important when managing limited re-
sources. It offers an organised approach to evaluating activities inside complicated projects,
ensuring that resources are allocated efficiently. The RICE model also aids in strategic
planning by linking efforts to organisational goals. Furthermore, confidence criteria pro-
mote a data-driven approach, which reduces the chance of selecting initiatives with low
certainty or high risk.

In software development, for example, if a team is evaluating multiple feature upgrades,
RICE scores can be used to evaluate which changes would benefit the most users, increas-
ing customer satisfaction and product adoption rates.

A drawback of this approach is the subjectivity involved in measuring reach, effect, and
effort. Different team members may interpret these criteria differently, which might lead
to inconsistent scoring. In addition, the model assumes that all tasks are independent
and does not take into account project interdependence. To address this, teams often
require calibration meetings to ensure alignment with scoring standards, which can be
time consuming.

Furthermore, while confidence criteria are useful for risk assessment, it can be difficult
to measure effectively, particularly when data is few or teams lack experience evaluating
impact and reach. This might lead to overestimated or deflated confidence levels, skew-
ing the prioritising process. Finally, the RICE model is fundamentally resource-focused
and does not take into account other strategic elements like brand alignment or compet-
itive positioning, which may be essential in certain scenarios. As a result, teams might
consider combining RICE with other frameworks, such as the Kano Model for customer
satisfaction.

A.5 A Comparative Overview of Prioritisation Tech-

niques

In addition to the popular techniques described, organisations can explore different priori-
tisation techniques based on the project’s setting, resources, and goals. Other alternatives
include the ICE Scoring Model, the Value vs. Complexity Matrix, and the Weighted Scor-
ing Model.

Each of these techniques provides a distinct method for prioritising activities and projects.
For example, the ICE Scoring Model simplifies the RICE method by emphasising impact,
confidence, and ease. The Value versus difficulty Matrix employs a two-dimensional grid
to evaluate the work value and difficulty. The Weighted Scoring Model, on the other
hand, enables for more flexible customisation of the assessment criteria to meet business
requirements.

Although each technique has its own set of advantages, identifying the best technique is
influenced by the project’s needs, timeline, and team dynamics. For guidance in iden-
tifying the most appropriate method, a comparative table (Table A.1) summarises the
characteristics, advantages, and disadvantages of the setting priorities strategies covered
in this section.
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Table A.1: Comparison of prioritisation techniques: key criteria, use cases, advantages,
disadvantages.

Technique Criteria Use Cases Advantages Disadvantages

MoSCoW
Must have

Should have

Could have

Won’t have

Agile project
management

Simple and under-
standable

Efficient for scope
management

Subjective nature

Lacks quantitative
prioritising

Kano
Model

Must Be

One Dimen-
sional

Attractive

Indifferent

Reverse

Product De-
sign and Client
Satisfation

Concentrates on
consumer happi-
ness

Useful for feature
analysis

Limited strategic or
operational prioriti-
sation

Eisenhower
Matrix

Urgency

Importance

Task and time
management

Helpful for routine
tasks prioritising

Straightforward
standards

Subjective nature

Lack of capacity
to evaluate larger
projects

RICE Score
Method

Reach

Impact

Confidence

Effort

Product and
project man-
agement

Balanced approach

Tangible

Objective

Subjective nature

Interdependencies
are not considered
adequately

ICE Score
Method

Impact

Confidence

Ease

Quick pri-
oritisation
decisions

Beneficial for ur-
gent need

Quick and sim-
plified version of
RICE method

Potential indiffer-
ence of fundamen-
tal components

Need for constant
calibration

Value
versus
Complexity

Value

Complexity

Project
roadmaps
and resource
allocation

Aids in identifying
low complexity and
highly valuable ob-
jects

Visual approach

Restricted to the
value complexity
axis

Could overlook fo-
cused on clients ob-
jectives

Weighted
Scoring
Model

Personalised
standards
according to
organisational
goals

Prioritising
strategic and
extensive
projects

Highly flexible and
configurable

It can fit different
goals

Costs time to assign
weights and set up
criteria

Can be challenging

The prioritising techniques discussed in this section can be used in many different project
configurations and demands since each has unique benefits and drawbacks. Given its
simple classification, the MoSCoW technique performs well in agile environments, enabling
teams to choose priorities according to their needs and available resources.

Conversely, the Kano Model offers insightful data on client happiness and can be used

94



to identify features that encourage user engagement. The RICE and ICE models provide
data-driven frameworks that satisfy the demands of product management for wider reach
and impact evaluation, while the Eisenhower Matrix is efficient at simplifying decision-
making for daily priorities in task management.

The weighted scoring model and value versus complexity matrix allow for an in-depth
analysis of multiple factors, providing flexibility for the alignment of strategies and the
balance of resources over time. The present study highlights the relevance of identi-
fying a prioritisation framework that is consistent with the project scope, stakeholder
requirements, and overall strategic objectives by reviewing the advantages and potential
applications of each technique.
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Appendix B

Mapping of Test Parameters and
Input Values for Smart Contract
Testing

Table B.1: Mapping of test parameters and input values.

Type Description Designation Value

Contractor
Address

Each address identifies a

distinct Contractor with

the authority to carry

out specific duties on the

devices.

C1

C2

C3

0xCA35b7d915458EF540aDe6068dFe2F44E8fa733c

0xCA35b7d915458EF540aDe6068dFe2F44E8fa733c

0xCA35b7d915458EF540aDe6068dFe2F44E8fa733c

User
Address

The addresses in the sys-

tem stand in for the

users. These individuals

are the owners or those

in charge of the lent de-

vices.

U1

U2

U3

0x583031D1113aD414F02576BD6afaBfb302140225

0xdD870fA1b7C4700F2BD7f44238821C26f7392148

0x77fB05fb6e9d2b43B50a0E4d3bf6dc0353874Bc4

Supplier
Address

The address representing

the Supplier of the equip-

ment.

Supplier 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4

Laptops’
Serial
Number

Each device’s own serial

number.

SN1

SN2

SN3

SN1U1C1

SN2U2C1

SN3U3C2

Laptop’s
Identifier
Number

Each device in the

system is assigned a

unique identification

number that is used for

device management and

tracking. This data is

connected to the serial

number of the device.

ID1

ID2

ID3

520cc938-c90b-4a76-b81f-1d3b11f6d433

baf135d3-bc6b-45d2-9e09-725c63a515b6

87e7d82a-2ade-4865-9781-c11482f666d2
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State

Indicates the current

state of a device, rep-

resented by either

’0’ (unlocked) or ’1’

(locked).

S0

S1

0

1

Lease

The timestamp repre-

senting the validity of the

lease associated with the

device.

Lease 1619885200

HMAC
hashes

The HMAC values used

to guarantee security

when locking a device.

H1

H2

H3

eb5d8510ac82a60cf7a86f3b1c4e2e17b00bb0f6d208

05d4e324f20633fdd109 (SN1:ID1:Lease:S1)

189e4a26edeb345596a87171a651b3c255a957b3cdce

caf4605d50a2866fef29 (SN2:ID2:Lease:S1)

7bfcd932e7417b7f405091424936d82a09ea326a6592

b671eb8f35d486188761 (SN3:ID3:Lease:S1)

The HMAC values used

to guarantee security

when unlocking a device.

H5
ccff0b29b90fec92b610bb13daf076a86ce2fec02d2f

887a72a9eb0216781e05 (SN2:ID2:Lease:S0)

97



Appendix C

Smart Contract Development with
ChainLink Oracle

1 pragma solidity ˆ0.8.3;
2
3 import ”@chainlink/contracts/src/v0.8/ChainlinkClient.sol”;
4
5 contract DeviceManagement is ChainlinkClient {
6 using Chainlink for Chainlink.Request;
7
8 struct Device {
9 bool isRegistered;

10 bool isLocked;
11 address user;
12 address contractor;
13 uint registrationTimestamp;
14 }
15
16 address public supplier;
17 mapping(string => Device) public devices;
18
19 string private serialNumber;
20 bool private requestProcessed;
21
22 event DeviceRegistered(string id, address user, address contractor);
23 event DeviceStatusChanged(string id, bool isLocked);
24
25 /∗∗
26 ∗ @notice Initialize the link token and target oracle
27 ∗
28 ∗ Sepolia Testnet details:
29 ∗ Link Token: 0x779877A7B0D9E8603169DdbD7836e478b4624789
30 ∗ Oracle: 0x6090149792dAAeE9D1D568c9f9a6F6B46AA29eFD (Chainlink DevRel)
31 ∗ jobId: 7d80a6386ef543a3abb52817f6707e3b // string
32 ∗
33 ∗/
34 constructor () {
35 supplier = msg.sender; // to change to softi9’s address
36 setChainlinkToken(0x779877A7B0D9E8603169DdbD7836e478b4624789);
37 setChainlinkOracle(0x6090149792dAAeE9D1D568c9f9a6F6B46AA29eFD);
38 }
39
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40 modifier onlySupplier() {
41 require(msg.sender == supplier, ”Permission denied, is not the supplier.”);
42 ;
43 }
44
45 modifier onlySupplierOrContractor(string memory id) {
46 require(msg.sender == supplier || msg.sender == devices[ id].contractor, ”Permission

denied, is not the supplier nor contractor.”);
47 ;
48 }
49
50 function registerDevice(string memory id, address userAddress, address

contractorAddress) public onlySupplier {
51 require(!devices[ id].isRegistered, ”Device already registered.”);
52 devices[ id] = Device(true, false, userAddress, contractorAddress, block.timestamp);
53 emit DeviceRegistered( id, userAddress, contractorAddress);
54 }
55
56 /∗∗
57 ∗ @notice Check if the device is registered and get the status
58 ∗ Pre−requisite: Run the requestSerialNumber method first and wait a few seconds.
59 ∗/
60 function checkDeviceStatus(string memory id) public view returns (bool, string

memory, bytes32) {
61 require(devices[ id].isRegistered, ”Device is not registered.”);
62 require(requestProcessed, ”The request has not yet been processed. Try again soon.”);
63
64 // fazer pedido para ter serial number
65 string memory nonce = this.generateUUIDformat();
66 bytes32 hmac = this.generateHMAC(serialNumber, id, nonce, devices[ id].isLocked);
67
68 return (devices[ id].isLocked, nonce, hmac);
69 }
70
71 function changeDeviceStatus(string memory id, bool locked) public

onlySupplierOrContractor( id) {
72 require(devices[ id].isRegistered, ”Device is not registered.”);
73 devices[ id].isLocked = locked;
74 emit DeviceStatusChanged( id, locked);
75 }
76
77 // Oracle Functions
78 function requestSerialNumber(string memory id) public {
79 Chainlink.Request memory req = buildChainlinkRequest(’7

d80a6386ef543a3abb52817f6707e3b’, address(this), this.fulfill.selector);
80 string memory url = string.concat(’https://webportaldaas.free.beeceptor.com/’, id);
81
82 // Set the URL to perform the GET request on
83 req. add(’get’, url);
84 // Set the path to find the desired data in the API response
85 req. add(’path’, ’serial number’);
86
87 // Sends the request
88 sendChainlinkRequest(req, (1 ∗ LINK DIVISIBILITY) / 10); // 0,1 ∗ 10∗∗18 (Varies

by network and job)
89 }
90
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91 function fulfill(bytes32 requestId, string memory serialNumber) external
recordChainlinkFulfillment( requestId) {

92 serialNumber = serialNumber;
93 requestProcessed = true;
94 }
95
96 // Extra Functions
97 function generateUUIDformat() external view returns (string memory uuid){
98 // generate 256bits’ hash with block timestamp, difficulty and current gasprice
99 bytes32 buf = keccak256(abi.encode(block.timestamp, block.prevrandao, tx.gasprice));
100 // converts bits for bit manipulation
101 uint128 uuid = uint128(bytes16(buf));
102
103 // set byte 6 to version 4
104 uuid = uuid & 0xFFFFFFFFFFFFFF00FFFFFFFFFFFF00FF; // clears the bits
105 uuid |= uint128(uint8(0x40)) << 56; // set the version bits
106
107 // set byte 8 to variant 4 (randomness)
108 uuid = uuid & 0xFFFFFFFFFFFFFF3FFFFFFFFFFFFFFF; // clears the bits
109 uuid |= uint128(uint8(0x40)) << 48; // set the variant bits
110
111 // converts back to bytes16
112 return bytesToHex(bytes16( uuid));
113 }
114
115 function bytesToHex(bytes16 data) private pure returns (string memory) {
116 bytes memory hexChars = ”0123456789abcdef”;
117 bytes memory result = new bytes(2 ∗ 16); // 2 hex chars per byte
118 for (uint i = 0; i < 16; i++) {
119 result[2 ∗ i] = hexChars[uint(uint8(data[i] >> 4))];
120 result[2 ∗ i + 1] = hexChars[uint(uint8(data[i] & 0x0f))];
121 }
122
123 return string(result);
124 }
125
126 function generateHMAC(string memory serialNumber, string memory id, string

memory nonce, bool state) external pure returns(bytes32) {
127 string memory message = string.concat( serialNumber, ”:”, id, ”:”, nonce, ”:”, ( state

? ”1” : ”0”));
128 string memory key = ”kEy SK YeIck4V25a7d8b1pzW6loR=zu&t0jUhkD&

j50H8J9Jz8wq @ 5NwEgaCi”;
129 bytes memory b key = bytes(key);
130
131 if (b key.length > 64) {
132 b key = abi.encode(sha256(b key));
133 } else {
134 if (b key.length < 64) {
135 bytes memory new key = new bytes(64);
136 for (uint i = 0; i < b key.length; i++) {
137 new key[i] = b key[i];
138 }
139 b key = new key;
140 }
141 }
142
143 bytes memory ipad = new bytes(64);
144 bytes memory opad = new bytes(64);
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145
146 for (uint i=0; i < 64; i++) {
147 ipad[i] = b key[i] ˆ 0x36;
148 opad[i] = b key[i] ˆ 0x5c;
149 }
150
151 // sha256(opad || sha256(ipad || mensagem))
152 //inner: sha256(ipad || mensagem) & final: sha256(opad || innerhash)
153 bytes32 innerhash = sha256(abi.encodePacked(ipad, message));
154 return sha256(abi.encodePacked(opad, innerhash));
155 }
156
157 }
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