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Abstract

Microservice-based architecture usage is growing, but most of the involved applications are
monoliths then migrated to microservices. Although this approach has been considered the
conventional wisdom, it is still unclear if an application based on microservices can be built from
scratch or must start as a monolithic application to be broken into smaller blocks later in its
lifecycle.

More unconventional approaches, such as starting with microservices, are not sufficiently
explored, and reported experiences lack to guide the entire process. Thus, the problem to be
addressed in this work is how to start with microservices from scratch. A guide was proposed
to allow obtaining successful microservices solutions in greenfield projects. Following the
Technical Action Research method, this set of guidelines was used to implement a
microservices-based application without migrations.

The solution was evaluated using the Quantitative Evaluation Framework and the results were
analyzed. The most important aspect for that type of architecture was accomplished, such as
improved development organization, the quicker release of new features and fixes, lower cost
on growing the system, and increased performance and resilience. The application of the guide
resulted in a value of 74% for the global quality of the system using the mentioned framework,
and a score of 76 by applying the Microservices Architecture Assessment Platform.
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Resumo

A utilizacdo de arquiteturas baseadas em microservicos tem vindo a crescer, no entanto a
maioria das aplicagdes envolvidas sdo mondlitos que foram posteriormente migrados para
microservicos. Este tem sido considerado o método convencional, apesar de que uma questao
gue ainda ndo possui uma resposta consensual é se uma aplicagdo baseada em microservigos
deva ser construida de raiz ou comegar como uma aplicagdo monolitica que é mais tarde partida
em blocos mais pequenos.

Abordagens menos convencionais como comec¢ar com microservi¢cos desde o inicio do projeto
ainda ndo foram suficientemente explorados, e as experiéncias existentes pecam por nao
guiarem o processo completo. Por este motivo o problema a ser enderecado neste trabalho é
como desenvolver uma aplicacdo baseada em microservicos desde o seu comeco.

Sera possivel seguir um conjunto de diretrizes no desenvolvimento de um projeto greenfield de
forma a obter uma solugdo baseada em microservigcos bem-sucedida? Esta questdo foi encarada
como uma oportunidade e definida como o objetivo a ser explorado nesta tese. Seguindo o
método Technical Action Research (TAR), foi desenvolvido um conjunto de diretrizes para
implementar uma aplicacdo baseada em microservicos desde o seu inicio, sendo
posteriormente aplicado a um protétipo de forma a ser melhorado e avaliado.

A solugdo desenvolvida foi avaliada usando o método Quantitative Evaluation Framework (QEF)
e os resultados indicam que, seguindo as diretrizes criadas, é possivel alcangar com sucesso
uma solugdo baseada em microservicos. A avaliagdo permite afirmar que os aspetos mais
importantes deste tipo de arquitetura tal como melhoria da organizacdo no desenvolvimento,
entrega mais rapida de novas funcionalidades e corre¢ées, custo mais baixo na manutencgao e
crescimento do sistema, e melhoria do desempenho e resiliéncia sdo cumpridos. A utilizagdo
do guia para desenvolver o protétipo resultou num valor de qualidade global do sistema de 74%
aplicando o QEF, e uma pontuagdo de 76 ao utilizar a Microservices Architecture Assessment
Platform.

Palavras-chave: Microservigos, Projetos Greenfield, Diretrizes de desenvolvimento
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1 Introduction

To make clear the expected impact of the work on certain business areas and the engineering
community, this chapter describes not only its context and objectives, but also the problem to
be solved and the impacts it may have on software projects, and engineers’ daily work.

This chapter ends with a summary of the structure of the document and an overview of all its
chapters.

1.1 Context

The interest in distributed software systems has been growing each year. Their potential has
been proved and consequentially, the study and adoption of such architectures have been
considered the future of modern software. One of the most common and trendy are
microservices, and they are “becoming the next big thing in modern software development”
(Trajanov, 2019). However, microservices implementation is not simple. and many companies
try to implement this architecture in projects where it is not a good fit at all. That is why
choosing the right architecture for a project and deciding the best way to implement it is such
a critical step for the success of the whole project.

1.2 Problem Statement

As more companies adopt a microservice-based architecture for their applications, there is a
question that still does not have a consensual answer: should an application based on
microservices be built from scratch or start as a monolithic application, to be then broken into
smaller blocks? Even though the approach that follows the “conventional wisdom” (Zdun et al.,
2020) is to start with a monolithic application (Fowler, 2015), building a monolithic system
considering that it will later migrate to microservices and preparing it for a linear transition has
been seen as a challenge (Zdun et al., 2020).



There are many examples of migrations from a monolithic architecture to a microservice
architecture (Nguyen, 2020) (Bucchiarone et al., 2018) (Bjgrndal et al., 2020), but very little for
other approaches (Lumetta, n.d.). More unconventional approaches such as starting with
microservices were not sufficiently explored, and reported experiences lack to guide the entire
process. Therefore, the problem to be addressed in this work is how to start with microservices
from scratch. It will contribute to the field with a documented experience available to the entire
community. This will enable its replication and improvement in future developments and
projects.

1.3 Objectives

The goal of this work is to facilitate the development of an application with a microservice-
based architecture from its beginning.

Firstly, it is necessary to investigate how microservices are being implemented by companies
around the world and understand what the major challenges have been faced by developers.
With that information, a guide with a set of good and bad practices for microservices
development should be implemented.

Based on the collected guidelines it will be presented an approach to develop a greenfield
project based on a microservices architecture. As stated by Cervantes, greenfield projects are
those that “begin with little or no legacy code base” (Cervantes & Kazman, 2016).

Thus, the objective is two-folded:

(1) Assess how the software engineering community is approaching the development of
microservice oriented architectures with a focus on greenfield projects and gather the good
and bad practices into a set of guidelines

(2) Propose an approach to implement microservices from scratch based on the previously
collected recommendations

1.4 Research Methodology

This work is conducted by investigating the details of the problem, designing a solution (the
guide), and validating it by applying it in a real case scenario. For this, the Technical Action
Research (TAR) method was applied.

By definition, the Technical Action Research technique “is the use of an experimental artifact to
help a client and to learn about its effects in practice” (Wieringa, 2014). It starts with the design
of the artifacts applied “under idealized circumstances in a laboratory” and later scaled up to
bigger scenarios with more realistic problems. This allows the designed solution to be validated
(Wieringa, 2014).



Thus, two engineering cycles were identified. In the first one an artifact (a guide to start with
microservices) was developed (see chapter 4), while in the second it was used in the
development of an application to validate and improve the artifact (in chapter 5).

In the context of this work, multiple problems are correlated with the microservices-first
development method. Given the nature of TAR, which “is technology-driven, not problem-
driven”, it allows the research and implementation of the solution to focus on the big problem
of developing microservices from scratch while desiring “to solve a class of problems”.
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Figure 1 — Application of Technical Action Research

In summary, the research was conducted following the flow of Figure 1. After the bigger
problem was identified (poor documentation on how to implement microservices from scratch
on greenfield projects), a solution to enrich the development community was designed. It
consists of a literature review on microservice challenges, good, and bad practices, followed by
the specification of a structured guide to help developers having a base to use this methodology.
According to Technical Action Research, after having designed this artifact, it is time to scale it
from lab testing to a realistic scenario. For this, a business area that could benefit from this work
was identified (Community Pharmacy Systems), and a prototype was implemented to apply the
designed artifact. An interview with a person in the industry was conducted to understand
which were the major concerns of the existing systems so that they can be tackled on the
prototype (this is documented in Attachment 2).

1.4.1 Main Outcomes

Therefore, the main outcomes for the documented work are as follows:

o ldentify companies and people who were involved in projects of different domains and
complexity and their approaches to the development of applications that follow an
architecture based on microservices. Their results will be considered, as well as the
difficulties they experienced or would anticipate in starting with microservices. Depending
on what is published, several professionals might also contribute through interviews or
surveys. The requirements of the solution, partial or complete, to be developed for the
problem will be outlined, including business area(s), application size, and resource
availability, among other factors.

o Explore microservices adoption and how to enable microservices architecture in greenfield
projects, the techniques and patterns (design and technological concepts) that can be
considered, and what to avoid (bad practices and antipatterns).



o Analyze how the set of previously studied concepts can be aggregated and what makes
sense in an initial phase and what is excessive to be considered too early. The problems
that others have documented and the available antipatterns will be reanalyzed to identify
possibilities and their trade-offs.

o Considering additional factors such as the timeframe for this project, the nature of the
requirements, the flexibility of the technology stack, specify the steps to the microservices-
first strategy considering one of the approaches previously analyzed.

o The steps will be refined with more details and additional considerations through their
application in a case study that meets the applicability conditions of the approach. Thus,
the approach will be used for the development of a software application that follows the
microservice architecture design principles after the analysis of all its requirements. These
steps, as well as their inputs and outputs, and the necessary conditions to advance to the
next step (or finish at that step) will be rethought.

o Find if the followed approach was successful, namely if the project is complete and works
as expected, the application is in conformance with microservice patterns. What was
obtained through the approached application can be characterized as a microservices-
based solution? The limitations and possible improvements will also be analyzed. The
findings and alternatives previously discarded will be made available to receive feedback
on the approach, in a more extended evaluation over time, and to allow its evolution even
by other researchers.

1.5 Document Structure

The structure of this document consists of 7 chapters, bibliographic references and several
attachments. This first chapter contains 5 sections that give the context of the document,
expose the problem to be solved and the specific objectives to achieve it, and ends detailing
the used research methodology and the document structure. The remaining chapters are as
follow:

o Background: this chapter includes a brief explanation of some of the key concepts
in the scope of this document and the summary of the existing literature on the
challenges, and good and bad practices on microservices development.

o State of the Art: here is presented the most recent research about microservice
development methodologies, and the specific case of building microservices in
greenfield projects. The chapter ends with the research of some of the most
important technologies related to microservices development.

o Design: it presents the requirements to be able to use the designed solution for the
problem and the solution itself. This includes the guide to implement microservices
in a greenfield project and the requirements to be able to follow it successfully.



o Guide Application: it documents the application of the designed solution in an
exemplifying greenfield project.
o Evaluation: it presents the indicators and respective sources of information and

evaluates the quality of the developed solution using the Quantitative Evaluation
Framework (QEF).

o Conclusions: shows the global outcomes and results, identifies some limitations
and future work, and ends emphasizing the main contributions of the work of the
dissertation.






2 Background

This chapter is dedicated to the documentation of some of the most important concepts within
the scope of this dissertation. It aims to help the reader to have a better and smoother
experience throughout the rest of the document.

2.1 Key Concepts

2.1.1 Distributed Systems

In the ‘80s, authors were already investigating and publishing about the importance of studying
distributed systems (Kleinrock, 1985). At that time, the motivation for this field was different
but the main concern was the same, performance. Personal computers had begun to proliferate
and with the adjacent technological evolution, the need for parallel processing and distributed
databases became a reality. In a special issue, (Kleinrock, 1985) even compared distributed
systems to natural phenomena as an example of how familiar everyone is with the topic:

“How did the killer bees find their way up to North America? By what mechanism does
a colony of ants carry out its complex tasks? What guides and controls a flock of birds
or a school of fish? The answers to these questions involve examples of loosely coupled
systems that achieve a common goal with distributed control.”

The computers’ hardware as we know it today went straight through that evolutionary path. A
big example of that is unless you are reading this on paper, the CPU of the device you are looking
at right now. Except for embedded systems and other microchip users, nearly every computer,
mobile device or smart tv uses multi-core processors that take advantage of parallel computing.

As a consequence of the evolution and importance of the web, the study of distributed systems
started to change its focus to systems such as clusters of computers with much lower granularity.
As stated before, systems are always distributed by the need for performance to conducting



more complex and demanding tasks. And, since computers suffered a great evolution, they
became powerful enough to handle increasing levels of traffic. This process of upgrading
hardware is called vertical scaling, and it works well whenever it is possible. The problem is that
after reaching a certain point, even the best hardware won’t be capable of handling enough
traffic (Kozlovski, 2018). However, the implementation of distributed systems enabled
horizontal scaling. This technique consists of adding more computers communicating and
working in parallel with the same objective. Besides potentially allowing to scale to infinity, it
also brings other advantages such as cost reduction at a certain point (see Figure 2) and fault
tolerance (Kozlovski, 2018).
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Figure 2 - Vertical and horizontal scaling cost comparison
Source: (Kozlovski, 2018)

Although using distributed systems seems to be an excellent way to create highly available and
fault-proof software, for that to work, the software being executed on multiple computers in
parallel needs to be capable of handling the problems that come with that type of architecture.
These problems will be identified and analyzed during the rest of this document for one specific
distributed architecture.

2.1.2 Service-Oriented Architecture

Service-Oriented Architecture, mostly known as SOA, has become an extremely popular
approach to develop distributed applications with a deep focus on the business processes.
Practically, an SOA consists of groups of software components that carry out these processes
(Datz, 2004). Defined by (High et al., 2005): “The primary goal of Service Oriented Architecture
(SOA) is to align the business world with the world of information technology (IT) in a way that
makes both more effective”.



In SOA, services should be loosely coupled, which means that temporal, technology and
organizational constraints in the information system should be avoided or encapsulated. Also,
each application in the system should be able to communicate and interact with the remaining
without knowing their technical details (High et al., 2005).

A service in SOA is considered any task of the business process that is repeatable. Identifying
the appropriate granularity and constructing the services resultant from the business design
may be a complex process and therefore a few techniques were created to facilitate it. One of
these techniques is offered by IBM and is called "The Service-Oriented Modeling and Analysis".

As defined by Arsanjani the service-oriented modeling “provides modeling, analysis, design
techniques, and activities to define the foundations of an SOA” (Arsanjani, 2004). The
functioning of this technique follows a top-down analysis that “helps by defining the elements
in each of the SOA layers and making critical architectural decisions at each level”. This allows

to “conduct conducts service identification through leveraging legacy assets and systems.”.

The layer-by-layer analysis results in the externalization of high-level business processes into
large-grained services, the existing legacy functionalities are examined to potentially be
converted into smaller-grained services, and in a final step, using goal-service modeling, there
is a refining of every identified candidate service.

2.1.3 Microservices

This is one of the most discussed subjects in software architecture lately and it is a style that
has been used in many projects in the last years. As summarized by Lewis and Fowler the
microservice architectural style is:

[...] an approach to developing a single application as a suite of small services, each running in
its process and communicating with lightweight mechanisms, often an HTTP resource API.
These services are built around business capabilities and independently deployable by fully
automated deployment machinery. There is a bare minimum of centralized management of
these services, which may be written in different programming languages and use different data
storage technologies. (Lewis & Fowler, 2014)

Each microservice is considered by (Thones, 2015) “[...] a small application that can be
deployed independently, scaled independently, and tested independently and that has a
single responsibility”.

2.1.3.1 Architecture Adoption

When talking about companies that adopted microservices, the first name that must come to
everyone’s mind is Netflix. This giant tech company is considered one of the pioneers of the
microservice movement since it decided to break its monolith into microservices back in 2009
(Ismail, 2018). Amazon is another example of a company that started as a huge monolith and
now “is perhaps the world’s most prominent advocate of microservices, with Amazon Web
Services (AWS) providing the infrastructure needed for companies to launch and manage
containers and microservices on the fly” (Ismail, 2018). Along with these two, many other
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famous companies such as Uber, SoundCloud, Karma, and Groupon also struggled to maintain
monolithic applications and ended adopting a microservice architecture.

The main reasons that led all these companies to their decision were the following monolithic
architecture’s issues:

o Difficult company growth
o Server outages, due to high traffic

o Long “development to production” process time

2.2 Challenges on Microservices Development

Even though the concept is not new, deeper studies on the good and bad practices of
microservice implementation increased in recent years. This happened because the adoption
of the architectural style by big companies like Netflix, with unseen traffic levels, revealed
challenges that were inexistent until then. This section gathers the main findings of scientific
research and practical cases in real companies.

Microservice growth happened at the same time that traditional SOA (using HTTP SOAP) started
to decline and be replaced by HTTP REST. This would set a trend for the way microservices
expose their functionalities, but it is not a challenge by itself. The issue is that it was considered
as the default way to expose them rather than considering asynchronous messaging
alternatives and it may lead to various challenges of performance and complex transaction
management (Gupta & Palvankar, 2020). This is one of many challenges faced when developing
and growing a microservice-based software solution. Next are described some of the other
challenges found in this kind of software development. It is very important to understand them
before deciding whether to follow the microservice approach right from the start or not. If the
goal of choosing this architectural style is to allow scalability in the long term, these are
challenges that the team must be ready to overcome.

2.2.1 Granularity

Software architects have been struggling with the uncertainty on the right level of granularity
for a system component’s scope. The maximization of the reuse of the functionalities
considered for a system component and defining its boundaries correctly are considered by
(Gupta & Palvankar, 2020): “[...] two of the biggest challenges for a solution designer [...]” since
these have two major dependencies: “[...] the domain and context of the solution space “.

The single responsibility and right size of a microservice are topics that appear in many
definitions such as (Thénes, 2015) and (Pacheco, 2018), but it is important to understand what
these authors mean by that.

People ask how big a microservice should be, but the answer for that is never right or wrong
because it depends on several factors. When asked that question, (Thénes, 2015) affirmed that
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he had seen microservices with hundreds of lines of code but others that could reach a couple
thousand. The advice he often gives is that more important than the number of lines of code is
that the “lines of code do one thing only” and that “everyone should be able to understand
them”. A recommendation to understand if the code has a single responsibility is to guarantee
that there is only one reason to change it. (Thones, 2015) leaves one last piece of advice that is
related to the tradeoff between a larger microservice or breaking it into two smaller ones. When
a microservice reaches the border of the single responsibility, it is a sign that “you got to the
point where numbers become important” and a decision over whether what is best for your
company: support bigger but fewer microservices or smaller but in larger number? This is an
important question because the operational costs of each microservice are a relevant aspect to
consider (it usually involves more physical resources and deployment time if the process is not
automated).

2.2.2 Decouple Data Storage

This challenge comes from the need to decouple the different services in a microservice
architecture on all layers. Different from a monolithic approach where a large database is
shared between all the application’s components, in a microservice architecture, each service
should have its storage with its scope. As affirmed by (Gupta & Palvankar, 2020): “If multiple
microservices are tied to the same tables in the database, then any change in the schema will
result in cascading changes in other microservices, which defeats the core purpose of
microservices”.

It means that when developing microservices there must be special attention to the way the
entities relate with each other and how often these relations need to be verified since the data
of each microservice needs isolation. Thus, the retrieval of that information is no longer simple
database access but a request to another service and the mapping between identifiers.

2.2.3 Security

Although the adoption of microservices has been growing at an incredibly rapid pace in the past
years, Yarygina remembers that “there has been surprisingly little focus on security” (Yarygina,
2018).

Security poses a challenge in microservices since most applications are migrations from a
monolith and they end up exposing code that was not designed to be accessed externally
(Yarygina, 2018). This raises a lot of security concerns but can be avoided if microservices are
developed from the start of the project.

Other challenges that engineers may need to face with microservice security are establishing
trust between each service, dealing with distributed secret management, and making the
security solutions scalable so they can “fit in with the overall approach and be adopted by
industry users” (Yarygina, 2018).
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2.2.4 Monitoring

The adoption of microservices leads to a “[...] more complex application topology”, and involves
scaling and dynamic environments. These characteristics make the traditional monitoring
techniques unsuitable for this type of architecture (Golden, 2020). Since it is usual that each
microservice has distinct logs and may use different technologies, it can also “exacerbate
format and semantic heterogeneity of logs”, which makes the monitoring process even harder
for this kind of system (Cinque et al., 2019).

Since in microservices the information flows through multiple applications, it may lead to
difficulties to get the wholistic view of the system. This makes monitoring even more important
and without it, failures are more probable to occur without timely warning (Meng et al., 2017).

The challenge when implementing monitoring strategies for microservice-based architectures
is that it is not enough to track each service separately. It is necessary to ensure that all the
components and services of the system are working together and delivering the expected user
experience to the user. Kowall calls this “end-to-end monitoring” and associates the concept
with two requirements:

o Measuring client performance and operations on mobile and browser devices.

o Following the entire flow of system interactions to perform the transactions, “[...] from
the device through the associated microservices and any third-party components that
are required to fulfill the user request and drive the user experience.” (Kowall, 2020).

Despite the importance of monitoring in microservices, a systematic mapping study conducted
by Waseem reveals that this is still an inadequately explored area and more research effort is
required. It reported that during the study only 4 out of 47 entries presented “monitoring
approaches”, “frameworks”, and “performance monitoring challenges” (Waseem et al., 2020).

2.3 Microservices Good practices

2.3.1 Align microservices with business capabilities of the domain

When building microservices, (Gupta & Palvankar, 2020) consider it a good practice “to think in
terms of loosely coupled, event-oriented boundaries and the context mapping”. This implies
the identification of context-dependent interactions that each microservice needs to be
involved in and therefore ensures that it is built aligned with the business capabilities of the
domain.

2.3.2 Distinguish API microservices from core microservices

To avoid “REST overuse” the design of microservices should have the notion of two major types
of microservice and the distinction between them must be clear for everyone involved. On one
hand, there are API microservices that are responsible to expose their functionalities to the
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outside of the system. These are expected to follow a REST APl approach to expose all
functionalities in a universal and well-documented way. On the other hand, there may exist
microservices that are only expected to be used inside the system and shouldn’t be public (only
accessible by other microservices). These are commonly called “core microservices” and should
be implemented on a reactive pattern to avoid the “REST overuse” pitfall (Gupta & Palvankar,
2020).

2.3.3 Progressive Migration

Migrating a big monolithic application into microservices is without any doubt a very complex
and risky process. Thus, it is a good practice to migrate the application incrementally, each
service at a time. The services to migrate should be carefully identified using DDD techniques
to guarantee that there is only one bounded context for each microservice. After this
identification, the services should be gradually removed from the monolith and extracted into
a new smaller application. By repeating this process, the complexity of the monolith will be
gradually decreasing and in the end, the monolith will be transformed into microservices
(Carrasco et al., 2018).

2.3.4 Independent Microservices

By definition, microservices are small and independent applications. Thus, it is clear that
independently implementing and maintaining the services must be considered a critical good
practice. It promotes fast feature development and delivery, and facilitates DevOps because,
being the applications autonomous, each team working on these services will also have more
autonomy. It allows the development, test and release process to scale more easily (Pallis et al.,
2018). In the long term this is critical to an efficient evolution of the system.

2.4 Microservices Bad Practices

2.4.1 Defining microservice boundaries incorrectly

One of the biggest struggles when designing a microservice architecture system is defining each
microservice’s scope. According to (Gupta & Palvankar, 2020) there are three major variations
of incorrect microservice scoping:

o Entity Scope: orienting the microservice design to an entity level tends to cause inflexibility
of each microservice which consequentially adds complexity to manage the system as a
whole

o Process scope: since processes tend to change, microservices designed with that mindset
tend to be volatile and fragile to business changes
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o Utility scope: The notion of utilities treated as microservices causes the provisioning of
operational sophistication without reaping adequate business benefits since such utilities
are often non-differentiating to most enterprises

2.4.2 Single Layer Team Structure

Many organizations’ structure is characterized by a division of teams by layer (e.g. Ul, Business
Layer, Databases, etc.). This may lead to two problems: it adds time and effort for approval
whenever a change is needed and at the same time there may be a tendency for teams to
force their responsibilities on multiple services and therefore make them dependent. These
concerns go against one of the most important microservices principles, the independence of
each service (Carrasco et al., 2018). To solve this issue, companies should adopt a structure
where teams are cross-functional and each one is assigned to a specific service. That allows
each team and service to be fully independent.

2.4.3 Multi-service containerization

When working around microservices, DevOps and Continuous Delivery are techniques that are
usually aligned with their goals, since the deployment of highly scalable systems in an
automated and fast way is a must in this type of architectural style. To accomplish this, service
applications are usually packed in containers with their dependencies which avoids the
complexity of management and orchestration. The problem is when multiple services are
packed in the same container to simplify the setup and configurations of the system. This will
make the containers heavier and remove the independence between microservices (Carrasco
et al., 2018). The correct solution for this problem is to follow the container per service rule,
configuring each container to include only one service and its dependencies. This way each
service is independently deployed which is faster and can be separately scaled which is one of
the biggest advantages of the microservices.

2.4.4 Poor documentation

Overall, documentation of software systems is a very important step to increase its
maintainability. In microservice-oriented applications, this is even more important given that
each service usually exposes an APl which contract is crucial to assure cooperation with other
services’ teams. Because of time constraints, teams may tend to neglect their services’
documentation, but since the number of services in a system can grow abruptly, it can have
very negative impacts, such as the global vision of the application getting lost (Carrasco et al.,
2018).
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2.4.5 Fallacies of Distributed Computing

Some of the most common assumptions developers make when migrating to microservices are

explained in (Rotem-Gal-Oz, 2008). They are known as “The 8 Fallacies of Distributed

Computing”:

O

The network is reliable: power, hardware, and software failures are real for networks, as
well as security threats. This means that networks are not reliable at all, and consequentially
it implies that software engineers and architects implement design restrictions in terms of
infrastructure and software. There is the need to create redundancy of the hardware
devices and at the same time, developers should be aware that communication messages
may get lost and therefore need to implement resilience techniques on the software as well.
Some possibilities to mitigate communication issues are the usage of retries, validate
message integrity and duplicate messages if necessary.

Latency is zero: distributed architectures like microservices tend to abstract developers on
how components communicate. This takes them to think that every call is instantaneous,
which isn’t probably true since most components communicate over the network. Even if
they work on a LAN, the latency is still much bigger than accessing local memory.

Bandwidth is infinite: to prevent the previously presented fallacy, developers frequently
try to avoid making extra calls by grouping large amounts of data in one single request, but
they usually forget that bandwidth has its limitations too. There should be a balance
between these two fallacies, and they should be tested together by simulating the
production environment during development.

The network is secure: even though security evolves faster each day, the number of attacks
on companies and software has also grown absurdly in the past years. That means that
specific security measures should be implemented in software solutions since day one.
These security measures should be applied in network, infrastructure, and application
levels and be sustained by detailed risk-cost analysis.

Topology doesn’t change: network topology tends to be very volatile once in a production
environment, both on the client and the server-side. Therefore, the physical structure of
the network should be abstracted in the software solution.

There is one administrator: even if the evolution of software development is in the
direction that developers tend to be less dependent on the infrastructure and its
administration, there are still problems that natively are only diagnosable by IT
administrators such as server-level errors. Software developers should implement
monitoring techniques and provide their infrastructure administrators with tools so that
they can get support when needed.

Transport cost is zero: this fallacy can have two interpretations: the first resides in the fact
that many developers forget the cost of serialization when moving data from the
application to the transport layer. This process converts from the application format into
transportable bytes, but to do that, resources are consumed, and additional time is added
to the already existent latency. On the other hand, this fallacy can be interpreted as

15



development teams thinking that the transport layer (setup and network maintenance) is
free. There are lots of costs associated with network management such as hardware,
security, bandwidth lease, and other operational costs.

o The network is homogeneous: when architects think that all the devices connected to the
network are homogeneous, they are falling into this fallacy. Lately, this is not a big problem
since most of the communication protocols are universal and allow interoperation of
different devices but, at a lower application level, this can be relevant and needs to be taken
into account by using standard/widely accepted technologies.

2.4.6 Chain communication between microservices

Despite choosing a synchronous or asynchronous communication protocol for the services of a
microservice application, the important thing is to be careful about the way these services are
integrated. According to (Anil, 2020): “The fewer communications between microservices, the
better”, meaning that architects should work to minimize the communication between the
microservices of the application. This is because if they end up chaining too many microservices
in a single request-response as shown in Figure 3, they are creating two big problems: first,
dependencies between the services, and second, and even worse, if one of the services in that
chain isn’t performing well, the whole request/response chain will be affected (Anil, 2020).

Synchronous vs. async communication across microservices
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Figure 3 - Chain Microservice Communication Anti-Pattern
Source: (Anil, 2020)
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3 State of the Art

This chapter details the results of a research into microservice-oriented architecture
methodologies and their guidelines. This includes a literature review of how they have been
implemented in greenfield projects and their known problems.

3.1 Monolith First vs Microservices from Scratch

The opinions over the best approach to develop a new microservice-based application are
divided into two main approaches: Monolith First and Microservices from Scratch. Figure 4
shows a very simple comparison between the two approaches.

As explained in previous sections, almost every successful microservice stories have started
with a monolith that got too big and was broken up (Fowler, 2015) and that is why it is
considered the “conventional wisdom” for building microservices. There are even authors that
defend that “the only way to get to a successful microservices architecture is by starting with a
monolith first” (Tilkov, 2015). The logic behind this statement resides in the fact that if
engineers are not skilled enough to build a monolith, they wouldn’t be able to build the same
project following a microservice approach from the start. It is believed that in the majority of
cases it is easier to migrate an existing “brownfield” than starting with a new “greenfield” for
two main reasons: firstly, it is possible to analyze a working system for what is well implemented
and what can be improved, and secondly, since the system is running in production it is possible
to benchmark the performance of the new approach compared to the current one (Brown,
2014).

On the opposite side, Tilkov defends that in the majority of the cases it is very difficult to migrate
the pieces of a complex monolith into new separate components, but also agrees that the
reference of an existing project can bring good inputs for the creation of a microservice system.
He concludes that “the ideal scenario is one where you’re building a second version of an
existing system.” (Tilkov, 2015).
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3.2 Building Microservices in Greenfield Projects

Greenfield projects are a synonym of launching a brand new project, which means that
“everything has to be built from the ground up, from defining services, functions and product
range, to deciding the technology, infrastructure, and resources required” (WaveMaker, 2019).

Additionally to the challenges, and good and bad practices detailed in sections 2.2, 2.3, and
2.4, building microservices for a small greenfield project brings more concerns. To explore
microservices development focused on greenfield projects in more detail, systematic mapping
research (systematized in Figure 5) was followed.

Process Steps
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Figure 5 - Systematic Mapping Process

Source: (Petersen et al., 2008)



3.2.1 Software Engineering Systematic Mapping

In the scope of software engineering, a systematic map is a method that aims to build a
classification scheme and structure a certain field of interest. This method allows determining
the coverage of the research by analyzing the “frequency of publications for categories within
the scheme” (Petersen et al., 2008). The main goal of this study method is to provide an
overview of a specific research area while being able to quantify and qualify its results.

3.2.1.1 Research Questions

The first phase is to define what are the questions of the research. These point out what the
researcher aims to answer with his study.

Table 1 and Table 2 explain the research questions for the systematic map to be performed in
this document.

Table 1 - Systematic Research Question 1 (RQy)

What are the most important concerns that developers should pay special

uestion . . . . . :
Q attention to when implementing greenfield microservices?

Microservices development involves several concerns and challenges. It is
Rationale important to identify which of them are the most relevant when
implementing microservices from the start.

Table 2 - Systematic Research Question 2 (RQ,)

. What should be avoided in the early stages of a microservice-based
Question ) .
greenfield project?

Given that in greenfield projects everything is built from the ground up, and
Rationale it starts as a small project, several aspects of conventional microservice
migrations should be avoided on its starting phase.

3.2.1.2 Search, Sources of Information, and Databases

This study focused on digital libraries that are the most used research repository in the software
engineering study area. The databases used for the search were ACM Digital Library, Google
Scholar, ResearchGate, and IEEE Explore. Since the research topics are very recent, a set of
specialized technical blogs (see Table 3) were also included such as Medium, Martin Fowler’s
blog and Microservices.io.
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Table 3 - Additional sources for systematic mapping research

Blog Url

Medium https://medium.com
Martin Fowler https://martinfowler.com
Microservices.io https://microservices.io

The following search queries were performed:
o microservices AND (challenges OR practices OR patterns)
o microservices AND ("from scratch" OR "from the start” OR greenfield)

o microservices AND greenfield AND (guide OR guidelines)

3.2.1.3 Screening Phase

After conducting the search and having a set of studies/articles it is necessary to perform a
screening. This consists of applying inclusion and exclusion criteria that allow filtering those that
are relevant. The process represented in Figure 6 was followed.

Search Total Results:
databases > 25.806
I
\%

Apply screening

o —> Results: 23
criteria

Figure 6 - Screening process diagram

After applying the criteria defined in Table 4, 23 documents (see Table 5) were obtained from
the total of 25.806 papers previously identified.

20



Table 4 — Systematic Mapping Screening Criteria

Screening Criteria

Inclusion

Exclusion - e;) Commercial publications.

technical blogs that describe:

were applied.

author

Books, scientific papers, technical reports, other grey literature, and

- i1) Microservice development methodologies, patterns, and
practices reported by experienced practitioners.

- i) Practical case studies where microservice methodologies

- I5) The benefits and disadvantages of microservices when
compared with other development approaches.

- ey) Papers that are not written in English.

- e3) Papers that are not in the software engineering scope and
neither refer microservices or dev-ops explicitly.

- e4) Study does not offer evidence for the perspective of the

Table 5 - List of papers after the screening process

Title

Reference

Pitfalls & Challenges Faced During a Microservices
Architecture Implementation

(Gupta & Palvankar, 2020)

2 | Microservices (Thones, 2015)
Microservice Patterns and Best Practices: Explore

3 | Patterns like CQRS and Event Sourcing to Create (Pacheco, 2018)
Scalable, Maintainable, and Testable Microservices

4 | Exploring Microservice Security (Yarygina, 2018)

5 | Microservice architecture design: 5 key elements (Golden, 2020)
A i« Mabbi Mi .

6 Sys.tematlc. apping Study on Microservices (Waseem et al., 2020)
Architecture in DevOps
Migrating t Mi ices: Mi i

7 igrating towards Microservices: Migration and (Carrasco et al., 2018)

Architecture Smells
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8 | Communication in a microservice architecture (Anil, 2020)

9 | MonolithFirst (Fowler, 2015)

10 | Don’t start with a monolith (Tilkov, 2015)

11 | Micro services Architecture in Greenfield Projects (WaveMaker, 2019)
Emerging Trends, Challenges, and Experiences in

12 DevOps and Microservice APls (2dun et al,, 2020)
D in-Driven Architecture Modeli d Rapid .

13 omain ) r|ver.1 rehitecture Viedeling and Rapl (Kapferer & Zimmermann, 2021)
Prototyping with Context Mapper

14 | Microservices Decision Guides (Barcia et al., 2017)

15 | Microservices From Day One (Carneiro & Schmelmer, 2016)
Decision Guidance Models for Microservices — Service

16 | Discovery and Fault Tolerance (Haselbdck et al., 2017)

17 A Ioglcal architecture design method for microservices (Santos et al., 2019)
architectures

18 Mlcro§erV|ces and their design trade-offs: A self- (Hassan & Bahsoon, 2016)
adaptive roadmap

19 Microservice Architecture and Model-driven (Rademacher et al., 2018)
Development: Yet Singles, Soon Married (?)
Microservice Architecture (Nadareishvili et al., 2016)

20
Aligning Principles, Practices, and Culture

91 !dentifyi.ng architectt.JraI technic§l debt, principal, and (de Toledo et al,, 2021)
interest in microservices: A multiple-case study

2 Mlcrosgrwces Migration in Industry: Intentions, (Fritzsch et al., 2019)
Strategies, and Challenges

23 | Sliceable Monolith: Monolith First, Microservices Later (Montesi et al., 2021)
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As shown on Figure 7, most of the selected papers (65%) were published in 2018 or after, and
34,8% were published since last year. Having such a big percentage of very recent publications
is especially important in such an emerging, and trendy topic.

Publications' distribution by publish date

25.00%

21.74%
20.00% 17.39%
15.00% 13.04% 13.04% 13.04% 13.04%
8.70%
10.00% ° m Total
5.00% I
0.00%
2020 2021
2015 = 2016 = 2017 = 2018 @ 2019 Groupl

Figure 7 - Distribution of research papers by publication date
3.2.1.4 Keywording

After defining the classification categories and filtering the whole set of 25.806 papers
respecting the criteria defined in Table 4, this step consists of looking for certain keywords and
concepts on the abstracts of the resulting publications (listed in Table 5). In the end, the set of
keywords from the different publications are combined to create an overview of the nature and
contribution of the research. It will help to define a set of categories that is representative of
the population and will be used to create the map. The process is summarized in Figure 8.

Classification
Schame

Figure 8 - Classification scheme based on keywording

Source: (Petersen et al., 2008)
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Table 6 - Research Topics

Research Topics Description

Focus on concerns of the development of
Greenfield microservices concerns microservices that have a special impact on
greenfield projects.

Understand which of the phases of
microservice development should be
avoided in Greenfield projects

Things that should be avoided in the early
phases of microservices development

3.2.1.5 Data Extraction and Mapping

In this section, the data of the publications was extracted and mapped into a set of concerns
for each of the topics identified in Table 6. These concerns are reflected in the first columns of
Table 7, and Table 8, and in the second column are the references that support each of them.

Table 7 - Greenfield microservices concerns research

Description Reference Paper IDs

Define the right granularity of a microservice 1,2,3,4,5,7, 13,18

Size versus number of microservices trade-off 2, 13, 18

Align services with domain 1,2,4,11,14, 15, 16,

17,19
Seek the benefit in the short term 21
Communication between services 1,2,3,4,8,12,20
Organizational changes and build expertise 7,9, 15, 22

Table 8 - Avoidable steps to start greenfield microservices

Description Reference Paper IDs

Start project without complete domain

knowledge 10,11

Services in separate repositories and pipelines 11, 23

Close microservice’s granularity too early 7,17

Design all parts of the system 7,9,20
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3.2.1.6 Data Analysis

Now that the data was extracted and mapped into the correct categories inside each
classification system, it is possible to analyze how the collected results answer the research
guestions defined in section 3.2.1.1.

Systematic Research Question 1 - RQ,

The first research question focuses on the concerns that developers should pay special
attention to when implementing microservices for greenfield projects. Based on the
information extracted in section 3.2.1.5 it is possible to explain in more detail some of the most
relevant concerns that can impact greenfield projects based on microservices.

o Align microservices with the domain: a challenge referenced by many publications is the
need to align microservices with the domain during design. It is considered a good practice
to design microservices-based on the domain’s business capabilities as it results in loosely
coupled service. However, it requires the identification of every interaction that depends
on the context that may be shared between services, which may become a complex task
(Gupta & Palvankar, 2020). In section 3.4.1, the challenge is contextualized, and an
approach based on context mapping is suggested to solve it.

o Communication between services: one of the key aspects to make a growable
microservices system is related to how the modules will communicate. Even though each
service should be autonomous in a cohesive modularized microservice architecture, the
system will not be available unless there is communication between its modules
(Nadareishvili et al., 2016).

o Organizational changes and build expertise: recently, Fritzsch et al. studied 14
microservice-based systems where only one was a greenfield development. It supports the
idea that these are still rare when compared to migrations of existing systems. However,
this study allowed a comparison of the challenges faced by one method and the other.
The main concerns reported by the interviewees were “building the necessary expertise” in
small teams, and making the necessary organizational changes because it can lead to teams
being “left alone” during the transition period (Fritzsch et al., 2019).

Systematic Research Question 2 - RQ;,

Building microservices for a greenfield project has the major advantage to avoid dealing with
legacy code. However, cases like (Barthel, 2017) prove that when applying this architecture, as
it is, to small greenfield projects, it has several disadvantages.

From the information extracted (section 3.2.1.5), it is possible to answer the second research
guestion defined in section 3.2.1.1. It was found a set of practices that, besides being important
on microservices development, should be avoided in the early stages of a greenfield project.
There are also a few recommendations that are transversal to Greenfields, and Brownfields but
are considered to have more impact on projects starting from scratch.

25



o Do not start a project without having a clear vision of the domain: the definition of service
boundaries can be tricky in greenfield software since there are no references to follow. This
requires exceptional attention to the level of knowledge the team has over the domain
before trying to separate the system into different services. Developers must have clarity
about the dependencies between the services to be able to define them (WaveMaker,
2019).

o Do not define microservice granularity too early: the granularity level of a microservice
affects directly how it will be implemented and instantiated, thus it should be an iterative
process. During this whole process, more details about the service may appear and causing
it to increase or decrease in dimension. By having more input, and not closing permanently
the scope of a microservice in an early phase, long-term problems are less likely to occur.
As Hassan & Bahsoon stated: “Splitting too soon can make things very difficult to reason
about. It will likely happen that you (the software architect) will learn in the process”
(Hassan & Bahsoon, 2016).

o Services should not be separated into multiple repositories/pipelines and applications: if
the greenfield project is small enough to not create multiple teams, there is no need to
divide services into separate applications. Instead, just separate them into separate
software packages where it is still possible to manage the dependencies between services
and develop each one independently by using interfaces for the communication. This avoids
the unnecessary overhead of having different repositories, separate Cl pipelines, and more
complex functional testing. Once the project grows and needs more developers working on
it, the migration of the packages into separate solutions/applications should be
straightforward (WaveMaker, 2019).

3.2.2 Summary

Even though there is a huge number of publications about microservices, their challenges, and
methodologies to migrate from monolithic applications, there is still clearly a lack of
documentation regarding implementing microservices from the start in greenfields. From the
total 25806 search results, only the 23 chosen publications after the screening step (detailed in
section 3.2.1.3) referred to greenfield projects or challenges. Furthermore, most of these
publications only refer to starting a project with microservices as an alternative, thus not
referring to any specific concerns or challenges about that methodology. It proves once more
the importance and contribution that this work brings to the software engineering community.

3.3 Related Work

This section aims to identify the existing work regarding guidelines for the development of
microservices focused on greenfield projects. Based on the literature review performed in
section 3.2.1, the publications that can be compared to this work were collected and
summarized. This should help to understand what is already well documented and what needs
more investigation.
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3.3.1 “Microservices Decision Guides”

Similar to what is intended in this document, the work developed by Barcia et al. in 2017 aims
to create a guide to help application architects deliberating decisions about the adoption of
microservices. It provides “prescriptive guidance” and focuses on the following aspects:
comparison between the microservices and the monolithic approach, security, deployment
phase, resilience, and the adoption of good “administrative and operational” practices (Barcia
et al., 2017).

Besides the similarities of the two works, they differ in the scope and detail of the contents.
Unlike this work, which is focused on the identification of microservices and their
implementation going in detail and suggesting approaches and alternatives for each step,
“Microservices Decision Guides” has a broader scope. It is split into five smaller guides with
decisions regarding the following topics: business, architecture and design, implementation,
resiliency, and operations. Even though these are all very important concerns for microservice
development, this work wanted to focus on the architecture, design, and implementation
phases which are not very well documented for greenfield projects.

3.3.2 “Microservices From Day One”

In the book “Microservices From Day One”, the authors focused on the major topic of this work:
why and how to implement microservices in greenfield projects (Carneiro & Schmelmer, 2016).
Like this work, the book also recommends employing microservices from a very early stage of
the application, and touches topics like: “Partitioning business into services”, “Implementing
and consuming APIs the right way”, and “Monitoring Your Services” (Carneiro & Schmelmer,
2016). It also touches more on operational concerns that this guide does not, but on the other
side, it does not follow a step-by-step structure and becomes too extensive in some of its
sections. This makes it a worse alternative for developers that want a simpler structured
approach that they can follow to implement a microservice-based application in a greenfield
project.

3.3.3 Design Models for Microservices

Being the design phase one of the most critical during the development of microservices, two
works (Haselbock et al., 2017) (Santos et al., 2019) are highlighted because they present
structured methodologies for this process. This kind of work is exactly what is intended for this
paper but, even though both works describe approaches that can be followed easily by the
reader and applied to a project, its scope is restricted to one of the phases included in this work
(Step 2 — Service ldentification). Nonetheless, these two works are excellent supplements to
the guide designed in this paper (see section 4.2.2) and should be considered as valid
alternatives.
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3.3.4 Summary

There is notorious work about microservice development, but, highlighted in section 3.2.1.3,
there are still very few publications focused on greenfield projects.

Even though the research work on microservices is reflected in different types of publications
such as scientific articles and books, there is still missing a paper that approaches not only the
explanation of why, how, and in which context microservices are adequate, but also how to
apply this architectural style to a greenfield project in a simple and prescriptive guide.

This work does not replace any of the work presented above but provides some of the most
relevant content from many of them, with a structure that is easier to be followed by software
engineers and researchers in projects. It is expected that additional sources are consulted for
more details about specific concerns, but the objective is that the software engineering
community can access a set of guidelines that were specifically designed for greenfield projects
and tested and validated in an exemplifying project.

3.4 Related Technology

With the growth of microservice architecture adoption, new technologies were created and
some of the existing ones were adapted to support and facilitate the development, testing,
deployment, and monitoring of this kind of system.

Some of the most relevant technologies for the microservice-based applications’ lifecycle are
described in this section.

3.4.1 Service Recognition

During the Vienna Software Seminar (VSS) in 2019, many of the participants raised an important
guestion about microservices development: “How to identify constituent services and APIs in a
microservice-based application?” (Zdun et al.,, 2020). As it was stated in section 1.2, the
conventional wisdom defends that the best practice to design microservices is to begin with a
monolith and cut it to smaller services once needed. But as Zdun states: “[...] a monolith that
has grown naturally (i.e., without explicit planning for future microservice migration) may often
require substantial architectural redesign before nontrivial services can be cut out.”, which led
to some developers trying to build monolithic applications in ways that facilitate later migration.
What happened is that the effort to build such applications (architectural investment and
foreseeing reliability, performance, and security implications) was often considered too high for
greenfield projects that are unclear if the investment will ever be paid off. This means that, if
the application never grows enough to be migrated into microservices, most of the investment
would have been in vain. If it is verified that this investment is relevant for the project, domain-
driven design (DDD) along with domain-specific languages (DSLs) for modeling bounded
contexts can be good tools for the modeling process. Context Mapper and MDSL were
presented as two examples of DSLs for this purpose.
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3.4.1.1 Context Mapper

In 2018, Kapferer wrote his master’s thesis “A Domain-specific Language for Service
Decomposition”, which resulted in the starting point of the Context Mapper project. During this
work, Kapferer gave big relevance to the challenge of “decomposing an application into
appropriately sized services”, and remembered that the strategic patterns of Domain-driven
Design (DDD), with a focus on Bounded Contexts, could be a viable approach for that process
(Kapferer, 2018). With this in mind, he started to implemented Context Mapper, a modeling
framework, based on DDD patterns, that allows domain decomposition. The framework’s
architecture is presented in Figure 9.
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Figure 9 - Context Mapper Framework Architecture

Source: (Context Mapper, n.d.-a)

In the first iteration of the project, CML (see example in Figure 10) was developed providing a
tool for a structured service decomposition integrated with Service Cutter, a tool that, based
on coupling criteria, “suggests service cuts to assist an architect’s decomposition decisions”
(Gysel et al., 2016). As an additional feature, it was developed a proof of concept of a PlantUML
generator that, from a DSL model, can generate two diagrams: a component diagram
representing the bounded contexts and their relationships, and a class diagram for each
bounded context that illustrates the aggregates, modules and all domain objects of a bounded
context (Kapferer, 2018).
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ContextMap {
contains CustomerManagementContext, PolicyManagementContext

CustomerManagementContext [U,OHS,PL]->[D,CF] PolicyManagementContext {
implementationTechnology = "RESTful HTTP"
}
}

Figure 10 - Context Map Language (CML) Syntax Sample

Source: (Context Mapper, n.d.-b)

More recently, Kapferer and Zimmermann introduced a new syntax to the framework and
implemented three new model transformations (see Figure 11) that “support rapid
prototyping”. This new feature allows domain modelers to specify requirements in the form of
user stories which will then be derived into subdomains and bounded contexts from these
requirements (Kapferer & Zimmermann, 2021).

Use Cases or

. Step 1: Derive Subdomains from Requirements
User Stories w
Functional Step 2: Deri
. p 2: Derive Bounded Contexts
Requirements | >ubdomains _‘ from Subdomains
Domain Bounded Step 3: Derive System
Analysis Contexts -W Bounded Contexts
Strategic (Physical) O
DDD Systems Split Systems
into Subsystems
Deployment
Perspective

Figure 11 - Rapid Prototyping Transformation Steps

Source: (Kapferer & Zimmermann, 2021)

Currently, the framework already provides a wider set of features (Context Mapper, n.d.-a):

o Context Mapper Language (CML): an Xtext-based Domain-specific Language (DSL) for
DDD context mapping. It “supports modeling Bounded Contexts and their relationships
with tactic and strategic DDD patterns.”

o Continuous Refactoring: allows engineers to “decompose their systems architecture by
iteratively applying Architectural Refactorings (ARs). Split and merge Bounded Contexts
and/or Aggregates to improve coupling and cohesion.”

o Diagram and Contract Generation: generate PlantUML graphical representations of
the created context maps’ architecture as well as other representations like MDSL
(micro-)service contracts, or code.

o Context Map Discovery Library: reverse engineer a DDD Context Map from an existing
monolith or microservice application.
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o Systematic Service Decomposition: integration with the Service Cutter allows the
calculation of new Context Maps to improve coupling and cohesion “by using graph
clustering algorithms and coupling criteria”.

o Code (Microservice) Generation: generate Microservice applications (Spring Boot)
using JHipster following a provided template.

3.4.1.2 MDSL

Microservice Domain-Specific Language (MDSL) “is a Domain-Specific Language (DSL) to specify
(micro-)service contracts and data representations, jointly realizing the technical part of the API
Description pattern from Microservice APl Patterns (MAP)” (Context Mapper, n.d.-b).

Based on CML context maps, Context Mapper can produce MSDL contracts by providing an
MSDL generator tool. During these conversions, CML bounded contexts are converted into
MSDL Service Specifications and Exposed Aggregates into Endpoints for example (Context
Mapper, n.d.-b). Then MSDL provides generators that can convert the domain language into
different technical specifications such as OpenAPI or Protocol Buffers, to a GraphQL schema, or
even plain Java code (Zimmermann, 2018).

Using Context Mapper and MSDL generators it is possible to go from a DDD Context Map to a
functional microservices code base in few steps.

3.4.2 Microservices Development

To develop microservices more productively, many software frameworks have been developed.
Microservice applications commonly have infrastructure services responsible for the core
functionalities of their ecosystem, and the functional services that contain all the business logic
of the system. The major advantage of using a framework to develop an application is that it
provides reusable infrastructure services that take care of the basic microservices needs so that
developers can focus on what matters, the implementation of the functional services (DInh-
Tuan et al., 2020).

3.4.2.1 Software Frameworks

Studies that analyze new frameworks and their evolution are becoming more popular each day
because tech companies want to understand which technologies are the best fit for their
microservices.

A recent research study performed by Technische Universitat Berlin members compares and
evaluates the usability and practicability of four commonly used open-source frameworks in
cloud-based applications: Java Spring Boot, Lagom, Moleculer, and Go Micro (DInh-Tuan et al.,
2020). In this specific case, there were three comparison attributes: features, design patterns,
and performance. The “features attribute” was evaluated by the frameworks’ maturity in the
market, development support, and its built-in features, the supported “design patterns” for
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each framework were identified to fulfill that category’s evaluation, and the “performance”
rating relied upon two criteria: end-to-end latency performance and resource consumption.

As stated by (DInh-Tuan et al., 2020) “[...] it is clear that there is no one-size-fits-all solution
when choosing a microservice framework. It depends a lot on application’s specific functional
and non-functional requirements”. From the conducted study Spring was considered the most
mature, with the best support, and the one that supports more design patterns. The most
performant overall was Moleculer.

Based on this and other recent framework comparisons (Chinnasamy, 2020) (Kurmi, 2020), and
having as priority criteria the maturity of the framework and the experience of the developer,
were selected two candidate frameworks to be used in this dissertation prototype: Java Spring
Boot and .NET Core.

3.4.3 DevOps Implementation

DevOps are defined by AWS as:

“[...] the combination of cultural philosophies, practices, and tools that increases an
organization’s ability to deliver applications and services at high velocity: evolving and
improving products at a faster pace than organizations using traditional software development
and infrastructure management processes.” (Amazon Web Services (AWS), n.d.).

In this model, development and operation teams are not isolated, instead, they are “merged
into a single team where the engineers work across the entire application lifecycle (see Figure
12), from development and test to deployment to operations” and it has several benefits such
as quicker delivery, reliability, scalability, improved collaboration, and security (Amazon Web
Services (AWS), n.d.).

a BUILD S>> TEST >P» RELEASE P -
£ PLAN &K MONITOR :
YOUR COMPANY CUSTOMERS

Figure 12 - DevOps Model
Source: (Amazon Web Services (AWS), n.d.)

The thing everyone must understand is that Microservices can exist without using DevOps, and
DevOps may be applied to projects that are not microservice-based since one is a culture and
the other an architectural style, and there is no direct relationship between them. When
microservices are well implemented they may facilitate DevOps though. By definition,
microservices architecture is based on small and independent applications, which promotes fast
feature development and delivery to the end-user by using shorter and quicker release cycles.
It helps DevOps because each team will be able to “develop, test, handle failures and scale
independently” more easily. This would be nearly impossible to achieve in a monolith because

32



a team performing any of these tasks would be affecting the whole application instead of a
single service, and consequentially all the other teams’ work (Pallis et al., 2018).

Containerization is another technique that is very connected with microservice development as
is detailed in the next section. Briefly, it consists of isolating each application of the system in a
virtual environment while allowing them to share a single guest OS/host. This brings advantages
of hosting setup and management, and at the same containers have significantly smaller sizes
“which makes them easier to migrate, faster to boot, and less demanding on memory” (Pallis
et al., 2018). All these characteristics of containerization and indirectly microservices, make the
architecture DevOps friendly and explains why these two concepts often appear together.

Challenges

Even if it seems a simple task to implement DevOps on microservice-based projects, it is not
true. Moving a microservice model from development to production environment has a lot of
additional concerns that may not be straightforward for every team to deal with. Below are
described some of the most important concerns that a DevOps team would need to deal with
when moving their microservices to a production environment:

o Monitoring: even if containers simplify the deployment process, it makes monitoring a
more complex task. Since multiple applications are running in the same host machine,
the monitoring agent “must run through the container engine or be part of the
application itself”. This implies that monitoring strategies can no longer be decided
after the deployment, instead, they must be included in the application design process
(Pallis et al., 2018).

o Auto-Scaling and Optimization: microservices and containerization make it easier to
scale applications “by simply creating more copies of the services overwhelmed by
demand”, however it requires the configuration of optimization strategies which can
be difficult in a distributed deployment and when the performance of a service is
affected by another’s.

o Infrastructure Management: even if microservices are built to run anywhere, their
geographical placement is critical since bad decisions in this matter may cause “severe
propagation delays and other network performance issues for service communication”
(Pallis et al., 2018). Following a DevOps approach, determining where the services will
run and their needs in terms of infrastructural resources may become a challenging task
since the management is not centralized.

3.4.3.1 Packaging and Deployment

Docker started as an open-source project written in Go in early 2013. It was a dotCloud’s (a
technology company) internal tool developed to allow the business to run on thousands of
servers (Merkel, 2014). After six to nine months the company hired a new CEQ, joined the Linux
Foundation, and changed its name to Docker Inc., announcing a shift of focus to the
development of the Docker tool and its ecosystem (Merkel, 2014).
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The main purpose of Docker is to run applications in a way that is easier to develop and
distribute. When an application is built with Docker, it is packaged with all its dependencies into
what is called a container (Bashari Rad et al., 2017). This will solve the “Dependency Hell” as it
is called by (Boettiger 2015) because aside from working similarly to a virtual machine image, it
provides a binary image where all the needed software has been installed, configured and
tested, and differently from VMs, it shares the kernel with the host machine which makes the
applications more performant and lightweight (Boettiger, 2015).

Figure 13 shows the Docker client-server architecture. When a developer types docker
commands or interacts with the Docker Ul to run, stop or build containers, the client
communicates with the Docker Daemon via REST API, this entity is responsible for the processes
of building, running and distributing the containers (Docker, 2018).
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Figure 13 - Docker Architecture
Source: (Docker, 2018)

3.4.3.2 Docker in microservices

There is a set of characteristics associated with Docker that responds directly to some of the
microservice concerns. Apart from solving the dependencies issue, Docker also promotes
isolation and security since containers are not accessible unless they are explicitly configured
to allow it.

Docker containers are small and can be deployed in multiple physical servers and cloud
platforms which simplifies the development and testing and provides scalability (Bashari Rad et
al., 2017).

Docker also promotes SOA and microservice architectures since each container should only run
a single application or process. The system will follow a distributed model composed of a series
of inter-connected containers (James, 2019).

3.4.3.3 Kubernetes as an orchestrator

As it was seen, Docker is a tool that is highly compatible with microservice architectures because
it allows encapsulating every microservice in a separate container. However, it is important to
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put together these separate entities to create a real microservice-based system. Kubernetes is
an open-source orchestrator, originally developed by Google, that deals with the deployment
of containerized applications and provides all the necessary software to build and deploy
reliable, scalable distributed systems (Burns et al., 2019).

There are many benefits on Kubernetes adoption, some of the most relevant are:

Development Velocity

One of the most common reasons for adopting a microservices architecture is the need for
speed when it comes to sustainably develop new features, always assuring the stability of the
system. Modern web applications are expected to be highly available 24/7, which means that
every new feature release must be performed with no downtime. Kubernetes provides tools
for this, by applying the concepts of Immutability, Declarative Configuration, and Self-Healing
Systems (Burns et al., 2019).

Scalability

Another reason why companies commonly adopt microservices is that their products grow, and
inevitably end up needing to scale both their software and the teams developing it. Given the
nature of Kubernetes which uses immutable containers, the scaling process becomes simple as
it consists of just changing the number of container replicas. This can be a manual process, but
it is also possible to set Kubernetes for autoscaling mode, which will take care of upscaling and
downscaling the application automatically depending on the demand (Burns et al., 2019).

Efficiency

As stated by (Burns et al., 2019): “Efficiency can be measured by the ratio of the useful work
performed by a machine or process to the total amount of energy spent doing so.”. In the case
of Kubernetes, this is related to two main characteristics:

o Ononeside, abstracting the infrastructure allows much simpler and faster deployment and
management processes. It allows to reduce the costs of running servers unnecessarily (e.g.
when traffic is low) and the human cost of the management;

o The quick and cheap creation of testing environments is another increase in efficiency
provided by Kubernetes. This can be configured as a single cluster in a virtual environment,
which may be shared by multiple developers for tests. The main difference in terms of cost
reduction is that instead of measuring the costs associated with a certain number of
complete running VMs, they are simple containers that may even be all running in the same
machine, and therefore have a much lower cost.
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3.4.4 Data Shaping

As defined by Wittern: “GraphQL is a query language for APIs and a runtime to execute queries.
Using GraphQL queries, clients define precisely what data they wish to retrieve or mutate on a
server, leading to fewer round trips and reduced response sizes.” (Wittern et al., 2019).

In microservices, communication happens through a network, that can be local or through the
internet. This may become a challenge since it is necessary to deal with latency and other
network concerns such as bandwidth for example. As it was shown in section 2.4.5, the amounts
of data that flow from and to microservices must be carefully managed and should be as
reduced as possible because larger payloads may slower communications.

To avoid transferring large amounts of data between services and an orchestrator for example,
a set of low granularity REST endpoints could be implemented to respond to each of the
necessary properties, but this would lead to another problem, the number of requests to get
all the needed properties would rapidly rise, increasing the application’s dependencies
exponentially, making it much harder to manage and ultimately resulting in an even slower
response time.

GraphQL addresses this concern. As it is shown in Figure 14, the client sends a query request to
the server with the list of desired properties from the defined schema. Each one is assigned a
resolver that is responsible for defining how to get the needed information (it can be a request
to an API or another service, make an internal function call, or querying a database).

Abstracting how data is fetched is also an advantage because it reduces the coupling between
services and their dependencies. It makes it easier to switch the sources of information without
needing to perform complex changes to the code.

Legacy System

Microservice

Third-party API

i

Figure 14 - GraphQL Architecture
Source: (GraphQl, n.d.)
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In a recent study, Brito describes some of the GraphQL key concepts and compares them
directly to the REST APl approach. One of the fundamental differences is that “GraphQL allows
clients to query a database represented by a schema“ while REST server applications
“implement a list of endpoints” (Brito et al., 2019). Besides presenting some key concepts of
the technology, the study also focuses on describing its major benefits and disadvantages. Some
of the most relevant are presented below.

Benefits:

o Strongly Typed: since the objects and fields have specific types, queries may be
syntactically verified before their execution and it allows GraphQL “to provide
descriptive error messages” (Brito et al., 2019).

o Query Specification: as explained before, the main advantage of this technology is that
“the specification for queries are encoded in the client rather than the server” which
allows it to return “exactly what a client asks for and no more” (Brito et al., 2019).

o Objects as a graph and APIs combining since GraphQL models objects like graphs, and
“makes it easy to combine multiple APIs into one”, it can obtain data from multiple
sources in a single request and have each part of the schema implemented in different
independent services. This is an especially important benefit for microservices (Brito et
al., 2019).

Disadvantages:

o Private Fields: by default, private fields are not supported. This makes it harder for
clients to implement queries since they must have a detailed view of a much larger data
schema. Although GraphQL natively does not allow hiding properties, some
frameworks provide this support.

o Expensive Queries: GraphQL queries may be complex to process by the server if they
have deep nesting. The flexibility is a benefit but requires the server to implement
restriction strategies to avoid expensive queries that can consume excessive amounts
of resources and potentially bring it down. Having this in mind most GraphQL server
frameworks implement simple features to set the maximum nesting level allowed.

3.4.5 Monitoring

Monitoring consists of looking at metrics and detect anomalies, it should provide simple views
of the system status and alert when there is a problem (Meng et al., 2017).

There are two main types of monitoring and both should be implemented for microservices
systems:

o Infrastructure: based on an agent that is installed in the machine where the system is
running, it monitors several of its parameters such as CPU, RAM, Disk, and Network.
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o Application: monitors the application and the metrics that it publishes. The source of
data is the application’s logs and events and may include received and sent requests as
well as any other warnings or errors happening during the application execution.

Even though microservices may bring high availability to a system, Li defends that for
microservice-based applications to achieve high availability they need to implement
“Continuous Monitoring”. That way “their health can be analyzed to automatically and
responsively react to failures with minimal human intervention” (Li et al., 2021).

Monitoring systems for microservices usually consist of agents running on each service. These
are responsible for tracking and logging a set of relevant metrics of that instance as well as
capturing logs created by the application. This information is often stored in a centralized
database, so it is possible to correlate data between services and allow to configure alerts or
analyze event data manually (Golden, 2020).

Since understanding and correlating the logs from different microservices can be a significantly
complex process, some tools that simplify it studies have been conducted and tools created to
facilitate it (Cinque et al., 2019). The authors present the state of the art in the area of
monitoring microservices and describe the implementation of their own monitoring tool
(MetroFunnel) specially designed for this type of architecture. Even though this tool is a
prototype and is not one of the most commonly used in the industry, it is part of scientific work
and reflects a few important aspects that are transversal to most monitoring tools for
microservices.

MetroFunnel consists of “a multithreaded Java program aimed at capturing the network
packets and generating the trace”. Its main component is based on the Java sniffing tool
PacketSniffer which is “responsible for capturing, filtering, and inferring HTTP messages’ field”
(Cinque et al., 2019).
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Figure 15 - MetroFunnel main flow

Source: (Cinque et al., 2019)

The rationale behind the approach is that REST is the most used architecture in APIs, and is
often implemented over HTTP. Since microservices communication usually also occurs using
these techniques, the proposed approach (see Figure 15) captures network packages, analyzes
the responses, and provides the trace of the transaction (Cinque et al., 2019).
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4 Guide Artifact Design

In this chapter, a proposal of a guide to building a software solution with a microservices
mindset since the beginning of the development process is described. For each guideline, a
solution is proposed along with a set of alternatives that for some reason were rejected or
unfavored.

To prove the value of developing a greenfield project following the proposed guidelines, and to
improve the initial version of the guide, a prototype of a pharmacy management system will be
implemented using that approach.

4.1 Preconditions

It is possible to build a successful software solution starting with a microservice-based
architecture from the start, but there are some requirements. Fowler states that “if you don't
have certain baseline competencies, you shouldn't consider using the microservice style”
(Fowler, 2014). Similarly, this guide also defines a set of requirements to be able to be used
successfully:

o The responsible development team must be very knowledgeable of microservices and had
a reasonable contribution to one or more microservice-based projects. That is a guarantee
that decisions will take into account at least some of the challenges of section 2.2. This is
one of the most remarkable pieces of information collected by Ponce et al., who states that:
“[...] distributed system development needs skilled developers.” (Ponce et al., 2019);

o The domain must be well known by all the stakeholders of the project, including internal
ones, such as developers and testers (WaveMaker, 2019). This is especially important
because one of the first steps to specify microservices is the identification of the system’s
operations and the extraction of domains and subdomains. If this step is not carefully
performed, the whole project can go wrong (Newman, 2015b);

o Developers should have at least basic experience with DevOps and tools like Docker and
Kubernetes to allow them to cost-effectively scale microservice applications. The DevOps
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culture also ensures that the provisioning and deployment can be done quicker, which is
especially important when monitoring identifies a problem that needs a rapid fix (Fowler,
2014). This experience is known as “operational readiness maturity” (WaveMaker, 2019);

4.2 Solution

When all the previously described requirements are satisfied, the process of developing
microservices from the start of the project shouldn’t be too different from what has been
documented as good practices of “the conventional way” of developing microservices.
Microservices are microservices, and their definition shouldn’t change whichever methodology
is used to generate them. Whether they result from breaking a larger entity or created from a
“white canvas”, the methodologies to identify and design services are very well documented
and therefore included in our guide to successful microservices from scratch.

The construction of the following guide was inspired by attribute-drive design (ADD). Alike this
method, the most important inputs are “functional requirements, design constraints, and
quality attribute requirements that system stakeholders have prioritized according to business
and mission goals” (Wojcik et al., 2006).

ADD consists of a design process that applies strategies and patterns to each system’s
component in a recursive way to satisfy its requirements (Wojcik et al., 2006). The developed
guide follows a similar strategy by analyzing each of the defined microservice concerns and
applying the patterns that may fit best the project in development.

The provided guidelines are a proposal and are not supposed to be a “silver bullet” for
developing microservices from scratch since they can’t be applied to every single project. They
should be a good starting point for development teams that are interested in taking risks and
trying a new microservices’ development approach in a more structured way. To summarize
the guide decisions and steps it is simplified in Figure 16.
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Figure 16 - Microservices from Start Guide Diagram

4.2.1 Step 1 - Should this guide be used?

Before moving to the first step of this guide, it is crucial to understand if it is a good fit for the
project needs. As it was stated in the RQ; section, microservice architectures may bring a heavy
overhead, not only to the development of the whole system but also to its design because it
involves complex steps such as identifying services and boundaries. As explained in section
3.4.1, there are cases of engineering teams who have followed the complex and time-
consuming service identification process so they could build an application that could be easily
migrated to microservices but ended up never needing to perform such migration, which led to
a waste of resources. Thus, it is essential to follow the “Business decisions guide” section by
(Barcia et al., 2017) to understand the impact of the necessary investments in finance, culture,
and DevOps.

Some factors that may indicate that microservices is not the fittest approach for the project are:

o Ifthe business is not complex, the microservices building process can be even more
complex than handling the business needs. If an application is simple by nature and
functionality, unnecessary complexity is undesirable;

o Some additional points to considerer are scalability and the number of qualified
human resources, namely:

= Will the system need to scale? In what measure?
= Does the team have the right size to handle the tasks involved with
microservices development?
o Ifthereisno need to scale the application or there are not enough people to handle
it, microservices will not solve the problem.
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If the business is indeed intricate and the application must have the potential to scale, but the
team is too small, a mixed approach can be adopted.

As previously mentioned, developing microservices in a greenfield project can be hard for small
teams. The same group of people will be working in different repositories, running separate
pipelines to deliver value, and dealing with less simple integration tests.

This guide can be partially followed even if the two points are unfavorable. The suggestion is to
start building the services in a unique software solution and apply service identification as it is
described in the guidelines and deal with a future-proof data management solution.
Infrastructure and monitoring concerns should be delayed to a point in the future when more
teams become ready to work on their services. This implies that these teams will follow the
steps that were not performed before and separate the service from the main application.

4.2.2 Step 2 - Service Identification

Some of the many advantages of the microservices architecture are to simplify testing and
allowing independent deployments for each isolated service. But these benefits are not
guaranteed if the created services do not conform to the Common Closure Principle. This
principle states that things that change together, should be packaged together to ensure that
each change affects only one service (Noback, 2018).

A pattern is to be followed to decide which microservices to create. Developers should follow
one or more common techniques to guarantee that every service is self-contained and has a
correctly bounded context. Each team must change the code of their microservices without
knowing the internals of any of the others.

To obtain microservices with the right level of granularity (see section 2.2.1), the good practices
referred to in sections 2.3.1, and 2.3.4 are applied and the bad practice of section 2.4.1 is
avoided.

Domain and business capabilities-driven microservices with Inverse Conway Maneuver

The main driver of the first step of our guide (microservice identification) is Domain-Driven
Design (DDD) with the use of the “Decomposition by Subdomain” and the “Decomposition by
Business Capability” patterns (Richardson, 2019c). They get confused and found ambiguous,
and they can be if the context of the business matches the domain. (Conway, 1968) states that:
“Any organization that designs a system will inevitably produce a design whose structure is a
copy of the organization's communication structure”, which means that if the organization’s
development teams are aligned with business units, the two patterns are automatically applied.

This alignment is exactly what is trying to be achieved in this solution. Thus, “Inverse Conway
Maneuver” will be used. Defined by (Parsons et al., 2014):

“Conway's Law asserts that organizations are constrained to produce application designs which
are copies of their communication structures. This often leads to unintended friction points.
The 'Inverse Conway Maneuver' recommends evolving your team and organizational structure
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to promote your desired architecture. Ideally, your technology architecture will display
isomorphism with your business architecture.”

Resorting to this technique, the organization’s structure should map the business units to more
effective apply the decomposition by business capability.

In summary, the solution for the microservices definition starts by analyzing and modeling the
business domain and, then, identifying the bounded contexts for the domain. The second step
is to adapt the organization’s structure to the business domain by creating a development team
for each of the bounded contexts. Using the decomposition by business-capability pattern and
considering the Conway’s Law, the list of microservices for the application should be generated,
and finally, it is refined to assure that none of the services should be merged or separated (see
Figure 17).
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Figure 17 - Microservices ldentification Flow

Alternative:
Self-contained services

Self-contained services can be built to respond to synchronous requests without waiting for a
response from any other service (Richardson, 2020). The CQRS pattern is used to maintain
replicas of the data that the service needs to fetch. At the same time the SAGA pattern is applied
to send all the needed asynchronous requests to other services. Even though availability and
response time are improved, there are a lot of drawbacks in this possibility, such as increased
cost and complexity of using CQRS, increased complexity of using sagas, less straightforward
APl when using sagas, and larger service due to functionality being implemented in the service
instead of as a separate service (Richardson, 2020). This alternative was discarded as a starting
point to microservices to avoid adding too much complexity to the fresh application, but can be
a valid approach in a later phase.

4.2.3 Step 3 - Infrastructure and Communication

Unlike monolithic applications that run on a single process and their components communicate
by calling methods and functions, microservices run separately and, therefore, use different
communication mechanisms. One of the biggest challenges that developers find when
migrating a monolith to microservices is exactly finding an efficient alternative (Anil, 2020).

When starting with microservices from scratch there is no need to struggle with this issue, but
it is a good practice to not fall into the fallacies described in Fallacies of Distributed Computing
in section 2.4.5. The approach described in Figure 18 is proposed and should be applied to every
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service identified in the previous step to avoid the pitfall described in section 2.2 is avoided.
Moreover, the problems associated with “Chain communication between microservices” (see
section 2.4.6) are less likely to occur since every transaction between the components of the
application is analyzed.

For each microservice
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Figure 18 - Communication type decision flow

Choosing the type of communication

Two major types of communication can be used in microservices: HTTP, which is a synchronous
protocol, and AMQP, an asynchronous alternative. Synchronous protocol clients send requests
and wait for responses from the services. This doesn’t mean that the application’s execution
necessarily needs to block the thread to wait for a response since the client code is independent
of the rest of the application, but the client code is blocked and can only run after the response
is received. On the other side, AMQP is message-based and its client message sender doesn't
need to wait for a response.

The decision of the best alternative must reside in the type of operations the service will need
to perform. For primary operations such as data fetching or storing, HTTP REST is the best
overall option thanks to its simplicity. If, on the contrary, the service needs to dispatch lots of
messages to other services and trigger heavy processes that don’t need to be awaited, AMQP
is a better option. The other two criteria that should be considered in this decision are the
experience of the development team with each technology and also the compatibility of the
application language with each type of client.

To prevent the problem described in the “Chain communication between microservices”
section, there shouldn’t be any synchronous dependencies between the service and its peers.
The approach described by (Anil, 2020) in Figure 3 is recommended. Each of its dependent
services should implement mechanisms to receive asynchronous messages or a polling system
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must be created to allow sending the request to multiple other services asynchronously.
However, if it is not possible to implement an asynchronous solution for the request/response
operation and, the service relies on the data of one or more of its peers, (Anil, 2020) proposes
an alternative approach: “[...] replicate or propagate that data (only the attributes you need)
into the initial service's database by using eventual consistency.”. However, it implies database
sharing, which is to avoid. A solution for this challenge is proposed later in this chapter.

Alternatives:

In this step, the guidelines are based on ponderation over the type of application to
develop and its development team necessities and skills. Therefore, there is no specific
solution and alternatives to this point. The described process already includes solutions
and alternatives to the specific problem of choosing how infrastructure and
communication will work. Thus, the decision should consider all the previously
described aspects.

4.2.4 Step 4 - Monitoring

A solution with microservices tends to grow rapidly, it can easily become hard to have an
overview of what is happening in each service at a specific moment or during a certain period
in the past. Implementing monitoring is especially important in this kind of application (Shahin
& Ali Babar, 2020). It allows identifying and tracing problems, that otherwise could get
unnoticed until potential drastic consequences were revealed. The question is: “Should these
techniques be implemented right from the start of the application, or later in the future?”. The
right answer to this question will be explored from this point on.

Dealing with effective and efficient monitoring is one of the main challenges to be tackled in
this work as specified in section 2.2.4. The sooner it is implemented the better since it is much
easier to create a foundation to be implemented in each service as they are created by
development teams than do this when a lot of services already exist and may have created their
heterogeneous monitoring tools. Creating a framework to be used by all services at the same
time the first components are being implemented is important.

The monitoring solution should of course be adapted to the expected growth and needs of the
project without limiting the expansion of services to avoid higher maintenance costs if for some
reason the system grows beyond the initial expectations. In Figure 19, a very simple solution
for this problem is presented. It consists of a tool that allows at any time to know if a service is
up or down and if any of its dependencies are unavailable. This can be as simple as
implementing an endpoint that answers with a 200 Status Code if the application is running,
and another that calls the same endpoint on its dependencies’ addresses. It means that every
service must register their dependencies addresses and can set an importance level for each
one (e.g. critical, important, additional). With the set of responses, the service can generate a
response with all the necessary data and send it to the monitoring tool.
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Additional features like alerts and notifications in case of unavailability of a service, or more
complex status responses can be implemented at this starting point or in the future, to fulfill
the project needs.
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Figure 19 - Simple Monitoring Solution

Alternatives:

If the solution being implemented needs more generic or complete monitoring features,
there are lots of paid and open-source projects that can be adopted. For example, if the
solution is being built for a “heterogeneous virtualization environment” and
performance metrics are required, (Noor et al., 2019) present a specific monitoring
framework.

Recently, (Mayer & Weinreich, 2017) analyzed some of the current monitoring
requirements on microservices, compare some of the most used solutions in the market
(Dynatrace APM, New Relic, and Zipkin). The authors proposed “an experimental
dashboard for microservice monitoring and management”.

4.2.5 Step 5 - Data Storage and Management

This step presents a solution along with alternatives for one of the most complex challenges in
microservices identified in section 2.2.2.

Microservices must be loosely coupled, but at the same time, there are business transactions
that need to be spread by multiple services. This can be a challenge if these transactions need
to query or update data that is also owned by more than one service, or even worse, join data
that comes from different services.

To avoid dependencies between services, a separate data store should be created for each
microservice. When a single data store is used, it is common that to reduce duplication of work,
microservices owned by different teams share the same database. This practice creates major
problems on the application because, if a team needs to update the database structure, all
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other services that share the same database need to be adapted. Besides removing
dependencies, forcing each service to create their database also allows each team to choose
the technologies that best suit their specific service’s requirements (Mauro, 2015). It would not
benefit the application development because for some services, a relational database is the
best choice while other services might need a NoSQL database to store unstructured data or
more specific alternatives like Neo4l, designed to efficiently store and query graph data
(Richardson, 2019b).

The solution for this problem is represented in Figure 20 and can involve simple or more
complex alternatives for the data storing problem. It mostly depends on the type of transactions
the service needs to perform and may result in a combination of the following patterns:
Database by Service, Saga, Event Sourcing, and CQRS.
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Figure 20 - Service Persistent Data Management Solution Flow

Firstly, the privacy of each microservice’s persistent data must be assured. Data should only be
directly accessible to the service itself. This can be achieved by applying the Database by Service
pattern shown in Figure 21.
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Figure 21 - Database by Service Pattern
Source: (Richardson, 2019b)

As defined by (Richardson, 2019b), there are multiple options to keep the privacy of the
service’s persistent data:

o Private-tables-per-service — each service owns a set of tables that must only be
accessed by that service

o Schema-per-service — each service has a database schema that is private to that
service

o Database-server-per-service — each service has its database server

The first two approaches are simpler, but the second has the advantage of making the
ownership of each part of the data clearer, so it is better. However, if the service database has
a very high throughput, the third approach is the best since the throughput is distributed by
multiple servers.

Once the privacy of the persistent data is assured for each service, there may still exist
challenges that need to be dealt with. If the service has transactions that need to reach multiple
other services, there is also the need to implement a mechanism that can deal with transactions
that span multiple services. Since now a complex data and transactions management is needed,
a proposed solution may rely on the Saga pattern.

(Richardson, 2019e) explains that the Saga pattern consists of:

“a sequence of local transactions where each local transaction updates the database
and publishes a message or event to trigger the next local transaction in the saga. If a
local transaction fails because it violates a business rule, then the saga executes a series
of compensating transactions that undo the changes that were made by the preceding
local transactions.”

The main concept of this pattern is that each service involved in the transaction is responsible
for updating its database when a message is published. That solves the problem of the multi-
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service transactions while implementing a database by service approach, but it also deals with
another problem that is the consistency of data. If for some reason, one of the services involved
in the transaction fails, all the other services need to revert their changes to maintain
consistency (Richardson, 2019e). Nevertheless, when a service needs to perform a Saga, it
involves two actions, the update of its database and the publishing of the messages for the
consumption of another service. This state update and publish needs to be an atomic operation,
otherwise, inconsistencies can occur, which is why the Event Sourcing pattern will be part of
our solution.

To be able to solve inconsistencies and revert a business entity to its previous state there is the
need to implement a way of storing the list of states of each of the entities. That is what Event
Sourcing is responsible for, it persists the state of the business entity as a sequence of state-
changing events. Whenever the entity state changes, a new event is added to a list of states
(Event Store), and since saving an event is a single operation, it is inherently atomic. If a
transaction needs to be reverted, the application reconstructs the entity’s current state by
replaying the events registered before (Richardson, 2019d). This flow is shown in the example
given by Martin Fowler in Figure 22, in which any time a ship’s location changes, a
corresponding arrival/departure event is registered in the Event Store.
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Y
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occurred: TimePaint
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Sl ship ship
T port port
““toprocess process

Figure 22 - Event Sourcing Example
Source: (Fowler, 2005)

As explained by (Richardson, 2019d): “The event store is difficult to query since it requires
typical queries to reconstruct the state of the business entities.” and the suggestion to solve
the problem is to use Command Query Responsibility Segregation (CQRS) to implement queries.

In this specific case, CQRS will be used since the service needs to create a way to facilitate read-
only access to its data. For this, the service should create a CQRS View and subscribe to all the
domain events that may require it to change. That view consists of a replica of data from one
or more services and is usually optimized for a particular set of queries (Richardson, 2019a).
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Alternative:
Shared Database Pattern

An alternative to the previously presented solution is to use a shared database for the
set of services involved in the necessary business transactions. This was previously
referred to as a limited solution in section 2.4, but it still can be used if the teams find
it suitable for their project.

This pattern consists of having multiple applications using the same database and
therefore share data.

With this approach, where a set of integrated applications rely on the same database,
if they are running in the same physical environment since the time taken to access the
database is so small, the consistency of reading data can be very high. And even if the
database gets simultaneous updates from multiple sources to the same data, it must
rely on transaction management systems to handle the concurrent write requests.
Therefore, since, the time between updates is short, any errors are easier to find and
fix. However, if the frequency of the read and modification operations increases, it “can
turn the database into a performance bottleneck and can cause deadlocks as each
application locks others out of the data” (Hohpe & Woolf, 2008).

If the applications are distributed across multiple locations the communication with the
database will typically be too slow to use this approach. And, if people think that
distributing the database to be accessed via a local network connection is a good
solution for that problem, (Hohpe & Woolf, 2008) refers that: “A distributed database
with locking conflicts can easily become a performance nightmare”.

The major disadvantage of this approach is that the independence between
microservices is lost which will consequentially limit the growth and scaling of the
system as a whole.

Application Application Application
A B C

I I
| / 0\

Shared
Data

Figure 23 - Shared Database Pattern
Source: (Hohpe & Woolf, 2008)



4.2.6 Conclusion

In this phase, after following all the previous steps, it is expected to have a base design for a
functional, easily maintainable, scalable, and resilient microservices solution. It is certainly not
the same solution running a year from now as it is not the perfect solution, and it will need to
suffer a lot of work to reach the desired level of perfection. The main objective of following
these guidelines is to avoid common pitfalls and creating potential bottlenecks in the long term.
Without these concerns, the evolution of your microservices application should be smoother
and consequentially involve fewer maintenance costs.

4.3 Design Validation

During this chapter, the problem of implementing microservices in greenfield projects was
investigated, and a treatment was designed. In the scope of the Technical Action Research
method, the treatment consists “of an artifact interacting with a problem context”, which in
this case is the guide being applied to a greenfield project (Wieringa, 2014). However, before
implementing the designed treatment there is still one step remaining in the engineering cycle,
the design validation.

The design validation process includes four main knowledge questions that allow understanding
what is expected from the solution, and assess the robustness of the designed artifact under
changes of the problem and the context:

o Expected effects: What will be the effects of the artifact in a problem context?

o Expected value: How well will these effects satisfy the criteria?

o Trade-offs: How does this treatment perform compared to other possible treatments?

o Sensitivity: Would the treatment still be effective and useful if the problem changes?

4.3.1 Expected effects and value

The expected effect for the designed artifact is that its application to a greenfield project can
lead into a satisfactory/successful microservice-based or hybrid software. It is also expected
that the result promotes new iterations for improvement of the solution.

One of the most important questions regarding the validation of the design is whether it will
really satisfy the expected effects or not. Furthermore, it is crucial to measure how likely are
the expectations to be satisfied.

To assess the expected value of the artifact, the Quantitative Evaluation Framework (QEF) was
applied (see section 6.4). This method used, as input, the results of the application of the
Microservices Architecture Assessment Platform which can assess some of the most important
concerns about microservice architectures.
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4.3.2 Trade-offs

During the design of the treatment, for each step, a solution was presented along with
alternatives. That way, it is possible to understand which solution can be applied in the best-
case scenario, but also have access to different approaches that, despite having their flaws
exposed, can be followed when the project has development restrictions such as budget, time,
or human resources.

Certain steps of the guide do not include the design of a perfect solution because they may
depend on external factors (e.g. size of the project or size of the development team). In these
cases, presenting multiple alternatives while providing information about each one’s trade-offs
is even more important because the artifact is expected to fit as many project types as possible.

4.3.3 Sensitivity

The designed treatment is considered most effective when applied to the preconditions
described in section 4.1. However, a hybrid approach is also suggested when the problem or
the context slightly changes. This allows the artifact to be more flexible and be used and
improved by more people.

Although the guide presents five major steps to build microservices from scratch, it is expected
that they need to be adjusted and improved. It is also expected that by applying the artifact to
more problems, new steps appear, and the existing ones are iterated.
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5 Guide Application

The application of the designed guide not only allows its evaluation in chapter 6 but also
provides relevant inputs to improve its contents. During the development of the project, new
challenges, problems, and questions are likely to arise, which can reveal the need to update the
proposed guide.

5.1 Application

A greenfield software solution, based on microservices, was developed using the guide. This
project consists of a platform to manage the main processes of a community pharmacy. It was
found as an opportunity given that there is still a lack of alternatives in this area, and, as it was
detailed in Attachment 1, there is still a margin for improvement and addition of new
functionalities. Given the timeframe of the project, only the top priority requirements identified
in the same attachment are going to be implemented. These consist of improving the inventory
management and introducing the business into the online market by creating an ecommerce
solution. The developments of this prototype as well as additional documentation can be found
in (Cardoso, 2021).

5.1.1 Step 1 - Should the guide be used?

The first step before applying the guide was to understand whether it would fit the project to
be implemented. Even though the prototype to implement in the scope of this thesis is just part
of the whole project and is reduced when compared to a whole platform for community
pharmacies, there is still a lot of complexity in the processes to implement.

The main part of the prototype is an ecommerce web application that should allow a community
pharmacy to manage and sell their products online. This module by itself involves business
needs such as managing customers, the products, and their stocks, creating orders, managing
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payments, and handling deliveries. Therefore, the complexity of the application is adequate to
apply the guide, but also within the scope of the academic work under discussion.

Two other concerns that may indicate that the guide is not adequate for a project are the need
for the system to scale, and the size of the development team. Being the prototype
implemented to a small specific client it would not require high scalability by itself. However,
the application is intended to grow and be adopted by other pharmacies around the country,
and in the future by pharmacies of other countries. This will require that the system can scale,
which should be implemented from the start of the project, therefore microservices, and
especially this guide should be a good fit. Regarding the size of the team, it could be a
dealbreaker implementing microservices and using this guide since in the scope of this
application there is only one developer. In a normal scenario, the team would be bigger but,
due to its scope, only one person worked on it. In this special scenario, the hybrid approach
specified in section 4.2.1 will be adopted. The components of the microservices application will
be implemented in a single solution, even though they will be developed as they were isolated.
This will simplify the development process while the team does not grow and allow an easy
migration when it does. Besides that, monitoring and infrastructure concerns will not be
implemented just yet, even though a solution should start to be designed.

5.1.2 Step 2 - Service Identification

After verifying the validity of the guide for the project it was necessary to understand its domain
and use microservice decomposition techniques so that the microservices could be defined. As
a starting point, the domain model, business capabilities, and the use cases were designed so
that the identification of bounded contexts and aggregates was easier. With these, it was
possible to apply tools to define the services to implement.

5.1.2.1 Domain Modeling, Business Capabilities, and Use Cases Identification

In this section is analyzed the purpose, structure, and areas of expertise of the business to be
prototyped. The results of this process are the domain model (see Figure 52 in Attachment 4),
the set of business capabilities, and, to describe how these capabilities will be materialized, the
use cases are represented in a use-case diagram (in Figure 24). All the artifacts focus only on
the necessary entities to satisfy the requirements to be implemented in the prototype (e-
commerce related). It is expected that these artifacts help to build the bounded-contexts and
aggregates proposal in the next section.

The business capabilities are what a business needs to achieve its goals. In the context of e-
commerce, the following capabilities were identified for the Pharmacity prototype:

o Manage and show real-time pricing for products

o Manage current and future product stocks

o Track orders and deliver them to the customers

o lsolation and quantification of the e-commerce sales and revenue

o Offer customer specific personalization
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o Guarantee customer information security

Browse product catalog

Search product
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toffrom wishlist

Add/Remove product
—_— toffrom
shopping cart
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(Checkout Cart)

Perform order payment

Fullfil prescription

Configure shipping
information

Track order delivery
status

D00

Figure 24 - Application Use-Case Diagram

5.1.2.2 Bounded Contexts

Bounded context identification can be performed following an approach suggested by Nick
Tune. It starts by using DDD to draft a set of experimental models, they are then iterated to
identify and fix possible development bottlenecks that may appear in the organization (Tune,
2017).

Based on the domain design of section 5.1.2.1, considered the interactions and dependencies
of the domain entities, the bounded contexts represented in Figure 25 were thought:
o Prescriptions Context

Since the prescriptions are a completely different kind of product in the context of a
pharmacy’s sales and have very different business rules and requirements it makes sense
to have a specific context for them.
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o Orders Context

The concept of order in a pharmacy is similar to order in any sales/market context. It is
associated with the concretization of a sale of one or more products of the reseller.
Consequentially the order will be one of the most important concepts for the company
since it is the money generator, and for the client since it will be associated with a payment
and a delivery that contains sensitive customer’s information. Given the complexity of the
whole order entity, this was considered to be a separate context.

o Deliveries Context

When an order is created and a payment is received, it needs to be delivered to the
customer. It is a requirement to be able to track the order delivery status which will imply
integrating external services of the partner shipping companies. Therefore, this should be
the scope of a single context.

o Product Browsing Context

Products sold in the pharmacy can have different origins and may require integrations with
existing stock management systems. Besides that, even though the concept of product in
this scope does not involve very complex logic, it contains a lot of information and is shared
by essentially every other scope (orders, shopping bag, etc.). Therefore, it should be
centralized in a single context that is responsible to synchronize the products’ data across
the whole system.

o Payments Context

Payment is one of the most important entities in the ecommerce domain. It is critical during
the order concretization, otherwise the order should not be fulfilled. Given that the
payments result during the checkout of an order, and the checkout by itself does not seem
to require a specific context, it makes sense to create a context that is responsible for the
payment and the process of checking out an order.

o Shopping Cart Context

During the customer’s buying journey, he needs to save the products that he wants to buy,
similar to a real shopping basket in a physical store. Since these products are not real stock
items and are a mere reference to the real product it makes sense to be in a separate
context than the orders and the browsing context. Therefore, the shopping cart context
seems to be the best solution to gather the actions of storing the desires of the customer
until he decides to complete the order.

o Wishlist Context

While the customer is browsing the products catalog, he may like a product but not want
to buy it right away. A wishlist is a place where the customer can save products without
reservation so that they can be bought in the future if still available. Even though the
context is related to a specific customer, it also involves storing products’ information. Since
it would not make sense to attach products directly with the Customer’s context, the
wishlist context is needed to create the connection.



o Customer Context

Customers that visit Pharmacity’s ecommerce solution are free to browse the products
catalog anonymously, but once they want to save items in a permanent (cross-device) bag
and check out an order, they will need to be authenticated in the system. For that, the
physical customer needs to be translated into a “customer entity” in the application. Thus,
this new entity requires storing data of different types: payment information, personal data
such as contacts or physical attributes for a personalized experience, and address
information for order deliveries. Such amounts of personal data with specific logic should
have their context.

5.1.2.3 Aggregates

One of the most important patterns in DDD is the definition of aggregates, they consist of a
group of objects that is not supposed to interact with the end-user separately (Joshi, 2018).

Based on the use cases defined in section 5.1.2.1, it is easier to understand the user interactions.
Consequentially, it helps to identify boundaries around entities involved in each interaction.

To implement the aggregates represented in Figure 25, each aggregate root is attached to one
or more value objects that contains an identifier of the corresponding entity in its original
aggregate. For example, the Order entity belongs to an aggregate that does not involve any
other entity, however, there are use cases where it is necessary to associate the Order to other
entities outside its aggregate such as Payment, Customer, or Delivery. To be able to identify the
status of the Order’s delivery, the Order entity contains a Value Object “Delivery” which consists
of the Delivery Id, with that value it is possible to access the Delivery aggregate containing all
the relevant information to the use case. The same applies to the other entities associated with
the Order.
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Figure 25 - Bounded contexts and aggregates diagram

5.1.2.4 Service Cutter Service Identification

Based on the specified domain model and use cases specified in section 5.1.2.1, the domain
model and user representation JSON files were created to be used as input for the Service
Cutter tool. These were uploaded to the tool, resulting in the “System Specification” which an
excerpt is shown in Figure 26.
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Figure 26 - Service Cutter System Specification

Based on the provided input files and by using the same priority criteria, the tool generated four
different suggestions (based on different algorithms) of the service division for the application:
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o Markov Cluster Algorithm
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Figure 27 - Service Cutter Markov's algorithm results

o Leung’s Epidemic Label Propagation
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Figure 28 - Service Cutter Leung's algorithm results
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o Chinese Whispers
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Figure 29 - Service Cutter Chinese Whispers algorithm results

o Girvan-Newman
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Figure 30 - Service Cutter Girvan-Newman algorithm results
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The results of the Service Cutter evaluation are a lot different for each algorithm although there
are a few similarities between Chinese Whispers and Markov (MCL) tending to isolate the
"brand" entity in an isolated service. Also, every algorithm suggested separating "product”

related logic from "prescriptions”, "addresses", "customers", "wishlist", and "carts".

The suggestions that seem to make more sense for the microservice decomposition are the
following:

o Separation of "customer" and "address" information from the rest of the entities in a
single service is suggested by Chinese Whispers and MCL algorithms.

o Markov, Chinese Whispers, and Girvan-Newman algorithms tend to suggest the
isolation of "product" details from the rest of the model, even though it may make
sense to include "category" and "brand" information in the same service.

Although none of the algorithms mentioned the isolation of "cart" or "wishlist" from other
entities, it can bring more flexibility to the application growth since it is an area where a lot of
product-related requirements are likely to appear in the future so these will be implemented
as separate services.

5.1.2.5 Microservices Definition

After developing a domain model and identifying the use cases it was easier to propose a
division of bounded contexts and business capabilities in 5.1.2.2. Moreover, the Service Cutter
tool was used to provide different suggestions for the microservices definition. Figure 31 shows
the resultant microservice division for the first iteration of the application to be implemented.
However, as recommended in RQ; section, the microservices’ division will not be closed yet,
and may still suffer changes during the next steps of the guide.

"/
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Service

Customers
Service

Products
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hopping Cart

Orders Service Service

Prescriptions
Service

Deliveries

Service

Figure 31 - Microservices Definition Diagram
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5.1.3 Step 3 - Infrastructure and Communication

This section aims to understand at a lower level which will be the data transactions between
the identified services. In Table 9, for each interaction are represented the associated data flows
and the type of transaction to be used.

Table 9 - Data Flows Between Microservices

Source Destination Transaction Type Data Flows

API Gateway Products Service | GraphQL Query e Search Product

e List Products
GraphQL Query e Cart ltems
AP| Gateway Carts Service GraphQL Mutation | e  Add product to cart

e Remove product from
cart

GraphQL Mutation

APl Gateway Orders Service GraphQL Query e Order Details

AP| Gateway Checkout Service | GraphQL Mutation | e Pay and checkout order

APl Gateway Customer Service | GraphQL Query e See customer details

e Check delivery status by

APl Gateway Deliveries Service | GraphQL Query S
tracking id

Orders Service | Deliveries Service | Async Message e Create new delivery

e Clear ordered products

Orders Service Carts Service Async Message
from cart
Checkout
Orders Servi REST POST
Service raers service e Create order

5.1.3.1 Main Buy Flow

Recalling the defined transaction types for each data flow, it was designed the interaction
between components for each user story. In this section the design for one of the main flows
in the application is documented: the one that allows a customer to search for a product in the
catalog, add it to his shopping bag, and checkout the order by performing a payment. This will
then trigger the creation of a delivery in an asynchronous way.

Figure 32 presents the sequence diagram that shows how the different components of the
application interact to complete the application’s buy flow. It involves 9 different components
excluding data stores. However, most of the interactions are completely independent and
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therefore do not require special consistency concerns. The most important transaction in terms
of consistency during this flow is the creation of a new order when the payment is assured.
Since the order can only be considered when the payment is complete, the two services are
dependent in terms of flow (order service is triggered by checkout service). However, regarding
data, these services are completely independent having their private databases and therefore
accessing only their data. This kind of autonomy is also expected across other application use
cases. Regarding transactions that do not have critical consistency requirements, such as
creating a delivery, or clearing the cart after an order is complete, asynchronous messages were
used to improve the overall performance of the application.

Buy Flow
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Customer ‘ Pharmamtynppl [AP\GalewayI | Customersemcel | PmﬂuctsSer\ﬂce] | shcppmgcar:semicel {Che(knutiervi(e’ ‘ o-dersserwcel I De\ivenessemcel | MessageBroker

Figure 32 - Buy Flow Sequence Diagram

5.1.4 Step 4 - Monitoring

Given the importance of monitoring microservices (documented in section 4.2.4) and the
relevance of its implementation in the early stages of the project, the suggestion of applying a
simple solution that allows knowing at each moment the status of every service was followed.

Since the application’s microservices are based on GraphQL APls, the monitoring solution
should be adapted to this technology.
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A simple GraphQL system consists of four main layers (schema definition, query routing,
resolvers and data loaders) and the monitoring solution can be applied to any or all of these
places. Unlike REST, monitoring endpoints in GraphQL does not give much information about
the service. Since there is usually a single endpoint, it simply verifies if the service is up and
running. To have a broader vision of what is happening in the service, the monitoring needs to
be applied at the resolver level, this can give more information about the status of different
operations inside each service. This approach brings a concern though, since in GraphQL,
resolvers and data loaders are not attached to queries it becomes harder to trace the entire
flow of a request. This makes it harder to identify the source of a problem when it is detected
at the data loading level. Although it may be a complex task, a solution for this concern may be
tagging each query with a tracing identifier that is passed along until it reaches resolvers and
data loaders. The monitoring solution to be implemented in the Pharmacity application is based
on this approach and is represented in Figure 33.
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Application Status Monitoring Solution
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Figure 33 - Monitoring Solution Sequence Diagram



This solution is two-folded:

a) Provides atool that checks the health of each service under the gateway based on the status
of their dependencies. This does not give detailed information about what is happening in
each service but allows to identify any critically failing service so that the problem can suffer
a deep dive investigation and be mitigated.

b) Allows identifying every transaction in the system (except for asynchronous messages) from
the time it is created by the client until it reaches the deepest service where data is
processed or stored. The transaction identifier is sent through an HTTP header
“Transactionld” which is set by the client every time a request to the APl Gateway is
performed. This header is then propagated to the services below no matter the used
communication protocol. Since the two protocols used in the application (GraphQL and
REST) are HTTP-based, there is full compatibility with this approach. And, if in the future
any other HTTP-based protocol is used for the microservices communication, this will still
be a valid solution.

It is important to have into consideration that the presented monitoring solution is not perfect,
but, following what is suggested in section 4.2.4, given the needs of the solution in this initial
phase, the main objective was to create a framework to be used by every service of the
application, and that could give a simple but wide overview of the whole system. These two
aspects provide a scalable solution, and at the same time fulfill the project needs.

5.1.5 Step 5 - Data Storage and Management

In section 4.2.5, the importance of maintaining data-independent between services is
highlighted. After designing an application where service cutting is aimed to minimize shared
contexts, there are still some operations that are executed across multiple contexts, and
therefore require synchronization between the services involved. Another concern that leads
to the adoption of microservices is the need for high scalability. Since relational databases
struggle with horizontal scaling, it could be a bottleneck for this application in the future,
therefore it was chosen a document-based non-relational database (MongoDB) for the
application’s services. This choice was based on three main aspects:

o Since the data is not structured and the database is document-based it allows to easily
migrate from a single database for multiple services to database by service without
breaking any compatibility on the data access.

o MongoDB offers high data consistency and allows horizontal scaling which will
consequentially provide scalability to the whole application.

o For simple queries such as the ones to be implemented in this application, MongoDB is
high performing.
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However, applying a database by service approach allows that in the future different
technologies are adopted in each service of the application. Below in Figure 34 is represented
the application services with the implemented data stores.
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Figure 34 - Application Components Diagram

5.2 Step 6 - Improvements

During the application and evaluation of the guide were found gaps in some of its steps and a
few that were missing. In this section are described all the improvements that lead to a more
mature version of the guide. The more the guide is used and iterated for projects in the future,
the more mature the solution will be.

5.2.1 API Standards Documentation

In microservice architectures, components are supposed to be independent which gives
autonomy to the different development teams. The communication technologies may vary a
lot from application to application, and even inside each application depending on the type of
operation to be performed. However, for the components to be isolated and still establish
communication they need to define a communication protocol. The most common way of
communication between microservices are REST APls, these interfaces expose a set of
operations that are known and can be used by the other services.
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Given that teams are isolated, and their services tend to grow and change quickly in this type
of architecture, every decision and change must be documented and available to every
consumer. What is also very important is that a documentation standard is defined and used
by every team involved so that it is easier to maintain documentation organized.

This concern of the guide provides an example of how teams can document their development:

a) Decision logging

Behind every API there is in most cases, business logic that may limit or influence how data
is provided to the clients. During the development of most APIs there are meetings with
stakeholders to discuss constraints and requirements and generally involve a certain
negotiation until the final version of each endpoint is defined. Even though this logic should
not be known by the consumers, it is still very important to be documented so that both
stakeholders and development teams are aware of the reasons why the APl was built the
way it was. This will likely help in future developments, and if the scope of the APl moves
to a different team it makes the handover much smoother and less time-consuming.

A good way to guarantee that all these decisions are recorded for future reference is to
enforce the creation of a document on a shared space (e.g. Atlassian Confluence) every
time a decision is made.

b) API Protocol/Contract Documentation

While decisions are made and the APl is developed, a contract with the future consumers
is being defined. To make it easier for clients to understand each of the API’s features public
documentation should be developed in parallel. The technology and methodology to use
will vary significantly depending on the technology used in the project, however, in this step
an example is shown for REST APls.

Swagger is a set of tools that along with many other features, provides the capability to
generate and maintain APl documentation using “OpenAPI Specification” which is the de
facto standard for RESTful APIs specification. One of its tools allows to auto-generate
documentation from an API definition, and if the definition is not yet implemented, there
is another tool that is capable of generating the OpenAPI definitions during runtime
(Swagger, n.d.).

Even though Swagger is a powerful tool and supports long-term advanced usage, it also
provides simple yet useful tools that can be used without spending much precious time
during the beginning of the development of a microservices-based project. Figure 35 shows
an example of an API specification and the corresponding visualization on Swagger Ul.
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Figure 35 - Swagger Example

Source: (Swagger, n.d.)

Solution:

By choosing GraphQL as the standard communication protocol of the application, API
standardization becomes simpler. Unlike REST APls, which require documentation to
understand how to use them, with GraphQL, developers only need to learn the syntax of the
guerying language and can work with any application that supports it. Since a GraphQL server
requires the predefinition of the schema, it becomes available for the consumers natively. REST
APIs would require to use a tool like Swagger (as suggested above) to generate and manage
documentation.

The services and APl Gateway were implemented using .NET 5 integrating Chilicream’s
HotChocolate Framework for GraphQL support. The development followed an annotation-
based approach which ultimately results in an automatically generated schema in Schema
Definition Language (SDL) to be used by clients. In Attachment 5 is represented the schema for
the prototyped application which is published by the Gateway component.

Even though one of the best parts of GraphQL is having access to all data in a single place, until
recently it was necessary to implement the whole application schema in a unique codebase.
Since GraphQL is mostly used in microservice-based applications, a new concept “Schema
Stitching” appeared to solve this problem. It allows each independent service to develop and
expose their schema and combine all of them in a single API (see Figure 36). That way, the
development and deployment of the services can be completely isolated (Stubailo, 2017).
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Figure 36 - GraphQL Schema Stitching
Source: (Stubailo, 2017)

5.2.2 Service Discovery and Registration

Since microservices need to communicate, they need to know each other’s location in the
network. In traditional applications that run on physical hardware, their location is usually static
which makes it possible to be registered in configuration files for example. However, in modern
applications that are executed inside virtual environments, such as Docker containers, their
location is typically dynamic. Furthermore, each service application usually runs multiple
instances, and these can vary dynamically in number by autoscaling tools. This problem makes
service discovery a very important component in the microservices architecture since it may
allow an effective way to access each service’s location, and consequentially reducing their
coupling (Tang et al., 2019).

When choosing to implement service discovery in the microservices architecture the main
decision to be made is which type to use:

o Server-side Discovery

This kind of service discovery is based on a router that provides the functionality to the services
that call it with the information about the required downstream service. It has the advantage
of reusability since it does not require the usage of any client libraries which will allow working
along with cross-technology services. However, as it is shown in Figure 37, it requires a new
component with high availability which may impact performance negatively (Haselbock et al.,
2017).
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Figure 37 - Server-side Service Discovery
Source: (Richardson, 2015)

o Client-side Discovery

The client-side discovery (shown in Figure 38) does not require a specific component to perform
the service discovery, instead, it queries the service registry directly to get the location of the
necessary downstream services. It requires that each microservice uses a library that is specific
for its language/technology. Contrarily to server-side alternative, this approach has better

impacts on performance but demands that microservice deployment integrates the client
library (Haselbock et al., 2017).
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Figure 38 - Client-side Service Discovery
Source: (Richardson, 2015)

When service discovery is implemented, there is the need for a service registry where the
location of all services’ instances is stored. The storing process is called service registration and
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according to Haselbock et al. there are three major and transversal concerns associated with it:

“microservices should be registered automatically after launching”,

“they should be

deregistered automatically after shut down”, and the implementation of the service
registration should be “technology-independent” (Haselbock et al., 2017).
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Figure 39 - Service Registration Decision Guidance Model

Solution:

Source: (Haselbock et al., 2017)

Since the services are all implemented in the same technology (.NET Core) it would be possible
to implement a service discovery solution that would fit the whole application. However, to
allow implementing new services using other technologies, or integrating external services, a

language-agnostic solution brings more flexibility.

Given that the designed architecture potentiates containerization, a good solution for the
service discovery and registration concerns may be Kubernetes. This open-source tool allows to
automate the deployment, scaling, and management of containerized applications. It not only
deals with all the communication between service instances (pods), but also provides
configuration of automatic scaling for certain levels of traffic. During the deployment process,
Kubernetes gives all Pods a specific IP address and creates unique DNS name for the set of Pods.
This deals with the service registration and discovery, and allows load-balancing through the

set of instances.
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5.2.3 Observability and Resilience

The monitoring concern was described in section 4.2.4, but needs to be complemented with
observability. Monitoring is the process of collecting data regarding how the application is
behaving, on the other side observability refers to what can be done with that information.

One of the most important features brought by microservices architectures is high scalability.
This means that in a production environment multiple instances of each service could be
running in parallel which may have different statuses at a given point. Thus, it is very important
to be able to know the whole time if any of the instances has a problem and implement
mechanisms to prevent it from affecting the system and the client. If a certain instance of the
service has an internal problem and is not able to respond successfully, it should stop receiving
requests for a while so it can try to recover.

During this step, the development team must focus on guarantying two things:

o Create a mechanism to identify error patterns on services responses and top requesting
failing instances.

o Configure alerts when error rate thresholds are achieved.

The status of a service is already provided by the implemented monitoring solution, however,
as it is, it is not prepared to deal with multiple instances of the same service. Once service
discovery and registration solutions are implemented, it will be easier to implement resilience
on that layer since it should know all the services’ instances. Most of the solutions that support
service discovery and provide tools for scaling and load balancing, also deal with the
management of “broken” instances and automatically stop sending requests to them. That is
the case with Azure Kubernetes Services.

Solution:

The implemented monitoring solution (see section 5.1.4) allows detecting a failing instance of
any service, however that feature is only being used for alerting in the prototype. An important
improvement of the application would be circuit-breaking the failing instance so that traffic is
redirected to the remaining working instances. Also, tools for monitoring application metrics
and collecting logs should be integrated.

To implement this step of the guide the best option is to follow the approach suggested above.

5.2.4 Deployment Infrastructure

As mentioned in section 3.4.3, DevOps implementation can bring quicker delivery to the
development of microservice-based architectures. One of the most important practices that
allow it is the definition of deployment infrastructure.

This step will consist of two phases: configure the application services to run in containers with
all the necessary communication and data stores and build a continuous delivery pipeline that

74



can compile the code, test it, build the containers using the previously defined configuration,
and deploy the code into development and production environments by applying all the
necessary configurations.

a) Configure Containerization

To take advantage of the features specified in section 3.4.3, it is necessary to configure the
application to use containers during the deployment. Moreover, to build a resilient and
cohesive microservices system it is also important that these containers are managed by an
orchestrator such as the one described in section 3.4.3.3. Below is shown an example of a
solution for this step, it consists of using Docker containers and configuring Kubernetes clusters
to deal with the management of the services and their instances.

The first step is the creation of the Docker image for each microservice in the application. The
simplest way to do it is to add a Dockerfile to the SCM repository, it will be different depending
on the service technology stack, in Code Snippet 1 there is an example for a .NET Core
application using .NET 5.

FROM mcr.microsoft.com/dotnet/aspnet:5.0
COPY bin/Release/netcoreapp3.1/publish/ App/
WORKDIR /App

ENTRYPOINT ["dotnet", "aspnetapp.dll"]

Code Snippet 1 - Dockerfile example for .NET microservice

Then, build the docker image and tag it with the desired name by running the command shown
in Code Snippet 2.

docker build -t pharmacity/products-service:1.0

Code Snippet 2 - Build microservice docker image

After building the images for every microservice of the application it is time to configure their
deployment to Kubernetes. To use Azure Kubernetes Service (AKS), the images must be pushed
to an image registry which can be Azure Container Registry or DockerHub. After doing that, one
deployment configuration YAML file like the example of Code Snippet 3 should be created for
each service.
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apiVersion: apps/vl
kind: Deployment
metadata:

labels:
app: products-service
name: products
spec:
replicas: 1
selector:
matchLabels:
service: products
template:
metadata:
labels:
app: products-service
service: products
spec:
containers:

env:

name: ASPNETCORE_URLS
value: "http://+:80"
image: "exploredocker.azurecr.io/products-service:1.0"
imagePullPolicy: IfNotPresent
name: products-service
ports:

containerPort: 80
protocol: TCP

Code Snippet 3 - Kubernetes Deployment Configuration File Example

Then a Kubernetes cluster resource must be created in Azure, its credentials must be retrieved,
and the commands listed in Code Snippet 4 should be executed to deploy the application to

that cluster.

kubectl apply -f deploy-products-service.yml
kubectl apply -f deploy-other-service.yml

kubectl get all

Code Snippet 4 - Kubernetes deployment commands

b) Build CD/CI Pipeline

The configuration of a continuous delivery/integration pipeline is one of the best ways to
shorten the distance between development and release of code to production. It not only
standardizes processes between development teams but also allows developers to focus on
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their specific tasks without needing to worry about preparing testing environments or
deploying the applications manually.

There are many alternative tools to implement pipelines being Jenkins the most common and
used. Despite that, since the suggested deployment infrastructure is based on Azure, the
simplest way to integrate it with the rest of the pipeline is using the Azure DevOps pipelines in
a similar way to what is represented in Figure 40.
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Figure 40 - Azure DevOps pipeline example
Source: (Kumar, 2020)

This tool allows integrating all the needed steps to deploy containers to a Kubernetes cluster in
a few clicks, avoiding what is described in the previous step after the image building process.

Solution:

The application was developed towards service isolation allowing containerization. It makes
horizontal scaling easier and more efficient, however it is still necessary to implement the
process for scaling automation. Aside from the scaling process it is also important that the
application’s configurations are externalized so that it is easier to deploy to different
environments and sensible information such as credentials are stored safely. These features are
covered by the solution presented above and, therefore, it can be used to implement these
features in the prototype.
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6 Evaluation

In software engineering, the definition of a good quality evaluation process is extremely
important because, unlike many others, software products can be very hard to measure in
terms of quality, even though it is deeply important. As stated by (Boehm et al., 1976):

“Suppose you receive a software product which is delivered on time, within budget,
and which correctly and efficiently performs all its specified functions. Does it follow

n»n

that you will be happy with it? For several reasons, the answer may be "no".

The authors then explain why software products can satisfy their users but still have bad quality:
there can be high costs of maintenance, usability problems, or issues related to integration with
other software and hardware.

This section describes the evaluation of the software solution documented in chapter 5, but
also the guide proposed in this dissertation. First, the research hypotheses are defined, and the
indicators and information sources are presented, followed by the method to perform the
evaluation, and ends by listing the results of such evaluation and the corresponding conclusions.

6.1 Investigation Hypotheses

The objectives of this work (see section 1.3) are to investigate what has been considered by the
developers’ community as good and bad practices for successful microservice-based software
solutions, and with the results of the investigation, create a guide to help developers
implementing a greenfield project based on this type of architecture in a more structured way.

To evaluate if the implemented guidelines are valuable for the implementation of microservices
in greenfield projects the following hypotheses were defined:
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H, : Using the guidelines of this work in a greenfield project
does not allow to achieve a sucessful microservices solution

qg < 60%

H, : Using the guidelines of this work in a greenfield project
allows to achieve a satisfatory microservices solution

q = 60%

Where g is the quality of the system when applying the QEF method (explained in section 6.3).
This value reflects the quality of the entire solution by evaluating each of the identified
dimensions and considering their relative importance.

6.2 Indicators and Sources of Information

Here are identified the indicators and the information sources of the evaluation to perform.
They are important to understand what information needs to be collected to perform the
desired evaluation and where it should come from.

Two major aspects were analyzed, the quality of the overall architecture as well as the proximity
of the solution with the documented microservice patterns in section 4.2.

6.2.1 Microservices Assessment Platform

To understand if the chosen approach for this project was successful, the Microservices
Assessment Platform was used. This platform was developed by Chris Richardson and provides
a tool to assess the architecture of microservices-based applications and identify areas that
need to be improved (Richardson, 2021).

The assessment is based on two parts:

o Application Assessment

The first part evaluates the application’s overall architecture based on the following aspects:
key software delivery outcomes, general architecture, inter-service communication,
deployment and reliability, observability, externalized configuration, supporting infrastructure,
libraries and frameworks, documentation, and organization and process.

o Service Assessment

The second part assesses specific aspects of each service: key software delivery outcomes,
service design, externalized configuration, inter-service communication, service reliability,
deployment/release, observability, documentation, automated testing, and organization and
process.

Therefore, the indicators to be used in this evaluation are presented in Table 10.
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Table 10 - Evaluation Indicators

Indicators Description

Application architecture The application architecture should follow the
follows the right patterns for recommended patterns for microservices development.
microservices

Compliance with
microservices non-functional

requirements: The resulting solution should be compliant with the

- Performance requirements for a successful microservice software
- Cost application described throughout this document
- Time Cost

- Deployment Risk

The sources of information for the indicators above will be the defined criteria for each
requirement identified during the application of the Quantitative Evaluation Framework (QEF).

6.3 Evaluation method

To measure quality, specific and quantifiable measurement units and criteria must be defined.
However, it is frequent that quality characteristics are not directly measurable through specific
metrics, in those cases, it is necessary to decompose these characteristics into measurable ones
(Escudeiro & Bidarra, 2008).

Quantitative Evaluation Framework

In the software evaluation model proposed by (Escudeiro & Bidarra, 2008), the Quantitative
Evaluation Framework could be used to validate and evaluate the software quality in any phase
of its lifecycle and consequentially allow to detect and correct the identified problems. This
model is based on several definition phases: dimensions, factors, requirements, criteria, and
measurement levels.

This framework seems to be appropriate to be applied to the solution developed in this
dissertation since it was specifically designed to evaluate the quality of software solutions and
it is simple to perform since the quality value is proportional to the percentage of accomplished
requirements which was one of the chosen aspects to be analyzed in this section.

o Dimensions: to perform a QEF, the first step is to identify the dimensions to be evaluated
in the developed software solution. These match some of the most important
characteristics that were identified as indispensable to microservice-based applications
throughout this document.
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o Factors: for each dimension, there is the need to define which will be the factors that will
allow to measure it. A factor is nothing more than an aggregator of requirements with a
certain percentage of the total weight of the dimension.

o Requirements: inside each factor is included a set of requirements that are assigned a
relevance value of one of the following values: 2, 4, 6, 8, and 10.

o Criteria and measurement levels: to be able to set an evaluation value for each of the
identified requirements, criteria and measurement levels need to be defined for each one.

Quality Calculation

After having defined the dimensions, factors, requirements, and criteria, it is possible to
calculate a percentage value for the quality of the system.

The quality of each factor is obtained by summing the multiplication of each of its requirements’
weights by its fulfillment and dividing it by the sum of the requirements’ weights. It is translated
to the following formula:

0 _ Zm(PTm X DCm)
factor Zm DT

Where m is the number of relevant criteria for the factor, prn, the weight of the criterium m,

and pcm the fulfillment percentage of the criterium m.

With all the factors’ quality value calculated it is possible to calculate the value for the
dimension that contains them. It is given by the sum of the products of each of its factors’
weight and their quality (Qfactor)-

The global deviance of the system (Euclidian Distance) relative to the ideal system is given by:

B Z( B 100)

]

Finally, the percentage value for the quality of the system is given by:

q=(1—%> X 100

6.4 Application of the Quantitative Evaluation Framework

This section identifies the dimensions to be evaluated along with their factors and
requirements, these are based on the Microservices Architecture Assessment Platform
questionnaires and summarized in Table 11.
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General Architecture and Software Delivery Outcomes

This dimension assesses if the architecture consists of multiple distributed services and if it
enables the rapid, frequent, and reliable delivery of software.

Factors:

o Key software delivery outcomes
= Release/Deployment frequency
= Frequency that a deployment leads to outage
= Time to recover from an outage
= Tracking and review of outage metrics

o General Architecture
= Microservice architecture must consist of two or more independently

deployable/executable components

o Inter-service communication
= Documented API Standards and style guides
= External client access to service mechanisms
= Service discovery mechanism
= Service registration patterns

Deployment and Reliability

This dimension measures the capacity of the services in the solution to be deployed
independently and in a reliable way. It is highly connected to the coupling level between the
services and implemented mechanisms for the process.

Factors:

o Deployment process

= Deployment options definition
= Horizontal scaling support
o Deployment reliability

= Failure detection and short-circuiting mechanisms
= Fault injection in production prevention

Monitoring and Observability

The monitoring and observability dimension evaluates how simple and efficient it is to
understand the state of the application at any time based on its outputs.

Factors:

o Audit and tracing

= Usage of audit logging
= Distributed tracing
= Errors/exceptions tracking
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o Application metrics

= Collection of application metrics
= Health check mechanism
o Tracking Deployments

=  Track configuration changes
= Log deployments

Infrastructure and Configurations

This dimension is related to the application’s strategy regarding configurations and the
infrastructure that supports it.

Factors:

o Configurations

= Externalized configuration strategy
= Sensitive properties safe storage
o Supporting infrastructure

= Development/testing environment provisioning time
= Similarity between testing and production environments
= Deployment pipeline infrastructure support

Libraries and Frameworks

Developing a microservice-based application takes requires exceptional effort to implement
cross-cutting concerns such as logging, monitoring, metrics, and distributed tracing. This
dimension refers to using helper tools for the development and testing and implementing
strategies to minimize the effort of cross-cutting concerns. One way to do it is by creating
microservices using a “microservice chassis framework”, a framework that takes care of the
cross-cutting concerns, allowing the developers to focus on the core of the application.

Factors:

o Definition of microservice chassis frameworks

o Use testing and development tools/frameworks

Documentation, organization, and processes

This dimension refers to the documentation of the architecture and every important decision,
it also focuses on assessing the development organization and the processes.

Factors:

o Documentation

= Accessible architecture documentation
= Technical decisions are logged and documented
o Organization

= Weekly working hours
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= Scope of the development staff
o Process

= Percentage of uninterrupted technical work
= Percentage of time for training
= Percentage of time reducing technical debt

Table 11 - QEF Dimensions, Factors, and Requirements Identification

Dimension Factors Requirements

Release/Deployment frequency

Frequency that a deployment leads to
outage

Key software delivery
outcomes Time to recover from an outage

Tracking and review of outage metrics

General architecture Documented API Standards and style

i uides
and software delivery g
outcomes External client access to service
Inter-service mechanisms

communication
Service discovery mechanism

Service registration patterns

Microservice architecture must consist
General Architecture of two or more independently
deployable/executable components

Deployment options definition
Deployment Process
Horizontal scaling support
Deployment and
reliability Failure detection and short-circuiting

mechanisms
Deployment Reliability

Fault injection in production
prevention

Audit and tracing Usage of audit logging
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Monitoring and
observability

Infrastructure and
configurations

Libraries and
frameworks

Documentation,
organization, and
processes
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Application metrics

Tracking Deployments

Configurations

Supporting
infrastructure

Microservices chassis

Testing/development
tools

Documentation

Organization

Process

Distributed tracing

Collection of application metrics

Health check mechanism

Track configuration changes

Log deployments

Externalized configuration strategy

Sensitive properties safe storage

Development/testing environment
provisioning time

Similarity between testing and
production environments

Deployment pipeline infrastructure
support

Definition of microservice chassis
frameworks

Use testing and development
tools/frameworks

Accessible architecture documentation

Technical decisions are logged and
documented

Weekly working hours

Scope of the development staff

Percentage of uninterrupted technical

work

Percentage of training time

Percentage of time reducing technical

debt



6.5 Results and Conclusions

It is important to notice that the evaluation of the work developed in this dissertation would be
much harder without it being applied to a project. That is why the evaluation process directly
assesses some of the characteristics of the developed prototype. The quality of the prototype
was found as one of the best indicators for the consequent success of the guide even though it
can only be considered valid for the same kind of project and having only one dedicated
developer.

The QEF was applied very much inspired by the criteria of the Microservices Architecture
Assessment Platform which allows to evaluate some of the most important concerns regarding
microservice architectures.

The results of the application of that platform are schematized in Figure 41 which gives a score
of 76 out of 100. The most positive aspects of the developed solution are the general
microservices architecture, the documentation which is favored by the nature of the work (a
structured guide), the inter-service communication, and the externalized configurations. The
worse aspects of the solution are the lack of tracking and review over the release/deployment
metrics by management and observability because of the missing audit logging features.
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Figure 41 - Microservice Architecture Assessment Platform Results

Using the concerns raised by the mentioned platform and listed in Table 11, the QEF method
was applied. The resultant global deviance of the system (D) value was 0,94, and the global
quality of the system (q) was 74%. That value corresponds to Hypothesis 1 (H1) which concludes
that the designed artifact allows obtaining a satisfactory microservices solution. The complete
set of results is in Attachment 6.

Due to the restrictions of this academic work, where only one person developed the whole
solution, it was not possible to satisfy all the recommended factors to use the guide.
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Consequentially the guide was only applied partially. During the evaluation was considered not
only the implemented prototype but also developments such as infrastructure configurations
and deployment processes, that were specified in the solution (see section 4.3) but will only be
materialized in future iterations of the project.

To assess the level of fulfillment of each defined requirement were specified concrete criteria
presented in Attachment 7.
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7 Conclusion

This chapter summarizes what was achieved for every outcome defined in section 1.4.1. It also
presents the results of the work and how it contributes to the software engineering community.

The Systematic Mapping (see section 3.2.1) showed a lack of documentation regarding
microservices in greenfield projects. This makes this thesis an important contribution to the
subject, namely in what is important to guarantee from the beginning, but also what to avoid.

Some of the limitations and potential improvements of the followed approach are clearer after
the application of the guide in the Pharmacy prototype and applying the QEF method. The
application of the proposed guide by different development teams will allow it to be improved.

7.1 Outcomes

Some key points to be achieved with this dissertation were defined in section 1.4.1. For each of
them are presented the results and how they were accomplished.

1. Research on microservice architecture development experiences and challenges: it was
possible, through the satisfactory amount of literature about the subject, to identify some
of the biggest and most common challenges found when developing and maintaining this
kind of software solutions (see section 2.2).

2. Distinguish good patterns and approaches from bad ones: most of the literature regarding
microservice development is based on real use cases, which best reflect the true positive
and negative aspects of the adoption of the microservice-based architecture in the real
world. Nevertheless, there is also a set of researchers that invest a big part of their work in
this type of architecture (Newman, 2015a) (Richardson, 2021) (Fowler, 2019) (Tilkov, 2015).
From the literature review, it was possible to define some good and bad patterns and
practices for microservices development (see sections 2.3 and 2.4 respectively).

3. Identify from what was investigated what should be applied to greenfield projects and
what should only be a concern in the longer term: even though there is a lot of literature
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regarding microservices, there is too little documentation on how to implement this type
of architecture in greenfield projects, and those that exist do not document the whole
development process. Given the shorter amount of literature for this specific topic, it was
performed literature systematic mapping research. Based on the sources of information
listed in 3.2.1.2, this research is conducted in section 3.2. The results of the research
allowed identifying what are the most important processes when implementing
microservices from scratch, and what are the steps that should not have a big focus during
the initial phase.

Design a solution to develop software using a microservices-first approach: after
conducting the research mentioned in the previous item, a set of guidelines were defined
with multiple alternatives for each of the major steps for microservices implementation in
greenfield projects. Even though some technologies were chosen to demonstrate the
application of the patterns/methodologies, the solution does not aim to be technology-
oriented, so that it can be adopted by the widest range of people.

Iterate over the artifact to refine the existing steps with additional details and add new
ones: after designing the artifact, it was applied to a prototype to find limitations in the
original solution and improve it. The concerns described in section 5.2 resulted from the
reiteration of the design process, having as input the findings in the application of the guide
to the exemplifying web application.

Evaluate the designed solution based on the results of the QEF and identify limitations
and improvement opportunities: after designing the solution, applying it to a prototype,
and adjusting some missing concerns, the Microservices Architecture Assessment Platform
was used to assess if the solution can result in successful microservice-based software. The
results of this assessment, along with the formalization of an evaluation based on the QEF
method, also allowed to perform a last iteration over the guide. The results of this
evaluation are documented in chapter 6 and allowed verifying that the usage of that version
of the guide can originate satisfying results.

7.2 Results

The use of TAR methodology in this dissertation makes it important to guarantee that three

roles were played and kept isolated by the researcher (Wieringa, 2012):
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o Technique developer: by playing this role, the researcher investigated and developed
a new set of guidelines to help to implement microservices in greenfield projects.
Applying the new technique to a project not only contributes to the project itself but
also to learn more about the technique and improve it.

o Client helper: this role can be seen from two different angles, with the designed guide
the researcher contributed to the engineering community that can be seen as the major
stakeholder of the project. Nevertheless, the application of the guide to a prototype in
a business area that lacks evolution regarding software solutions can also be seen as a
help to a specific client (community pharmacies).



o Empirical researcher: the research was concluded with the application of the
developed technique and the investigation of its effects and utility in practice. Given
that the project was based on TAR, similarly to other case studies, it is not possible to
apply statistical inference to generalize the usage of the technique (Wieringa, 2012). In
this case, after assessing the results of the application of the technique, only case-based
inference can be used. This means that it is possible to admit that for similar cases of
application, the technique should also have similar results. Thus, it is possible to infer
that for medium-sized e-commerce projects, having only one working developer, it is
possible to achieve a satisfactory result. Consequentially, it is probable that for the
same project, having a team of several developers (most cases), the result would be
different.

To assess the guide designed in chapter 4, it was applied to an exemplifying project in chapter
5 and the results were evaluated and documented in chapter 6.

The application of the Quantitative Evaluation Framework resulted in a value of 74% for the
global quality of the system. It concludes that using the guidelines designed in this work in a
medium-sized greenfield project with only one developer allows achieving a satisfactory
microservices solution.

Since the improvements listed in section 5.2 were only identified during the application and
evaluation of the guide, they were not initially considered steps of the guide. That can indicate
that without these concerns, the result for the global quality of the system could be even better.

7.3 Limitations and Future work

This work focused on the backend of microservices solutions architectures. Given that
microservices are gaining a lot of relevance in the Web Development domain it can be
considered a limitation of the work and makes sense that frontend concerns receive more
attention in future iterations of this guide. Since the frontend of microservice applications is
becoming much more complex than in the early days, more challenges are likely to appear. To
answer all of these a completely new guide must be created and, once it is ready, both guides
should be adopted either isolated or in parallel.

It is also known that during this dissertation the guide application was limited. To improve the
existing set of guidelines and identify new potential problems the guide needs to be applied to
other projects with different characteristics and the development team should conform with all
the recommendations defined in section 4.2.1.
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7.4 Contributions of the work

As more and more companies are creating products that have the potential to grow, they
usually end up needing to implement approaches that allow the projects to grow sustainably.
Companies find microservice-based architectures as one of the most common solutions for a
system’s sustainable growth.

Even though migrations from monolithic architectures to microservices have been the most
common method to develop big projects, it is an approach that usually brings high costs even
for Greenfield projects that are expected to be migrated right after the creation of a monolith.
The costs are higher since the total cost of the project will be at least the sum of the monolith
creation plus the cost of the migration itself.

The microservices-first approach is an alternative that seeks to reduce the cost of the
development of a big project while creating a solid foundation based on carefully analyzed
assumptions. The work of this dissertation is a big contribution to this methodology since it
gives a structured set of guidelines for the whole development and maintenance process which
was not found so far in the literature.

The designed guide and the prototype available in (Cardoso, 2021) intend to provide a solid and
versatile solution that developers can use to start their microservices greenfield projects. These
contributions are also expected to benefit the guide with the improvement of its guidelines and
the addition of new ones.

Even though the guide was applied to a prototype aiming to help the management of a
community pharmacy, there may be other business areas lacking software architecture
innovation. This prototype should only be seen as an example of how to adapt the designed
guidelines to a specific set of technologies and a specific domain. The guide is not technology-
driven and therefore can be applied to projects of any domain, using any technologies that
support the principles it defines.
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Attachments

Attachment 1 - Value Analysis

The main purpose of value analysis is to assess how the value of a product or idea can be
explored at its maximum while keeping the cost at the minimum without decreasing the quality.
To do this, it evaluates three main aspects of the product: its usefulness (utility value), the
aesthetic and subjective value given by the customer (esteem value) and the price the market
is willing to pay for the product (market value).

The value analysis reflected in this chapter has three phases: (1) Identify and analyze
opportunities, (2) generate and select ideas to take advantage of the identified opportunities
and finally (3) develop the concepts and technologies for the selected idea. These steps are
mainly inspired by the NCD model (Peter A. Koen et al., 2002).

Opportunity Identification and Problem Analysis

Migrations from monolithic architectures to microservices are the most common solution that
companies find for a system’s sustainable growth, however this is a high-cost process.
Microservices-first approach is an alternative that aims to reduce that cost of the migration by
investing it in microservices development since the beginning of the project.

To evaluate the implementation of a microservice architecture following a new methodology,
a prototype software solution is to be developed. Since the market of pharmacy management
systems is lacking innovation, the prototype will try to add value to this industry by providing a
more modern and versatile solution. This system will be web-based and will focus on
maintaining the market concurrence best features while creating and improving the missing or
not satisfactory ones. In the next sections, the value proposition for the system will be defined
and a market comparison will be performed to identify the most important requirements in the
business.

Value Proposition - VP

To analyze the real value of the identified opportunity, a value proposition canvas based on the
Osterwalder Value Proposition Design (Pigneur et al., 2014) was developed.

Value Proposition Design is a very powerful tool that aims to understand the patterns of value
creation, leverage the experience and skills of the team and minimize the risk of failure. It may
be used in two different lifecycle phases of a business: invent a new business by building its
brand-new value proposition or renew an existing value proposition and business model. In this
case, the value proposition for a new concept was applied.

The creation of the Value Proposition Canvas followed two steps:
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Designing the Customer Profile

Jobs: The customer profile needs to identify the “Jobs” which can be translated to what the
customers are trying to achieve, or what their need is. There are four types of job: functional,
social, personal/emotional, and supporting (Pigneur et al., 2014).

Pains: The pains reflect the problems that may occur before, during, and after trying to perform
a job. These can be undesired outcomes (the solution doesn’t work, works poorly), obstacles
(when the customer is prevented from even getting started with a job), and risks (negative
consequences of performing the job) (Pigneur et al., 2014).

Gains: The gains consist of the specific achievements the customers seek in their jobs. There
are four types of gain: required, expected, desired, and unexpected (Pigneur et al., 2014).

Figure 42 — Value Proposition Canvas - Customer Profile

Source: (Pigneur et al., 2014)

Constructing the Value Map

Products and Services: this refers to the list of all products and services that the business will
have to offer to their customers and that the value proposition will be built on (Pigneur et al.,
2014).

Pain Relievers: they exist to eliminate or reduce the identified customer pains. The pain
relievers do not necessarily need to tackle every pain but should focus on those that matter
most to the customer, this is called pain reliever relevance (can be a nice to have or an essential).
Usual pain relievers tend to reduce money, effort, frustrations, and annoyances in the customer
(Pigneur et al., 2014).

Gain Creators: should be the drivers to satisfy the identified customer needs in the gains section.
They should describe how the products and services can help to produce outcomes and benefits
to the customer. Like the pain relievers, gain creators do not need to address every identified
gain, there is also the relevance factor which will translate into satisfying the customer
expectations and desires or on the other side surprising him with unexpected utility, social gains,
positive emotions, and cost savings (Pigneur et al., 2014).
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Figure 43 - Value Proposition Canvas - Value Map

Source: (Pigneur et al., 2014)

Pharmacy Management Software Value Proposition

Now that the main concepts of the value proposition process are described, the application of

each one in the specific case of pharmacy management software will be reviewed. To identify

the following points, an interview with the Technical Director of a local pharmacy was

conducted and is in Attachment 2.

Customer Jobs

o Sell product / Fill drug prescriptions

o Create product orders to suppliers

o Receive order (order reception process)

o Store received products

o Analyze sales (sell-out focused management)

o Control temperature and humidity (generate a report)

o Process billing and payments

o Validate prescriptions (for legal and reimbursement purposes)

o Measure customer health parameters (blood pressure, glucose)

o Administer vaccines and other injectables

o Control product expiry dates

o Return products (expired, damaged, etc.)

o Intermediate hospital drugs delivery

Pains

o Not being able to differentiate the expiry dates inside the stock of a product automatically
(only one date available for the product as a whole) leads to the need for manual
verification or the sale of a longer expiry date item instead of the shorter one

o Manual processing of the order reception takes a lot of time

o New stocks storage in shelves takes a big amount of time

o Finding errors during the monthly prescription validation leads to money loss
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o Product returns request needs to be performed with anticipation of one month which
requires a frequent verification of expiring stocks

o Order creation can take a lot of time because supplier prices need to be checked for each
product

Gains

o Provide the customer with valuable advice and drug information will give a better image to
the pharmacy and consequentially retain customers (e.g. side effects of drug mixing);

o Grow the customer base will increase significantly the rentability of the pharmacy

o Having an efficient supply chain leads to a reduction of costs and better purchase margins

o Afaster and easier order receiving process gives pharmacy workers more time to spend on
more productive tasks

o Processes automatization may lead to staff cost reduction

o Have the patients’ medical registries can allow the pharmacy to predict customer needs

patterns and improve stock’s management

Products and Services

Online Store

Point of sale (POS) module

Orders management module

Payment registration module

Employee schedule manager

Inventory management service

Integration with official drugs database
Integration with robots and automation devices

Customer fidelity service

Pain Relievers

O
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Unlike many other pharmacy management software solutions, our inventory management
service allows controlling the amount of stock for each expiry date. This will allow the seller
to know the correct item to pick from the storage

Order management module provides functionalities to automatically create order
templates based on configurations (e.g. use the cheapest supplier for every product)

Robot integration allows the pharmacy to use an automatic dispenser that will reduce the
storage and order reception processes’ time and human error rate



Gain Creators

o The POS module is integrated with several databases that will provide the pharmacist with
all the important information about the products he is selling

o Implementing an online web store will allow the pharmacy to reach new markets and
increase sales volume without adding a big, fixed cost in the sale process

o Automatic employee schedule will reduce the time spent with that recurring task and
consequentially the associated costs

o The customer fidelity service allows registering the customer purchase history that will
allow to give a more personalized experience and help to improve stock management

o Inventory management service can help to have a more efficient stocks management with
more effective orders from the right suppliers for the business

Quality Function Deployment - QFD

QFD is a technique that involves three main concepts: Quality - achieving customer quality
requirements, Function - understanding what needs to get more focus to achieve quality, and
Deployment - identify the entities who will be responsible for the function tasks and when these
will be performed (Nicola, 2020).

One of the most common problems that software manufacturing companies face for decades
is associated with the incorrect, incomplete and inconsistent specification of user requirements.
This usually leads to increased costs in the development and testing of these companies’
products (Haag et al., 1996). To solve this problem, software manufacturers needed to find
techniques that could facilitate the correct specification of user requirements and that is how
SQFD (Software Quality Function Deployment) was born.

House of Quality - HOQ

House of Quality contributes to the customer quality requirements identification, as well as
understanding how these can be achieved. It gathers the customers’ desires and maps them to
engineering characteristics. It requires cooperation and communication across marketing and
technical functional areas (Nicola, 2020). The house of quality is separated in the sections
described in Figure 44.

The first step is to identify the customer requirements and, since a value proposition was
previously implemented based on an interview with a pharmacy’s technical director, this task
is a simple review of the customer profile and value map. After this, the importance of each
requirement needs to be defined. For this, a second interview was arranged to discuss and
measure the degree of importance of each requirement. Both requirements and each one’s
importance degree are visible in Figure 45.
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Figure 44 - QFD Chart

Source: (Warwick Manufacturing
Group, 2007)
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Figure 45 - QFD Customer Requirements

Then, the engineering characteristics of the pharmacy management systems are listed. These
work as enablers for the previously identified requirements and a technical target is set for each
one. The next step is to develop a relationships matrix of customer requirements and
engineering characteristics, which defines the level of relationship between these two
parameters on a scale of four qualitative values: None, Weak, Moderate, and Strong (See Figure

46).
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Figure 46 - QFD Technical Requirements, Targets, and Relationship Matrix

The two missing steps of the HOQ are the correlation matrix and the technical comparison of
the competitors. These two points do not affect the importance ratings but help to understand
which are the engineering characteristics and customer requirements that matter most
(Lucidchart, 2019).

The correlation matrix is visible in Figure 47 and refers to the correlations among the technical
attributes, which is a positive, negative, or neutral value on how a technical attribute helps,
hinders or doesn’t have any influence on another.

107



<
<

Manage inventory
Access to national
health system's database

System is available
whenever na employee needs it

Ability to sell products online
Use Open-Source Tech Stack
Time taken to use major functionalities

Figure 47 — QFD Technical Requirements Correlation Matrix

The final part of the house of quality is the competitive assessment, this consists of a research
that shows how each of the competitors ranks in every customer need and technical target
(Figure 48 and Figure 49). It allows determining what needs more improvements and
consequentially what are the best areas to gain competitive advantage (Lucidchart, 2019).

The complete House of Quality diagram is attached to this document in Attachment 3.

9 9 9 9 9 9

178,1 | 203,1 | 234,4 | 131,3 | 150 | 253,1

15% | 18% | 20% | 11% | 13% | 22%

o = | | - - | |

Our Product 4 5 5 4 5 5

Competitor #1 - 4DigitalCare| 4 3 3 2 2 3
Competitor #2 - Glintt (Sifarma 2000)( 5 2 4 2 4 3
Competitor #3 - Vanuston (Medeil)| 2 1 2 5 1 4

Figure 49 - QFD Technical Competitive Assessment
Figure 48 - QFD Customer
Competitive Assessment
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Conclusions

After analyzing the results of the QFD it is possible to verify that exists a positive correlation
between the ability to sell products in an online marketplace and inventory management. This
happens because to have an online store that can scale, an automated inventory management
is required.

Based on the calculated “Technical Importance Rating” it is visible that the most relevant
technical requirements are the time taken to use major functionalities, inventory management
and the ability to sell products online. While the first is explained by the terrible assessment of
the competitors in the “Employee working hours optimization” requirement, the other values
are mostly explained by the importance given to the control over stock expiry dates, sell-out
functionalities and optimization of employee productivity.

Since employee work optimization is not a very specific requirement, the customer assessment
could have been too depreciated. Therefore, the focus of the work from this point on will be on
the other two most rated requirements, improving inventory management and introducing the
business into the online market.

Idea Genesis and Selection

Now that the opportunity was identified and its value was verified, this section organizes the
ideas to take advantage of that opportunity. This involves two phases: the generation of ideas
and the selection of the fittest. While the idea generation is based on a brainstorming process,
the selection of the most reliable solution uses the multicriteria method AHP (Analytic Hierarchy
Process).

Idea Generation

Following the NCD model, a brainstorming session was performed to gather a set of ideas that
may help to solve the problem identified before.

1. Microservices from scratch: this approach consists of creating an application with a
microservice mindset since project’s day one. The whole engineering process is focused on
designing the application based on microservice architecture and all the needs around it,
like infrastructure and development processes.

2. Start with a monolithic application and migrate it to microservices according to its growth
process: when applying this method, the application starts to be developed as a big block
of code. When a problem or need starts to emerge (scalability, too many responsibilities
for a single application), the big application begins to be broken into smaller pieces, each
one with fewer responsibilities.

3. Stick with a monolithic application during the whole application lifecycle: similarly, to the
previous approach, the application is built in a single piece of code. This application will
inherit all the responsibilities of the system in a single place and every developer will be
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working over the same code. The difference is that in this case there is no place for breaking
the big monolithic application into smaller blocks until it is no longer maintained/used.

4. Create a hybrid solution with a main monolithic service and other microservices around
it: this method is a mixture of 1 and 2 since the application is built with a microservices
mindset from day one but is more conservative about the granularity of the decomposition.
The analysis of each microservice responsibility is carefully performed to understand which
ones can be aggregated and minimize the nano-services pitfall.

Analytic Hierarchy Process - AHP

The idea generation process resulted in four alternatives to implement a prototype for a
pharmacy management system. Now there is the need to find the approach that has more
potential to be successful and to perform this evaluation it was used the Analytic Hierarchy
Process.

Defined by (Saaty, 1987): “The Analytic Hierarchy Process (AHP) is a general theory of
measurement. It is used to derive ratio scales from both discrete and continuous paired
comparisons.”. Since one of the most common applications of this theory is multicriteria
decision-making, this seems like a good tool to help to decide the best alternative for this
project strategy.

As a starting point for the application of AHP in the decision process, there is the need to create
a hierarchic structure to represent the objective, the criteria, and the alternatives and pairwise
comparisons to establish the relations within that structure (Saaty, 1987). In Figure 50, there is
the hierarchy for the Pharmacy Management System development approach decision making.
Four important software architecture criteria were chosen and each of the previously identified
alternatives will need to suffer a pairwise comparison.

Develop a Pharmacy Management

Focus: System based in microservices
Criteria: Maintenance Cost Develapment Madifiability Scalabilty
Start with a monlithic application and Stick with a monalithic Create a hybrid solution with a
Microservices from Scratch migrate it to microservices according application during the whole main monolithic service and other
to its growth process application lifecycle microservices around it

Figure 50 - AHP Hierarchy Diagram
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Pairwise Comparison

Now it is time for the second phase of AHP, the pairwise comparison of the chosen criteria and
alternatives. A pairwise comparison generally is the process of comparing entities in pairs to
evaluate which one is preferred or has a greater amount of some quantitative property. The
scale to be used in the pairwise comparison is the fundamental scale proposed by (Saaty, 1987)
and is detailed in Figure 51.

Intensity of importance

on an absolute scale Definition Explanation
1 Equal importance Two activities contribute equally to the
objective
3 Moderate importance of one over another Experience and judgment strongly favor one
activity over another
5 Essential or strong importance Experience and judgment strongly favor one
activity over another
7 Very strong importance An activity is strongly favored and its domi-
nance demonstrated in practice
9 Extreme importance The evidence favoring one activity over
another is of the highest possible order of
affirmation
2468 Intermediate values between the two adjac- When compromise is needed

ent judgments

Figure 51 - AHP Fundamental Scale
Source: (Saaty, 1987)

The result of the pairwise comparison is listed in Table 12.

Table 12 - AHP Criteria Pairwise Comparison

Criteria Maintenance Development  Modifiability  Scalability
Cost Effort
Maintenance 1 2 3 4
Cost
Development 0,33 1 0,25 0,50
Effort
Modifiability 0,33 4 1 3
Scalability 0,25 2 0,33 1
Total 1,91 9 4,58 8,50

Criteria Comparison Normalization

Now that the comparison for each pair of criteria was made in Table 12, that matrix needs to
be normalized to obtain the result of each criteria priority. The resultant matrix is represented
in Table 13.
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To calculate the normalized matrix each entry of the matrix is divided by the sum of the values

in the correspondent column.

The formula for this operation is:

[alj] = Zk

paral<l<nel<]<n

Table 13 - AHP Criteria Comparison Normalized Matrix

Criteria Maintenance Development Modifiability Scalability Relative
Cost Effort Priority
Maintenance 0,524 0,222 0,655 0,471 0,468
Cost
Development 0,173 0,111 0,055 0,059 0,099
Effort
Modifiability 0,173 0,444 0,218 0,353 0,297
Scalability 0,131 0,222 0,072 0,118 0,136

The relative priority of each criterion is the average of the values in the corresponding row.
These values were converted into a percentage and ordered in Table 14.

Table 14 - AHP Criteria Relative Priorities

Criteria Result Priority
Maintenance 46,8% 15t
Cost
Modifiability 29,7% 2nd
Scalability 13,6% 3rd
Development 9,9% gth

Effort

To evaluate the consistency of the calculated relative priorities the Consistency Ratio (CR) is
used. It is calculated by multiplying the initial criteria pairwise comparison’s matrix by the

priorities’ vector, as follows:

1
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The average consistency ratio is given by the average of the results for the consistency ratio
calculated previously.

2,101 0,396 1,255 0,549
0,468’ 0,099’ 0,297’ 0,122

Amax. = Avg( ) = 4,187

Now that the average of the consistency ratio is given by the following formula:

Amax-n _ 4,187-4

Cr= n-1  4-1

= 0,062

The consistency ratio is calculated by dividing the previously calculated consistency index by a
table value that, since this comparison involves four different alternatives, is 0,9.

_ ¢l _ 0062 _
CR = 05 = W_O’069<0’1

Since the value of the Consistency Ratio (CR) is smaller than 0,1, it is possible to conclude that

the relative priorities are consistent.

It is possible to conclude that the highest priority criteria are the Maintenance Costs and the
Modifiability of the software solution.

Alternatives Comparison by Criteria

The next step in the Analytic Hierarchy Process is to perform a pairwise comparison of the four
identified alternatives for each of the defined criteria. This allows identifying the best
alternative for each criterion, and consequentially find its overall priority crossing that result,
with the previously determined importance of each criterion.

The priority results will be determined by following a similar process to the criteria comparison.
It begins with the pairwise comparison matrix followed by the calculation of the priority vector
by normalizing that matrix.

In the end, the priority of each alternative will be established by crossing the resultant priority
vector of each criterion with its relative priority.
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Table 15 - AHP Maintenance Cost

Alternatives Comparison

M"i"g::tance Allt' Alt.2 A3 Alt4
Alternative 1 1 6 9 2
Alternative 2 0,17 1 3 0,25
Alternative 3 0,11 0,33 1 0,14
Alternative 4 0,5 4 7 1
Total 1,78 11,33 20,00 3,39

Table 16 - AHP Maintenance Cost Normalized

Matrix
M"i"C':s"t""ce Alt.1 A2 A3 Alt.4 ‘:’/’g::::'
Alternative 1 | 0,562 | 0,530 | 0,450 | 0,590 | 0,533
Alternative 2 | 0,096 | 0,088 | 0,150 | 0,074 | 0,102
Alternative 3 | 0,062 | 0,029 | 0,050 | 0,041 | 0,046
Alternative 4 | 0,281 | 0,353 | 0,350 | 0,295 | 0,320

As it is shown in Table 16, for the maintenance cost criterion, the highest priority alternative is

to start with microservices from scratch (Alternative 1).

Table 17 - AHP Development Effort

Alternatives Comparison

b e":};{’;’:’em Alt.1 A2 A3 A4
Alternative 1 1 2 0,17 0,33
Alternative 2 0,5 1 0,33 3
Alternative 3 6 3 1 4
Alternative 4 3 0,33 0,25 1
Total 10,50 6,33 1,75 8,33

Table 18 - AHP Development Effort Normalized

Matrix
b ev‘;};fr':’e"t Alt.1 A2 Alt.3  Alt.4 F";::'g
Alternative 1 | 0,095 | 0,316 | 0,097 | 0,040 | 0,137
Alternative2 | 0,048 | 0,158 | 0,189 | 0,360 | 0,189
Alternative3 | 0,571 | 0,474 | 0,571 | 0,480 | 0,524
Alternative 4 | 0,286 | 0,052 | 0,143 | 0,120 | 0,150

Regarding the development effort criterion, the best alternative is by a large margin Alternative
3 (see Table 18), since building a Monolithic Application is a much simpler process than any of

its alternatives. However, the simplicity of the development process will compromise all the

other criteria.

Table 19 - AHP Modifiability
Alternatives Comparison

Modifiability Alt.1  Alt.2  Alt.3 Alt. 4
Alternative 1 1 3 8 2
Alternative 2 0,33 1 5 0,33
Alternative 3 | 0,125 0,2 1 0,33
Alternative 4 0,5 3 3 1
Total 1,96 7,20 17 3,66

Table 20 - AHP Modifiability Normalized Matrix

Modifiability ~Alt.1 Alt.2  Alt.3  Alt. 4 "’/’::: ’3’
Alternative 1 | 0,512 | 0,417 | 0,471 | 0,546 | 0,486
Alternative 2 | 0,169 | 0,139 | 0,294 | 0,090 | 0,173
Alternative 3 | 0,064 | 0,028 | 0,059 | 0,090 | 0,060
Alternative 4 0,256 | 0,417 | 0,176 | 0,273 0,281
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From the comparison of the alternatives in the scope of modifiability, Alternative 1 is the winner
again. As seen in Table 20, Microservices from Start alternative has the highest priority 48,6%,
followed by Alternative 4 with 28,1%, which consists of a hybrid solution of main monolithic
service and smaller services working with it

Table 21 - AHP Scalability Alternatives Comparison

Scalability Alt.1  Alt.2  Alt.3 Alt. 4
Alternative 1 1 4 8 2
Alternative 2 0,25 1 3 4
Alternative3 | 0,125 | 0,33 1 0,17
Alternative 4 0,5 0,25 6 1

Total 1,88 5,58 18 7,17

Table 22 - AHP Scalability Normalized Matrix

Scalability Alt.1 A2 Alt.3 Al 4 "’/'::: ::'
Alternative 1 | 0,533 | 0,717 | 0,444 | 0,279 | 0,493
Alternative2 | 0,133 | 0,179 | 0,167 | 0,558 | 0,259
Alternative3 | 0,067 | 0,059 | 0,056 | 0,024 | 0,051
Alternative4 | 0,267 | 0,045 | 0,333 | 0,139 | 0,196

In Table 22, it is possible to see that, for the scalability concern, the alternatives with the best
result were Alternative 1 with 49,3% followed by Alternative 2 with 25,9%.

Table 23 - Alternatives Priority by Criteria Matrix

Maintenance

Development

Cost Effort Modifiability Scalability
Relative Priority 0,468 0,099 0,297 0,136
Alternative 1 0,533 0,137 0,486 0,493
Alternative 2 0,102 0,189 0,173 0,259
Alternative 3 0,046 0,524 0,060 0,051
Alternative 4 0,320 0,150 0,281 0,196

With these values, it is possible to calculate the real priority of each alternative by multiplying
a matrix where each column is a criteria’s alternative priority vector listed in Table 23, by the
criteria’s relative priorities vector from Table 14.
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0,102 0,189 0,173 0,259 0.099 0,153
0,046 0,524 0,060 0,051 0.297 0,098

0,533 0,137 0,486 0,493 0.468 0,474
X =
0,320 0,150 0,281 0,196 0.136 0,275

Table 24 - Overall Alternative Priority Results

Alternative Overall Result Priority

1 - Microservices from Scratch 47,4% 1%t

2 - Create a hybrid solution with a main
monolithic service and other microservices 27,5% 2nd
around it

4 - Start with a monolithic application and
migrate it to microservices according to its 15,3% 3rd
growth process

3 - Stick with a monolithic application during the

0, 4th
whole application lifecycle 5,8%

Results

The final result of the AHP (see Table 24) leads to the selection of Alternative 1, followed by
Alternative 2, and a close ending for Alternatives 4 and 3. It is possible to conclude that sticking
with a monolithic application during the whole application lifecycle is the worst alternative
taking into account some of the most important criteria of software solutions in modern
environments.

The only criterion in which alternative 4 has the best priority is the development effort. In the
short term, the development process is much simpler when working on a monolithic application
since it has less complexity than the other alternatives. All the challenges delineated in section
3.2 are therefore avoided. Except for the development effort, Microservices from Scratch is the
top priority alternative in all criteria. That approach is followed by the hybrid alternative of
microservices which is the second-best approach in the remaining criteria except in scalability
where Alternative 2 had a smaller advantage (25,9% against 19,6%).
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Attachment 2 — Pharmacy Technical Director Interview

Question 1
EN - Which are the main tasks in the daily routine of a pharmacist?
PT — Quais sdo as principais tarefas desenvolvidas por um farmacéutico na sua rotina diaria?

Answer: Atendimento, rececdo de encomendas, arrumag¢do de medicamentos, realizagdo de
encomendas, analise de vendas (por principio ativo/ por laboratério) de forma a aumentar a
rentabilidade (Sell Outs), registo de temperatura e humidade (ja automatizado), faturacao
mensal (automdtica, mas é necessaria a validagao das receitas fisicas), medi¢des de glicémia,
administracao de vacinas, devolucao de medicamentos fora de validade.

Encomendas de medicamentos hospitalares (em tempo de pandemia)

Question 2

EN — From the previous answer, which are the tasks that are most time consuming and why?
PT — Das tarefas acima mencionadas, quais as que demoram mais tempo e porqué?

Answer: A rececdo e arrumacao de medicamentos, assim como a realizacdo de encomendas. A
primeira porque é um processo manual de entrada no sistema informatico e de arrumacao nas
prateleiras/gavetas, o segundo porque o Sistema ndo permite de forma eficiente definir os
critérios de selecdo de fornecedor (ex.: selecionar automaticamente o fornecedor com preco
mais baixo para cada item da encomenda).

Question 3
EN — Which are the tasks that would take a lot more effort/time to perform manually?

PT — Quiais as tarefas que demorariam mais / teriam um maior esforco em serem realizada de
forma manual (ndo informatizada)?

Answer: Tal como foi dito anteriormente, a rece¢do e arrumacao de medicamentos atualmente
é feita de forma manual, seria bom o investimento no future num robot dispensador de
medicamentos, mas é muito dispendioso. Todo o processo de venda e faturacdao que ja é
atualmente informatizado, seria bastante mais demorado caso tivesse de ser feito de “forma
manual”.

Question 4
EN — What data do you need to store?
PT — Que informacdo necessitam de armazenar?

Answer: Apenas é necessario registar os dados pessoais basicos do cliente (nome, nimero de
contribuinte, etc.). Com o aumento do nimero de administragcGes de vacinas, também se
tornou um processo mais complexo o agendamento das mesmas e podia ser informacao
relevante a armazenar no Sistema.

Outras Notas Relevantes sobre o Sistema de informacgao atual:
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- Receitas ao serem registadas devem ser enviadas para o organismo correto ARS,
seguradoras, etc.

- Listagem de medicamentos que vao expirar no més seguinte
- No processo de venda avisar quando os produtos tém stock em fim de validade.

- No processo de venda, ao identificar o medicamento seria importante mostrar toda a
informacdo sobre contraindicag¢des, etc. de forma simples e rapida.
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Attachment 3 — QFD House of Quality
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Attachment 4 — Guide Application Domain Model
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Attachment 5 — Pharmacity GraphQL Stitched Schema

schema {
query: LocalQuery
mutation: LocalMutation

interface Order @source(name: "Order", schema: "orders") {
id: String
customerId: String
addressId: String
value: String
date: String
status: [OrderStatus]
paymentId: String
deliveryId: String

type Address @source(name: "Address", schema: "customers") {
id: String
deliveryAddress: String
zipCode: String
city: String
country: String
phone: String

type Cart @source(name: "Cart", schema: "carts") {

cartId: String

productIds: String

items: [Product] @delegate(schema: "products", path: "productsById(id
s: $fields:productIds)")

}

type Customer @source(name: "Customer", schema: "customers") {

id: String

name: String

email: String

discountCard: String

cartId: String

wishlistId: String

addresses: Address @delegate(schema: "customers", path: "addresses(id
s: $fields:addresses)")

orders: [Order] @delegate(schema: "orders", path: "orders(ids: $field
s:orders)")
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cart: Cart @delegate(schema: "carts", path: "cart(cartId: $fields:car
tId)")
}

type LocalMutation {

addItemToCart(cartId: String productId: String): Cart @delegate(schem
a: "carts")

checkoutCart(cartId: String addressId: String prescriptionId: String
productIds: String customerId: String paymentInfoIld: String amount: Strin
g): Payment @delegate(schema: "checkout™)

}

type LocalQuery {
products: [Product] @delegate(schema: "products")
productsById(ids: String): [Product] @delegate(schema: "products")
customer(id: String): Customer @delegate(schema: "customers")
payment(id: String): Payment @delegate(schema: "checkout™)
customers: [Customer] @delegate(schema: "customers")
cart(cartId: String): Cart @delegate(schema: "carts")
addresses(ids: String): Address @delegate(schema: "customers")
orders(ids: String): [Order] @delegate(schema: "orders")
orderById(id: String): [Order] @delegate(schema: "orders")

type Mutation {

checkoutCart(cartId: String addressId: String prescriptionId: String
productIds: String customerId: String paymentInfoIld: String amount: Strin
g): Payment @delegate(schema: "checkout")

addItemToCart(cartId: String productId: String): Cart @delegate(schem
a: "carts")

}

type OrderItem @source(name: "OrderItem", schema: "orders") {
productId: String
quantity: String

type OrderStatus @source(name: "OrderStatus", schema: "orders") {
date: String
value: String

type Payment @source(name: "Payment", schema: "checkout") {
id: String
customerId: String
paymentInfold: String
amount: String

124



date: String

type Prescription @source(name: "Prescription”, schema: "prescriptions™)

{

number: String
accessCode: String
optionCode: String
attachment: String
comments: String
orderId: String

type PrescriptionOrder implements Order @source(name: "PrescriptionOrder"
, schema: "orders") {

type Product @source(name: "Product", schema: "products") {

prescriptionId: String
id: String

customerId: String
addressId: String
value: String

date: String

status: [OrderStatus]
paymentId: String
deliveryId: String

id: String

name: String
description: String
price: String
quantity: Int!
color: String

size: String

type ProductsOrder implements Order @source(name: "ProductsOrder", schema

"orders") {

items: [OrderItem]
id: String
customerId: String
addressId: String
value: String

date: String

status: [OrderStatus]
paymentId: String
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deliveryId: String

type Query {
products: [Product] @delegate(schema: "products")
productsById(ids: String): [Product] @delegate(schema: "products")
customers: [Customer] @delegate(schema: "customers™)
customer(id: String): Customer @delegate(schema: "customers")
addresses(ids: String): [Address] @delegate(schema: "customers")
address(id: String): Address @delegate(schema: "customers")
orders(ids: String): [Order] @delegate(schema: "orders")
order(orderId: String): Order @delegate(schema: "orders")
prescription(id: String): Prescription @delegate(schema: "prescriptio
ns")
payment(id: String): Payment @delegate(schema: "checkout")
carts: [Cart] @delegate(schema: "carts")
cart(cartId: String): Cart @delegate(schema: "carts")
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Attachment 6 — Application of Quantitative Evaluation Framework

W, (Factor rw, (requirement weight k in )
q © - Dimension q [Weight]in Dim Factor Factor/}{2,4,6,8, 10} Requirement G bt Hlinr
b i) [0,1] fulfillment k) [0,100]
& GAKO1 - Release/Deployment frequency 25
609 0.44 Key software delivery & GAKO2 - Frequency that a deployment leads to outage 100
! 4 outcomes 10 GAKO3 - Time to recover from an outage 100
& GAKO4 - Tracking and review of outage metrics 0
) ) 5] GASCO1 - Documented AP| Standards and style guides 100
I | T e G T A ) 100 0.44 Inter-service 10 GASCO2 - External client access to service mechanisms 100
4 communication 8 GASCO3 - Service discovery mechanism is implemented 100
8 GASCO4 - Service registration patterns are applied 100
100 011 General Architecture 10 lGﬁ.GACIl - Microservice architecture must consist of two or more 100
independently deployable/executable components
&6 DRPO1 - Depl t options definiti 100
100 | 0,50 Deployment Process L e e
I 10 DRPO2 - Horizontal scaling support 100
75 Deployment and reliability
50 0,50 Deployment Reliability 6 DRRO1 - Failure Idetecllun and short-circuiting mechanisms 100
(] DRRO2 - Fault injection in production prevention 0
) . & MOATO1 - Usage of audit logging [}
57,1 0,33 Audit and ti
’ : . 8 MOATO2 - Distributed tracing 100
376 Mnitoring and observability 55,6 033 Application metrics & MOAMO1 - Collection of application metrics 0
10 MOAMO?2 - Health check mechanism 100
72% | 0,92 - [ MOTDO1 - Track configuration changes 0
0 0,33 Tracking Depl ts
b racking bepioymen 3 MOTDO2 - Log deployments 100
6 ICCO1 - Externalized configuration strategy 100
100 0,40 Configurati
UL 8 ICCO2 - Sensitive properties safe storage 100
80 Infrastructure and configurations s - 8 ICS01 - Development/testing environment provisioning time 100
upporting —— : = :
66,7 0,60 -
B . (T 8 ICS02 - Similarity between testing and production environments 0
8 ICS03 - Deployment pipeline infrastructure support 100
50 0,50 Microservices chassis 8 LFCO1 - Definition of microservice chassis frameworks 50
50 Libraries and frameworks
50 0,50 Tﬁtlng}c:::laslupment & LFTO1 - Use testing and development tools/frameworks 50
o . - o 8 DOPDO1 - Accessible architecture documentation 100
umentation
2 8 DOPDO2 - Technical decisions are logged and documented 100
DOPOO1 - Weekly working hours 100
100 0,29 Organization
714 Documentation, organization and processes 10 DOPOO2 - Scope of the development staff 100
& DOPPO1 - Percentage of uninterrupted technical work 50
333 043 Process 6 DOPPO2 - Percentage of training time 0
& DOPPO3 - Percentage of time reducing technical debt 50
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Attachment 7 — QEF Requirement Evaluation Criteria

|General architecture and software delivery outcomes

Wk - Fullfilment (%)

Requirement

Metric Evaluation

0

50

100

GAKO1 - Release/Deployment frequency

How often are releases/deployments?

Less than a monthly release

Weekly release

More than a release per day

GAKO2 - Frequency that a deployment leads to outage

How often does a deployment result in na outage?

Often

Sometimes

Rarely

GAKO3 - Time to recover from an outage

How long doest it take to recover from na
outage?

Longer than a day

Less than a day

Less than na hour

GAKO4 - Tracking and review of outage metrics

Are these metrics tracked and reviewed by
management?

No

Yes

GASCO1 - Documented API Standards and style guides

Are there defined and documented API standards
and style guides?

No

Yes

GASCO2 - External client access to service mechanisms

How do external API-based clients of the
application access the services?

APl-based clients access the
individual services directly

The application has one or more APl gateways
(e.g. Backends for Frontends) OR No external API-
based clients

GASCO3 - Service discovery mechanism is implemented

Is there a defined service discovery mechanism?

No - the application uses static,

configuration files

Yes - the application uses dynamic service
discovery: either the Server-side discovery pattern
or Client-side discovery pattern

GASCD4 - Service registration patterns are applied

Is there a defined service registration pattern
mechanism?

No - the application uses static,

configuration files

Yes - the application uses dynamic service
registration: either the Self registration pattern or
the 3rd party registration pattern

GAGAO1 - Microservice architecture must consist of two
or more independently deployable/executable
components

Does the application consist of multiple services?

No

Yes
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Dimension

Deployment and Reliability

Wik - Fullfilment (%)

Factor Requirement Metric Evaluation [} 50 100
Yes - Some combination ofthe following
DRPD1 - Depl nt opti definition Arethe application’s deployment options defined ? Mo chosen strategy Yes - Multiple services per host patterns: Service per Container, Service
Deployment Process per VM, or Serverless
. . N Yas - run command (or click) toscaleup  |Yes - fully automated basad onload or
DRPO2 - Horizontal scaling support Does the deployment infrastructure support horizontal scaling |No or down ather metrics
Isthere a mechanism to stop routing requests to failed service No i Yes
instances
Arefaults regularly injected into the production environment? |No - Yes
Dimension Monitoring and Observability
Wk - Fullfilment (%)
Factor Requirement Metric Evaluation o 50 100
. MOATOL - Usage of audit loggin Is there a defined audit logging mechanism? No - Yes
Audit and tracing 8 ogeing EEIng
MOATO?2 - Distributed tracing Isthereadefined distributed tracing infrastructure? No - Yes
MOAMOL1 - Collection of application metrics Is there a defined application metric collection infrastructure? [No - Yes
Application metrics
MOAMO2 - Health check mechanism Is therea defined health check endpoint and response format? |No - Yes
Is there defined mechanism for logging and viewing changes
MOTDOL - Track configuration changes (e.g configuration changes, deployments) to infrastructure and |No - Yes
Tracking Deployments applications?
MOTDO2 - Log deployments Are there any deplyment registry with release versioning? No Yes for production environment :?v::;:m::spment and production
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Dimension

Infrastructure and Configurations

Wik - Fullfilment (%)

Factor Requirement Metric Evaluation 1] 50 100
1CCO1 - Externalized figuration stra Istherea standard mechanism for supplying externalized No . Yes
8y configuration?
Configuretions Ar iti fi ti rti edentials) stored
|CC02 - Sensitive rties safe storage e sensitive configuration properties (e.g. credentials) stor: No . ves
securely?
How long does it take to provision an environment for . s
1CS01 - Development/testing environment provisioning time development and testing? More than a day Within than a day Within minutes
Insfump:’u.timre ICS02 - Similarity between testing and production environments | Do development and test environments reflect production? No - Yes
Isthereinfrastructure to support a deployment pipeline (e.g. ~
1CS03 - Deployment pipeline infrastructure support Jenkins Cl server]? No Yes
Dimension Librariesand Frameworks
Wik - Fullfilment (%)
Factor Requirement Metric Evaluation 0 50 100
h i i is fr ks fi
Microservices chassis |LFCO1 - Definition of microservice chassis frameworks :::;;::Fﬂ“d ml:fOSEWICEChi!SSIS ameworks for each None Some Al
Testing/development Arethere defined development support frameworks, such as
ng/ o LFTO1 - Use testing and development tools/frameworks d PP " None Some Al

tools

testing frameworks, for each supported language?
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Dimension Documentation, Organization and Process

Wik - Fullfilment (%)

Metric Evaluation

Requirement

100

Isthere architecture documentation that isstored in an easily

accessible, searchable location, e.g. wiki? No B es

Does the architecture documentation document all major ) . . .
technical decisions including selection of patterns? No Yes without rationale Yes with rationale
How many hours per week do team members normally work? |40-45 45-50 Morethan 55

Are staff dedicated to the application?:

Staff split their time between multiple,
unrelated applications and projects

Staff areassigned long term to the
application

Staff are assigned long term to a service
team

What percentage of time do team members spend do

uninterrupted technical work? Lessthan 50% Between 50 and 79% 80% or more
What percentage of timedo staff spend learning/teaching? Lessthan 5% Between 5 and 19% 20% or more

At |east 10% or N i technical
What percentage of timeisspent reducing technical debt? Lessthan 5% Between 5% and 10% 2 or None(There s no technica

debt that reduces productivity)
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