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Abstract:

The Digital Age is the present, and nobody can deny that. With it has come a
digital transformation in various sectors of activity, and e-commerce is no exception.
Over the last few decades, there has been a massive increase in its utilization rates, as it
has several advantages over traditional commerce. At the same time, the rise in the
number of crimes on the Internet and, consequently, the understanding of the risks
involved in online shopping has led consumers to become more cautious, looking for

information about the seller and taking it into account when making a purchase decision.

The need to get to know the merchant better before making a purchase decision
has encouraged the creation of reputation systems, whose services play an essential role
in today's e-commerce context. Reputation systems act as mechanisms to reduce
information asymmetry between consumers and sellers and establish rankings that attest
to fulfilling standards and policies considered necessary for shops operating in the digital

market.

The critical problems in current reputation systems are the frauds and attacks that

such systems currently have to deal with, which results in a lack of trust between users.

These security and fraud issues are critical because users' trust is commonly based
on reputation models, and many of these current systems are not immune to them, thus
compromising e-commerce growth. The need for a better and safer model emerges with
the development of e-commerce. Through reading the articles and pursuing the answers
to the primary questions, blockchain is data register technology to be analysed in order to
gain a better acknowledgment of the potential of such technology. More research work
and investigation must be done to fully understand how to create a more assertive

reputation model.

Thus, this study systematizes the knowledge generated by reputation models in E-
commerce studies in Scopus, WoS databases, and Google Scholar, using PRISMA

methodology.

A systematic approach was adopted in conducting a literature review. The need for
a systematic literature review came from the knowledge that there are reputation systems
that mitigate some of the problems. In addition to identifying some indicators used in

reputation models, we also conclude that these models could help provide some insurance



to buyers and sellers, with a commitment to being a problem solver, being able to mitigate
known problems such as Collusion, Sybil attacks, laundering attacks, and preventing
online fraud ranging from ballot stuffing and bad-mouthing. Nevertheless, the results of
the present work demonstrate that even though these reputation models still cannot solve
all of the problems, attacking one fraud opens the door to an attack. The architecture of

the models was identified, with the realization that a few lacks that need to be fulfilled.

Key words: Ecommerce; Reputation Model; Security; Blockchain
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The buying and selling of products and services online is referred to as electronic
commerce or e-commerce. It is revolutionizing how people conduct business, and its
growth over the years has been remarkable. E-commerce has enabled businesses to reach
a wider audience and has provided customers with the convenience of shopping from the

comfort of their homes.

The growth of e-commerce can be traced back to the 1990s, with the development
of the Internet. However, it was in the 2000s that e-commerce gained widespread
popularity. The introduction of secure payment gateways, faster internet speeds, richness
of contents, and the proliferation of mobile devices have all contributed to the growth of

e-commerce.

According to statista.com?, a website that shares information and statistics, global
e-commerce sales amounted to $4.11 trillion in 2023 and are projected to reach $6.35
trillion by 2027. This growth can be attributed to several factors, including the increasing
popularity of mobile commerce, the rise of social media marketing, and the shift towards
online shopping due to the COVID-19 pandemic. (Gu et al., 2021)

E-commerce has also transformed various industries, including retail, travel, and
entertainment. Retail giants like Amazon and Alibaba have disrupted traditional brick-
and-mortar stores, while online streaming platforms like Netflix have revolutionized the

entertainment industry.

Despite its technological evolution, growth, and popularity, several challenges
and problems still need to be solved. One of these significant challenges is the lack of
trust. Buyers and sellers need to trust each other to conduct business online. In general,
reputation management is addressed with reputation systems, which track user activity,

giving his reputation score to help other users trust him.

In e-commerce, trust is what a buyer is looking for for when going through the
reviews and feedback of others. It is especially important to maintain reliable feedback
from other users. Unfortunately, as is known, we can expect certain frauds, such as bad-
mouthing, where members misclassify others to deflate their reputation, and attacks as
collusion (Goncalves et al., 2022), that is when the seller strategically provides a good

service to a group of users and bad services to others, to get benefits of that asymmetry

1 https://www.statista.com/outlook/dmo/ecommerce/worldwide
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of product/service quality (Goncalves et al., 2022), and Sybil attacks, where an entity
forges multiple identities in the system, using it in collusion as a mean to increase his
influence (Goncalves et al., 2022) to lower the rating of a seller and/or product. M.
Soleimani, (2022). This example demonstrates how confidence is essential to computer-
mediated processes and transactions. However, because computerized communication
technologies are progressively distancing us from established modes of engagement, it
can be challenging to judge the reliability of distant entities. People can evaluate a
considerably greater range of cues related to reliability through physical interaction and
conventional means of communication than is now possible through computer-mediated
communication. A typical brick-and-mortar street presence requires financial effort,
which gives some comfort that those undertaking it are serious participants. This starkly
contrasts the relative ease and low expense of creating a professional-looking online
presence, which reveals little about the confidence of the organization supporting it. It
can be challenging to tell which Internet service providers are trustable and which are of
low quality because it is tough to gather information concerning unidentified transaction
partners. As a result, both the academia and the e-commerce sector are paying close
attention to trust in open computer networks. (Jgsang et al., 2007)

Reputation systems support to build trust between buyers and sellers. They allow
users to rate and review products and sellers based on their personal experience, thereby
creating a reputation score that can be used to evaluate the trustworthiness of a seller or a
buyer. Reputation systems are crucial for e-commerce platforms as they help weed out

bad actors and ensure that transactions are conducted safely and trustworthy.

Based on the user's prior encounters with other people, a reputation system
gathers, accumulates, and disseminates feedback about the behaviour or reputation of the
user. Digital reputations present a promising mechanism to build trust between strangers
on the Internet and facilitate transactions, much like real-world markets where personal
or corporate reputations play a vital role in pricing commodities and launching

transactions. (Swamynathan et al., 2010)

With that said, the purpose of this literature review is to study the problems that
e-commerce platforms suffer most with, such as frauds, that are a consequence of the
fragility they have to some types of attacks, mainly due to the centralized architecture of
the current reputation systems. A systematic literature review took place to understand
the problem better. The existing reputation systems and models to address those problems
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are discussed in the present work. After a prior study of the literature, we found that
blockchain-based systems potentially can mitigate many of the known fragilities; thus,

motivating us to focus our literature review on blockchain-based reputation systems.

Blockchain has been brought up in several articles, so scientific research has that
keyword in mind and searched reputation models based on blockchain. Z. Zhou et al.
(2020) stated that the results of their study about a blockchain-based decentralized

reputation system showed reliability and usability.

So, in this dissertation, chapter Il presents the main concepts of the area of
investigation, the identification of security problems, reputation models, and the
blockchain technology that is used as a solution to minimize the problems, even doe, as
stated before, it needs more investigation and research. The methodologic approach
followed this in Chapter 111, where the main research questions were identified, how the

search was conducted, and how the selection of the articles was managed.

Chapter 1V discusses these articles in the state of the art. The discussion focuses

on the current reputation models or systems and how they work daily.

Chapter V will specify the variables, e.g., guidelines, necessary for a blockchain
reputation system. This chapter will clarify the benefits of such a reputation system in

more detail.

The dissertation will end with the conclusions from the systematic literature

review and some pointers to a future direction this work can take in chapter V1.
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To clarify and for a better understanding of the purpose of this dissertation, the
main concepts and strategies adopted to solve the problems e-commerce faces are

presented. In addition, a glossary will be presented as an appendage II.
2.1 E-Commerce

E-commerce is the direct sale of goods or services to a customer via the internet
through a vendor's website. The gateway accepts payments via credit card, debit card, or
electronic fund transfer using a wireless shopping cart or shopping basket.

In commercial transactions, electronic communications and digital information
processes are used to establish, alter, and redefine value-generating relationships between

organizations and people. (Bhumika et al., 2022)

Lauden & Traver (2020 — pp. 45), said that e-commerce is Using applications or
browsers running on the Internet, the web, or mobile devices to conduct business
transactions.More formally, it is digitalized commerce between individuals and

organizations and between organizations.

2.2 Security and trust

By enhancing the security, privacy, and ownership of the data, decentralized data
storage will assist in removing the most common types of data failures and outages. (Ali
etal., 2018)

Trust and reputation are two separate yet linked ideas. Jsang et al. (2007) make a
distinction between "Decision trust” and "Reliability trust.” The author uses the definition
put forth in (Gambetta, 1988) in the first notion. However, the authors believe that the
idea of trust is more nuanced, describing it as follows: Decision trust: "Trust is the extent
to which one party is willing to depend on something or somebody in a given situation
with a feeling of relative security, even though negative consequences are possible"
(Jesang et al., 2007, p. 620). According to the Concise Oxford Dictionary, the same
writers' definition of repute is as follows: "Reputation is generally said or believed about
a person's or thing's character or standing"” (Jesang et al., 2007, p. 620). Therefore, the
decision to proceed with an e-commerce transaction is based on two subjective

concepts—trust and reputation—while tolerating a certain amount of risk.
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This finding enables us to pinpoint the initial drawback of reputation systems.
Additionally, it is critical to have a method to ensure that a user can only have one identity

and cannot open multiple accounts.

Sybil attacks are typically used in conjunction with Collusion assaults, where the
seller strategically provides an excellent service to a group of users and inadequate
services to others to get benefits of that asymmetry of product/service quality. (Druschel
etal., 2002)

Whether in sybil attacks, collusion attacks, or traitor attacks, members exploit
their reputation by tricking others until their reputation dissolves. The centralization of
the information is one of the reasons this happens, and one user must have the information
on every marketplace to guarantee an outstanding reputation, bringing us back to the need
for a software/platform that can store a massive amount of information and be

decentralized.

An e-commerce user with a bad reputation can easily create a new identity and
continue his activity without any consequences of past transactions. This is a common
way to bend the rules and continue the activity, and this knowledge needs to be more
secure when online shopping; this is called whitewashing. Gongalves et al,. (2022).

A ballot-stuffing attack is where members positively rate themselves on fake and

unfair transactions to inflate their reputation. (Panagopoulos et al., 2017)

It is essential to guarantee that the transaction information is accurate and that it
cannot be adulterer, and one should not be able to rate themselves or try to influence a

third party in a positive way.

When members misclassify others to deflate their reputation, it is bad-mouthing.

(Panagopoulos et al., 2017)

Even though the reputation models address many of the problems, some issues

remain to be solved. In our literature review, we will be able to understand that better.
2.3 Reputation Systems and Reputation models

E-commerce platforms and marketplaces allow the discovery and transaction of

product information, which allows price comparison and decision-making about the
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purchase. J. Theor (2021). These transactions require a guarantee of some security. Here,

the reputation models, which are the basis of reputation systems, are entered.

As a result, many online marketplace platforms have developed user reputation
management systems that allow trading parties to submit a rating of the counterparty's
performance in a single transaction, which will be visible to all site users. However, a

mediator, usually the platform manager, can moderate the reviews.

A positive rating for my trading partner will likely boost my faith in the

counterparty's performance. (Jgsang et al., 2007).

The primary purpose of a reputation system is to prevent frauds to which a user is
vulnerable. Attacks are malicious activities that attempt to collect, disrupt, deny, degrade,
or destroy information system resources or the information itself. In the case of e-
commerce, the attacks intend to degrade or increase a seller's/product's reputation. Saeed,
(2023).

As mentioned , attacks, with the intent of fraud, have one intent: to decrease the
reputation of a seller or product (being the seller is the part focused on this dissertation,
but it must be said that the buyer can also be at the receiving end of attacks and frauds,

making them untrusty for the seller).

Understanding the most common attacks is crucial. One of the most common and
mentioned in most articles is Sybil Attack, when an entity forges multiple identities in the

system, using it in collusion to increase its influence.

The primary goal of user reputation systems is to build confidence between
unknown people. A reputation system based on a reputation model enables the gathering,
analysing, and distributing of data about an entity, which may then be used to identify

and forecast that entity's future activities.

Reputation systems are divided into implicit and explicit systems. Systems
without a clearly defined reputation system are implicit, even though their members use
reputation data to aid decision-making. Examples of these reputation-based strategies
may be seen in social networks (such as Facebook and LinkedIn), where we can infer a
certain level of reliability from the data obtained through friends of friends. Another

illustration is the Google search engine, where the order of the search results corresponds

17



to a rating of pages depending on each page's reputation. The quantity and nature of links

pointing to a page are indicators of its repute (Hendrikx et al., 2015).

Reputation helps to build trust in e-commerce in several ways. Atif, Y. (2002)
Firstly, it provides buyers and sellers with a measure of the other party's trustworthiness
before engaging in a transaction. This can reduce the risk of fraud and increase the

likelihood of successful transactions.

Secondly, reputation can act as a deterrent to fraudulent activities. Sellers with a
good reputation are less likely to engage in fraudulent activities as this can damage their

reputation and lead to negative feedback.

Finally, reputation can help to build long-term relationships between buyers and
sellers. Buyers are more likely to return to sellers with a good reputation, and sellers are
more likely to sell to buyers with a good reputation. This can lead to repeat business and
increased customer loyalty. (Soleimani, 2021)

Contrarily, explicit reputation systems have established a paradigm that makes

estimating a reputation using a score possible. The current paper focuses on these later.

The three aspects of the reputation estimation model are (1) data sources and
types, (2) the algorithm based on calculations, and (3) the format of the output for the
reputation score and its dissemination. Formulation, Calculation, and Dissemination are

the names the writers give to these three dimensions (Hoffman et al., 2009).

The model's efficacy and the kinds of threats it is resistant to play a role in how
accurate the reputation score is. The model's architecture, a central or distributed system,

is another feature.

The highlighted elements are systematized and explored in other publications on

the second level of the taxonomy given by Hendrikx et al. (2015) (Hoffman et al., 2009).
2.4 Blockchain architecture

There is common sense in what blockchain is, and most authors agree that it is a
digital ledger of transactions that uses cryptography to secure and validate transactions.
It is decentralized, meaning it is not controlled by a single entity and is maintained and

updated by a network of computers worldwide. The most well-known example and
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successful blockchain technology is Bitcoin, a decentralized digital currency that uses a

blockchain to record transactions. S. Nakamoto., (2019).

One of the key features of blockchain technology is its immutability, meaning that
once a block of transactions is added to the chain, it cannot be altered or deleted. This
provides high transparency and security for the data stored on the blockchain.

This might be the main reason blockchain is considered one reliable software to
keep the data information necessary for a transaction and potentialize a seller's

trustworthiness.

Blockchain technology is still fragmented, with different blockchain networks
operating in silos. Currently, there needs to be an easy way for these networks to

communicate with one another, which limits their usefulness in some applications.

Blockchain has significant limitations, such as high energy consumption,
particularly in the case of proof-of-work (PoW) consensus mechanisms. This has led to
concerns about the environmental impact of blockchain, and efforts are underway to

develop more energy-efficient consensus mechanisms.

Blockchain is a peer-to-peer distributed ledger in which cryptographic hash links
and secures entries known as blocks. Blockchains are ideal for record management tasks,
including financial transactions, identity management, provenance, and authentication,
since they are decentralized, secure, immutable, and highly fault-tolerant by design.
Blockchain can be used as a permission or permissionless blockchain, such as the
Hyperledger Project by The Linux Foundation. The system actors in a permissionless or
public blockchain are unknown. The blockchain network allows anyone to join or leave

at any time, which could pose security vulnerabilities to the system. (Ali et al., 2018)

However, only a known and identifiable group of players are explicitly admitted
to the blockchain network in a permissioned or private blockchain. As a result, there are
fewer bad actors in the network. As a result, the network’s security is increased to meet
the needs of enterprise applications by allowing only authenticated and authorized actors
to participate. (Ali etal., 2018)

Particularly for non-financial use cases (other than cryptocurrencies), where users
are authenticated and authorized to participate in the network, the permissioned

blockchain garners much attention. Health, government services, supply chain
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management, the Internet of Things, peer-to-peer cloud storage, and many more
interesting non-financial industries are among those that take advantage of permissioned
blockchains' capabilities. A fascinating use of blockchain is P2P cloud storage, which
offers a decentralized data storage facility without utilizing a client-server architecture or

any trusted third parties (e.g., STORJL, Sia2, Filecoin3).
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Any investigation process must be sustained in a search of previous works, to have a

clear understanding of the evolution of the matter in question.

Cardoso, Alarcdo, and Celorico (2010) states that every investigator must analyse in
detail the previous investigators, and only after they have a clear understanding of the

issue, they can start their own adventure.

For Webster and Watson (2002), literature review authors may come from research
processes that result in substantial progress positioning the author to convey findings to
their peers and outline ways forward to achieve better outcomes and from scholars who
have completed a literature review prior to the start of the project and have developed

some theoretical conceptualization derived from this assessment.

With that being said, a systematic review of the scientific literature on blockchain
technology in user reputation systems was made, so the author of this dissertation, and
scientific community could gain a better acknowledgment of the issue in study and to

understand the technological evolution in this area.

Systematic reviews are a form of meta-analysis designed to collect, investigate, and
summarise what is known and what is not known about a “specific practice-related
question.” Systematic reviews are used across a broad range of disciplines and qualitative
studies have established a place for themselves within the methodology, as evidenced by
initiatives such as the Cochrane qualitative methods group and textbooks such as

Systematic Reviews in the Social Sciences and An Introduction to Systematic Reviews.

Guidance on the synthesis of qualitative and mixed-method implementation evidence
is developed and published by the Cochrane Qualitative and Implementation Methods
Group. When creating a strict protocol and carrying out the synthesis, selecting suitable
approaches, methods, and tools is crucial. To respond to queries with a comparable
structure, Cochrane authors who perform qualitative evidence syntheses have thus far
employed a restricted number of straightforward techniques. Cochrane has made
investments in methodological work to create new tools and support the creation of model
reviews to highlight the benefits of more creative approaches that can handle a wider
range of issues. We offer revised recommendations on the choice of tools to evaluate
methodological limits in qualitative investigations and procedures to collect and

synthesize qualitative information in this paper, the latest in a series (Noyes et al., 2018).
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The purpose of these guidelines is to assist review authors in carrying out a
qualitative synthesis of evidence, which is subsequently integrated with the results of

one or more Cochrane reviews of the effectiveness of similar interventions.

Examination of intervention effects can be performed simultaneously with

qualitative evidence synthesis or separately (Noyes et al., 2018).

In this study, in addition to following the primary objectives of the systematic review
as defined by J. Frizzo-Barker, et al. out of PRISMA, we also support the paper through
the theoretical perspective of disruptive innovations and diffusion of innovations to
analyse our findings presented in chapter 4. Systematic reviews have several positive
features for the social sciences. A systematic review is an effective exploratory

methodology.

This methodology was used in recent papers developed to give awareness of
reputation models, reputation systems and reputation security, articles such as: Reputation
Systems: A framework for attacks and frauds classification, (Pereira et al., 2023) and User

Reputation on E-Commerce: Blockchain-Based Approaches, (Gongalves et al., 2022).

After deeper research about methodological approaches to a literature review,
PRISMA came as the best approach for the area in study, also being a methodology very
use in the technological area. PRISMA stands for Preferred Reporting Items for

Systematic Reviews and Meta-Analyses.
In Figure 1, we present the flowchart that contains the phases of PRISMA:

1. Identification: The first thing to do is to identify the relevant studies from
different sources. You may find the relevant studies from Google Schola,
IEEE Explore, ISI Web of Knowledge, Scopus, Elsevier, and Springer, that
contain the most relevant research articles. In this phase, mention the number
of records a) Identified from databases, registers, websites, organizations, and
other sources respectively b) Removed before screening (duplicate records
removed, ineligible records discarded by automation tools, records removed

for other reasons)

2. Screening: In this phase, mention the number of records a) Screened and

excluded b) Retrieved and not-retrieved c) Assessed for eligibility and

23



records excluded for various reasons (mention the reasons and respective

number of records excluded for each reason)

3. Included: Lastly, mention the total number of records included in your final

systematic review here.

Identification of studies via datab and regi Identification of studies via other methods.
—
Records removed before
screening "
§ Records identified from
E Records identified from” a“f"“a'e veconis removed Websites (n = )
8:”1;]:;,:5’""'7;_ ) v Records marked as ineligible ggig:::z;;fl: ;('" _
; g v ! by automation tools (n = ) 9 f
Records removed for other ele
reasons (n = )
Records screened »| Records excluded™
n=) (n=)
Reports sought for retrieval Reporis not reineved Reports sought for retrieval Reports not retrieved
2 (n=) (n=) (n=) (n=)
Reports assessed for eligibility Reports assessed for eligibility
(n=) *| Reports excluded (n=) *| Reports excluded:
Reason1(n=) Reason 1(n=)
Reason 2 (n =) Reason 2 (n =
Reason3(n=) Reason3(n=)
elc etc
—
i Studies included in review
n=)
} Reports of included studies
n=)
-

*Consider, if feasible to do so, reporting the number of records identified from each database or register searched (rather than the total number across all databases/registers)
**If automation tools were used, indicate how many recot excluded by a human and how many were excluded by automation tools.

From: Page MJ, McKenzie JE, Bossuyt PM, Boutron |
doi: 10.1136/bmj.n71. For more information, visit: http //w

~

ulrow CD, et al. The PRISMA 2020 statement: an updated guideline for reporting systematic reviews. BMJ 2021;372:n71
ment org|

Figure 1 - PRISMA flowchart https://www.prisma-statement.org/

PRISMA has a 27 checklist items in total, that must be included in a systematic
review, here it will be presented the summarized checklist (N. Tahsin, 2022):

1. Title: According to the PRISMA checklist, your Systematic Literature
review document should contain an appropriate title that identify the report

as a systematic review.

2. Abstract: Your document should contain a proper abstract.

3. Introduction: In the introduction section, you should describe
the rationale for the review in the context of existing knowledge and
provide an explicit statement of the objective(s) or question(s) the review
addresses.

4. Methods: This section should contain the Eligibility criteria, Information
sources, Search strategy, Selection process, Data collection process, Data

items, Study risk of bias assessment, Effect measures, Synthesis methods,
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Process of reporting bias assessment and certainty assessment. Detail about
each of the items can be accessed from here.

5. Results: This section should contain Study selection process, Study
characteristics, Risk of bias in studies, Results of individual studies, Results
of syntheses, Reporting biases and Certainty of evidence.

6. Discussion: Present the general interpretation of the results, limitations of
the evidence included in the review, limitations of the review processes
used, implications of the results for practice, policy, and future research in
this section.

7. Other information: Registration and protocol, support, competing

interests, Availability of data, code and other materials should be put here.

There are some steps to conducting a systematic review. In the first step of the
methodology, several research questions are defined to be answered based on the
literature review. In the second step, a protocol was defined to support the evaluation of
the scientific studies that were relevant to the study. The last step involved the process of

answering the research questions initially raised (in the first step).

In this study, besides conducting the literature review following its primary
objectives according to Moher (2009) we also substantiate the results obtained with a
literature review, presenting theoretical perspectives and innovations from leading
authors in the field. First, the research question is defined; this is followed by a research
protocol for evaluating the selected scientific articles. The last step involves answering
the research questions (in the first step), based on the scientific articles identified as
relevant (in the second step). Figure 1 summarizes the steps followed by the adopted
methodology. Figure. 2 presents the steps followed by the adopted methodology. The

researched was conducted by 3 investigators, 2 PhD’s and a master’s student.

3.1 Definition of research questions

The first step, see Figure 2, of the adopted methodology is related to the definition of
the research questions of this study. The main research question intends to raise the state
of the art concerning our study characteristics (traced in the Introduction): “Which are the
blockchain-based reputation systems to determine the user reputation in e-commerce?.”

The main question brought up new concerns, while reading some articles, we realised that
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a deeper approach was necessary, and so we need more answers to have a deeper
understanding. The analyses of the articles referred to frauds, lack of transparency,

limitation of the current reputation systems, and the mitigation method provided.

So, a sub-division of the main question was necessary:

1. What are the most common attacks and frauds on e-commerce platforms?

2. What are the main techniques and methods used to increase trust in online
transactions?

3. What are the main guidelines for developing a blockchain-based reputation
model?

After the definition of the research questions, the second step was related to the
selection of the empirical data to be analysed, as presented at the Figures 2.

3.2 Conducting the search

In step two, data collection, we developed our search protocol, which outlines the
methods used to carry out a systematic review. This process is designed to reduce

researcher bias since a systematic review is often a collaborative effort, Figure 2.

This step was decomposed into three phases (following the PRISMA statement

approach (see Figure.1, PRISMA flowchart).
3.2.1 Identification

We started our research work in search of scientific literature on Blockchain-Based
Reputation Systems. The search was conducted in the two main databases where the
articles with the highest impact and quality in the scientific area in question are located,
Web of Science (Wo0S) and SCOPUS. The use of these databases makes the article more
robust, as it covers more articles of greater academic importance. Additionally, we
conducted grey literature searches (google scholar and scholars' web pages) to
complement and update the results. The search was conducted during the month of May

2021, and was complemented in 2023, with more research.

Using the WoS and SCOPUS databases, we searched for papers that included
TOPIC: (trust AND electronic commerce AND blockchain) OR TOPIC: (online identity
AND commerce AND blockchain) OR TOPIC: (online trust AND blockchain) in their

title, abstract, or keywords. This search resulted in 101 articles selected from WoS and
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501 from Scopus. The lists were exported to excel for further analysis and the following
fields were chosen: Authors, Title, Year, Link, Abstract, and Keywords. Additionally, in
google scholar, we performed a manual search with the same terms. Then, we selected
the articles from the first 3 pages of the results (20 papers), using the same method, we

extracted the fields referred to above and filled in an excel sheet. Figure 2.

This data base where selected because they have the most extensive international

scientifical articles (Gouvéa et al., 2022).
3.2.2 - Screening and selection of relevant articles

Next, we evaluated the articles based on the inclusion criteria to determine their
relevance to our study. An article had to include the search terms as the core technology
under analysis. This was typically evidenced by its emphasis in the title, abstract, and
keywords. We selected only academic peer-reviewed journal papers and conference
proceedings and excluded others, namely: a) papers without full availability, b) papers
not available in English, ¢) duplicate articles and d) papers that not discussed reputation
system, or its models, from a technical, engineering, or computing science perspectives.
The identification and inclusion process of our systematic review is presented in Figure
2. Our initial search was carried out in May 2021 yielded 622 articles. Once we eliminated
duplicates, entries without full-text availability papers not available in English and not e-
commerce-reputation centred papers, we were left with a population of 581 papers. Next,
our research team, including two professors, and a master’s student, reviewed this
collection of articles for relevancy. In the first round of our inclusion process, we assessed
the articles for their relevance based on title, abstract and keywords. This process led to
the selection of 41 articles. Any articles we did not agree upon, were also excluded from
the population. In the next round of revisions, we assessed the articles based on the full
paper. We eliminated 16 papers that are only concerned with the architecture, or the
prototype of the blockchain-based user reputation model is not presented. Thus, we

identified 25 relevant articles in our final population for analysis.
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Figure 2 - Steps followed in the systematic review

The resulted list of papers that will be targeted for a deep study to produce a state-of-

the-art are listed on table 1.

Table 1

- Selected Articles

ARTICLE
NAME

MODEL NAME

REFERENCE

Rep on the block : A
next generation
reputation system

based on the

blockchain

Rep on the block

Dennis, R., & Owen, G. (2015). Rep on the block: A next generation
reputation system based on the blockchain. In 2015 10th
International Conference for Internet Technology and Secured
Transactions (ICITST).

IEEE. https://doi.org/10.1109/icitst.2015.7412073
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https://doi.org/10.1109/icitst.2015.7412073
https://doi.org/10.1109/icitst.2015.7412073
https://doi.org/10.1109/icitst.2015.7412073

3R model: A post-

purchase context- Liu, Y., Zhou, X., & Yu, H. (2021). 3R model: A post-purchase

aware reputation 3R context-aware reputation model to mitigate unfair ratings in e-

model to  mitigate commerce. Knowledge-Based Systems, 231, 107441.

unfair ratings in  e- https://doi.org/10.1016/j.knosys.2021.107441

commerce

Anonymous and

Verifiable Reputation Li, M., Zhu, L., Zhang, Z., Lal, C., Conti, M., & Alazah, M. (2021).

System for E- | RepChain Anonymous and Verifiable Reputation System for E-commerce

commerce Platforms Platforms based on Blockchain. IEEE Transactions on Network and

based on Blockchain Service Management, 1. https://doi.org/10.1109/tnsm.2021.3098439

DTrust: A

Decentralized

Reputation System for | Dtrust Dhakal, A., & Cui, X., (2019). DTrust: A Decentralized Reputation

E commerce model for E-commerce Marketplaces.

Marketplaces

A Model for Deriving Ahn, J., Park, M., & Paek, J. (2018). Reptor: A Model for Deriving

Trust and Reputation Trust and Reputation on Blockchain-based Electronic Payment
Reptor

on Blockchain-Based

e-Payment System

System. In 2018 International Conference on Information and
Communication Technology Convergence (ICTC).
IEEE. https://doi.org/10.1109/ictc.2018.8539641

Using Blockchain
Technology To
Improve  Trust In

eCommerce Reviews

Ramachandiran, R., (2018). Using Blockchain Technology to
Improve Trust In eCommerce Reviews.
10.13140/RG.2.2.29324.00646.

Rep on the Roll: A
Peer to Peer
Reputation System

Based on a Rolling

Rep on the block

Dennis, R., & Owen, G. (2015). Rep on the block: A next generation
reputation system based on the blockchain. In 2015 10th
International Conference for Internet Technology and Secured
Transactions (ICITST). IEEE.

Blockchain https://doi.org/10.1109/icitst. 2015.7412073
TrustChain: Trust Malik, S., Dedeoglu, V., Kanhere, S. S., & Jurdak, R. (2019).
Management in

Blockchain and loT
supported Supply
Chains

Trustchain

TrustChain: Trust Management in Blockchain and 10T Supported
Supply Chains. In 2019 IEEE International Conference on
Blockchain (Blockchain). IEEE.
https://doi.org/10.1109/blockchain.2019.00032

A Trustless Privacy-
Preserving Reputation
System

Schaub, A., Bazin, R., Hasan, O., & Brunie, L. (2016). A Trustless
Privacy-Preserving Reputation System. In ICT Systems Security and
Privacy Protection (pp. 398-411). Springer International

Publishing. https://doi.org/10.1007/978-3-319-33630-5_27

A Reputation Based
Hybrid Consensus for
E-Commerce

Blockchain

Sun, Y., Zhang, R., Xue, R., Su, Q., & Li, P. (2020). A Reputation
Based Hybrid Consensus for E-Commerce Blockchain. In Web
Services — ICWS 2020 (pp. 1-16). Springer International Publishing.
https://doi.org/10.1007/978-3-030-59618-7_1

Decentralized
Reputation System on

a Permissioned

Kugblenu, C., & Vuorimaa, P. (2020). Decentralized Reputation
System on a Permissioned Blockchain for E-Commerce Reviews. In

Advances in Intelligent Systems and Computing (pp. 177-182).
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https://doi.org/10.1007/978-3-319-33630-5_27
https://doi.org/10.1007/978-3-319-33630-5_27

Blockchain  for E-
Commerce

Reviews

Springer International Publishing. https://doi.org/10.1007/978-3-030-
43020-7_24

Anonymous

Reputation System for
lloT-Enabled Retail
Marketing Atop PoS

Blockchain

Liu, D., Alahmadi, A., Ni, J., Lin, X., & Shen, X. (2019).
Anonymous Reputation System for IloT-Enabled Retail Marketing
Atop PoS Blockchain. IEEE Transactions on Industrial Informatics,
15(6), 3527-3537. https://doi.org/10.1109/1ii.2019.2898900

A Novel Framework for
Decentralized C2C E-
commerce using

Smart Contract

Joshi, P., & Kumar, A. (2020). A Novel Framework for
Decentralized C2C E-commerce using Smart Contract. In 2020 11th
International Conference on Computing, Communication and
Networking Technologies (ICCCNT). IEEE.
https://doi.org/10.1109/icccnt49239.2020.9225377

The impact of
blockchain on e-
commerce: A
framework for salient

research topics

Treiblmaier, H., & Sillaber, C. (2021). The impact of blockchain on
e-commerce: A framework for salient research topics. Electronic
Commerce Research and Applications, 48, 101054,
https://doi.org/10.1016/j.elerap.2021.101054

Blockchain-based
decentralized
reputation system in E-
commerce

environment

Zhou, Z., Wang, M., Yang, C.-N., Fu, Z., Sun, X., & Wu, Q. M. J.
(2021). Blockchain-based decentralized reputation system in E-
commerce environment. Future Generation Computer Systems, 124,
155-167. https://doi.org/10.1016/j.future.2021.05.035

RTChain: A
Reputation System
with Transaction and
Consensus Incentives
for E-commerce

Blockchain

RTChain

Zhou, Z., Wang, M., Yang, C.-N., Fu, Z., Sun, X., & Wu, Q. M. J.
(2020). RTChain: A Reputation System with Transaction and

Consensus Incentives for E-commerce Blockchain

A Blockchain-Enabled
Quantitative Approach

to Trust and
Reputation
Management with

Sparse Evidence

Zeynalvand, L., Luo, T., Andrejczuk, E., Niyato, D., Teo, S. G., &
Zhang, J. (2021, May). A Blockchain-Enabled Quantitative
Approach to Trust and Reputation Management with Sparse
Evidence. In Proceedings of the 20th International Conference on
Autonomous Agents and MultiAgent Systems (pp. 1707-1708).

EthReview: An
Ethereum-based
Product Review
System for Mitigating
Rating Frauds

Zulfigar, M., Tariq, F., Janjua, M. U., Mian, A. N., Qayyum, A.,
Qadir, J., Sher, F., & Hassan, M. (2021). EthReview: An Ethereum-
based Product Review System for Mitigating Rating Frauds.
Computers & Security, 100, 102094.
https://doi.org/10.1016/j.cose.2020.102094

Solving the Buyer and
Seller's Dilemma: A
Dual-Deposit Escrow
Smart Contract for
Provably Cheat-Proof

Delivery and Payment

Asgaonkar, A., & Krishnamachari, B. (2019). Solving the Buyer and
Seller’s Dilemma: A Dual-Deposit Escrow Smart Contract for
Provably Cheat-Proof Delivery and Payment for a Digital Good
without a Trusted Mediator. In 2019 IEEE International Conference
on Blockchain and Cryptocurrency (ICBC). IEEE.
https://doi.org/10.1109/bloc.2019.8751482
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for a Digital Good
without a  Trusted

Mediator

Blockchain in  the
operations and supply
chain  management:
Benefits, challenges
and future

research opportunities

Wamba, S. F., & Queiroz, M. M. (2020). Blockchain in the
operations and supply chain management: Benefits, challenges and
future research opportunities. International Journal of Information
Management, 52, 102064.
https://doi.org/10.1016/j.ijinfomgt.2019.102064

DEFS—Data
Exchange with Free

Sample Protocol

DEFS

Genés-Duran, R., Hernandez-Serrano, J., Esparza, O., Bellés-
Mufioz, M., & Mufioz-Tapia, J. L. (2021). DEFS—Data Exchange
with Free Sample Protocol. Electronics, 10(12),

1455. https://doi.org/10.3390/electronics10121455

An Architecture for
Blockchain-Based
Cloud Banking

Do, T. (2021). An Architecture for Blockchain-Based Cloud
Banking. In Lecture Notes in Networks and Systems (pp. 805-824).
Springer International Publishing. https://doi.org/10.1007/978-3-030-
80126-7_57

A Secure Personal-
Data Trading System
Based on Blockchain,

Trust, and Reputation

Camilo, G. F., Rebello, G. A. F., de Souza, L. A. C., & Duarte, O. C.
M. B. (2020). A Secure Personal-Data Trading System Based on
Blockchain, Trust, and Reputation. In 2020 IEEE International
Conference on Blockchain (Blockchain). IEEE.
https://doi.org/10.1109/blockchain50366.2020.00055

Blockchain as a
confidence machine:
The problem of trust &

De Filippi, P., Mannan, M., & Reijers, W. (2020). Blockchain as a

confidence machine: The problem of trust & challenges of

challenges of governance. Technology in Society, 62,

governance 101284. https://doi.org/10.1016/j.techsoc.2020.101284
Blockchain for Grover, P., Kar, A. K., & Vigneswara llavarasan, P. (2018a).
Businesses: A Blockchain for Businesses: A Systematic Literature Review. In

Systematic Literature
Review

Lecture Notes in Computer Science (pp. 325-336). Springer
International Publishing. https://doi.org/10.1007/978-3-030-02131-
329

On the last step of the methodology, presented on chapter IV a discussion of the

articles will be presented, as well as the answer to the research questions, Figure 2.
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IV — DISCUSSION AND RESULTS PRESENTATION
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The systematic literature review will follow the subsequent guidelines: the results
of the analyses and a discussion. Following the literature review, a conceptualization of

a reputation model will be provided.

The selected articles are mentioned in Table 1; however, in order to give a clear
view of the reputation articles and due to their complexity and extension, the main
characteristics are present in this chapter. Nonetheless, the architecture of these articles
is explained in full detail in Appendage 1. The same appendage has a complete list of the

initial articles selected per database.

The selected articles approach the main problems in online transactions and are
very contextualized and self-explanatory. We intend to present the results of the proposed
reputation models and the difficulties they faced while developing such models.

The fundamental problem with current product review systems, according to M.
Zulfigar et al. (2021), is their centralized underlying design. According to the authors,
reputation systems based on reviews on e-commerce platforms are vulnerable to the
aforementioned rating frauds (bad-mouthing and ballot-stuffing). Furthermore, these e-
commerce platforms are controlled by a single authority, making them vulnerable to
tampering with reviews by the centralized authority to enhance product sales. The authors
also claim that fraudulent and manipulated reviews lead to a poor online purchasing

experience and a lack of trust in e-commerce platforms.

4.1 Papers Discussion
4.1.1EthReview

Zulfigar et al., 2021, suggest an Ethereum blockchain-based peer-to-peer product
review system to solve these flaws. The authors say that their method, dubbed EthReview,
is resistant to rating fraud, which is common in existing traditional product review
systems, and effectively mitigates the limitations of centralized product review systems.
The authors claim their approach protects against the following attacks/fraud: Sybil,
ballot stuffing, bad-mouthing, and collaboration. Furthermore, it does away with the
necessity for a central authority or a trusted third party to validate the integrity of the

uploaded reviews.
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The authors' solution includes a blockchain-based platform that supports a P2P
consortium network of randomized endorser nodes for review validation and verification
and a two-token system. These two tokens are the Product Review Authorization Token
(PRAT), used for review authorization, and the Product Review Discount Token (PRDT),
intended to reward honest reviewers by providing them product discounts and boosting

their position to endorser nodes.

There are two sorts of users in EthReview: sellers and buyers, to which four roles
can be assigned: sellers, buyers, reviewers, and endorsers. Endorsers are a subset of
reviewers who are given this role based on honest behaviour. Reviewers are a subset of
customers who post reviews regarding purchased products. The role is assigned
automatically via Ethereum smart contracts. Endorsers must validate the credibility of the

uploaded reviews by endorsing them (i.e., voting up or down on the review).

New users, sellers, or purchasers must give a credit card number to register on the
platform. This is required since the EthReview system charges a Gas cost in terms of Wei
for each operation: when a seller uploads a new product, when a buyer reviews, and so
on. This charge is applied to the seller's account. The user's identity is linked to his

Ethereum address and is used in EthReview to track all the activities of a single user.

This strategy, according to the authors, addresses both aforementioned issues.
Concerning the lack of effective identity management, the authors claim that their
solution resists Whitewashing and Sybil assaults by restricting accounting creation to the
unique credit card number and user 1D (connected to Ethereum address).

The proposed model addresses the second mentioned concern, a need for more
transparency in data management due to its blockchain-based nature. The authors say that
collusion attacks, such as those with central authorities, are avoided by blockchain's
tamper-proof features, which do not allow changing or hiding bad ratings after they are
posted. This trait and the P2P multi-node endorser model inhibit the insertion of bogus
reviews, and the two proposed tokens make the model resistant to ballot stuffing and bad-
mouthing fraud. Furthermore, false reviews can be quite costly because the financial
model could be more economically sustainable owing to the financial effort required for

product purchases.

Karode et al. (2020) propose a global-scale online travel review system based on

blockchain in the tourist sector. This concept focuses on product reviews, namely tourist
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items, and allows the same version of user reviews to be displayed smoothly on any
tourism platform connected to a blockchain. As a result, consumers may be confident that

the platform providers do not influence the review score.

The authors say their plan benefits consumers and businesses more than
centralized options, pointing out flaws in those systems first because the review is
regulated by the platform providers, who have complete control over their platforms.
Because each centralized platform has its database and may employ various processes, a
product's score may differ from one platform to the next. Aside from distinct practices, a
platform may retain an appealing view of a specific business partner. According to the
authors, blockchain technology increases the system's openness by allowing information
to be shared publicly throughout connected platforms, shown publicly, and cannot be

modified. As a result, the proposed system does not require a central authority.

The authors' contribution is a set of guidelines for developing an Ethereum-based
platform. A smart contract is the central component of the proposed system. According
to the authors, this method enforces a rule that all participants must observe. The rules in
the smart contract code are visible to all participants, who can then select whether or not
to join the system. Furthermore, the authors' approach incorporates a community-driven
model in which all conceivable user rules and procedures are defined to increase the
quality of the reviews and, as a result, the accuracy of the reputation scores. When most

users agree, the provided reviews might be labeled as "fake" or "low-quality."

In its original state, an Ethereum blockchain user is a customer. A user becomes a
seller after recording the first product (e.g., hotel room, meal, tour guide, accommodation,

and other travel products) in the smart contract.

Because the blockchain platform incurs a cost with each transaction, such as the
recording of a new product, the recording/update of a user profile, a product review, or
any other type of operation, the authors propose using the Interplanetary File System
(IPES) to reduce the amount of data and the number of operations in the blockchain,
thereby lowering the system's operating costs. This is significant since authors can amend
and delete their reviews, with all operations logged and available in a traceable history.
Furthermore, fraudulent reviews are judged by the user community, increasing the

number of transactions even further.
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In terms of performance, the system was evaluated on the Ethereum Ropsten test
network because, at the time, this network used Proof-of-work (POW) as the blockchain
network's consensus mechanism. As a result, the outcome is closest to the core network.
The authors propose to measure transaction cost and response time in this performance
test. The most extended response times were roughly 20 to 30 seconds, and the expenses
for adding a product were 0.0575 USD. The authors explain that this cost is affected by
the price of Ether at the time of the operation, as well as the technical difficulty of new
technologies, such as blockchain, with which most consumers are unfamiliar.
Furthermore, the authors claim that the system guarantees high-level data safety because

theoretical attacks on the blockchain, such as the 51% Attack, are nearly impossible.
4.1.2 BEQA

The BEQA proposal by L. Zeynalvand et al. (2021) addresses issues in user
reputation systems. According to the authors, the current systems have two flaws: (1)
Users now have many more places to share information, making it challenging to detect
identity-based attacks like whitewashing and Sybil; (2) The cost of attacks has decreased
significantly due to the proliferation of bots in e-commerce applications, which tends to

invalidate the traditional assumption that most users are honest.

The proposed system employs an economic model based on blockchain
transaction fees to deter identity-based assaults. Each piece of input has a cost and a
weight attached to it. The costs increased over time using an exponential growth function
with an undetermined rate of rise. The total amount spent on transaction fees is used as a

whitewashing deposit by BEQA.

To provide feedback on an entity, a user with a public key must first sign the input
with its private key (each user has a randomly generated key pair). According to the
authors, this method makes BEQA resistant to repudiation attacks. BEQA checks the user

signatures of fetched feedback when they are fetched.

According to the authors, this prevents identity-based attacks in which an attacker

associates malicious feedback with a legitimate user's identity.

The authors evaluated their model, and the results enable them to state that, in

general, a higher publicity expenditure leads to a higher Sybil attack cost. According to
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the authors, this is a desired property that discourages Sybil's attacks and encourages

higher publicity expenditure as a deposit against whitewashing.

According to Dhakal et al. (2019), the fundamental problem with present
reputation systems is their centralized character because reputation is not shared with
other systems (platforms in silos) and can be manipulated by the central authority. Other
challenges are also presented by the authors: Many fraudulent feedback are typically
purchased by vendors to boost their reputation score (ballot stuffing). There needs to be
more user incentive to offer continual reviews to platforms and a lack of credible reviews
(some vendors tend to eliminate competitors' items by hiring reviewers to put negative

reviews on competitors' products - bad-mouthing).
4.1.3 DTrust

Dhakal, A., & Cui, X., (2019) propose DTrust, a system based on the Ethereum
blockchain and IPFS, to address these issues. DTrust allows e-commerce platforms to
store and retrieve reputation data. As a result, user reputation data and scores are shared
across numerous e-commerce platforms. The reputation data is saved in IPFS, while the
data indexes are stored in the blockchain. Expenses (Gas) savings are realized by storing
reputation data in IPFS and content indexes in the Ethereum blockchain. The DTrust

system is built on a set of smart contracts that run on the blockchain.

The DTrust provides tools for managing user and product reputation. Both items,
users, and products have their profiles to which all reviews are posted. Regarding identity
management, users' accounts on the e-commerce site are linked to their Ethereum public

addresses. As a result, a global picture of the user's reputation is possible.

In order to motivate reviewers to write quality reviews, the authors also offer a
financial incentive. If a user finds another review valuable, he can upvote it. Thus, quality
reviews will be appreciated by other users, and in exchange, the reviewer will be awarded
Reputation Tokens (also known as DTrust Tokens) that can be used for various purposes,
such as purchasing goods on specific platforms or exchanging them for fiat currencies.
Vendors can also use these tokens to market their products on various e-commerce

platforms.

The authors say the system may now exchange reputation data across

decentralized e-commerce sites. However, they do not specify how implying that each
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portal must communicate directly with the smart contracts. The writers also do not specify
whether any condition is imposed on a user before rating another user or product, such as

a product purchase.

Dennis R. et al. (2015) claim to have developed the first blockchain-based
generalized reputation system that can be deployed to different networks. The authors
highlight the centralized management strategy as an issue, owing to the central authority's
manipulation of reputation data and changes in their algorithms. The authors note that
systems based on a centralized server, even in the event of several web services, need to
be revised for P2P networks, in which decentralized control is the primary premise and
no entity has control. Another issue addressed in this study is identity management, which
does not assure the linkage of an identity to a single user, preventing that user from
obtaining more than one identity. The authors believe this is the key to stopping users
from abusing the system by creating several identities and transacting between them. The
authors also pose the open topic of how to quantify reputation and whether the reputation

classification left by a user is accurate and based on an actual transaction.

To address these issues, the authors propose a universal blockchain-based
reputation system that addresses three major hurdles that earlier generations of reputation
systems failed to address. Furthermore, the suggested method can prevent typical assaults
on current-generation reputation systems. The authors' approach is focused on P2P

networks, but it can also be applied in an e-commerce scenario, according to the authors.

Due to the load and inflation in the Bitcoin blockchain, the authors propose the
creation of a new blockchain with the sole purpose of storing reputation data from
completed transactions, also based on miners who mine new blocks containing

transaction data and the respective reputation data (0 or 1).

In the case of P2P networks, the authors advise removing the human choice from
the transaction to address one of the aforementioned issues, reputation measurement. To
stop a user from having many identities, the authors recommend linking a user to an IP
address, claiming that the expenses of an IPv4 address constitute a financial barrier,
making a successful attack expensive. This option is limited because sharing a single IP
address among numerous users in a private network is usual practice when they are behind
a gateway. Furthermore, a user may change his IP address, necessitating concurrent
access control. The authors supplement their strategy by proposing high entry fees to the
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network. However, they need to specify who manages and how or whether there is any
authority. According to the authors, preventing many identities from a single machine
and the high costs of network entry are critical in averting a Sybil attack. To adapt this
approach to e-commerce, the authors advise replacing the IP address with the public key
of the item's sender (we assume the seller), but they do not specify how a user's public

and private keys are issued.

This concept also incorporates a proof-of-stake economic model in which, while
beginning a transaction, people with a poor or no reputation stake a tiny quantity of
currency (Bitcoins) to verify their honesty. If their behaviour is dishonest, the money is
transferred to a pool, which the network utilizes as an incentive for miners who find

blocks. They are staked back if they act honestly during the deal.

The authors also recommend that the reputation score be calculated on the client
side using user-defined criteria, eliminating potential attacks such as collusion by

allowing the user to choose the best criteria.

Regarding constraints, the authors highlight the blockchain's ability to manage a
high volume of transactions, storage space requirements, and successful global adoption.
To address the performance issue, the authors propose raising the size of the blocks,
which would enhance the rate of processing new transactions while decreasing the time
necessary for each block to be mined. However, neither approach addresses the issue of
storage space or bandwidth. As a remedy, the authors propose that nodes no longer need
to download the complete blockchain; only miners would need to download and maintain
the entire blockchain. To calculate a user's reputation, the node must now contact a pool

of miners who have requested the data for that specific user.

Furthermore, Dennis and Owenson (2016) propose a change to the mechanism of
formation of the "genesis block™ that would occur daily. Active users should be initialized
in these particular blocks to avoid data erasure. According to the authors, their solution,
a rolling Blockchain, ensures that the size of the blockchain does not grow endlessly. The
authors detail their solution, suggesting it is sufficiently resilient to rogue miners already

in the network.

This concept is mainly focused on P2P networks. Even though it is well founded,
it also fits in the e-commerce situation and may be generalized, as well as other previously

discussed aspects.
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Li et al. (2021) identify the primary issues with current reputation systems that
use a centralized approach. First, a single point of failure/attack is created by keeping
reputation data in a centralized server. Furthermore, such a model is vulnerable to being
faked by the wrong platform without the users' knowledge. The second issue is isolation
when reputation data is kept from other platforms. The third issue raised by the authors
arises from the previous two in that it is impossible to forecast a user's behaviour based

on his reputation to minimize financial risks or other damage.

Li etal. (2021) offer a blockchain-based, transparent, tamper-resistant, and cross-
platform reputation system to address these issues. According to the authors, including
blockchain in the reputation system might result in a public and tamper-resistant record
of ratings and reputations and access to supplier reputation data from various platforms.
This blockchain can aggregate the data reputation of multiple platforms that agree to work
and co-establish in a consortium blockchain, thereby breaking down the data barrier

between platforms and building a harmonious online retail ecosystem.

However, due to the blockchain's public access paradigm, personal data privacy
issues (in the form of a lack of rating privacy) and potential assaults must be handled in
such an approach. Furthermore, the authors discuss the enormous technological problems
of developing a blockchain-based reputation platform that allows diverse platforms to
collaborate while maintaining privacy and unlikability and resisting security threats in an

untrusted and distributed network.
4.1.4 RepChain

RepChain is a reputation system for e-commerce proposed by Li etal. (2021). The
authors claim their approach addresses the aforementioned issues by providing reputation
access and rating privacy across different networks in a decentralized context. The authors
claim to have created a concrete strategy to provide security and privacy protection. They
also claim to have formally demonstrated the proposed scheme's privacy and security.
The authors created a prototype based on the Ethereum test network to test the viability

of their idea and evaluate the suggested scheme's performance.

The above-mentioned technical issues, privacy, and security for a consortium
blockchain in which various e-commerce platforms (such as eBay and Amazon) might
join were addressed in RepChain using cryptography and a paradigm based on a state

machine (with five phases/states). A Certificate Authority (CA), an e-commerce business
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association co-founded by all platforms, is in charge of accepting new platforms into the
consortium. This CA is in charge of producing system settings and cryptographic keys
for users and the platform and handling user registration requests. According to the
authors, the central authority does not affect the system's decentralized character because

it remains offline after system startup and entity registration.

Despite their reference to user registration requests to the CA, the authors only
refer to the case of multiple rating attacks and anomalous rating attacks without discussing
identity management vulnerabilities, which may result in Sybil and Whitewashing
assaults.

In terms of efficiency, the authors propose lightweight computational costs in
mining and verifying rating transactions, as well as keeping the total length of a rating
transaction as short as possible, claiming that the experimental results show that
RepChain's computational costs and communication overhead are moderate when
compared to existing proposals. However, more is needed regarding high-volume
transaction processing and storage capacity, given that some platforms, such as eBay,

may conduct over one billion daily transactions, as the authors noted.
4.1.5 Reptor

Ahn et al. (2018) offer Reptor, a blockchain-based approach for determining trust
and reputation. This concept employs electronic payment and rating data related to
business transactions, which are kept in a blockchain. Ahn et al. (2018) demonstrate and

analyse the concept using a prototype built on the Nodehome platform?.

Ahn and colleagues According to Ahn et al. (2018), their approach is practical for
generating reputation and trust from raw evaluations in blockchain-based online payment
system transactions. The model considers several concepts and notions related to human
behaviour and psychological factors in its mathematical-based approach, such as (1) time
difference weight (TDW), (2) personal evaluation criteria (PEC), (3) more belief in a
person with a higher reputation, (4) friend-of-a-friend, and (5) losing confidence is much
easier than maintaining it. To acquire a normalized evaluation given by a user, a
Normalized Evaluation (NE) value is computed. Based on the grading criterion PEC, the

normalizing function is a sigmoid function. Average Received Normalized Evaluation

2 https://nodehome.io
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(ARNE) is another metric that is an average of all NE that user B has received from others,

averaged using a time-adaptive parameter for transactions conducted by user B.

Using these metrics, the proposed model derives the Direct Trust (DTR), which is
a direct trust from user A to B, and the Indirect Trust (ITR), which is based on inferring
trust from others who have done transactions with both A and B, even though A and B

have never transacted.

As previously stated, the proposed paradigm was tested in a Nodehome prototype.
This network provides a blockchain-based electronic payment, which includes
information about commercial transactions and rating data. Users can use the system to
buy things, make payments, and transfer money, and they can also rate each other
depending on their satisfaction with a transaction in which they are participants. An
intriguing component of this system is that rating data is viewed as a transaction in its
virtual "ratings" currency. Using data from the blockchain, the system computes
reputation based on the model. To solve the blockchain paradigm's performance
difficulties, the authors offer a cache that significantly reduces the latency of queries to
the blockchain. The authors explain their local caching technique and propose a periodic

renewal.

The authors used two datasets to evaluate the built prototype and model: a
simulation dataset and another obtained from extensive, accurate data from the actual
Bitcoin transaction history and synthetic rating data produced from the actual Bitcoin
transaction history. The authors claim that their evaluation results from both datasets

demonstrate the effectiveness and resilience of the proposed model.
4.1.6 Reputation systems prototypes

Schaub et al. (2016) propose a reputation system based on blockchain that is suited
for e-commerce applications. The authors assert that their solution is thrustless,
decentralized, and anonymizing. Furthermore, the authors claim that such a system can
generate little overhead for transaction processing while being robust and allowing

customers to provide ratings and textual evaluations.

To achieve their goals of trustlessness (primarily, not relying on TTPs or CAs), e-
commerce suitability, decentralization, anonymity preservation, and robustness (to

common attacks such as bad-mouthing, ballot-stuffing, Sybil attacks, and whitewashing),
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the authors' proposal includes a protocol supported by two basic building blocks: the
blockchain and blind signatures, as well as public keys and blinded tokens. This protocol
defines the whole lifetime of a commercial transaction, beginning with the buyer
obtaining the reputation of a seller in order to decide on his purchase and ending with the
block being broadcast in the network. Concerning the blockchain consensus mechanism

utilized in the protocol, the authors offered Proof-of-Stake without addressing this choice.

The buyer's anonymity is a formal goal in this piece. Despite the fact that the buyer
must provide his identity and, eventually, his shipping address, the authors propose a
waiting time between the end of the transaction and the rating in order to complicate the
correlation between the buyer and his review, as well as the use of blinded tokens that

grant the right to review the transaction.

The authors propose a cost imposed on the service provider (seller) when a
transaction is reviewed, thus aiding in preventing ballot-stuffing attempts. By requiring a
token connected with a transaction, the potential of bad-mouthing attacks is considerably
reduced. Concerning whitewashing assaults, the authors offer a blockchain operation in
order to apply a fee, which jeopardizes the economic sustainability of such an attack.
Sybil attacks are dealt with in the same way, with charges and a necessary token with
origin in a transaction. As an open issue, a solution to the problem of information leaking

regarding the time at which reviews are filed is required.

In terms of performance, the proposed model links each seller's rating to the
previous one (through a pointer to the block). Thus, in order to ask the blockchain about
the reputation of a given seller, one must first go back in time till they identify the first

transaction (in a block) of that seller and then follow the linked blocks.

The economic model in this proposal also contains a reward, so every time a new
block is formed, an award is given to the user who formed it. It should be noted that in

this suggested system, coin ownership is required in order to acquire a reputation.

The authors address their proposal for a model based on a protocol, an economic
model, cryptography, and blockchain in this article without exhibiting any prototype or

real experiment.

D. F. Camilo et al. (2020) recognized existing concerns with centralized data-

storage systems as the loss of control over personal data, the payment of excessive costs,
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the signature of agreements that frequently undermine privacy, and the risk of data leaks.
Furthermore, criminal individuals frequently damage cloud-based services via internal
attacks and denial of service (DoS) attacks. Due to its properties of distributed and
auditable data storage, as well as the fault-tolerance property of the consensus protocol,
which requires that the attacker control the majority of organizations to effectively affect
the consensus protocol, the authors claim that blockchain technology is a more efficient

way to ensure security and privacy while preserving the owner's control over the data.

The authors suggest a blockchain-based safe data marketplace system, saying that
it is a secure, adaptable, and effective system for distributed, automatic, and transparent

data trade.

According to the authors' plan, three major types of transactions are recorded in
the blockchain, with a fourth for feedback proposals. These three main transactions enable
advertising, purchasing, and responding. To advertise a seller's product (data), a buyer's
purchase, and, finally, a response with the key that allows the buyer to decrypt the
received data (stored in an external storage system). Smart contracts manage these
transactions, which include payments. Following a successful commercial transaction,
the buyer might provide rating feedback to the seller within the boundaries of the

transaction.

The suggestion of the authors intends to prevent five sorts of attacks: (1) bad-
mouthing assault, (2) on-off attack, (3) Sybil attack, (4) newbie attack, and (5) conflicting-
behaviour attack. The authors address these types of attacks using the suggested model

and the blockchain paradigm's features.

The model contains an adaptive aging function that prioritizes recent interactions
over previous ones in order to account for any changes in a seller's behaviour. As a result,
the second sort of attack, the on-off attack, is avoided. In contrast to prior systems that
use a fixed forgetting factor, the authors claim that the forgetting factor of the aging
function adapts based on the likelihood that the seller will act honestly.

The authors propose using a permissioned blockchain and implementing limits on
sellers on a per-organization basis to prevent assaults based on identity management

fragilities, sybil, and newbie (whitewashing).
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If a seller believes that rating feedback is unfair, he or she may display a discontent
flag. According to the authors, bad-mouth assaults can be mitigated by using a smart
contract that analyses customer rating behaviour and seller flags. It needs to be clarified,

however, how that flag is recorded in the system.

Concerning the fifth type of assault, the conflicting-behaviour attack, the authors
argue that all feedback are publicly verifiable as blockchain transactions, but they do not
examine how effective this countermeasure is. It may arise as a result of the suggested

model that derives user reputation.

Signatures in transactions, asymmetric encryption, and redundant communication
pathways between blockchain network participants round out the authors' approach to

security.

Based on Hyperledger Fabric v2.0, the author created a prototype. The authors
emulated a blockchain network with five ordering nodes, the Raft consensus method,
smart contracts written in Go, and each block enabling 100 transactions by running the
nodes in a Docker environment. There were two types of experiments: (1) evaluating the
influence of the adaptive forgetting factor in comparison to a static forgetting factor when
an on-off attack happens, and (2) evaluating the evolution of a new-comer seller's
reputation by entering a system where other sellers already have a high reputation. Both

tests, according to the authors, confirmed the efficiency of the reputation model.

According to Kugblenu et al. (2020), due to the centralized nature of today's major
online retailers such as Amazon, Alibaba, and Walmart, consumer reviews and ratings
are locked to the retailer's platform. Furthermore, retailers choose which reviews are
promoted as top-rated on a product page without a defined metric, influencing customer

purchasing decisions.

The authors suggest a permissioned blockchain-based decentralized reputation
system that allows shops to construct reputations for products and, by extension, sellers,
or producers. This technology ensures that product ratings and reviews are gathered in a
transparent manner across several store platforms. Customer privacy is further ensured
because product reviews are linked to a validated order and product, which does not reveal
the customer's identity. According to the authors, this idea enhances system transparency

without jeopardizing security, performance, or data privacy.
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Because the suggested system is based on a permissioned blockchain, there are
three sorts of participants in this proposal: (1) customer, (2) retailer, and (3) agency
membership service. This latter organization is in charge of issuing, managing, and
auditing retailer credentials. The writers trust this agency because it is a third party with
no reason to be malicious. This strategy, according to the authors, mitigates attacks based

on identity management vulnerabilities such as sybil.

The authors defend utilizing a permissioned blockchain for a consortium network
because it allows them to use alternative consensus algorithms besides PoW, and a
permissioned blockchain is more efficient and scalable than a public blockchain using a

POW consensus algorithm.

The authors created a proof-of-concept using Hyperledger Fabric. To enable
product rating, a token is generated that is linked to the product, store, and order. Multiple
reviews with the same token invalidate the previous transaction, and a smart contract is
put up to limit the amount of times a customer may give a product a review. Smart

contracts are used to aggregate and accumulate product ratings.

The authors outline various restrictions, the most important of which is acceptance
by online sellers. How can they be encouraged to participate in the permissioned
blockchain and integrate it into their processes? Another significant drawback identified
by the authors in relation to the proposed system is retailers who act deliberately and carry

out undefended attacks such as collusion attacks.

In the framework of the Industrial Internet-of-Things (110T) ecosystems, Liu et al.
(2019) propose a reputation system for consumer-retailer channels. In such
circumstances, retailers can build reputations based on customer input. Because only
aggregated review numbers for shops are made public, the proposed system attempts to
safeguard consumers from being followed or retaliated against. Furthermore, the authors
claim that a blockchain-based design improves the openness and stability of the reputation
system by allowing public access to the system's reputation data and mitigating potential

attacks.

There are three categories of entities in the proposed system: (1) customers, 2)
retailers, and (3) identity management entities. The latter is a government organization in
charge of issuing and managing consumer and retailer identities and credentials. The

writers believe this entity may be completely trusted.
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According to the authors, there needs to be more attention to efficiency and
scalability difficulties in some publications for blockchain-based reputation systems.
Simultaneously, the implementation issues of a blockchain-based reputation system
should be thoroughly examined in the system's architecture in order to achieve

interoperability with existing blockchain platforms.

The authors also propose an off-chain rating token production phase to reduce on-
chain storage and processing cost. This token ensures two of the system's six properties:
the anonymity of the user who submits the rating and the unforgeability of the rating, as
it requires a valid token to submit it. Because of the token, a restricted unlikability
characteristic is also conceivable. The general public needs to find out if two valid
evaluations for separate retailers are from the same person. If a customer leaves multiple
reviews for the same retailer, the reviews are linked. The fourth condition, bound
confidentiality, ensures that only aggregated reputation data is made public, while
individual consumer review statistics are kept secret. Only the identity management entity
has access to the buyer's identity. The sixth property, blockchain security, ensures the
fifth property, transparency, as well as robustness and immutability. The creators chose
the Proof-of-Stake (PoS) consensus algorithm for the blockchain because of its efficiency

and security.

The authors create a proof-of-concept blockchain network based on Ethereum
Parity. The experimental results, according to the authors, indicate the efficiency and
viability of their proposal. The authors believe that only their solution achieves the
aforementioned qualities when compared to other centralized, decentralized, and

blockchain-based architectures.

According to Zhou et al. (2021), there are three major concerns in centralized
reputation systems maintained by a single entity: (1) Malicious employees or outside
attackers can easily manipulate these data, compromising the system's reliability. (2)
There are many bogus comments and ratings on popular retailing platforms (e.g.,
Amazon) as a result of common attacks such as unfair rating attacks and collusion attacks.
(3) There is no monetary incentive mechanism in place to encourage consumers to

comply.

To address these three concerns, the authors suggest a decentralized reputation
system for online purchasing that makes use of blockchain, IPFS, and smart contract
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technology. According to the authors, due to the decentralized and distributed nature of
blockchain and IPFS technologies, it is extremely difficult to change the data saved in
IPFS and the address published on the blockchain. According to the authors, the suggested
model for reputation evaluation is resistant to popular attacks such as unfair rating attacks
and collusion attacks. Finally, the authors suggest a smart contract that distributes
monetary rewards in the form of bitcoin from vendors to purchasers who have contributed
comments and reviews. According to the authors, this monetary incentive mechanism
creates a virtuous circle of motivated customers who give ratings and comments, as well
as others who are well-educated about the things they purchase. The product vendor bears

all operational costs.

The system allows buyers and sellers to rate each other, calculating reputation as
well as comments made by purchasers regarding the products. To increase score accuracy
and reduce potential fraud, the authors offer a reputation evaluation scheme that takes
three weighting elements into account: (1) transaction time, (2) transaction amount, and

(3) past reputation ratings of users.

The idea was evaluated by the authors utilizing an Ethereum blockchain testing
environment. The authors claim that the fees paid by goods sellers are very cheap and
acceptable (e.g., Evaluation and reward 0.14 USD, 1 ether = 1576.01 USD).

Resistance to alteration and common attacks were also assessed. The authors
assert that their idea is immune to these two concerns. Finally, the performance of the
reputation evaluation scheme was examined. The authors claim that the proposed
approach has good reliability and that the monetary incentives are successful based on a

simulation.

According to R. Ramachandiran (2018), because of the centralized architecture of
reputation systems employed in online marketplaces, the business could provide
incentives to the ratter or reviewer to provide fake or biased evaluations in order to
improve sales and popularity. As a result, the legitimacy of these internet ratings is
jeopardized. Furthermore, the reputation systems, such as reviews and ratings, are
restricted to the marketplace's own platform, preventing users/vendors from exploiting
the reputation elsewhere. To overcome this issue, the author advocates the use of

blockchain to place trust in technology rather than the goodwill of a party.
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The proposal's discussion is divided into two parts: (1) the generation of the
review blockchain and (2) access to the review blockchain. In the first section, new
businesses and customers must register on the blockchain by submitting legitimate 1D
documents, such as the business registration document and tax ID in the case of a
business, and the mobile phone and credit card number in the case of a customer. Despite
the fact that these facts are maintained in a public blockchain, the contents are not visible

to third parties.

After concluding the commercial transaction, the buyer provides the Evaluation,
which is then graded by an external service, such as IBM Watson, for relevance, profanity
level, timeliness of review, and so on. If it is approved, it is added to the blockchain;
otherwise, it is held in a partially concealed rejected review blockchain to aid in the

improvement of the quality check algorithms.

The author suggests system operating expenses, with two degrees of access to
blockchain data: normal vendors and premium suppliers. Vendors access, source, and

display reviews via an API interface.

In this suggestion, some product categories, such as electronics, may have a
shorter validity / expiry term for a review than categories in healthcare. Furthermore, it
prevents a limited number of first reviews from influencing initial trust - Set the minimum

number of reviews to something statistically or psychologically important.

According to the literature, contemporary reputation systems, whether centralized
or decentralized, have significant limitations: they are managed by one entity, which does
not provide all guarantees of transparency; they are isolated systems that do not share the
reputation data, so a user or product may have distinct reputation scores in each platform;
identity management is ineffective, allowing sybil and whitewashing attacks; and because
the reputation data is not shared by the e-commerce platforms, combating the common

types of fraud - ballot stuffing and bad-mouthing - is more difficult.

Because of its decentralized and tamper-proof qualities, the blockchain paradigm
provides the conditions for mitigating the aforementioned drawbacks in current
approaches for reputation systems. One fundamental issue is a lack of trust among the
groups in charge of the e-commerce platforms. The blockchain may be the means to

record this desired trust, in which all parties can exchange their data in a decentralized,
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tamper-proofed, and transparent manner, which is the major challenge to the blockchain

network’s global acceptance.

There are two keyways presented in the literature: public blockchain networks and
permissioned networks under consortium. The first strategy is based on economic
viability, which means that it is not economically viable to be a dishonest user while
honest users are rewarded. By accepting the regulations, the platform is accepted into a
consortium. Typically, there is a central organization that manages both the consortium

and the user identities.
4.2 Literature review summary

In short, the reputation model formulation in blockchain-based systems could be
more effective when determining reputation scores, limiting typical types of fraud, ballot
stuffing, and bad-mouthing. One could increase the model's performance by using
economic models that add costs to operations and financial incentives such as rewards or
financial penalties to dishonest users. Furthermore, in addition to the manual feedback
provided by users and the economic viability-based method, various input approaches can
be found in the literature. These proposals are based on both direct and indirect data, such
as human behaviour and psychological aspects, inferred observations, and aging

mechanisms.

As far as we are aware, these are the most current and relevant works on the
subject of blockchain-based reputation systems in various stages of development:

proposal, model, or prototype.

Despite the benefits of these blockchain-based solutions, numerous challenges
remain. The blockchain paradigm is a public ledger in which all participants have read
access to the data contained in the blocks. This necessitates extra cryptographic measures,
often based on tokens, bling signatures, and asymmetric encryption, to safeguard user
anonymity, prohibit retaliation against users who review a product or vendor, and make

users unlikable to their feedback. This topic has received a lot of attention in the literature.

All history in a blockchain network is recorded from the "genesis block™ to the
last transaction in the last block. Despite its transparency, this strategy is extremely
difficult to implement in terms of performance. We discovered four approaches in the

reviewed literature: use of external storage systems, such as IPFS, to reduce the amount
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of data in the blockchain while also lowering operational costs, cache mechanisms, and
changes to the blockchain to reduce its size. Generate a daily genesis block and link the

blocks of the same seller.

Despite its financial expenditures in miner nodes, the blockchain was initially
developed using a POW consensus method, which is a secure algorithm. Other consensus
algorithms, such as the PoS on the public Ethereum blockchain, have been suggested and
deployed to address this issue. The blockchain is only compromised when the attacker

obtains 51% of the network'’s control, regardless of the consensus algorithm.

There seems to be a mutual consensus regarding the key points to develop a more

efficient reputation model.

The information of the users must be decentralized and protected at the same time.
Other important data is feedback, the reliability of such feedback, how that feedback is
shared, and whether it must be shared between platforms.

o1



CHAPTER V — BLOCKCHAIN BASED REPUTATION MODEL
GUIDELINES
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Based on the literature review, we came to some conclusions about the same variables
that seem to be important when talking about a reputation model. The architecture of the
current, relevant reputation models is on Appendages | and served as a base for the

presented variables.

E-commerce platforms are popular targets for various types of cyber-attacks due to

the valuable data and financial information they handle.

To prevent these types of attacks, e-commerce platforms should implement strong
security measures such as multi-factor authentication, encryption, and access controls.
Regular security assessments and updates to software and systems can also help to
identify and address potential vulnerabilities. It's also important to educate customers
about how to spot and avoid phishing attacks and other scams.

5.1 Attacks and frauds

Reputation models are used in e-commerce to help assess the trustworthiness of
sellers and buyers. These models can help identify potentially fraudulent activity and
protect against various types of attacks, including fake reviews: Sellers may use fake
reviews to artificially boost their reputation and attract more buyers. Gongalves et al.
(2022). Reputation models can help identify suspicious patterns in reviews and flag them

for further investigation. Patterns such as:

Account takeover attacks: Attackers may attempt to gain access to a legitimate user's
account to make fraudulent purchases or steal sensitive information. Reputation models
can help detect unusual activity or changes in behaviour that may indicate an account

takeover.

Chargeback fraud: Buyers may attempt to initiate chargebacks, claiming that they did
not receive the product or that it was not as described, to receive a refund. Reputation
models can help identify patterns of fraudulent chargeback activity and take steps to

prevent it.

Counterfeit products: Sellers may attempt to sell counterfeit or fake products,
damaging their reputation and potentially causing harm to consumers. Reputation models
can help identify sellers with a history of selling counterfeit products and take action to

prevent them from doing so.
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Spam and phishing attacks: Attackers may attempt to use phishing emails or other
methods to steal sensitive information or gain access to user accounts. Reputation models
can help identify suspicious activity and prevent users from falling victim to these types

of attacks.

Overall, reputation models can play an important role in protecting e-commerce
platforms and their users from various types of attacks and fraudulent activity. By
analysing user behaviour and identifying patterns of suspicious activity, reputation

models can help maintain a safe and secure e-commerce environment.
5.2 Reputation models

As mentioned before, the reputation model is a way to measure the trustworthiness
or credibility of individuals or entities in a network or system. There are different types
of reputation models, including binary, linear, and level-based models. Hoffman et
al.(2009)

The binary reputation model assigns either a positive or negative reputation score
to each user, depending on their past behaviour. The advantage of this model is its
simplicity and ease of implementation. It is also suitable for scenarios where the
trustworthiness of a user is a binary decision, such as granting access to a resource or

validating a transaction.

The linear reputation model assigns a numerical score to each user based on their
past behaviour. The advantage of this model is its ability to provide more fine-grained
information about a user's trustworthiness. It can also be used to incentivize good

behaviour, as users can increase their reputation score by performing desirable actions.

The level-based reputation model assigns users to different levels based on their
reputation score. The advantage of this model is its ability to differentiate between users
with similar reputation scores. Users can progress through different levels by achieving

certain reputation thresholds, which can incentivize them to improve their behaviour.

While reputation models can be helpful in many contexts, they are not foolproof

and can be vulnerable to security breaches.

If a reputation model is breached, it could lead to several security concerns. For
example, an attacker could potentially manipulate the reputation scores of individuals or

entities, causing them to be falsely perceived as trustworthy or untrustworthy.
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To prevent security breaches of reputation models, it is important to implement
strong security measures such as access controls, encryption, and monitoring for unusual
activity. Additionally, regular audits and vulnerability assessments can help to identify
and address potential security weaknesses. It is also important to have a response plan in
place in the event of a breach, which includes steps to contain and mitigate the damage

and to communicate with affected parties.

To create a reputation model, you would typically need the following to input

certain information: data, that same data that we want to be sure is secure.

That information includes the user information, and there's a need to know who
the user is and have a way to identify them uniquely. This could be a username, email
address, or some sort of identifier that the user uses to log in or interact with the platform.

The user's activity and actions need to be tracked. This includes activities like the
products they purchase, the content they create or share, the comments they leave, and

the interactions they have with other users.

The user's feedback is important, and the user's feedback about other users' actions
is important, including ratings, reviews, comments, or other forms of feedback that

indicate how other users perceiver other behaviours.

One needs to establish rules and criteria for how the user's reputation is going to
be evaluated, whether it is going to be by the number of positive or negative feedback

ratings, the recency of the feedback, or the type of actions that are being evaluated.

Scoring a reputation on e-commerce typically involves calculating a reputation

score for each user based on their actions and feedback from others.

We need to determine the criteria that you will use to evaluate a user's reputation.
This could include things like the number of positive or negative reviews, the recency of
the reviews, the number of products sold, the percentage of successful transactions, and

the timeliness of shipping.

Gather data on the user's actions and feedback from others. This data could
include product reviews, seller ratings, order histories, and shipping information. Assign
weights to the different criteria based on their relative importance. For example, you may
decide that the number of positive reviews is more important than the recency of the

reviews. Use the criteria and weights to calculate a reputation score for each user. This
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could be done using a mathematical formula that considers the user's actions and feedback
from others. Display the reputation score on the user's profile and/or product listings. This
will allow other users to make informed decisions about whether to purchase from the
user or not. Continuously monitor the user's actions and feedback from others and update
the reputation score, as necessary. This will ensure that the reputation score remains

accurate and reflects the user's current reputation on the platform. Gongalves et al., (2022)

It's important to note that scoring a reputation on e-commerce can be a complex
process and may require the use of advanced algorithms and machine learning techniques.
It's also important to balance the need for accurate reputation scores with the need to

protect user privacy and prevent bias. Gongalves et al., (2022)

The model shall be based on blockchain, so one must understand how it works

and which path is more beneficial.
5.3 Why blockchain®

In the context of blockchain, reputation models can help increase the security and
trustworthiness of the network. Assigning reputation scores to users makes it easier to
identify bad actors and prevent malicious behaviour. Reputation models can also be used

to incentivize good behaviour and reward users for contributing to the network.

A reputation model for e-commerce based on blockchain technology can be a
decentralized system that allows users to have more control over their reputation and

transactions.

By implementing a reputation model based on blockchain technology, e-commerce
platforms can provide users with a secure and transparent way to conduct transactions

and build trust within their communities.

Why decentralized? When we have a decentralized model, we do not have any central
authority controlling it; the system is run by a network of computers, which ensures the

transparency and fairness of the transaction.

We find it important that each user has his or her own reputation score that reflects

his or her past transactions and behaviour on the platform. This score can be calculated

8 https://www.blockchain-council.org/blockchain/types-of-blockchains-explained-public-vs-private-vs-consortium/
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using various factors such as feedback from other users, dispute resolution, and history

of successful transactions.

Being feedback is one of the ways to score reputation, and it’s important that users
leave such feedback and reviews about their experiences with other users on the platform.
These reviews should be recorded on the blockchain, with the purpose of making them

immutable and tamper-proof.

One way to make users leave their feedback is by giving incentives. For example,
users who give their feedback can get discounts, priority access to new products, or any

other benefit.

The reputation model should have a transparent and democratic governance structure,
allowing users to have a say in how the system is run. This can be achieved using
decentralized autonomous organizations (DAOs) that allow users to vote on proposals
and make decisions collectively.

The reputation model can be implemented using smart contracts that are executed
automatically based on predefined conditions. For example, if a seller fails to deliver a

product on time, the smart contract can automatically release a refund to the buyer.

Even though Blockchain technology has numerous advantages, such as decentralized
control, transparency, immutability, and security, there are also some limitations to this

technology that are important to consider.

Blockchain technology is still limited in terms of scalability, with some networks
being unable to handle more than a few transactions per second. This is a significant
challenge for large-scale adoption of blockchain, particularly in high-transaction volume

industries such as finance.

While blockchain technology is generally considered to be secure, it is not completely
immune to attacks. For example, 51% of attacks, where an attacker gains control of most

of the network’s computing power, can compromise the integrity of the blockchain.

Blockchain technology is designed to be immutable, meaning that once data is written
to the blockchain, it cannot be deleted or altered. This creates challenges for storing
sensitive or personal data on the blockchain, as there is no way to remove it once it has
been added.
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Overall, while blockchain technology has many benefits, it is not bulletproof, and
there are still some limitations that must be addressed before it can achieve its full

potential.
5.4 Public vs. Private Blockchain?*

Public Blockchain and Private Blockchain are two different types of blockchain

networks with unique features and use cases.

One of the pros of public blockchains is that they are decentralized networks that are
not controlled by any central authority or individual. This makes sure that the network

remains transparent and trustworthy.

Public blockchains use advanced cryptographic algorithms to secure the network and

ensure that data cannot be tampered with.

Once data is stored on the public Blockchain, it cannot be altered or deleted. This

guarantees that the data remains transparent and immutable.

Public blockchains have large user bases and network effects that enable them to be

more resilient and secure.

Some cons that we find are that public blockchains can suffer from scalability issues,

making them slower and more expensive to use.

Public blockchains are open to anyone, which means that all data stored on the
network is visible to everyone. This can be a concern for businesses or individuals who

need to keep their data private.

Public blockchains can be difficult to govern, as there is no central authority

responsible for maintaining the network.

Public Blockchain is more used in cryptocurrencies, such as Bitcoin and Ethereum,

that are used as decentralized digital currencies.

Public blockchains can be used to create and execute smart contracts that are
transparent, secure, and immutable. It can be used to track and trace goods throughout the

supply chain, ensuring transparency and authenticity.

4 https://www.blockchain-council.org/blockchain/types-of-blockchains-explained-public-vs-private-vs-consortium/
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Regarding the costs of public blockchains, they charge transaction fees to users to
incentivize miners to validate transactions. The fees can vary based on network

congestion and can be higher during periods of high demand.

Public blockchains require significant amounts of computational power, which can
lead to high energy consumption and associated costs. It requires ongoing maintenance
and updates to ensure security and performance, which can lead to ongoing costs.
Building decentralized applications (DApps) on public blockchains can require

specialized expertise and development costs.

The other side of the coin is the private Blockchain. One of the pros is that it is
controlled by a central authority, which enables them to be more efficient and scalable.
Private blockchains are not open to everyone, which means that data stored on the
network can be kept private and confidential. Private blockchains can be more easily

governed and regulated by a central authority.

Private Blockchain also has its cons. Private blockchains are centralized networks that
are controlled by a central authority or group of authorities. This can make them less
transparent and trustworthy than public blockchains. It may not be as secure as public
blockchains, as they may rely on fewer nodes to validate transactions. It can be more

expensive to set up and maintain than public blockchains.

Private blockchains are controlled by a central authority or group of authorities. They
are not open to everyone and require permission to join and participate. Private
blockchains can be used to store data that is confidential and not visible to everyone.
Private blockchains can be more easily governed and regulated by a central authority.
They can be more scalable than public blockchains.

Setting up a private blockchain can require significant upfront costs, including
hardware, software, and personnel. Private blockchains require ongoing maintenance and
updates to ensure security and performance, which can lead to ongoing costs. Private
blockchains require a central authority or group of authorities to govern the network,
which can lead to additional costs associated with governance and administration.
Building DApps on private blockchains can require specialized expertise and

development costs.
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The costs of public blockchain and private blockchain can vary significantly based on
the specific use case, network size, and complexity of the application. However, in
general, public blockchains may be more cost-effective for smaller applications or those
with limited budgets, while private blockchains may be more suitable for larger,

enterprise-level applications that require more control and customization. As presented in

Table 2:

Table 2 - Which is the Best Blockchain? Source: www.blockchain-council.org

Aspect

Private
Blockchain

Public Blockchain

Consortium
Blockchain

Access Control

Restricted access

Open to anyone

Limited access

Known and Known and
Participants permissioned Anonymous and open permissioned
Consensus Faster, less Slower, energy- Variable, depends on
Mechanism energy-intensive intensive consensus model
Decentralization More centralized Fully decentralized Intermediate level
Speed and Faster and Slower and less Moderate speed and
Scalability scalable scalable scalability

Hyperledger
Example Fabric, Corda Bitcoin, Ethereum Quorum, R3 Corda

5.5 The appropriate blockchain for reputation models on e-commerce®

With this understanding, the public, decentralized, and linear reputation model seems
to be the right path to take. It costs less, it is suitable for reputation scores, making it easy
to rate, and the decision-making authority and control are spread out among different
individuals, groups, or nodes in a network, and decisions are made through a consensus

or democratic process.

To maintain the privacy of the users, tokens and a digital fingerprint shall be used,
keeping in mind the need to have some sort of identity in store. Creating a token on

blockchain software requires some information.

5 https://www.blockchain-council.org/blockchain/types-of-blockchains-explained-public-vs-private-vs-consortium/
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The user's wallet address is a unique identifier that allows the user to receive, store,
and send tokens on the blockchain. It is important to ensure that the user's wallet address

is accurate and secure.

It's necessary to collect some personal information from the user, such as their name,
email address, and date of birth. This information can be used to verify the user's identity

and comply with regulatory requirements.

Detailing the token is needed; information such as its name, symbol, total supply, and
decimal places are important, for these details will determine how the token functions on
the blockchain.

You will need to develop or deploy a smart contract that defines the token's behaviour
and rules for interactions with the blockchain. This may include the transfer of tokens
between users, token burn or mint functions, and any other functionalities specific to the

token.

The use of tokens is another reason why smart contracts are important in the
development of the reputation model. A public blockchain has some templates that can

be used to help new users get started.

So, the information needed to create a token on a blockchain will depend on the
specific blockchain and token being created, as well as any regulatory requirements that
may apply. It is important to ensure that all user information is collected and stored

securely and that any necessary regulatory compliance measures are followed.

At the present time, it's believed, after reading several articles about reputation
models, that scoring the purchase and commenting on the product is more effective in

assuring a more reliable trust in the product/seller.
5.6 Reputation model Guidelines

With that said, we believe that a reputation model that uses a one to four score
prevents people from feeling the comfort of choosing the middle mark. The comments
are also important. The more recent comments and scoring must have a bigger weight,

especially the last six months.

The buyer's return is also important. An algorithm that can track the many times a
buyer returned to that seller is important, and it gives credibility to the products. The
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token can be a way to control every time a buyer purchases from a specific seller. It is

also important to track how many times the buyer returned the seller’s products.

Also, in the present time, where social media has such a significant impact, and
influencers are a new marketing product, Endorsement has a saying when addressing
reputation. Having public statements, testimonials, and social media posts linked to the

seller’s marketplace is a plus.

Keep in mind that people will comment and score in purchase when they have
something to gain. Few or no buyers will leave a comment or score a purchase just
because they really liked the product. However, when given a little treat, the buyer is
more compelled to leave feedback. Most times, it is given discounts or points to be traded
in a future purchase. It is safe to say that if the purchase does not meet the buyer’s
expectations, the buyer will not purchase again. So, the points given must have an
expiration date of up to three or four months and, if not used, count as negative feedback

for the seller since the buyer did not return and no feedback is given.

All of this seems simple, but the problem is that the user can create several accounts

or have several accounts in different marketplaces.

It’s a goal to have a reputation system that works for all marketplaces, possibly using
the public and decentralized blockchain. So, we present several strategies that can be used

to make it more difficult or to discourage users from doing so.

Implement a verification process. This requires the users to verify their identity
through a phone number or email address to create an account. This can make it more

difficult for users to create multiple accounts.

Set a limit on how many accounts can be created from a single device or IP address.
This can help prevent users from creating multiple accounts on the same device or

location.

Train machine learning algorithms to detect patterns that may indicate fraudulent
activity, such as multiple accounts being created from the same device or IP address.
Keep track of user behaviour and flag suspicious activity, such as multiple accounts being
created from the same device or IP address. This can help you identify users who are

trying to cheat the system. Make it clear in your terms of service that creating multiple
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accounts is not allowed and will result in penalties, such as account suspension or

termination.

By using a combination of these strategies, it’s more difficult for users to create

multiple accounts on the marketplace.

Summarizing, the algorithm must have the following information to create a more

effective reputation model that can face a large sum of attacks:

1. One to four score, where up to two is negative, three up is positive. A score of

one to four is used, where up to two is negative, and three up is positive.

2. Aging, recent comments have more impact on the reputation than the one from

six months ago.

3. Returning the product. How many times has the buyer returned one or more

products?

4. The repurchase at that seller’s marketplace. How many times does a buyer

return?
5. Endorsement and positive comments on social media.
6. Awarding feedback is where the award has a due time.
7. Assure that the user cannot create several accounts.
8. Financial system where being dishonest doesn’t pay off
9. Use of Al to identify platform use patterns

Studies have yet to continue. The technological development and the capacity to
overcome the system make this scientific area a moving area, so it is believed that a
constant need to update and investigate is necessary. Even though the base of a reputation
model, having in mind the literature ate the present time, shows that these variables are
important and need to be present, in a few months more variables might be added. Even

blockchain is in development and must always be updated.
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CHAPTER VI - CONCLUSION
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Trust is essential in e-commerce because buyers and sellers need to rely on each
other to complete transactions. If buyers do not trust sellers, they are unlikely to make
purchases, which can lead to a decrease in sales for businesses. Similarly, if sellers do not
trust buyers, they may be hesitant to sell their goods or services, which can lead to a

decrease in the availability of goods and services online.

Trust issues can also lead to fraudulent activities, such as online scams, phishing
attacks, and identity theft, which can damage the reputation of e-commerce platforms and

deter customers from using them.

In addition, trust issues can lead to a lack of transparency in e-commerce
transactions, which can make it difficult for buyers and sellers to resolve disputes. This
can lead to legal issues and further damage the reputation of e-commerce platforms.

Overall, the problem of trust in e-commerce can have a significant impact on the
industry. It can lead to a decrease in sales, a lack of availability of goods and services
online, fraudulent activities, legal issues, and damage to the reputation of e-commerce
platforms. This is why building trust in e-commerce is essential, and reputation plays a

crucial role in achieving this goal.

Our study shows some of the problems that e-commerce platforms encounter, and
we find that bad-mouthing and ballot-stuffing are common attacks that one can find.
Collusion, constant attacks on a specific target, possibly a direct competitor,

whitewashing, and Sybil attacks are commonly present in daily transactions.

In e-commerce, reputation is built through feedback and ratings provided by

buyers and sellers.

Positive feedback and high ratings indicate that a seller is trustworthy and reliable,
while negative feedback and low ratings indicate the opposite. Similarly, buyers who have
a good reputation are more likely to be trusted by sellers.

There appears to be agreement on the variables that a reputation model requires
one must have a rating score, human behaviour has a say in it, whether in the absence or
as a user's mode of operation, the information of the users is the most relevant variable,

and that information must be private, and anonymity must be ensured.

Another point of agreement is that costs may play a role in determining whether

the model is appropriate or not; the more information we have, the more storage we
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require, and to provide anonymity, we will need to provide each user with a unique digital

identity, which can be extremely expensive.

Furthermore, awarding rewards will have an impact on the seller's profit and may
influence the buyer. People react to prizes, and no matter how small the discount is, they
are always appreciated. Price reductions may increase customer loyalty to the seller, but
it is not a guarantee that the seller is a good seller; it may give him a good reputation

percentage, but this could also be only because the prices are low.

On the other hand, the return policy can be used as a key point in developing a
more trustworthy model. The greater the number of returns, the less reliable the products,
e.g., the seller. It is undeniable that the more information we have, the more we can ensure
a more reliable reputation model. However, the security of those data is not explicitly

stated, and there is a lack of information on how they will prevent data breaches.

Some reputation models attempted to address the collusion issues of reputation
models by allowing the seller to calculate the reputation score based on parameters that
they set. This type of model cannot solve all problems because there is no impartial party;

if the seller sets the parameters, the seller controls the outcome.

Nonetheless, it is critical to consider psychological factors to improve the
reliability of a reputation model that is associated with other data. Emotions, sociocultural
factors, inborn or acquired factors, and friend-to-friend information are important, but
they are not sufficient, even though we trust people we know and people with similar

backgrounds. All of this must be considered when discussing a reputation model.

For that, most authors present Blockchain as a potential platform to store data and
contribute to the decentralization of information. A public blockchain is cheaper, and one
with large storage can be used. Transparency and privacy are still there, mostly through
the tokens. However, as previously mentioned, more studies must be conducted, and it is

necessary to pay attention to continuous technological development. (Habib et al., 2022)

Blockchain presents itself to mitigate some problems, but as it has been shown, it

is not bulletproof.

More research is needed to understand how one can use blockchain technology

advantages and how to mitigate the issues that the current reputation system has.
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The use of some variables discussed here, and the understanding of the
mathematical algorithm are needed to create or conceptualize a stronger reputation model
that one can use to implement and construct a reputation system that can overcome most
of these attacks due to its characteristics. Blockchain is a potential technology that can

enhance reputation systems.

Being blockchain and the reputation systems technologies that are in constant
evolution, more readings and more studies need to be conducted, and is a strong belief

that these studies have to be continuous and keep up with the technological evolution.
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APPENDAGE Il - GLOSSARY

4

Centralized:

Centralized refers to a system or organization in which decision-making authority
is concentrated in a single, central location or entity. In a centralized system, all power
and control are held by a single authority, and decisions are made and implemented from
the top down. This contrasts with decentralized systems, in which power and decision-
making authority is distributed across multiple actors.

Examples of centralized systems include traditional hierarchical organizations,
centralized governments, and centralized computer networks. In each of these cases, a

central authority makes decisions and exerts control over the entire system.
Decentralized:

Decentralized refers to a system or organization in which decision-making
authority and power are distributed among multiple actors, rather than concentrated in a
single, central location or entity. In a decentralized system, decision-making authority
and control are spread out among different individuals, groups, or nodes in a network,

and decisions are made through a consensus or democratic process.

Decentralization can take many forms, such as decentralized organizations,
decentralized governments, and decentralized computer networks. Examples of
decentralized systems include blockchain networks, peer-to-peer file sharing networks,
and decentralized autonomous organizations (DAOS). In these systems, decision-making
authority and control are distributed among multiple nodes or users, which helps to
promote transparency, accountability, and resilience. Decentralization can also help to
reduce the risk of single points of failure, as multiple nodes are involved in decision-

making and control.

Community Driven:

107


https://ipppt-my.sharepoint.com/:b:/g/personal/2030067_iscap_ipp_pt/EWgjO-5-cZ5GqTnNYo2QJq0BbUmCuLJi7pH9vwAEuK9jWQ?e=EHWWQT

"Community driven" typically refers to a concept or initiative that is driven by the
collective efforts and interests of a community, rather than being led or controlled by a
single individual or organization. In a community-driven model, decisions are made, and
actions are taken based on the input and involvement of the members of the community,
creating a sense of ownership and investment in the outcome. This approach can be seen
in various settings, such as open-source software projects, neighborhood improvement

initiatives, and online forums and communities.
Endorsement:

An endorsement is a statement of support or approval for a product, service,
candidate, or idea. Endorsements can come in many forms, including written testimonials,
public statements, advertisements, or even social media posts. They can be given by
individuals, organizations, or celebrities, and are often used to build credibility, increase

visibility, and persuade others to support or try something.

Endorsements can be a powerful tool for marketing and can help to build trust and
credibility with potential customers. However, they can also be misleading if they are not
genuine or if the endorser has a conflict of interest, such as being paid to endorse a
product. As a result, it's important to consider the source of the endorsement and whether

it aligns with your own values and interests before deciding based on it.

Aging and endorser at reputation models:

"Ageing" refers to the process of change that occurs over time to a person's
reputation or credibility. As time passes, people may gain more experience and expertise,
or they may experience changes in their behavior or circumstances that affect their

reputation positively or negatively.

An “endorser" is someone who supports or recommends a particular product,
service, or idea. In the context of reputation models, endorsers can have a significant
impact on an individual's or organization's reputation by publicly endorsing or criticizing

them.

Trusted Third Party (TTP):

An entity, other than the buyer or seller that is trusted by both parties to facilitate

the interaction (transaction).
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B2C:
Business to consumer (transaction between business and final client)
C2C:

Consumer to consumer (Transaction between to consumers, aid by an online

platform)

Business to Business (transaction between two businesses)

Cryptographic:

Cryptography is a method of protecting information and communications using
codes, so that only those for whom the information is intended can read and process it.

In computer science, cryptography refers to secure information and
communication techniques derived from mathematical concepts and a set of rule-based
calculations called algorithms, to transform messages in ways that are hard to decipher.
These deterministic algorithms are used for cryptographic key generation, digital signing,
verification to protect data privacy, web browsing on the internet and confidential

communications such as credit card transactions and email.

P2P (peer-to-peer):

A peer-to-peer (P2P) service is a decentralized platform whereby two individuals
interact directly with each other, without a third-party intermediary. A group of computers
are linked together with equal permissions and responsibilities for processing data, it

allows computers to communicate directly; person-to-person.
Nodes:

A network node can be defined as the connection point among network devices
such as routers, printers, or switches that can receive and send data from one endpoint to
the other. In peer-to-peer or other types of distributed networks, nodes are comprised of
the servers, clients and/or peers. Peers themselves can act both as servers and clients,
while nodes that route data for other devices within the network are defined as

“supernodes.”
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Token:

A token, in reputation models, is a code given to the user, in this way the identity
of the user is preserved, but, if needed, he can be identified. The node is a fingerprint for
that user and stores all information needed. A programming token is the basic component
of source code. Characters are categorized as one of five classes of tokens that describe
their functions (constants, identifiers, operators, reserved words, and separators) in

accordance with the rules of the programming language.

Smart Contract:

Smart contracts are simply programs stored on a blockchain that run when
predetermined conditions are met. They typically are used to automate the execution of
an agreement so that all participants can be immediately certain of the outcome, without
any intermediary’s involvement or time loss. They can also automate a workflow,
triggering the next action when conditions are met. Smart contracts work by following
simple “if/when...then...” statements that are written into code on a blockchain. A
network of computers executes the actions when predetermined conditions have been met
and verified. These actions could include releasing funds to the appropriate parties,
registering a vehicle, sending notifications, or issuing a ticket. The blockchain is then
updated when the transaction is completed. That means the transaction cannot be

changed, and only parties who have been granted permission can see the results.

Within a smart contract, there can be as many stipulations as needed to satisfy the
participants that the task will be completed satisfactorily. To establish the terms,
participants must determine how transactions and their data are represented on the
blockchain, agree on the “if/when...then...” rules that govern those transactions, explore

all possible exceptions, and define a framework for resolving disputes.

Then the smart contract can be programmed by a developer — although
increasingly, organizations that use blockchain for business provide templates, web

interfaces, and other online tools to simplify structuring smart contracts.
Trust:

The extent to which one party is willing to depend on something or somebody in
each situation with a feeling of relative security, even though negative consequences are

possible.
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On e-Commerce trust is what a buyer is searching for when going through the
reviews and feedback of others. It’s very important to try to maintain reliable feedbacks
from other users. Unfortunately, as is known, we can expect certain attacks and frauds,
bad-mouthing, collusion, sybil attacks, made with the intent to lower the rating of a seller

and/or product.
Attacks:

Any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or
destroy information system resources or the information itself. In case of e-Commerce
the attacks have the intention of degrading a sellers/product reputation. These attacks

decrease the ratings in that marketplace.
Frauds:

Using other means to gain reputation that are not real, true. Misinformation. Like
attacks, frauds have one intent, to decrease the reputation of a seller or product (being the
seller the part focused on this dissertation, but, it must be said, that the buyer can also be

at the receiving end of attacks and frauds, making them untrusty for the seller).

Sybil Attack:

An entity forges multiple identities in the system, using it in collusion as a mean

to increase his influence.

It is important to have a way to guarantee that a user can’t create several accounts,

making sure that the user has only one identity.
Syhbil attacks are typically used in conjunction with Collusion assaults.

Whitewashing:

An e-commerce user with a bad reputation, can easily create a new identity and

continue his activity without any consequences of his past transactions.

As mentioned above, this is a common way to bend the rules and continue the

activity, this knowledge bring very little security when online shopping.

Ballot-stuffing:

Attack where members positively rate themselves on fake and unfair transactions

to inflate their reputation.
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It is important to guarantee that the transaction information is accurate and that

can’t be adulterer, and one shouldn’t be able to rate themselves.

Bad Mouthing:

The opposite of Ballot-stuffing, in a way to destroy a user’s reputation, other

user’s give false information about the seller or a product.
Traitor attack:

Members exploit their reputation by tricking others until their reputation

dissolves.
Collusion:

The seller strategically provides a good service to a group of users and bad

services to others, to get benefits of that asymmetry of product/service quality.

Whether in traitor attacks or collusion attacks, this happens because the
information is centralized, is necessary that one user has the information on every

marketplace to guarantee a certain good repute.
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