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Abstract

This dissertation aims to propose a solution to increase the performance of an existing
bank account opening application developed in the low-code platform Appian. This applica-
tion faces challenges related to the growing complexity of technologies and the limitations
of monolithic architectures. The investigation suggests that it might be the right time to
reengineer the application, implementing a microservices architecture to increase the per-
formance, scalability, maintainability, and ease of deployment of the application.

The first phases of the investigation involved the understanding of the challenges as-
sociated with low-code applications and exploring migration challenges and strategies to
improve application performance and facilitate proactive planning of the migration process.
Afterward, it was done a study of the functional and non-functional requirements, as well
as defining the use cases needed to replicate the functionalities of the original application.
Based on this, a NoSQL data model was designed using MongoDB, and a microservices ar-
chitecture was developed using the Spring Boot framework. When the development finished,
evaluation tests were conducted to validate if the proposed solution actually can increase
the performance and scalability of the real application.

The evaluation tests included unit and integration tests, confirming that the final solu-
tion was well-developed according to the business use cases. Additionally, load tests using
Apache JMeter, made on the student’s machine, assessed the application’s performance and
scalability, showing a 10% improvement when microservices were scaled with two instances
each. This demonstrates a robust alternative to the limitations of monolithic architectures.

Keywords: Low-code, Microservices Architecture, Reengineering, Monolith to Microser-
vices, Performance Optimization
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Resumo

Esta dissertação visa propor uma solução para a melhoria do desempenho de uma apli-
cação de abertura de conta bancária existente, desenvolvida na plataforma low-code, Appian.
Esta aplicação enfrenta desafios relacionados à complexidade crescente das tecnologias e
às limitações das arquiteturas monolíticas. A investigação realizada sugere que poderá ser
o momento ideal para fazer a reengenharia da aplicação e adotar uma arquitetura de mi-
croserviços como estratégia para aumentar o desempenho e a escalabilidade da aplicação.

As fases iniciais da investigação envolveram a compreensão dos desafios associados às
aplicações de low-code e a exploração dos desafios e das estratégias de migração, visando
melhorar o desempenho da aplicação e facilitar o planeamento proativo do processo de mi-
gração. Seguidamente, foi realizado um levantamento dos requisitos funcionais e não fun-
cionais, bem como a definição dos casos de uso necessários para replicar as funcionalidades
da aplicação original. Com base nisso, foi desenhado um modelo de dados NoSQL utilizando
MongoDB e uma arquitetura de microserviços desenvolvida com a framework Spring Boot.
Após a conclusão do desenvolvimento, foram conduzidos testes de avaliação para verificar se
a solução proposta realmente pode melhorar o desempenho e a escalabilidade da aplicação
real.

Os testes de avaliação incluíram testes unitários e de integração, confirmando que a
solução final foi corretamente desenvolvida conforme os casos de uso do negócio. Além disso,
os testes de carga, utilizado o Apache JMeter, foram efetuados na máquina do estudante e
avaliaram o desempenho e a escalabilidade da aplicação, mostrando uma melhoria de 10%
quando os microserviços foram escalados com duas instâncias cada, demonstrando uma
alternativa robusta às limitações das arquiteturas monolíticas.

Palavras-chave: Low-code, Microserviços, Re-engenharia , Monolitos para Microserviços,
Otimização da aplicação
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Chapter 1

Introduction

This chapter is split into five sections, clarifying the project’s context, the identified
problem, the set objectives, the methods used for achieving them, and an overview of how
this document is organised. The initial part aims to explain the ongoing project in order
to guide the reader. Following that, it delves into the specific problem this dissertation
addresses by highlighting its seriousness. The objectives section outlines what this project
is trying to achieve, with clear and straightforward objectives. Next, the fourth section,
describes the approach to pursue the goals set in the previous section. The last section,
shows a preview of the upcoming content dissertation.

1.1 Context

This project centers around a bank account opening application that was developed as
part of my current job for a client. Due to confidentiality considerations, more specific
details are limited. However, it is possible to explain that the application is built using Ap-
pian, a low-code platform, with business rules and the front-end developed in Angular. The
purpose of the application is to open bank accounts. Although, the application can be only
accessed by the account manager, responsible for initiating the account-opening process and
collecting client information. During this process, requests are being sent to the back-end,
to Appian. Figure 1.1 shows an example of the existing architecture.

Figure 1.1: Example of the existing system’s architecture

Since this application is developed using a low-code platforms and running in one instance,
it can be considered as a monolithic application. These types of applications allow a much
simpler deployment, simpler developer workflows, and monitoring, troubleshooting, and ac-
tivities like end-to-end testing, as well as code reuse [1]. Additionally, Sam Newman and
Martin Flower [1, 2], defend that should not start a new project with microservices, even if
there are certainties about the complexity and the size of the application.
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With more features or even with more complex business rules inside this monolith, maybe
it is time to reconsider to move forward to microservices architecture (MSA). Microservices
are a good choice when combining the concepts of information hiding and Domain-Driven
Design (DDD)1 [1]. Moreover, this architectural style provides benefits such as technology
diversity, easy of deployment [1, 3] and scalability [1].

1.2 Problem

In the context of banking industry, this long-standing project faces a big problem, showing
a decrease of performance in the application. Challenges related with complex business rules,
underused code implemented in Appian, and bad programming practices are the reasons for
the decrease. One concrete example of this problem is the prolonged duration it currently
takes for the entire account opening process, hiding operational efficiency and impacting the
overall user experience.

In summary, the decrease of the application performance comes from the complexity of
the business rules and maintenance of the code. The application deals with complicated rule
structures that might not match the straightforward goals of the opening account process.
Therefore, there is a need to analyse the best option for solving these issues. MSA seems
to be a suitable approach for such problems, because of its scalability, which is expected to
improve application performance and impact the user experience positively.

1.3 Objective

The objective of this dissertation, is to propose a solution that splitting the application
into partitions is a viable approach in order to improve the application in many ways like
performance, scalability, maintainability and easier deployment.

So, to accomplish this goal, based on existing studies [1, 3], the adoption of MSA might
be the most suitable option for this project. It is crucial to know the best strategies to
split the monolith into microservices based on the business rules, and identify and propose
the best approach how the project could have the refactoring process. However, comparing
the results between the real application and the proposed solution are not possible due to
confidentiality constraints, explained further in section 1.5.

1.4 Work Methodology

The development of this dissertation begins with understanding the existing issue in the
bank account opening application that will further be validated with a literature review
getting insights from similar approaches. With a clear understanding of the problem, the
final objective is defined.

Anticipating challenges and getting knowledge about migration strategies is crucial, in-
formed by insights from the literature. This helps to expect those challenges and selecting
the suitable strategy. The next step involves analysing and designing the system, which is

1A concept whereby the fundamental problem/business domain is explicitly modelled in the software.
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essential before developing the final solution. Defining the requirements and the use cases
to replicate the real project helps to design the solution’s architecture and data model. Once
this is done, the application development and testing can be done. After that, experiments
and evaluations are conducted to ensure the final solution effectively meets the objectives.

This methodological approach ensures a structured process to address the identified prob-
lem and enhance the application’s performance, scalability, maintainability and easier deploy-
ment.

1.5 Ethical Considerations

This dissertation follows ethical considerations concerning data management and protec-
tion. Due to confidentiality and data privacy regulations, it is not possible to extract the real
application or fully replicate all business rules in this project. Such actions could expose sen-
sitive data and have significant implications for all stakeholders, including customers and the
financial institution itself. Therefore, the final proposed solution will include known banking
business rules and use fake data to represent the real project.

1.6 Document Structure

This section outlines the organization of the dissertation, providing details about the
current chapters included in the document:

• Chapter 1 - Introduction: introduces the context of the project, discusses the prob-
lem at hand, and outlines the essential steps required to achieve the final goal.

• Chapter 2 - State of the Art: gives an explanation of what is exactly MSA, outlines
the methodology used for the literature review, presents different concepts in order to
answer to the research questions outlined in the literature review methodology.

• Chapter 3 - Analysis and Design: analyses the functional and non-functional re-
quirements, along with the uses cases, to replicate the real project. It also presents
the solution architecture and database design.

• Chapter 4 - Implementation: presents the implementation of the final solution, in
order to meet the requirements, use cases, architecture, and data model described in
Chapter 3.

• Chapter 5 - Experiment and Evaluation: presents the experiment conducted with
the developed solution and evaluates key characteristics to demonstrate that the initial
objectives were achieved.

• Chapter 6 - Conclusion: discusses the achievements made during the project, the
challenges encountered, and potential future improvements.
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Chapter 2

State of the Art

This state of the art, aims to explore various challenges found in the realm of banking
sector using low-code platforms. The goal is to meticulously analyze existing literature, peer-
reviewed publications, and industry practices, investigating the layers of complexity intrinsic
to these systems, as performance considerations and the persistent challenges associated
with maintaining and evolving applications.

2.1 Literature Review Methodology

This section outlines the methodology employed to conduct a literature review in order
to solve the existing problems found on an account opening bank application. The first step
involved formulating my research questions to address the identified challenges:

• RQ1 : What key challenges have a significant impact on the performance of a low-code
financial application?

• RQ2 : How can the transformation from a monolithic architecture to microservices
be effectively executed, and what are the existing strategies?

To answer these questions, researching in various platforms such as the Internet, Confer-
ence Papers, Scientific Articles, Books, or in repositories such as IEEE XPlore [4], Google
Scholar [5], and ACM Digital Library [6] was an important step to find relevant materials.
A source evaluation matrix, based on the presented in PREPD class [7], was employed to
assess the selected literature, using four important criteria for evaluation:

• Who is the author? If it is a known author or if it has some studies on that field.

• How many times was cited?

• When was published?

• What is the relevance for the purpose challenge?

Table 2.1, illustrates the evaluation process for assigning a score from 1 to 5.
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Source Evaluation Matrix
Criteria 1 (Low) 2 3 4 5 (High)

Who is the
author?

Author
background
is unknown

Some ev-
idence of
author
works in the
area, but
very few

Evidence of
some pub-
lications in
the area by
the author

Author has
several pub-
lished works
in the area

Author is
a known
authority in
the area

How many
times was
cited?

Very limited
citations, in-
dicating low
recognition

Some cita-
tions, but it
falls below
the average
for similar
types of
literature

Moderate
number of
citations,
suggesting
a reasonable
level of
recognition

Cited many
times, in-
dicating a
high level of
recognition
and influ-
ence

Cited nu-
merous
times, signi-
fying a very
high level of
recognition
and influ-
ence

When was
published?

Date is
unknown or
older than
20 years old

Old ref-
erence –
between 10
and 20 years
old

References
if between 5
and 10 years
old

Recent ref-
erence – 2
and 5 years
old

Up-to-date
source –
published
in last two
years

What is the
relevance
for the
purpose
challenge?

Contents
and argu-
ments of
little or no
relevance
for the task

Only of
peripher-
al/little
relevance
for the task

Some con-
tent is
relevant
to task re-
quirements

Several
points made
are of rel-
evance to
task

Contents
and ar-
guments
closely
match the
needs

Table 2.1: Source Evaluation Matrix

It is important to acknowledge that, in some instances, one or more criteria may be ignored
if there is a limited pool of studies to respond to a particular research question.
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2.2 Low-Code Applications

The impact of low-code platforms on banking applications has outgrown significantly since
the banks understood that the customers have been using more online services. According to
a McKinsey report [7] says 89% of customers engage with at least one payment service daily
and 54% of the respondents expressing preference for a bank-provided wallet, which means
the banks need to modernize themselves. Low-code platforms offer a distinct advantage by
facilitating the development and deployment of financial applications or services, allowing
banks to relocate software developers to more challenging projects or even reduce their IT
departments. Although, it is crucial to acknowledge that low-code platforms showed com-
mon bottlenecks in performance, which are critical considerations for the banking sector [8].

2.2.1 Performance Issues

Before explaining about what are the main issues in terms of performance in Low-Code
applications, it is important to understand what is performance exactly. Performance is
nothing less than everything that relates with efficiency, effectiveness, or success of an
activity or an entire process. Performance is one of the most important metrics in software
systems. A bad performance can negatively affect the software efficiency and the user
experience. Appian company defends that a high number of process variants, and thus low
standardization, often has a negative impact on process performance [9].

For a lower application sophistication with non-complex business logic, positively impact
the adoption for Low-Code Platforms (LCPS) in terms of efficiency improvements, espe-
cially in cost and speed [10]. However, when leading with too-high application complexity,
will exist challenges that have to be addressed, such as interoperability in terms of proprietary
and closed-sources, lack of standards makes extensibility difficult, learning curves issues, and
scalability, pose considerations for organizations with limited IT resources [11]. Understand-
ing resource usage and configuration choices is essential for maintaining software efficiency
in the banking domain, despite the fact that, the project is not using different platforms to
handle the business logic, variations in bug patterns between commercial and open-source
LCPS highlight potential differences in system-level issues and management practice, while
the common performance issues often result from misconfigurations, with 49% being ad-
dressable through proper configurations [12]. Another existing study has shown the bugs are
notably around 60% during design specification stages, showing performance degradation [8].

2.3 Microservices

Nowadays, in software development, MSA are more present than never, playing a crucial
role offering agility, scalability, and flexibility. Based on a survey conducted by the Inter-
national Data Corporation, it has been found that 89% of approximately three hundred
respondents from North American enterprises are employing microservices, also it predicts
that 90% of upcoming applications will be constructed using the microservice architec-
ture [13, 14]. According to another online surveys, targeting Information Technology (IT)
Professionals, identified performance/scaling issues and maintainability as the main drivers
for adopting MSA [15, 16], that’s why a lot of organizations are currently navigating or
considering the sift to microservices. However, this transition presents migration challenges
and strategies that will be discussed further.



8 Chapter 2. State of the Art

Microservices are small, loosely coupled [17], and independently deployable services [1],
which of them consisting in one or more subdomains, and owned by the team responsible
for it [18]. Additionally, these services manage their own data, using the Database per
Service pattern [17], and are technology-agnostic which means they do not need to share
the same programming language [1]. Another characteristic of microservices is that they
communicate with each other by using well-defined APIs or even a message-broker [17], that
will be discussed in more detail later.

As Sam Newman said in [1], “Microservices are an architecture choice that is focused on
giving you many options for solving the problems you might face”.

2.3.1 Architecture

Microservices architecture is an architectural style that structs an entire application as
a collection of the services explored previously. Martin Fowler defends that, should start
a new project with a monolith architecture even if the application is expected to grow
significantly [2], this means that, in the beginning of a project, the monolith it will be easier
to develop and manage instead of an MSA. At some point, it is necessary to re-think and
outgrow the monolithic architecture to an MSA in order to meet the needs of the business.
The figure 2.1 illustrates the difference between these two architectures.

Figure 2.1: Monolith vs Microservices Architecture
[19]

This architecture involves considerations in terms of communication styles, data manage-
ment and deployment patterns.

Communication Styles

Achieving effective communication between microservices is a challenge for many due to
the fact the people choose technological approaches instead of considering the different
types of communication. Figure 2.2 highlights synchronous and asynchronous communi-
cation mechanisms that allow microservices to communicate to each other. Synchronous
communication involves a microservice making a call to another and waiting for a response,
while asynchronous communication allows the microservice to continue processing without
waiting for the call to be received [1].
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Figure 2.2: Different styles of inter-microservice communication along with
example implementing technologies

[1]

Event-driven and Common data patterns are asynchronous styles, whereas the Request-
response can be either synchronous and asynchronous depending on the technology used to
effectively do the communication.

In this communication, the microservice sends a request to a downstream service asking
it to do something and expects to receive a response with the result of the request. The
difference between being a synchronous style or asynchronous one is when this type of pattern
uses HTTP or a message-broker. On one hand, using HTPP means that when sending the
request, a connection is open, and it is kept open until the downstream microservice responds,
the problem with this type of communication is when the downstream microservice is not
available at that moment which will block the user’s work. On the other hand, using a
message-broker, for instance RabbitMQ [20], means using the asynchronous style, instead
of the message going directly to the downstream microservice sits in the message broker
queue, then when the downstream microservice is free or available can handle that message
and answers to the upstream microservice [1].

The Event-Driven communication consists of a microservice emitting an event1 that may
not be received by other microservices. The microservice which is emitting the event doesn’t
know the existence of the microservices that will use the event, neither use of it. [1].

The Common data, although is a collaboration asynchronous style, is the less seen as a
communication style. In this pattern, the microservices collaborate via some shared data
source.It is usually used when one microservice puts data into a defined location and the
others can make use of that data [1].

Despite all of these patterns in terms of communication, the microservice architecture as
a whole may have a mix of styles of collaboration, and this is the typically normal approach,
depending on the needs of the project.

1Is a statement about something that has occurred, nearly always something that has happened inside
the world of the microservices that is emitting the event. [1]
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Data Management

Managing the data in a microservices architecture is very important to mitigate data
consistency problems. For managing the data in a good way, Chris Richardson shows known
patterns [21]:

• Database per Service: each service has its own private database. This type of pattern
forces the services being loosely coupled, meaning they are developed, deployed and
scaled independently. Additionally, this is a good approach when different services have
different data storage requirements because for some services a relation database is
the best choice [22].

• Shared database: services share a database. This type of pattern is a good way for
developers reducing their operation time because it is much simpler than the previous
one, also they can use straightforward Atomicity, Consistency, Isolation, and Durability
(ACID) transactions to enforce data consistency [23].

• Saga: use sagas, which is a sequence of local transactions, to maintain data consis-
tency across services. Once applied, the Database per Service pattern, each service
will have its own database. In order to span multiple services, the Saga pattern is a
good addition [24].

Deployment Patterns

Microservices should run in an isolated environment and ideally be deployed in a way that
avoids downtime. To conquer this, the DevOps team should pick a deployment option to
allow culture automation, and define infrastructure for microservices. Sam Newman, in their
book [1], briefly summarized various deployment options such as:

• Physical machine: A microservice instance is deployed directly onto a physical ma-
chine with no virtualization.

• Virtual Machine: A microservice instance is deployed on to a virtual machine.

• Container: A microservice instance runs as a separate container on a virtual or physical
machine. That container runtime may be managed by a container orchestration tool
like Kubernetes [25].

• Application container: A microservice instance is run inside an application container
that manages other application instances, typically on the same runtime.

• Platform as Service(Paas): A more highly abstracted platform used to deploy in-
stances, often abstracting away all concepts of the underlying servers used to run
microservices.

• Function as Service(Faas): an instance is deployed as one or more functions, which
are run and managed by an underlying platform like AWS Lambda [26] or Azure Func-
tions [27].
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2.3.2 Migration Challenges

Migrating from a monolithic architecture to microservices is a complex process that will
have a lot of challenges. According to the existing literature, the migration process should
be divided into three phases: Analysis, Design and Execution. An online survey [15] revealed
that IT Professionals found challenges in the Analysis phase, including undocumented func-
tionalities, missing tests, insufficient database documentation, and problems with the old
codebase and technologies. Similar challenges persisted in the Design phase, such as lack of
documentation and efforts to reduce service coupling [15]. However, new challenges were
found on this phase as well, including effort estimation overhead, DevOps infrastructure [16],
encompassing architectural concerns, API versioning, and service contracts [28]. During the
final phase, Execution, technical challenges like debugging microservices [29], breaking down
the monolithic system, and difficulties in managing data consistency, microservices integra-
tion, programming language differences and the testing process [15], were more present than
in the previous phases. Another case study [28] also highlighted challenges related to testing
complexities and issues associated with distributed data stores.

Additionally, non-technical challenges like the division of business capabilities, the need for
expert judgment in developing microservices, resource management, complex environment
settings, difficulties in implementing transactions, and organizational adaptation [29, 30]
are present in organizations leading to bad migration process or, worse, a bad developed
application.

2.3.3 Migration Strategies

As mentioned in the previous subsection, the migration from monolithic architecture to
MSA is a process that requires careful planning and execution. Sam Newman emphasizes the
main decision of selecting the initial microservice for extraction, highlighting the importance
of choosing one that aligns with the end-to-end goal and has significant impact on the final
outcome [1]. Additionally, the decomposition process can start, by either splitting the code
or the data in first [1]. If the code is divided in first place, which is the most common first
step, delivers more short-term benefits. On the other hand, initiating the decomposition
process by splitting the data is useful in situations in which the uncertainty remains whether
the data can be separated cleanly. Furthermore, Newman introduced three key patterns:
the Strangler Fig, Parallel Run and Feature Toggle patterns, each serving a distinct purpose
in the decomposition process, already explained previously. [1].

The Strangler Fig pattern is the most used pattern for rewriting a system. This pattern
describes the process of wrapping an old system with the new system over time, allowing
the new one to take over more and more features of the old system incrementally. When
a request arrives, if the functionality is implemented in MSA then the request is redirected
to the microservices architecture logic, otherwise should go to monolith itself [1]. On the
other side, Parallel Run pattern, it is a pattern used to make the that a new functionality
is working well. For instance, both the monolithic implementation and the new microser-
vice implementation of that of the functionality are running side by side, serving the same
requests, and comparing the results between both architectural styles [1].The last one, the
Feature Toggle pattern, is described as a mechanism that allows a feature to be switched
off or on, or to switch between two different implementations of some functionality. This
pattern is useful as part of a microservice migration. [1].
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In addition, a case study [31] complements Newman’s work, proposing a five-step migra-
tion approach:

• Analysis of existing monolith application: this step collects three important require-
ments, for monolith code decomposition, for communication establishment between
microservices and for database adaption to microservice architecture.

• Monolith code decomposition into microservices: this step involves breaking down
the code using methods like code-based, meaning that de application decomposition
should be implemented based on code items. There’s also the business domain-based
approach, where the application is divided according to business domains, with each
one corresponding to a microservice. Another method is storage-based, which suggests
that all code related to specific storage should place in one microservice. To add
to this, another case study [32] introduced a migration strategy based on business
functionalities. This involves identifying business functionalities, analysing them to
extract data like usage rates and other statistical information, and assigning these
functionalities to microservices theoretically. If a business functionality is used a lot
comparing to the others, it is assigned to a single microservice; if instead, two or more
functionalities are used more or less the same number of times, and their scope is
similar, they are all inserted into a single microservice.

• Communication establishment between microservices: the main goal here is to
choose a communication technology and establish communication between microser-
vices. There are multiple communication technologies that can do that including
HTTP Rest, RabbitMQ [20], Kafka [33], gRPC [34], and GraphQL [35]. On one
hand, if horizontal scalability is an important aspect, Kafka and RabbitMQ are the best
candidates as they have built in cluster functionality. On the other hand, if latency
and throughput are main criteria, then RabbitMQ and gRPC are the most suitable
technologies. However, Kafka showed the best throughput results in the most loaded
conditions.

• Database adaptation to microservice architecture: during the fourth step, the ex-
isting legacy monolith application database must be adapted to MSA. This approach
can extract a database from a monolith application and transform it into a multimodel
polyglot persistence, which is encapsulated as a microservice itself and exposes data
access through application programming interface (API) allowing the use of the ben-
efits of microservices such as agility and scalability. The encapsulation of a database
into a microservice reduces the complexity and increases the performance.

• Release and Deployment: the final step aims to release and deploy extracted mi-
croservices and adapted database. It involves choosing and preparing an execution
environment, setting up CI/CD pipelines for each microservice, and addressing aspects
such as monitoring and logging. Once infrastructure is established, all microservices
can be deployed into production environment.
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2.4 Discussion

After a review of the existing literature, this section delves into the answers to the research
questions introduced previously.

Firstly, answering to RQ1, low-code applications can significantly impact the performance
of financial applications. LCPS offer accelerated development and cost benefits, but their
impact on performance in banking applications requires a nuance approach. Considerations
in terms of interoperability, extensibility, and scalability should be taken when thinking to use
LCPS for a high sophistication and high complexity applications, which is the case of this
banking application. However, migrating to microservices it is not a perfect world, during
that migration, challenges can occur, leading to choose the best approach for its purpose.

That’s why addressing RQ2 is an important step for that. The migration process involves
dealing with a range of challenges across system analysis, design and execution, related
with technical and organizational complexities. Proper and continuous system maintenance
can mitigate these challenges, enhancing the migration process and reducing its duration.
Despite these challenges, adopting microservices offers advantages like improved scalability,
flexibility, fault isolation, and quicker development and deployment cycles. Additionally,
during this process, factors such as microservice selection, decomposition, communication,
database adaptation and phased migration strategies are intended to be a part of a migration
strategy. Real-world insights [36] highlight the diversity of approaches, emphasizing the need
for tailored solutions based on the context, goals, and environment. There isn’t the best
strategy to migrate from monolithic architecture to MSA, rather, strategies exist that can
be more applicable depending on specific instances.
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Chapter 3

Analysis and Design

The goal of this chapter is to introduce the experiment solution by describing the main
characteristics of this work. To avoid revealing all the business rules of the real project, the
functional and non-functional requirements, and the use cases provided are similar examples
to those in the real project. Additionally, this section will discuss the developed architecture,
explain how and why it was chosen, and list the necessary technology stack to implement it.

3.1 Introduction

The proposed work is a banking application for account managers to create bank accounts
for customers based on the real system developed using a low code platform, as described
in the Introduction Chapter.

To develop the system to meet the requirements, use cases, and the architecture, which
are going to be detailed further, the system shall be built with a microservices architecture
style, with each service developed in Spring Boot, this is a choice based on the student’s
knowledge. To interact with microservices an API Gateway shall be used to enable commu-
nication between microservices via HTTP Protocol, and the communication between them
is handled through JSON events using Apache Kafka. The database of each microservice
should be in MongoDB for its scalability and performance capabilities, as well as it is an
open-source database system. All of these technologies were selected because they are
efficient and familiar to the student.

To interact with the system, Postman shall be used, as it is very useful and effective for
testing HTTP connections and communication between services.

3.2 Requirements

The main objective of this section is to present the functional and non-functional require-
ments for the system to be developed. Both types of requirements were carefully defined
to ensure that all necessary steps and features are included, facilitating a seamless with the
actual project, and an efficient account creation experience for account managers. Tables
3.1 and 3.2 include the requirement name, its identifier, and its description to provide a
comprehensive understanding of each one.
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Firstly, the functional requirements aim to describe the principal functionalities of a system
regarding the business and domain. These requirements are present in Table 3.1, detailing
all the functionalities needed to support the entire bank account opening process.

Identifier Functional
Requirement Description

FR1
Initiate bank
account open-
ing process

The system shall allow account managers to be able to
initiate a new account opening process and get essential
information about the primary account holder, such as
personal details and identification documents.

FR2 Customer
management

The system shall provide account managers to add or
delete interventions and relationships, and update cus-
tomer and account information. When there is a new
customer, this one should be added to the account as
an intervenient containing the relevant information about
him/her, including his/her account intervention type.

FR3 Account
management

The system shall provide options for account managers
to select the type of account being opened, to select the
appropriate card, to enable or disable online banking ser-
vices.

FR4 Documents
upload

The system shall provide account managers to upload and
attach relevant documents to the account case.

Table 3.1: Functional Requirements

Finally, the non-functional requirements focus on how the system shall be developed [37],
and they are described in Table 3.2, with all the technical functionalities needed to develop
the system, and to meet the functional requirements detailed in Table 3.1.

Identifier Non-Functional
Requirement Description

NFR1 Use microservice
architecture style

The system shall follow the MSA style, and its prin-
ciples.

NFR2 Use Data Base Per
Service pattern

The system shall have every microservice having its
own database.

NFR3 Event Streaming
The system shall have the microservices communi-
cating to each other using Kafka events.

NFR4 Technology choice
The system shall have the microservices developed
in Spring Boot and database must be in MongoDB.

NFR6 API Gateway use
The system shall call microservices’ endpoints
through an API gateway.

NFR7 Authorization
Token

The system shall provide an authorization mecha-
nism when calling the API gateway.

Table 3.2: Non-Functional Requirements
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3.3 Use Cases

The use cases are important to capture and explain the requirements of a system, making
sure all functional needs are captured and understood [38]. They also identify actors and
their interactions with the system, although for this one, it is just present one actor. Based
on the real project, the uses cases for this system describe all the operations that the account
manager can perform in order to create the bank account for the customer.

The Table 3.3 shows all the use cases for the system, providing what the account manager
can perform.

Identifier
Related
Require-
ment

Use Case Description

US1 FR1 Create case

Initiate the bank account opening pro-
cess. This use case, shall also add inter-
vention for the holder customer of the
account.

US2 FR3 Add intervention Add interventions in the account.
US3 FR3 Delete intervention Delete interventions in the account.

US4 FR2 Add relation
Add customers relationships in the ac-
count.

US5 FR2 Delete relation
Delete customers relationships in the
account.

US6 FR2 Update customers Update customers information.
US7 FR3 Select type account Selection of the account type.
US8 FR3 Select account card Selection of the account card.

US9 FR3 Delete account card
It shall be possible to delete the card
from the account.

US10 FR3 Select online banking Selection of online banking.

US11 FR4 Upload document
Upload customers and accounts docu-
ments.

US12 FR4 Delete document
Delete customers and accounts docu-
ments.

US13 FR3 Move to next phase
Moves the account process into the next
phase if all requirements are met.

Table 3.3: System’s use cases
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For a different point of view, the image 3.1, using the Unified Modelling Language (UML),
shows a dynamic behaviour of the system, providing a better communication between all
stakeholders.

Figure 3.1: Use Cases Diagram
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3.4 Domain Model

The Domain model is a structured visual representation of interconnected concepts or
real-world objects that incorporates vocabulary, key concepts, behaviour, and relationships
of all of its entities [39]. For that reason, five major business entities were identified as key
components of the system:

• Account: Represents all the accounts.

• Customer: Represents all the customers.

• Intervention: Represents all the interventions that customers have within their ac-
counts.

• Relation: Represents the relationships between customers.

• Document: Represents all the documents associated with accounts and customers.

The Figure 3.2 represents the domain model diagram with the respective relations between
entities.

Figure 3.2: Domain Model Diagram
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3.5 Architecture

This section aims to present the architecture that the system shall have, illustrating it
with an overview of how the system behaves, completing, in more detail, using a component
diagram following UML, and describing the microservices. Defining a software system’s
architecture plays a vital role in representing the system through an illustration or diagram
that defines its components, its interactions, and its behaviour. Additionally, the software
architecture is crucial for maintaining software quality, security, performance, scalability, and
flexibility, all of which impact the system.

The choice of microservices shall follow the Domain-Driven Design (DDD) philosophy
according to the business entities already explored in 3.4. Therefore, the following microser-
vices were chosen:

Service Description

AccountService

Shall handle all the business rules related to ac-
counts. Additionally, this service will also be related
with the customers, as it maintain a collection that
stores information such as customer numbers and
their validity status. Therefore, the service needs
to update the customers’ collection whenever a new
customer is added or an existing customer is up-
dated.

CustomerService

Shall hold the logic related to customers, such as
when a new customer is created, when a customer
is updated, or if there is an operation related to in-
terventions or relations.

InterventionService The service shall add, delete, and store customer
interventions related to accounts.

RelationService This service shall be responsible for adding, deleting,
and storing relations between customers.

DocumentService It shall contain the business rules for storing account
or customer documents.

Table 3.4: Microservices Description
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The Figure 3.3 provides an overview of how the system shall behave. The account man-
ager (“User” in the figure) shall use a front-end application which communicates via HTTP
with an API Gateway, which then redirects the HTTP request to the appropriate service.
Each service shall use its own database in MongoDB using the Database per Service pattern
described in Section 2.3.1, and publishes events to others services’ topics and consumes
events from its own topic in a Kafka Cluster. This will be explained in detail in the following
subsections.

Figure 3.3: System’s Architecture
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3.5.1 Components

The architecture can also be described with component diagram using UML. The system’s
architecture shall consist in a group of five microservices in order to provide all the features
necessary to represent the process of creating a banking account as in the real project. The
diagram, shown in Figure 3.4 includes the API Gateway which shall serve as the entry point
for communication with the microservices. Each microservice must have its own database
and deployed on different servers.

Figure 3.4: Component Diagram
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3.5.2 Microservices Technical Description

This section describes the design of the microservices in detail, mentioning the events
that each microservice shall send and consume, and the exposed HTTP endpoints.

Account Service

This microservice shall handle requests for almost all the use cases described in section
3.3, and shall produce and consume Kafka events. This microservice shall produce one type
of event for the Customer Service topic called “customer-service-topic” in order to proceed
with the US1. On the other hand, The Kafka Consumer of this microservice shall consume
from the Account Service topic called “account-service-topic” and recognize the following
three types of events based on their key:

• UPDATE_CUSTOMER_REF: This event shall be used to create or update the
customer in the Customer Collection inside of Account Service database.

• DOCS_UPLOAD: This event shall store the information that the account’s docu-
ments are valid. This type of event shall be sent by the Document Service.

• ERROR_EVENT: When there is an error in other microservices that this service
needs to know, then it shall receive an event of this type.

Apart from receiving Kafka events, this microservice shall also have the following exposed
endpoints to accomplish the use cases described in Table 3.3.

• POST /accounts: Shall start a new account opening process with the essential infor-
mation about the primary account holder, such as personal details and identification
documents. This corresponds to US1.

• PUT /accounts/{accountNumber}: Shall specify the type of account being opened,
with details sent by the account manager. This corresponds to US7.

• PUT /accounts/{accountNumber}/card: Shall add a debit or credit card to the
account. This corresponds to US8.

• DELETE /accounts/{accountNumber}/card/{cardNumber}: Shall delete a spe-
cific card from an account if it exists. This corresponds to US9.

• PUT /accounts/{accountNumber}/netbanco: Shall enable or disable online bank-
ing services for the account. This corresponds to US10.

• PUT /accounts/{accountNumber}/moveNextPhase: Shall move the account to
a new phase if all requirements are met. This corresponds to US13.

Customer Service

The second microservice is the Customer Service, which shall handle all the operations
directly related to customers. It shall produce events for all the other topics in the system’s
architecture: “intervention-service-topic”, “document-service-topic”, “account-service-topic”
and “relation-service-topic”. Its Kafka Consumer must consume the specific following events
based on their key from its own topic called “customer-service-topic”.

• CREATE_ACCOUNT: This event shall validate and save the first holder data in its
own database when creating an account. This event is sent from the Account Service.
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• CARD_ACCOUNT: When this event is consumed, the service shall store information
that the customer requested a card.

• NETBANCO_ACCOUNT: This event must tell the service to store information that
the customer wants online banking

• DOCS_UPLOAD: This event shall be responsible for storing information that the
customer’s documents are valid. This type of event mug be sent by the Document
Service.

• ERROR_EVENT: When there is an error in the other microservices and this one
needs to know, then it shall receive an event of this type.

Finally, this service also must handle requests from external sources using exposed end-
points. Therefore, it must contain the following endpoints, according to the use cases related
to the customer in section 3.3.

• PUT /customers/{customerNumber}: This endpoint shall update customer infor-
mation with more detailed data. This corresponds to US6.

• PUT /intervention: Must create a new intervention to an existing customer or add a
new customer who must be an intervenient in the account. This endpoint shall be part
of this microservice because it must handle basic customer data sent on the request
body. This corresponds to US2.

• PUT /relation: This endpoint shall be created in this microservice as the same reason
as the previous one, but, in this case, must create a new relation to an existing
customer or add a new customer who must have a relation with another customer.
This corresponds to US4.

Intervention Service

The next microservice is the Intervention Service, responsible for handling operations re-
lated to customer interventions within accounts. This service must produce Kafka events
for the Account Service, Customer Service, and Document Service, which means produc-
ing to the topics “account-service-topic”, “customer-service-topic”, “document-service-topic”
respectively. The microservice must also have a Kafka Consumer for consuming the fol-
lowing events from the “intervention-service-topic” where are the events published by other
microservices in the system’s architecture:

• CREATE_ACCOUNT: This event shall be sent by the Customer Service and be
responsible for validating and storing the intervention related to the Account Opening
operation.

• ADD_INTERVENIENT: Similar to the previous event, this event must validate and
store the intervention for the Add intervention or Add intervenient operation. It must
be sent by Customer Service.

• ERROR_EVENT: It is an error event that occurs when there is an issue in other
microservices, which this service must need to be aware of.

The Intervention Service must handle only one HTTP request to delete an intervention,
as it follows:
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• DELETE /interventions/{interventionId}: This endpoint must delete an interven-
tion that a customer has within an account. If the customer only has this intervention,
which is to be deleted, an event must be sent to the Customer Service to remove the
customer from the account. This corresponds to US3 in table 3.3.

Relation Service

This microservice manages operations for adding and deleting relations between cus-
tomers. It must have a Kafka Producer for producing events to other topics available in
the system’s architecture, in this case, this microservice produces events for the “account-
service-topic”, “customer-service-topic”, “document-service-topic”. On the other hand, the
microservice must also have a Kafka Consumer to consume events from the topic “relation-
service-topic” and perform certain logic based on the event key:

• ADD_REL: Sent by the Customer Service, this event must validate and store the
relation between customers for the Add Relation operation.

This service must also handle HTTP requests however it only has one exposed endpoint,
similar to the Intervention Service, but in this case, it is to delete a relation:

• DELETE /relations/{relationId}: It shall delete a relation between customers. If
it is the only relation the customer has, and it is deleted, an event must be sent
to the Customer Service in order to remove the customer from the account. This
corresponds to US5 in table 3.3.

Document Service

The last microservice in the system’s architecture is the Document Service, which handles
the logic for uploading and deleting account and customer documents. This service shall
produce events for three different topics: “account-service-topic”, “customer-service-topic”,
“intervention-service-topic”. Apart from producing events, it must consume only the fol-
lowing type of event, published to its own topic “document-service-topic” by the Customer
Service, in order to accomplish the create account operation.

• CREATE_ACCOUNT: After the Customer Service validates the primary account
holder’s details, it sends this event to the Document Service, which then must validate
and store the customer’s document.

In addition to consuming and producing events, this microservice must also receive HTTP
requests related to uploading and deleting documents, either for the account or for cus-
tomers, depending on the request body:

• PUT /documents: It must validate and store the document for the account or the
customer. If a document type already exists, it must replace it with the new document.
This corresponds to US11 in table 3.3.

• DELETE /documents: Shall delete a document from the account or from the cus-
tomer. If the document is deleted, an event must be sent to the Account Service or
the Customer Service to inform them that the account or customer no longer has the
required documents. This corresponds to US12 in table 3.3.
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3.6 Data Model

The Data models usually are built around business needs and illustrate the types of data
used and stored within the system, the relationships between them, and its formats and
attributes [40]. Therefore, since the business has five different entities and the microservices
shall use the Database per Service pattern, the system will contain five different data models.

The Figure 3.5 represents the data model for the account service and its entities and
relationships. The identified entities and relationships are also described as follows:

• accounts: Represents the main entity of the service. It stores the information of the
account.

• cards: Represents the entity of the cards associated within the account.

• customers: Represents the relationship between the account and the customers.

Figure 3.5: Account Service Data Model
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The Figure 3.6 shows the data model for the customer service, including its entities and
their relationships, which are described below:

• customers: Represents the information about the customers, also it has the relation-
ship between the accounts, addresses, and contacts.

• addresses: Represents the entity of the addresses associated within the customer.

• contacts: Represents contacts of the customer.

Figure 3.6: Customer Service Data Model
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The Figure 3.7 represents the data model for the intervention service, with all the entities
and their relationships, and which details explained below:

• interventions: Represents the interventions of a customer in an account.

Figure 3.7: Intervention Service Data Model

Figure 3.8 displays the data model for the relation service, containing the entities and
relationships. These are explained below:

• relations: Represents the main entity of the relation service with the relations between
customers.

Figure 3.8: Relation Service Data Model
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The data model for the document service is illustrated in Figure 3.9, showing the entities
and their relationships, described as follows:

• documents: Represents the documents within the account or customer.

Figure 3.9: Document Service Data Model
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Chapter 4

Implementation

This chapter provides an overview of how the system operates and explains the imple-
mentation of the microservices, the API Gateway, and the Message Broker.

4.1 Microservices

The solution is based on an MCS architecture style as described in the previous chapters
of this document. To meet the requirements, use cases, architecture, and data model, it is
necessary to prepare the system before starting to write some code.

Firstly, Bitbucket repositories are created for each microservice and the library. The library,
is a Spring Boot application that contains common code to avoid duplication, and it can be
used by the microservices. The Figure 4.1 shows the repositories in the student’s Bitbucket
account.

Figure 4.1: Bitbucket Repositories

Since each Spring Boot application has its own repository, it is the time to create them,
using the Spring Initializr [41], a very useful tool that helps to create Spring applications.
As shown in Figure 4.2 this tool allows the selection of the Language, Spring Boot version,
project metadata, and Java version. Additionally, it provides the option to add Spring
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dependencies. In this case, four dependencies are imported: Spring Data MongoDB, Spring
for Apache Kafka, Lombok, and Spring Web.

Figure 4.2: Example of Spring Initializr

To organize and improve each application, their configurations are placed in a specific
properties file, as shown in Listing 4.1, using some environment variables to prevent exposure.

1 s e r v e r . p o r t=${SERVER_PORT}
2 s p r i n g . a p p l i c a t i o n . name=Account S e r v i c e
3 s p r i n g . da ta . mongodb . d a t aba s e=${DB_NAME}
4 s p r i n g . da ta . mongodb . u r i =mongodb+ s r v : //${DB_USER} : ${DB_PASSWORD} @c l u s t e r 0

. c r 3 7 u o l . mongodb . ne t /${DB_NAME}
5 s p r i n g . k a f k a . boo t s t r a p − s e r v e r s = l o c a l h o s t :29092
6 s p r i n g . k a f k a . p r o du c e r . v a l u e − s e r i a l i z e r =org . apache . k a f k a . common .

s e r i a l i z a t i o n . S t r i n g S e r i a l i z e r
7 s p r i n g . k a f k a . p r o du c e r . key − s e r i a l i z e r =org . apache . k a f k a . common .

s e r i a l i z a t i o n . S t r i n g S e r i a l i z e r
8 s p r i n g . k a f k a . p r o du c e r . cus tomer . t o p i c −name=customer − s e r v i c e − t o p i c
9 s p r i n g . k a f k a . consumer . t o p i c −name=account − s e r v i c e − t o p i c

10 s p r i n g . k a f k a . consumer . group − i d =account −consumer −group
11 jw t . s e c r e t . key=${JWT_SECRET_KEY}
12 bank . onboa r d i n g . c l i e n t . i d =${BANK_CLIENT_ID}

Listing 4.1: Account Service Configurations (Properties).

The applications are organised following a Multi-Module Project structure [42], which
involves having a project with multiple modules aggregated under a main POM file, typically
located in the project’s root directory.

The microservices are structured into three modules: boot, services, and web, as shown
in the following figure 4.3. The boot module has the Main method and essential Spring
Boot annotations to initialize the service with all necessary resources. This module also
includes the “application.properties” file with configurations and the Unit and Integrations
Tests, which will be discussed later in the Chapter 5. The services module contains the
“Kafka Consumer.java” class with the configuration to consume from a specific topic, and
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it also contains all the logic to handle various use cases, whether it comes from an HTTP
request or a Kafka event. Lastly, the web module exposes the endpoints which require
specific headers and response status, described in 4.2. The request body of each endpoint
is always validated using the Spring Validator annotations.

Figure 4.3: Microservices organised using Multi-module project

Similarly, the library also follows a Multi-module Project structure, however it is organised
into four modules: boot, persistence, utils, web, as illustrated in 4.4. The boot module con-
tains, components similar to those in the microservices. The persistence module includes
services with public methods to use the repository interfaces, which extends the "Mon-
goRepository.java" interface for performing database operations. This module also contains
the database models for each repository and enums used to validate database operations.
The utils module provides utility classes to be used by all microservices like "Kafka Pro-
ducer.java" class, "EventSerializer.java" class, and other helper methods. Finally, the web
module contains the Data Transfer Objects (DTO) used for the endpoint requests and han-
dles the implementation of authentication configurations, which will be discussed later in
this chapter.

Figure 4.4: Library organised using Multi-module project

Moreover, all the microservices in the system’s architecture are deployed into a Docker
Container using a “docker-compose.yml” file. Since the Docker Containers are designed to
be isolated, a custom network was created using the command “docker network create -d
onboardingbank”. This network configuration was specified in the “docker-compose.yml” file
to enable communication between the containers. Listing 4.2 provides an example of the
“docker-compose.yml” file used for the Account Service.
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1 s e r v i c e s :
2 account − s e r v i c e :
3 env i r onmen t :
4 BANK_CLIENT_ID : ${BANK_CLIENT_ID}
5 DB_USER: ${DB_USER}
6 DB_NAME: ${DB_NAME}
7 DB_PASSWORD: ${DB_PASSWORD}
8 JWT_SECRET_KEY: ${JWT_SECRET_KEY}
9 KAFKA_SERVER: ${KAFKA_SERVER}

10 b u i l d : .
11 p o r t s :
12 − "9001 −9050:8080"
13 d e p l o y :
14 r e p l i c a s : 2
15 ne two rk s :
16 − onboa rd i ngbank
17 ne two rk s :
18 onboa rd i ngbank :
19 e x t e r n a l : t r u e

Listing 4.2: Docker Compose File with network specification (YML).

4.2 API Gateway

An API Gateway is a fully managed service which sits between the frontend and the
backend, acting as a reverse proxy. It accepts HTTP calls, aggregates all the back-end ser-
vices needed to fulfil them, and returns the right response. Typically, API gateways handle
user authentication, rate limiting, and provide statistics for a system of API services [43].
However, for this academic project, the API gateway is only used for user authorization. To
implement an API Gateway for handling requests in this project, Nginx was chosen due to its
robust reverse proxy capabilities. The first step in this implementation was creating the “de-
fault.conf” file, as shown in listings 4.3 and 4.4, which contains the necessary configurations
to perform reverse proxy operations and route requests to the appropriate service.

1 upst ream a c c o u n t S e r v i c e {
2 s e r v e r account − s e r v i c e : 8 0 8 0 ;
3 }
4

5 upst ream cu s t ome r S e r v i c e {
6 s e r v e r customer − s e r v i c e : 8 0 8 0 ;
7 }
8

9 upst ream i n t e r v e n t i o n S e r v i c e {
10 s e r v e r i n t e r v e n t i o n − s e r v i c e : 8 0 8 0 ;
11 }
12

13 upst ream r e l a t i o n S e r v i c e {
14 s e r v e r r e l a t i o n − s e r v i c e : 8 0 8 0 ;
15 }
16

17 upst ream documen tSe r v i c e {
18 s e r v e r document− s e r v i c e : 8 0 8 0 ;
19 }

Listing 4.3: Configurations file for API Gateway (1).
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1 s e r v e r {
2 l i s t e n 80 ;
3 l i s t e n [ : : ] : 8 0 ;
4 server_name l o c a l h o s t ;
5

6 #acce s s_ log / v a r / l o g / ng i n x / ho s t . a c c e s s . l o g main ;
7

8 l o c a t i o n ~ ^/ account / ( [^/ ]+ ) /moveNextPhase {
9 proxy_pass h t t p : // a c c o u n t S e r v i c e / accoun t s /$1/moveNextPhase ;

10 }
11

12 l o c a t i o n / account {
13 proxy_pass h t t p : // a c c o u n t S e r v i c e / accoun t s ;
14 }
15

16 l o c a t i o n / cus tomer / i n t e r v e n t i o n {
17 proxy_pass h t t p : // c u s t ome r S e r v i c e / cu s tome r s / i n t e r v e n t i o n ;
18 }
19

20 l o c a t i o n / cus tomer / r e l a t i o n {
21 proxy_pass h t t p : // c u s t ome r S e r v i c e / cu s tome r s / r e l a t i o n ;
22 }
23

24 l o c a t i o n ~ ^/ customer / ( [^/ ]+ ) {
25 proxy_pass h t t p : // c u s t ome r S e r v i c e / cu s tome r s /$1 ;
26 }
27

28 l o c a t i o n / cus tomer {
29 proxy_pass h t t p : // c u s t ome r S e r v i c e / cu s tome r s ;
30 }
31

32 l o c a t i o n / i n t e r v e n t i o n {
33 proxy_pass h t t p : // i n t e r v e n t i o n S e r v i c e / i n t e r v e n t i o n s ;
34 }
35

36 l o c a t i o n / r e l a t i o n {
37 proxy_pass h t t p : // r e l a t i o n S e r v i c e / r e l a t i o n s ;
38 }
39

40 l o c a t i o n /document {
41 proxy_pass h t t p : // documen tSe r v i c e / documents ;
42 }
43

44 l o c a t i o n / {
45 r o o t / u s r / s h a r e / n g i n x / html ;
46 i n d e x i n d e x . html i n d e x . htm ;
47 }
48

49 #er ro r_page 404 /404 . html ;
50

51 # r e d i r e c t s e r v e r e r r o r pages to the s t a t i c page /50 x . html
52 #
53 e r ro r_page 500 502 503 504 /50 x . html ;
54 l o c a t i o n = /50 x . html {
55 r o o t / u s r / s h a r e / n g i n x / html ;
56 }

Listing 4.4: Configurations file for API Gateway (2).
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To make use of this configuration file, a “docker-compose.yml” file was created within the
commons library repository. This file defines a container using the Nginx image from Docker
Hub, importing the configuration file into the container, as shown in listing 4.8. With these
configurations, Nginx routes the HTTP requests to the appropriate service, sending the
request headers and body.

1 ap i g a t eway :
2 image : n g i n x
3 p o r t s :
4 − 80:80
5 vo lumes :
6 − ./ d e f a u l t −ap i −gateway . con f : / e t c / n g i n x / con f . d/ d e f a u l t . con f
7 ne two rk s :
8 − onboa rd i ngbank

Listing 4.5: Docker Compose File for API Gateway container (YML).

When the service receives a request, then verifies if it contains a valid JWT Token and a
custom header called “X-Onboarding-Client-Id”, which is a UUID key, designed to enhance
the security of each request. The implementation of this is described on the following
section.
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4.3 Authentication

To implement the authentication, a configuration class was created to manipulate the
“SecurityFilterChain” from Spring Security by adding a filter before authorizing any request.
This class, detailed in listing 4.6, includes methods for generating a valid JWT token for
testing purposes and public methods used by the “JWTFilter.java” class filter, which is
described further. These JWT tokens are essential for ensuring user authentication, like
account managers, can access the exposed endpoints in each microservice.

1 @Con f i g u r a t i o n
2 @Enab l eWebSecur i t y
3 @ S l f 4 j
4 @Requ i r e dA r g sCon s t r u c t o r
5 p u b l i c c l a s s S e c u r i t y C o n f i g {
6

7 @Value ( "${ jw t . s e c r e t . key }" )
8 p r i v a t e S t r i n g s e c r e tKe y ;
9

10 p r i v a t e s t a t i c f i n a l S t r i n g ONBOARDING_USER_NAME = " onboa rd i ng −use r −
admin " ;

11

12 @Bean
13 p u b l i c S e c u r i t y F i l t e r C h a i n s e c u r i t y F i l t e r C h a i n ( H t t p S e c u r i t y

h t t p S e c u r i t y ) th rows Ex c ep t i o n {
14 J w t F i l t e r j w t F i l t e r = new J w t F i l t e r ( t h i s ) ;
15 r e t u r n h t t p S e c u r i t y . c s r f ( A b s t r a c tH t t pCo n f i g u r e r : : d i s a b l e )
16 . a u t h o r i z eH t t pR e q u e s t s ( auth −> auth
17 . anyReques t ( ) . a u t h e n t i c a t e d ( ) )
18 . s e s s ionManagement ( s e s s i o n −> s e s s i o n .

s e s s i o n C r e a t i o n P o l i c y ( S e s s i o n C r e a t i o n P o l i c y . STATELESS) )
19 . a d d F i l t e r B e f o r e ( j w t F i l t e r ,

U s e r n amePa s swo r dAu t h e n t i c a t i o n F i l t e r . c l a s s )
20 . b u i l d ( ) ;
21 }
22

23 @PostCons t ruc t
24 p u b l i c S t r i n g generateJWToken ( ) {
25

26 Map<S t r i n g , Object > c l a im s = new HashMap<>() ;
27

28 S t r i n g j w t s = Jwts . b u i l d e r ( )
29 . c l a im s ( c l a im s )
30 . s u b j e c t (ONBOARDING_USER_NAME)
31 . i s s u e dA t ( new Date ( System . c u r r e n t T i m e M i l l i s ( ) ) )
32 . e x p i r a t i o n ( new Date ( System . c u r r e n t T i m e M i l l i s ( ) + 1000∗

60∗ 3) )
33 . s i g nW i t h ( getKey ( ) ) . compact ( ) ;
34

35 l o g . i n f o ( "Token g en e r a t e d : {}" , j w t s ) ;
36

37 r e t u r n j w t s ;
38 }
39

40 p u b l i c S t r i n g getUsername ( S t r i n g token ) { r e t u r n e x t r a c t C l a im ( token ,
C l a ims : : g e t S u b j e c t ) ; }

Listing 4.6: SecurityConfig class (Java).
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The “JWTFilter.java” class, shown in listings 4.7, extracts the token from the Authoriza-
tion header, removing the “Bearer " prefix. It then checks if the username is valid and if the
token has not expired. If these conditions are met, the Authentication is set in Spring’s “Se-
curityContext”, allowing the request to proceed. Otherwise, a 403 Forbidden HTTP status
is returned.

1 @Component
2 @Requ i r e dA r g sCon s t r u c t o r
3 p u b l i c c l a s s J w t F i l t e r e x t e n d s Onc ePe rR equ e s t F i l t e r {
4

5 p r i v a t e f i n a l S e c u r i t y C o n f i g s e c u r i t y C o n f i g ;
6

7 @Ove r r i d e
8 p r o t e c t e d v o i d d o F i l t e r I n t e r n a l ( H t t pS e r v l e tR e q u e s t r e qu e s t ,

H t t pS e r v l e tR e s p o n s e r e spon s e , F i l t e r C h a i n f i l t e r C h a i n ) th rows
S e r v l e t E x c e p t i o n , IOExcep t i on {

9 S t r i n g authHeade r = r e q u e s t . ge tHeade r ( Ht tpHeade r s . AUTHORIZATION)
;

10 S t r i n g token = n u l l ;
11 S t r i n g userName = n u l l ;
12

13 i f ( authHeade r != n u l l && authHeade r . s t a r t sW i t h ( " Bea r e r " ) ) {
14 token = authHeade r . s u b s t r i n g (7 ) ;
15 userName = s e c u r i t y C o n f i g . getUsername ( token ) ;
16 }
17

18 i f ( userName != n u l l && S e c u r i t y C o n t e x tH o l d e r . g e tCon t e x t ( ) .
g e t A u t h e n t i c a t i o n ( ) == n u l l && s e c u r i t y C o n f i g . v a l i d a t eTo k e n ( token ,
userName ) ) {

19

20 L i s t <G r an t e dAu tho r i t y > a u t h o r i t i e s = new A r r a y L i s t <>() ;
21 a u t h o r i t i e s . add ( new S imp l eG r a n t e dAu t h o r i t y ( "ROLE_USER_ADMIN"

) ) ;
22

23 Use rnamePas swordAuthen t i ca t i onToken a u t h e n t i c a t i o nTo k e n =
new Use rnamePas swo rdAuthen t i ca t i onToken ( userName , n u l l , a u t h o r i t i e s ) ;

24 a u t h e n t i c a t i o nTo k e n . s e t D e t a i l s ( new
WebAu t h e n t i c a t i o nDe t a i l s S o u r c e ( ) . b u i l d D e t a i l s ( r e q u e s t ) ) ;

25 S e c u r i t y C o n t e x tH o l d e r . g e tCon t e x t ( ) . s e t A u t h e n t i c a t i o n (
a u t h e n t i c a t i o nTo k e n ) ;

26 }
27

28 f i l t e r C h a i n . d o F i l t e r ( r e qu e s t , r e s p o n s e ) ;
29 }
30 }

Listing 4.7: JwtFilter class (Java).

This task was particularly challenging as the student had no prior experience on developing
such security configurations using the Spring Boot framework, which required significant re-
search and learning to ensure that the security of HTTP requests was robustly implemented.
However, the student have passes successfully the implementation of this mechanism.
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4.4 Message Broker

To enable communication between microservices, a message broker is required. In this
case, Apache Kafka [33] was selected. This choice was made because the student is familiar
with Kafka, and it offers several advantages for this project. Kafka is capable of processing
data multiple times based on a retention period, and it supports real-time event handling,
which is crucial for microservices to update their own databases. This makes Kafka a more
suitable option compared to RabbitMQ [44], another message broker that the student is
familiar with.

To implement this setup, a Docker Compose file was used, as shown in Listing 4.8.
This file, provided by Tapan Avasthi in [45], contains the configuration needed to start
Docker containers for ZooKeeper and Kafka in a local environment. In this setup, Kafka
uses ZooKeeper to store and manage cluster metadata, which includes topic information,
partition details, and consumer group information.

1 v e r s i o n : ’ 2 ’
2 s e r v i c e s :
3 zookeepe r :
4 image : c o n f l u e n t i n c /cp−zookeepe r : 7 . 4 . 4
5 env i r onmen t :
6 ZOOKEEPER_CLIENT_PORT: 2181
7 ZOOKEEPER_TICK_TIME: 2000
8 p o r t s :
9 − 22181:2181

10 ne two rk s :
11 − onboa rd i ngbank
12 ka f k a :
13 image : c o n f l u e n t i n c /cp−ka f k a : 7 . 4 . 4
14 depends_on :
15 − zookeepe r
16 p o r t s :
17 − 29092:29092
18 ne two rk s :
19 − onboa rd i ngbank
20 env i r onmen t :
21 KAFKA_BROKER_ID: 1
22 KAFKA_ZOOKEEPER_CONNECT: zookeepe r :2181
23 KAFKA_ADVERTISED_LISTENERS : PLAINTEXT : // ka f k a : 9092 ,PLAINTEXT_HOST

:// l o c a l h o s t :29092
24 KAFKA_LISTENER_SECURITY_PROTOCOL_MAP: PLAINTEXT : PLAINTEXT ,

PLAINTEXT_HOST: PLAINTEXT
25 KAFKA_INTER_BROKER_LISTENER_NAME: PLAINTEXT
26 KAFKA_OFFSETS_TOPIC_REPLICATION_FACTOR: 1

Listing 4.8: Docker Compose File for ZooKeeper and Kafka (YML).

To start these containers, the command “docker-compose up -d” is used in the command
line. The Docker Desktop application then shows running containers for both Kafka and
ZooKeeper, as seen in Figure 4.5.
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Figure 4.5: Docker Container with ZooKeeper and Kafka

With ZooKeeper and Kafka running, the next step is to add configurations to the applica-
tion.properties file in each service and create the Kafka Consumers and Kafka Producers for
the services that will use Kafka. The necessary configurations, shown in Listing 4.9, enable
the services to send events for specific topics and consume events from its own topic in a
Kafka Cluster running on a specific port.

1 s p r i n g . k a f k a . boo t s t r a p − s e r v e r s = l o c a l h o s t :29092
2 s p r i n g . k a f k a . p r o du c e r . v a l u e − s e r i a l i z e r =org . apache . k a f k a . common .

s e r i a l i z a t i o n . S t r i n g S e r i a l i z e r
3 s p r i n g . k a f k a . p r o du c e r . key − s e r i a l i z e r =org . apache . k a f k a . common .

s e r i a l i z a t i o n . S t r i n g S e r i a l i z e r
4 s p r i n g . k a f k a . p r o du c e r . cus tomer . t o p i c −name=customer − s e r v i c e − t o p i c
5 s p r i n g . k a f k a . consumer . t o p i c −name=account − s e r v i c e − t o p i c
6 s p r i n g . k a f k a . consumer . group − i d =account −consumer −group

Listing 4.9: Kafka Configs (Properties).

Additionally, the Kafka Producer was developed inside the commons library, as it will
be used by all services. This Java class, shown in Figure 4.10, includes a public method
responsible for serializing an event as a String and sending it to a specific topic, as specified
by a parameter. This is done using the Kafka Template provided by the "Spring for Apache
Kafka" dependency, as mentioned in Figure 4.2.

1 p u b l i c c l a s s Ka fkaProduce r {
2

3 p r i v a t e f i n a l E v e n t S e D e s e r i a l i z e r e v e n t S e D e s e r i a l i z e r ;
4

5 p r i v a t e f i n a l KafkaTemplate <S t r i n g , S t r i n g > ka fkaTemp la te ;
6

7 p u b l i c v o i d sendEvent ( S t r i n g topicName , Operat ionType ope ra t i onType ,
Ob jec t s e n d i n gEv en t ) {

8 S t r i n g o p e r a t i o nT y p e S t r i n g = "" ;
9 i f ( o p e r a t i o nType != n u l l ) o p e r a t i o nT y p e S t r i n g = ope r a t i o nType .

name ( ) ;
10 S t r i n g e v e n t S e r i a l i z e d = e v e n t S e D e s e r i a l i z e r . s e r i a l i z e (

s e nd i n gEv en t ) ;
11 l o g . i n f o ( " Sent message to {} f o r o p e r a t i o n t ype {} w i t h e v en t {}

" , topicName , o p e r a t i o nTyp eS t r i n g , e v e n t S e r i a l i z e d ) ;
12

13 ka fkaTemp la te . send ( topicName , o p e r a t i o nTyp eS t r i n g ,
e v e n t S e r i a l i z e d ) ;

14 }
15 }

Listing 4.10: Kafka Producer (Java).
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Finally, a Kafka Consumer must be developed for each service. Figure 4.11 shows the
Kafka Consumer Java class for the Account Service as an example. This class consumes
events from a specific topic, “account-service-topic”, using a consumer group, “account-
consumer-group”. It then performs specific logic based on the key provided by the producer
in the event.

1 @Se r v i c e
2 @Requ i r e dA r g sCon s t r u c t o r
3 @ S l f 4 j
4 p u b l i c c l a s s KafkaConsumer {
5

6 p r i v a t e f i n a l E v e n t S e D e s e r i a l i z e r e v e n t S e D e s e r i a l i z e r ;
7 p r i v a t e f i n a l A c c oun tS e r v i c e a c c o u n t S e r v i c e ;
8 p r i v a t e f i n a l Cus tomerRe fRepoSe r v i c e cu s t ome rRe fRepoSe r v i c e ;
9

10 @Ka f k aL i s t e n e r ( t o p i c s = "${ s p r i n g . k a f k a . consumer . t o p i c −name}" ,
g r o up I d = "${ s p r i n g . k a f k a . consumer . group − i d }" )

11 p u b l i c v o i d consumeEvent ( ConsumerRecord e v en t ) {
12 S t r i n g e v e n tVa l u e = ev en t . v a l u e ( ) . t o S t r i n g ( ) ;
13 sw i t c h ( e v en t . key ( ) . t o S t r i n g ( ) ) {
14 ca s e "UPDATE_CUSTOMER_REF" −> {
15 CustomerRefDTO customerRefDTO = ( CustomerRefDTO )

e v e n t S e D e s e r i a l i z e r . d e s e r i a l i z e ( e ven tVa l ue , CustomerRefDTO . c l a s s ) ;
16 l o g . i n f o ( " Event r e c e i v e d to update Customer Ref w i t h

number {}" , customerRefDTO . getCustomerNumber ( ) ) ;
17 CustomerRef cus tomerRe f = cu s t ome rRe fRepoSe r v i c e .

f indCustomerRefByCustomerNumber ( customerRefDTO . getCustomerNumber ( ) ) ;
18 cus tomerRe f . s e t V a l i d ( customerRefDTO . g e t I s V a l i d ( ) ) ;
19 cus tomerRe f . s e tAccoun t s ( customerRefDTO . ge tAccoun t s ( ) ) ;
20 cu s t ome rRe fRepoSe r v i c e . saveCustomerRefDB ( cus tomerRe f ) ;
21 }
22 ca s e "DOCS_UPLOAD" −> {
23 DocUploadEvent docUp loadEvent = ( DocUploadEvent )

e v e n t S e D e s e r i a l i z e r . d e s e r i a l i z e ( e ven tVa l ue , DocUploadEvent . c l a s s ) ;
24 l o g . i n f o ( " Event r e c e i v e d to v a l i d a t e account docs w i t h

number {}" , docUp loadEvent . getAccountNumber ( ) ) ;
25 a c c o u n t S e r v i c e . upda t eDoc sVa l i dO rNo tVa l i d ( docUp loadEvent )

;
26 }
27 d e f a u l t −> {
28 E r r o rE v e n t e r r o r E v e n t = ( E r r o rE v e n t ) e v e n t S e D e s e r i a l i z e r

. d e s e r i a l i z e ( e ven tVa l ue , E r r o rE v e n t . c l a s s ) ;
29 l o g . i n f o ( " E r r o r e v en t {} r e c e i v e d f o r account number {}"

, e r r o rE v e n t , Op t i o n a l . o f N u l l a b l e ( e r r o r E v e n t . getAccountRefDTO ( ) ) . map(
AccountRefDTO : : getAccountNumber ) . o r E l s e ( "" ) ) ;

30 a c c o u n t S e r v i c e . h a n d l e E r r o r E v e n t ( e r r o r E v e n t ) ;
31 }
32 }
33 }

Listing 4.11: Kafka Consumer (Java).
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Chapter 5

Experiment and Evaluation

Unfortunately, due to confidentiality constraints, it is not possible to compare the results
of this solution with those of the real application, however to demonstrate that the objectives
outlined in Section 1.3 can be achieved with the proposed solution, a series of experiments
will be conducted. Therefore, this chapter provides a detailed description of that experiments
conducted and their subsequent evaluation. It is divided into two sections: the Application
Tests which describes the unit and integration tests of the application in order to validate
what was implemented and the results of the tests; the Performance and Load Testing
section which outlines the approach used for assess performance, loading and scalability,
and provides the results of each test.

However, experiments for maintainability and ease of deployment will not be performed.
Maintainability can be supported through the use of the commons library, as described in
Chapter 4, which contains reusable code accessible to all microservices if needed. The ease of
deployment can be supported by the state of the art, present in Chapter 2, which highlights
that one of the benefits of MSA is that the microservices are isolated and independent,
allowing for independent deployment.

5.1 Application Tests

The final section of this chapter focuses on the implementation of unit and integration
tests, which are crucial in the software development lifecycle. Tests help to evaluate and
improve the quality by mitigating the risks, providing confidence, increasing user satisfaction,
and enhancing overall software quality. [46].

The testing strategy for the microservices in the system’s architecture is based on the
Test Pyramid, a model that visually represents the recommended number of tests at different
levels of granularity [47], as shown in Figure 5.1. However, it is important to note that UI
tests are not implemented in this thesis.
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Figure 5.1: Test Pyramid [47]

5.1.1 Unit Tests

Unit tests are vital for testing small parts of an application individually and independently.
In this architecture, each microservice includes Unit tests at various layers such as the
Repository Layer, Service Layer and Controller Layer. Additionally, to implement these unit
tests, the approach involves mocking operations using Mockito [48] as the mocking tool,
and JUnit [49] for creating and validating the tests.

Repository Layer

Since the repositories and the entity classes are located in the commons library within
the persistence module, the unit tests for the repository layer are also housed in the com-
mons library. The main objective of these tests is to validate the repositories used by the
application. As illustrated in Figure 5.2, each repository has its dedicated Java class for unit
tests.

Figure 5.2: Repositories Unit Tests
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The Listing 5.1 provides an example of the Java class for the Account Repository Unit
Tests Java class, illustrating how the repository unit tests are implemented. This class
includes several important Spring Boot annotations:

• @SpringBootTest: Used to create the Application Context necessary for running the
tests.

• @Autowired: Allows the injection of beans into Spring’s Application Context, making
use of the dependency injection.

• @BeforeEach: Executes the code inside the method before each test runs. In this
case, it deletes all entries in the Account Repository to ensure each test operates
independently.

• @Test: This annotation refers that the method corresponds to a new test.

1 @Spr ingBootTest ( c l a s s e s = A p p l i c a t i o n . c l a s s )
2 c l a s s A c c oun tRepo s i t o r yUn i tTe s t s {
3

4 @Autowi red
5 p r i v a t e Accoun tRepo s i t o r y a c c o u n tR e p o s i t o r y ;
6

7 @BeforeEach
8 p u b l i c v o i d c l e a nDa t aba s e ( ) {
9 a c c o u n tR e p o s i t o r y . d e l e t e A l l ( ) ;

10 }
11

12 @Test
13 v o i d saveAccountTes t ( ) {
14

15 //ARRANGE
16 Account account = bu i l dA c c o u n t ( ) ;
17

18 //ACT
19 Account accountSaved = a c c o u n tR e p o s i t o r y . s a v e ( account ) ;
20

21 //ASSERT
22 A s s e r t i o n s . a s s e r tTha t ( accountSaved ) . i s N o t N u l l ( ) ;
23 A s s e r t i o n s . a s s e r tTha t ( accountSaved . g e t I d ( ) ) . i sNotEmpty ( ) ;
24 A s s e r t i o n s . a s s e r tTha t ( accountSaved ) . i sEqua lTo ( account ) ;
25 }
26

27 @Test
28 v o i d f indAccountByNumberTest ( ) {
29 Account account = bu i l dA c c o u n t ( ) ;
30 a c c o u n tR e p o s i t o r y . s a v e ( account ) ;
31 Account accoun tSea r ched = a c c o u n tR e p o s i t o r y . f indByNumber ( account .

getNumber ( ) ) ;
32

33 A s s e r t i o n s . a s s e r tTha t ( a ccoun tSea r ched ) . i s N o t N u l l ( ) ;
34 A s s e r t i o n s . a s s e r tTha t ( a ccoun tSea r ched . g e t I d ( ) ) . i sNotEmpty ( ) ;
35 A s s e r t i o n s . a s s e r tTha t ( a ccoun tSea r ched . getNumber ( ) ) . i sEqua lTo ( account

. getNumber ( ) ) ;
36 }

Listing 5.1: AccountRepository Unit Tests (Java).
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To validate the tests, the Assertions class is employed. If all assertions match the expected
result, the test is marked as passed, as demonstrated in Figure 5.3. This process ensures
that the repositories function as intended and that the unit tests are reliable indicators of
the system’s stability.

Figure 5.3: Account Repository Tests Passed

Service Layer

Unit Tests for the Service Layer involve testing all the methods within components that
are annotated with the @Service annotation in Spring. These tests are implemented in the
boot module of each microservice since this module has access to all other modules inside
within the project. In addition to the Spring annotations mentioned earlier, the following
annotations are also used:

• @ExtendWith: According to JUnit documentation [50], this repeatable annotation is
used to register extensions for the annotated test class, test interface, test method,
parameter, or field.

• @Mock: This annotation is used to create and inject mocked instances, such as the
“AccountService” interface in this case.

In the Service Layer unit tests, the “AccountService” interface, which contains the business
logic methods to be tested, is mocked using the Mockito tool. The “when” method from
Mockito is used to simulate the actual behaviour of the “AccountService” interface, while
the “assertEquals” from JUnit is used to verify that the expected result matches the actual
result produced by the business logic method.

Listing 5.2 provide examples of the unit tests implemented for the “AccountService” in-
terface, demonstrating how each method is validated.
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1 @Spr ingBootTest ( c l a s s e s = A p p l i c a t i o n . c l a s s )
2 @ExtendWith ({ S p r i n gE x t e n s i o n . c l a s s })
3 c l a s s A c c o u n t S e r v i c eUn i tT e s t s {
4

5 @Mock
6 p r i v a t e Ac coun tS e r v i c e a c c o u n t S e r v i c e ;
7

8 p r i v a t e AccountDTO accountDTO ;
9 p r i v a t e S t r i n g accountNumber ;

10

11 @BeforeEach
12 p u b l i c v o i d setUp ( ) {
13 Account account = bu i l dA c c o u n t ( ) ;
14 accountDTO = AccountMapper . INSTANCE . toAccountDTO ( account ) ;
15 accountNumber = account . getNumber ( ) ;
16 }
17

18 @Test
19 v o i d c r e a t eAccoun tTe s t ( ) th rows Ex c ep t i o n {
20 CreateAccountRequestDTO createAccountRequestDTO =

bu i ldCreateAccountRequestDTO ( ) ;
21

22 when ( a c c o u n t S e r v i c e . c r e a t eAccoun t ( createAccountRequestDTO ) ) .
t h enRe tu rn ( accountDTO ) ;

23

24 a s s e r t E q u a l s ( " M r i o F e r r e i r a Neves " , a c c o u n t S e r v i c e .
c r e a t eAccoun t ( createAccountRequestDTO ) . getAccountManager ( ) ) ;

25 a s s e r t E q u a l s ( "EUR" , a c c o u n t S e r v i c e . c r e a t eAccoun t (
createAccountRequestDTO ) . ge tCu r r encyCode ( ) ) ;

26 a s s e r t E q u a l s ( "PT50 0000 2927 8040 8012 4082 5" , a c c o u n t S e r v i c e .
c r e a t eAccoun t ( createAccountRequestDTO ) . g e t I b a n ( ) ) ;

27 a s s e r t E q u a l s ( " 8040801240825" , a c c o u n t S e r v i c e . c r e a t eAccoun t (
createAccountRequestDTO ) . getNumber ( ) ) ;

28 a s s e r t E q u a l s ( AccountPhase . INTYPE . g e tVa l u e ( ) , a c c o u n t S e r v i c e .
c r e a t eAccoun t ( createAccountRequestDTO ) . getPhase ( ) ) ;

29 a s s e r t E q u a l s ( AccountType .ORDEM. name ( ) , a c c o u n t S e r v i c e .
c r e a t eAccoun t ( createAccountRequestDTO ) . getType ( ) ) ;

30 }
31

32 @Test
33 v o i d patchAccountTypeTest ( ) th rows Ex c ep t i o n {
34 AccountTypeRequestDTO accountTypeRequestDTO =

bui ldAccountTypeRequestDTO ( ) ;
35

36 when ( a c c o u n t S e r v i c e . patchAccountType ( accountNumber ,
accountTypeRequestDTO ) ) . t henRe tu rn ( accountDTO ) ;

37

38 a s s e r t E q u a l s ( " M r i o F e r r e i r a Neves " , a c c o u n t S e r v i c e .
patchAccountType ( accountNumber , accountTypeRequestDTO ) .
getAccountManager ( ) ) ;

39 a s s e r t E q u a l s ( "EUR" , a c c o u n t S e r v i c e . patchAccountType (
accountNumber , accountTypeRequestDTO ) . ge tCu r r encyCode ( ) ) ;

40 a s s e r t E q u a l s ( "PT50 0000 2927 8040 8012 4082 5" , a c c o u n t S e r v i c e .
patchAccountType ( accountNumber , accountTypeRequestDTO ) . g e t I b a n ( ) ) ;

41 a s s e r t E q u a l s ( " 8040801240825" , a c c o u n t S e r v i c e . patchAccountType (
accountNumber , accountTypeRequestDTO ) . getNumber ( ) ) ;

42 a s s e r t E q u a l s ( AccountPhase . INTYPE . g e tVa l u e ( ) , a c c o u n t S e r v i c e .
patchAccountType ( accountNumber , accountTypeRequestDTO ) . getPhase ( ) ) ;

43 a s s e r t E q u a l s ( AccountType .ORDEM. name ( ) , a c c o u n t S e r v i c e .
patchAccountType ( accountNumber , accountTypeRequestDTO ) . getType ( ) ) ;

44 }

Listing 5.2: AccountService Unit Tests (Java).
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After running the Unit Tests for “AccountService”, all the tests passed successfully, as
shown in Figure 5.4.

Figure 5.4: Account Service Tests Passed

Controller Layer

The Controller Layer unit tests focus on testing the controllers, which typically expose
endpoints and are annotated with the @RestController. This layer, introduces a few new
annotations:

• @WebMvcTest: This annotation disables full auto-configuration and applies only
relevant configurations for MVC tests.

• @Import: This annotation is used to import a configuration class, such as “Securi-
tyConfig.class”, which handles JWT Tokens and the “X-Onboarding-Client-Id” HTTP
Header required for each endpoint.

• @MockBeans: This annotation can be used to mock multiple beans by providing a
list of @MockBean.

• @MockBean: This annotation adds mock objects to the Spring application context
to perform their operations.

• @Value: This annotation is typically used to inject external properties, such as those
from an “application.properties” file.

In the Controller Layer unit tests, the Mockito when clause is again used, similar to the
Service Layer. Additionally, the MockMvc framework is employed to perform actual HTTP
calls. The “perform()” method from MockMvc is used to simulate an HTTP request, and
the “andExpect()” method verifies that the result matches the expected outcome. Listings
5.3 and 5.4 shows examples of the tests developed for the AccountController.
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1 @ExtendWith ( S p r i n gE x t e n s i o n . c l a s s )
2 @WebMvcTest ( A c c o u n tC o n t r o l l e r . c l a s s )
3 @Import ( S e c u r i t y C o n f i g . c l a s s )
4 @MockBeans ({
5 @MockBean ( Onb o a r d i n gU t i l s . c l a s s ) ,
6 @MockBean ( Accoun tRepoSe r v i c e . c l a s s ) ,
7 @MockBean ( Ca rdRepoSe r v i c e . c l a s s ) ,
8 @MockBean ( Cus tomerRe fRepoSe r v i c e . c l a s s ) ,
9 @MockBean ( Cu s tome rRe fRepo s i t o r y . c l a s s ) ,

10 @MockBean ( Cu s tome rRepo s i t o r y . c l a s s ) ,
11 @MockBean ( Accoun tRepo s i t o r y . c l a s s ) ,
12 @MockBean ( Ca r dRepo s i t o r y . c l a s s ) ,
13 @MockBean ( DocumentRepos i to ry . c l a s s ) ,
14 @MockBean ( I n t e r v e n t i o n R e p o s i t o r y . c l a s s ) ,
15 @MockBean ( R e l a t i o n R e p o s i t o r y . c l a s s ) ,
16 @MockBean ( Con t a c tR epo s i t o r y . c l a s s ) ,
17 @MockBean ( Add r e s sR e p o s i t o r y . c l a s s )
18 })
19 c l a s s A c c o u n tC o n t r o l l e r U n i tT e s t s {
20

21 @Autowi red
22 p r i v a t e MockMvc mockMvc ;
23

24 @Autowi red
25 p r i v a t e S e c u r i t y C o n f i g s e c u r i t y C o n f i g ;
26

27 @MockBean
28 p r i v a t e Ac coun tS e r v i c e a c c o u n t S e r v i c e ;
29

30 @Value ( "${bank . onboa r d i n g . c l i e n t . i d }" )
31 p r i v a t e S t r i n g c l i e n t I d ;
32

33 p r i v a t e AccountDTO accountDTO ;
34 p r i v a t e S t r i n g accountNumber ;
35 p r i v a t e S t r i n g token ;
36

37 p r i v a t e f i n a l ObjectMapper ob j ec tMappe r = new ObjectMapper ( ) ;
38

39 @BeforeEach
40 p u b l i c v o i d setUp ( ) {
41 token = s e c u r i t y C o n f i g . generateJWToken ( ) ;
42 ob j ec tMappe r . r e g i s t e r M o d u l e ( new JavaTimeModule ( ) ) ;
43

44 Account account = bu i l dA c c o u n t ( ) ;
45 accountDTO = AccountMapper . INSTANCE . toAccountDTO ( account ) ;
46 accountNumber = account . getNumber ( ) ;
47 }

Listing 5.3: AccountController Unit Tests (1) (Java).
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1 @Test
2 v o i d c r e a t eAccoun tTe s t ( ) th rows Ex c ep t i o n {
3 CreateAccountRequestDTO createAccountRequestDTO =

bu i ldCreateAccountRequestDTO ( ) ;
4

5 when ( a c c o u n t S e r v i c e . c r e a t eAccoun t ( createAccountRequestDTO ) ) .
t h enRe tu rn ( accountDTO ) ;

6 mockMvc . pe r f o rm ( po s t ( "/ accoun t s " )
7 . h e ade r ( " A u t h o r i z a t i o n " , " Bea r e r " + token )
8 . h e ade r ( "X−Onboard ing −C l i e n t − I d " , c l i e n t I d )
9 . c on t e n t ( ob j e c tMappe r . w r i t e V a l u e A s S t r i n g (

createAccountRequestDTO ) )
10 . contentType ( MediaType .APPLICATION_JSON_VALUE) )
11 . andDo ( p r i n t ( ) )
12 . andExpect ( s t a t u s ( ) . i s C r e a t e d ( ) )
13 . andExpect ( con t en t ( ) . contentType ( MediaType .

APPLICATION_JSON_VALUE) )
14 . andExpect ( j s onPa th ( "$ . accountManager " ) . v a l u e ( accountDTO

. getAccountManager ( ) ) )
15 . andExpect ( j s onPa th ( "$ . cu r r encyCode " ) . v a l u e ( accountDTO .

ge tCu r r encyCode ( ) ) )
16 . andExpect ( j s onPa th ( "$ . i b a n " ) . v a l u e ( accountDTO . g e t I b a n ( )

) )
17 . andExpect ( j s onPa th ( "$ . number" ) . v a l u e ( accountNumber ) )
18 . andExpect ( j s onPa th ( "$ . o n l i n e B a n k i n g I n d i c a t o r " ) . v a l u e (

accountDTO . g e t O n l i n e B a n k i n g I n d i c a t o r ( ) ) )
19 . andExpect ( j s onPa th ( "$ . phase " ) . v a l u e ( accountDTO . getPhase

( ) ) )
20 . andExpect ( j s onPa th ( "$ . t ype " ) . v a l u e ( accountDTO . getType ( )

) ) ;
21 }
22

23 @Test
24 v o i d patchAccountTypeTest ( ) th rows Ex c ep t i o n {
25 AccountTypeRequestDTO accountTypeRequestDTO =

bui ldAccountTypeRequestDTO ( ) ;
26

27 when ( a c c o u n t S e r v i c e . patchAccountType ( accountNumber ,
accountTypeRequestDTO ) ) . t henRe tu rn ( accountDTO ) ;

28 mockMvc . pe r f o rm ( put ( "/ ac coun t s /"+ accountNumber )
29 . h e ade r ( " A u t h o r i z a t i o n " , " Bea r e r " + token )
30 . h e ade r ( "X−Onboard ing −C l i e n t − I d " , c l i e n t I d )
31 . c on t e n t ( ob j e c tMappe r . w r i t e V a l u e A s S t r i n g (

accountTypeRequestDTO ) )
32 . contentType ( MediaType .APPLICATION_JSON_VALUE) )
33 . andDo ( p r i n t ( ) )
34 . andExpect ( s t a t u s ( ) . i sOk ( ) )
35 . andExpect ( con t en t ( ) . contentType ( MediaType .

APPLICATION_JSON_VALUE) )
36 . andExpect ( j s onPa th ( "$ . accountManager " ) . v a l u e ( accountDTO

. getAccountManager ( ) ) )
37 . andExpect ( j s onPa th ( "$ . cu r r encyCode " ) . v a l u e ( accountDTO .

ge tCu r r encyCode ( ) ) )
38 . andExpect ( j s onPa th ( "$ . i b a n " ) . v a l u e ( accountDTO . g e t I b a n ( )

) )
39 . andExpect ( j s onPa th ( "$ . number" ) . v a l u e ( accountNumber ) )
40 . andExpect ( j s onPa th ( "$ . o n l i n e B a n k i n g I n d i c a t o r " ) . v a l u e (

accountDTO . g e t O n l i n e B a n k i n g I n d i c a t o r ( ) ) )
41 . andExpect ( j s onPa th ( "$ . phase " ) . v a l u e ( accountDTO . getPhase

( ) ) )
42 . andExpect ( j s onPa th ( "$ . t ype " ) . v a l u e ( accountDTO . getType ( )

) ) ;
43 }

Listing 5.4: AccountController Unit Tests (2) (Java).
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As illustrated in Figure 5.5, the unit tests for the “AccountController” have passed suc-
cessfully, ensuring that the controller are functioning correctly and handling requests as
expected.

Figure 5.5: Account Controller Tests Passed

5.1.2 Integration Tests

Integration tests combine units, modules, or components to ensure they work together
as expected. These tests involve performing real operations to verify that all the layers
(Repository, Service, and Controller) are functioning correctly in conjunction. Several new
annotations are introduced to facilitate these tests:

• @SpringBootTest: This annotation, previously used in unit tests, is now configured
to run the web environment on a random port of integration testing.

• @LocalServerPort: This annotation binds the port to the API URL, allowing the tests
to interact with the application running on this port.

• @AfterEach: This annotation ensures that the method annotated with it is executed
after each test.

Since integration tests involve real operations, components like “AccountRepository”, “Ac-
countService”, and “AccountController” must be injected using “@Autowired” annotation in-
stead of “@Mock” or “@MockBean”. This approach ensures that the tests interact with the
actual components rather than mocked instances.

To test the “AccountController”, the “TestRestTemplate” class is used to perform HTTP
requests against the exposed endpoints. The results of these requests are then compared
with the expected behaviour of the “AccountService” methods. Additionally, the “Accoun-
tRepository” is validated by checking if the expected data is present in the database after
the operation. The workflow of these integration tests, as shown in Listings 5.5 and 5.6
follow these steps:

• Perform an HTTP request using “TestRestTemplate” to trigger the controller.

• Compare the result with the expected behaviour in “AccountService”.

• Validate the data in the “AccountRepository” to ensure it was correctly stored or
retrieved from the database.
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1 @Spr ingBootTest ( webEnv i ronment = Sp r i ngBootTes t . WebEnvironment .
RANDOM_PORT)

2 c l a s s A c c o u n tA p i I n t e g r a t i o nT e s t s {
3

4 @Loca l S e r v e rPo r t
5 p r i v a t e i n t p o r t ;
6

7 @Autowi red
8 p r i v a t e TestRestTemp late r e s tTemp l a t e ;
9

10 @Autowi red
11 p r i v a t e Accoun tRepo s i t o r y a c c o u n tR e p o s i t o r y ;
12

13 @Autowi red
14 p r i v a t e Ca r dRepo s i t o r y c a r dR e p o s i t o r y ;
15

16 @Autowi red
17 p r i v a t e Ac coun tS e r v i c e a c c o u n t S e r v i c e ;
18

19 @Autowi red
20 p r i v a t e S e c u r i t y C o n f i g s e c u r i t y C o n f i g ;
21

22 @Value ( "${bank . onboa r d i n g . c l i e n t . i d }" )
23 p r i v a t e S t r i n g c l i e n t I d ;
24

25 p r i v a t e S t r i n g token ;
26 p r i v a t e Account account ;
27

28 p r i v a t e Ht tpHeade r s h t t pHeade r s ;
29 p r i v a t e f i n a l ObjectMapper ob j ec tMappe r = new ObjectMapper ( ) ;
30

31 @BeforeEach
32 p u b l i c v o i d setUp ( ) {
33 token = s e c u r i t y C o n f i g . generateJWToken ( ) ;
34 h t t pHeade r s = new HttpHeade r s ( ) ;
35 h t t pHeade r s . s e tContentType ( MediaType . APPLICATION_JSON) ;
36 h t t pHeade r s . s e tBea r e rAu t h ( token ) ;
37 h t t pHeade r s . s e t ( "X−Onboard ing −C l i e n t − I d " , c l i e n t I d ) ;
38 ob j ec tMappe r . r e g i s t e r M o d u l e ( new JavaTimeModule ( ) ) ;
39

40 account = bu i l dA c c o un t ( ) ;
41 a c c o u n tR e p o s i t o r y . s a v e ( account ) ;
42 }
43

44 @AfterEach
45 p u b l i c v o i d setDown ( ) {
46 a c c o u n tR e p o s i t o r y . de le teByNumber ( account . getNumber ( ) ) ;
47 c a r dR e p o s i t o r y . f i n dA l l B yA c c o u n t I d ( account . g e t I d ( ) ) . f o rEach ( ca r d

−> c a r dR e p o s i t o r y . d e l e t e B y I d ( ca r d . g e t I d ( ) ) ) ;
48 }
49

50 p r i v a t e S t r i n g createURLWithPort ( ) {
51 r e t u r n " h t t p : // l o c a l h o s t : " + po r t + "/ accoun t s " ;
52 }

Listing 5.5: Account Service Integration Tests (1) (Java).
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1 @Test
2 v o i d c r e a t eAccoun tTe s t ( ) th rows J s o nP r o c e s s i n gE x c e p t i o n {
3 Ht tpEn t i t y <S t r i n g > e n t i t y = new Ht tpEn t i t y <>( ob j ec tMappe r .

w r i t e V a l u e A s S t r i n g ( bu i l dCreateAccountRequestDTO ( ) ) , h t t pHeade r s ) ;
4 Respon s eEn t i t y <?> r e s p o n s e = r e s tTemp l a t e . exchange (
5 createURLWithPort ( ) , HttpMethod .POST, e n t i t y , AccountDTO

. c l a s s ) ;
6

7 AccountDTO accountDTO = (AccountDTO) r e s p o n s e . getBody ( ) ;
8 a s s e r t E q u a l s ( r e s p o n s e . ge tS ta tu sCode ( ) , Ht tpStatusCode . v a l u eO f

(201) ) ;
9 a s s e r t accountDTO != n u l l ;

10 a s s e r t E q u a l s ( accountDTO . getType ( ) , a c c o u n t S e r v i c e . c r e a t eAccoun t (
bu i l dCreateAccountRequestDTO ( ) ) . getType ( ) ) ;

11 a s s e r t E q u a l s ( accountDTO . getType ( ) , a c c o u n tR e p o s i t o r y .
f indByNumber ( accountDTO . getNumber ( ) ) . getType ( ) ) ;

12 }
13

14 @Test
15 v o i d patchAccountTypeTest ( ) th rows J s o nP r o c e s s i n gE x c e p t i o n {
16 Ht tpEn t i t y <S t r i n g > e n t i t y = new Ht tpEn t i t y <>( ob j ec tMappe r .

w r i t e V a l u e A s S t r i n g ( bu i ldAccountTypeRequestDTO ( ) ) , h t t pHeade r s ) ;
17 Respon s eEn t i t y <?> r e s p o n s e = r e s tTemp l a t e . exchange (
18 createURLWithPort ( ) + "/" + account . getNumber ( ) ,

HttpMethod .PUT, e n t i t y , AccountDTO . c l a s s ) ;
19

20 AccountDTO accountDTO = (AccountDTO) r e s p o n s e . getBody ( ) ;
21 a s s e r t E q u a l s ( r e s p o n s e . ge tS ta tu sCode ( ) , Ht tpStatusCode . v a l u eO f

(200) ) ;
22 a s s e r t accountDTO != n u l l ;
23 a s s e r t E q u a l s ( accountDTO . getType ( ) , a c c o u n t S e r v i c e .

patchAccountType ( account . getNumber ( ) , bu i ldAccountTypeRequestDTO ( ) ) .
getType ( ) ) ;

24 a s s e r t E q u a l s ( accountDTO . getType ( ) , a c c o u n tR e p o s i t o r y .
f indByNumber ( account . getNumber ( ) ) . getType ( ) ) ;

25 }
26

27 @Test
28 v o i d putAccountCardTest ( ) th rows J s o nP r o c e s s i n gE x c e p t i o n {
29 Ht tpEn t i t y <S t r i n g > e n t i t y = new Ht tpEn t i t y <>( ob j ec tMappe r .

w r i t e V a l u e A s S t r i n g ( bui ldAccountCardDTO ( ) ) , h t t pHeade r s ) ;
30 Respon s eEn t i t y <?> r e s p o n s e = r e s tTemp l a t e . exchange (
31 createURLWithPort ( ) + "/" + account . getNumber ( ) + "/ ca rd

" , HttpMethod .PUT, e n t i t y , CardDTO . c l a s s ) ;
32

33 CardDTO cardDTO = (CardDTO) r e s p o n s e . getBody ( ) ;
34 a s s e r t E q u a l s ( r e s p o n s e . ge tS ta tu sCode ( ) , Ht tpStatusCode . v a l u eO f

(200) ) ;
35 a s s e r t cardDTO != n u l l ;
36 a s s e r t E q u a l s ( cardDTO . getType ( ) , a c c o u n t S e r v i c e . putAccountCard (

account . getNumber ( ) , bu i ldAccountCardDTO ( ) ) . getType ( ) ) ;
37 }

Listing 5.6: Account Service Integration Tests (2) (Java).
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If all conditions are met, the test is marked as passed, indicating all the layers (Repository,
Service, and Controller) are working together as expected. Figure 5.6 illustrates that all
integration tests, which involved performing real actions, ran successfully without errors,
confirming that the entire application stack is functioning correctly.

Figure 5.6: Account Service Integration Tests Passed

5.2 Performance and Load Testing

To evaluate the performance of the application, Apache JMeter [51] was used to automate
performance and load tests. The scenario of the tests followed the most important use cases
of the application, and it took into consideration the student’s computer resources:

• Processor: INTEL Core i5-4590 3.30GHz

• Video Card: NVIDIA GeForce GTX 960

• RAM: 16GB

• Operating System: Windows 10

Additionally, the tests were done with the database being in a cloud environment provided
by MongoDB free plan, and Kafka, Nginx API Gateway and all the microservices running in
Docker Containers on the student’s computer as illustrated in the following figure.

Figure 5.7: Microservices running in Docker Containers
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Therefore, the testing plan was testing each use case with three different scenarios: 5 vir-
tual users, 50 virtual users and 500 virtual users. Table 5.1 shows the results of performance
and load experiments also for each use case, the time elapsed for processing was measured,
and it is also compared with the time elapsed when horizontal scalability is applied (using 2
instances per microservice).

Use Case Number
of Users

Time elapsed
(s)

Time elapsed with
horizontal scalability

(s)

Create case
5 0.14 0.13
50 1.14 0.57
500 7.55 5.6

Add intervention
5 0.48 0.45
50 1.12 0.99
500 12.34 10.92

Add relation
5 0.25 0.28
50 1.10 0.85
500 13.85 11.96

Update customers
5 0.41 0.52
50 2.20 1.35
500 18.34 16.36

Move to next phase
5 0.12 0.12
50 1.73 0.2
500 7.79 5.78

Table 5.1: Performance and Load Experiments

The same pattern is seen across all use cases. For example, in the "Create case" use
case, when 5 users were involved, the process took 0.14 seconds without scalability, and
0.13 seconds with it. As the number of users increased to 500, the time without scalability
growth to 7.55 seconds, but with scalability, it reduced to 5.60 seconds. Similarly, in the
"Add intervention" use case, with 5 users, the time was 0.48 seconds without scalability and
0.45 seconds with it. For 500 users, the process took 12.34 seconds without scalability, and
with horizontal scalability, it improved to 10.92 seconds.

In summary, using 2 instances per microservice for horizontal scalability showed an average
performance improvement of 10% when processing each use case compared to not using
horizontal scalability, especially when the system handled a larger number of users, such as
500 virtual users. Although the improvement percentage is relatively low, it is important to
consider that the tests do not reflect real-world conditions, as they were conducted on the
student’s computer, with only one CPU managing all the Docker Containers.
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Chapter 6

Conclusion

This section aims to provide a critical overview of the difficulties experienced, accom-
plished work, and outlines future directions. It’s evident that adopting MSA can improve
the application’s scalability and maintainability, based on the literature review focused on
low-code applications and microservices, and based on the evaluation of this thesis.

6.1 Difficulties

The development of this thesis presented several challenges. The first significant challenge
was the scarcity of studies on performance, scalability, and maintainability issues in low-code
based applications. While these topics are critical for understanding the limitations and
potential of low-code-based applications, especially in complex sectors like banking, there is
a notable lack of scientific and technical studies addressing them. The difficulty was even
more pronounced when attempting to find studies focused specifically on the banking sector,
where the stakes for performance, scalability, and maintainability are particularly high.

Another difficulty, was replicating the tests using real-world scenarios, because the tests
were conducted on the student’s computer. The performance improvement was only around
10%, but this could have been higher if virtual machines in cloud environments had been
used.

Despite these challenges, the student was able to overcome them successfully, demon-
strating the application and supporting the work with relevant studies and a fully developed
microservices-based solution. This process provided valuable insights into the complexities of
software development, particularly in the context of distributed systems, to enhance system
performance, scalability, maintainability, and ease of deployment.

6.2 Achievements

In Introduction Chapter, the objective of this thesis was defined: partitioning an ap-
plication into microservices can improve performance, scalability, maintainability, and ease
of deployment. Based on existing studies [1, 3], the solution was implemented using a
microservices-based architecture developed with the Spring Boot framework in the Java
programming language. The implementation details, including some code analysis, were
discussed in Chapter 4.
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Throughout this document, it has been demonstrated how each microservice operates with
its own database, following the Database per Service Pattern described in Chapter 2. The
microservices communicate to each other via Apache Kafka, using events with specific keys.
This thesis also covered the experiments of the application using unit and integration tests
to ensure the functionality of each microservice, and load tests that confirmed improvements
in performance and scalability. Moreover, containerization was employed to independently
deploy each microservice using a "docker-compose.yml" file, improving the deployment of the
services, one of the key characteristics referred in the initial objectives. Lastly, maintainability
improvements were achieved through the commons library described in Chapter 4, promoting
code reuse over duplication.

In conclusion, despite confidentiality limitations preventing a comparison with the existing
low-code application, the project successfully met its key objectives.

6.3 Future Work

For the future, it will be good to make performance and load tests based on real-world
scenarios, with each microservice running independently on virtual machines in a cloud envi-
ronment. This would allow for more accurate comparison with the real application developed
in Appian. Such tests are expected to demonstrate better results for the microservices ar-
chitecture than those achieved in this project, which was limited to the student’s computer.

Additionally, would be very interesting to implement the following two enhancements that
could significantly strengthen the architecture developed in this thesis:

1. Implement the Saga Pattern: Implementing this pattern, as described in Chapter 2,
would be a valuable addition to the existing architecture, especially when combined with
the Database per Service pattern already implemented. It also enhances the system’s
robustness by providing mechanisms for failure recovery, such as reverting the failure
and cleaning up afterwards, like a rollback, or recover from the point when the failure
occurred and keep processing. The Saga pattern would help maintain data consistency
across multiple services in a distributed system by managing and coordinating database
transactions.

2. Create CI/CD pipeline: This improvement would reduce manual errors and ensuring
that the new code changes are quickly and reliably deployed by automating the build,
testing, and deployment processes. A good approach for the pipeline could involve
monitoring a specific branch, like the develop branch, triggering a build process using
Maven, executing unit and integration tests, and finally deploying the application into
containers.

By implementing these two features, the system’s architecture would be further strength-
ened, offering enhanced reliability, scalability, and ease of deployment. These improvements
would make the system more resilient and adaptable to future changes and challenges.
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