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Abstract — Microcontroller based applications are usually 1ll describes the circuit diagram and the debug and test
debugged with the assistance of In-circuit emulators and logic infrastructure implemented. It is assumed the reader has a
analysers. However, these traditional debug tools represent a pasic understanding of the IEEE 1149.1 standard. Section
huge investment for use in classes with several groups of IV presents the software package and the Graphical User
students working at the same time. The development of a new Interface (GUI) that allows users to select and run the

low-cost debug tool that uses the Boundary Scan Test ilable deb i Secti Vv t
infrastructure to implement the basic functionality provided available debug operations. >ection presents some

by an In-circuit emulator and a logic analyser is a possible results and future work guidelines. Section VI concludes

solution to overcome this economical problem. To reduce this paper with closing remarks.
costs the Boundary Scan Test infrastructure is controlled

through the parallel port of a normal Personal Computer, II. SPECIFICATIONS AND ANALYSIS OF
now widely available in classrooms. REQUISITES
|. INTRODUCTION The first task of our project was to identify the basic

functionality provided by ICEs and logic analysers in order
Boards with a microcontroller are usually debuggedo write down the debug tool specifications. A brief study
using an In-circuit Emulator (ICE) and a logic analysershowed that when using an ICE it is generally possible to
These tools are able to assist not only in the detection apgset, single step, stop (on break point conditions) or run
analysis of problems faced during the prototype validatioghe microcontroller [7]. When the microcontroller is
but also during the integration of software (e.g. theiopped it is also possible to examine and change the
program run by the microcontroller) with hardware,internal registers contents and the internal and external
generally considered to be the most troublesome phasgata memory contents. Also the microcontroller may run
Unfortunately the proliferation of different microcontroller the program from an internal or external memory. The
versions within the same family implies the acquisition ofggjc analyser provides the capabilities needed to observe
different probes, thus incurring in added costs. Also the USge program execution flow in real tirfi@]. Characteristics
of Surface Mounted Devices (SMD) implies SOMejiq the maximum acquisition speed, the memory size, the
restrictions in the placement of the logic analyser probes,,mber of data inputs, the number of inputs for
thus limiting the physical access. These two factors argnchronisation and the trigger options are generally taken
posing new challenges to traditional debug 100l§yig account when selecting the right logic analyser. The

effectiveness in helping designers to validate the prototypgormation gathered allowed us to specify four basic
and debug the integration of software with hardware. debug modes:

The concept of Design for Testability (DfT) is being | ™ giart mode.
adopted by an increasing number of designers in order to Single S

SR : - gle Step (SS) mode.
solve, earlier in the design phase, the testability problems :
faced during the prototype validation and production test. Break Point (BP) mode.
9 prototyb ° P nte Real Time (RT) mode

Boundary Scan Test (BST) or IEEE 1149.1 standi&fds '
also now widely used and supported by several silicon It is also possible to iumb from one mode to anv other
manufacturers. Although BST is primarily used for themode as iIIuZtrated in fiJurepl A brief description o{‘ each
structural test of Printed Circuit Boards (PCBs), it can be d ' foll 9 ‘ P
used for others applications like functional test, circuit "0d€ NOW TOOWS.
emulation or debuf, 3, 4, 5, §. A. Sart mode.

This paper describes the development of a low-cost
debug tool that uses the BST infrastructure and a software In this mode the microcontroller is in the reset state and
package for Windows 95 to implement the basidt is possible to download the program into the program
functionality provided by an ICE and a logic analyser. Thememory. As the microcontroller is stopped it is also
BST infrastructure is controlled through the parallel port opossible to read and change the external data memory
a normal Personal Computer (PC), now widely available igontents. To implement these capabilities the debug and
classrooms. Section Il of the paper identifies and definggst infrastructure must:
the basic functionality provided by our debug tool. Sectiom) provide control to the microcontroller reset line.
b) provide access and control to both memories.

! Presently working at ISEP with student grants from the
European TEMPUS Program.



The user may jump from this mode into any other mode biI. Again it was decided to restrict the possible conditions

selecting the appropriated command. to the ones already supported on the BP mode. To
implement this capability the debug and test infrastructure
B. SS mode. must:

a) monitor and sample in real time the address and data
In this mode it is possible to single step the  bus in order to detect the transition condition.
microcontroller activity. There are two options availableb) store the samples in a dedicated memory later to be
for what is considered to be single step providing n dumped into the PC.

clock cycles to the microcontroller, whenme is user

specified, or providing clock cycles wuntil the  The user may jump from this mode into any other mode

microcontroller program counter changes it's currenby selecting the appropriated command.

value. When the microcontroller is stopped it is possible to

read and change the external data memory contents. To

implement these capabilities the debug and test
infrastructure must:

a) provide control to the clock line and monitor the
address bus in order to detect changes in the
microcontroller program counter.

b) provide access and control to the external data
memory.

The user may jump from this mode into any other mode
by selecting the appropriated command.

C. BP mode.

In this mode the user may specify a BP condition and Fig. 1. Possible transitions between supported debug modes
run the microcontroller program until the condition o ] N ] ]
becomes true. Although there are many possible BP Two restrictions were also identified. It is not possible
conditions it was decide, due to time limits, to implement0 €xamine and change the microcontroller internal

only the following conditions: registers and data memory contents using an external
a) BP on program address debug and test infrastructure. To implement this capability
b) BP on program data the microcontroller should have a BST infrastructure with

c) BP on external data memory address access to the internal registers. As it is not possible to
d) BP on external data memory data guarantee this for all microcontrollers it was decided not to

include this debug operation in our specifications. The

When the microcontroller is stopped it is possible tosecond — restriction consists in not allowing the
read and change the external data memory contents. Tgcrocontroller to run the program from an internal
implement these capabilites the debug and tedifogram memory, as it would be impossible for the debug

infrastructure must: and test infrastructure to externally monitor the program
a) monitor in real time the address and data bus in ordéxecution flow. Thus it was decided the microcontroller
to detect the BP condition. would always run the program from an external memory
b) provide control to the clock line in order to stop the(to support the capability of downloading the program
microcontroller. from a PC a Non-volatile RAM should be used as the
c) provide access and control to the external datRrogram memory).
memory.

Ill. THE DEBUG AND TEST INFRASTRUCTURE
The user may jump from this mode into any other mode by

selecting the appropriated command. Although the original circuit is based on a special
version of the popular 8051 microcontroller (the 8951 from
D. RT mode. ATMEL, designed with static logic so that the

microcontroller state may be preserved when the clock is

In this mode the microcontroller is in a free-runningStopped) the procedures and steps next described are
state and it is only possible to monitor and sample thifttended to be circuit independent e.g., they may be
address and data bus. A survey made on several logéplied to any circuit build around a microcontroller
analysers trigger options showed that it is generalljunning a program from an external memory.
possible to define an acquisition protocol where the trigger The requisites presented in the previous section
or transition conditions are specified by the user and wherlowed us to define the debug and test infrastructure that
the following states commonly exist: start, look forhad to be inserted in the original circuit in order to
condition (or idle) and store sample. Due to time limits itmplement the four debug modes. Summarising, the debug
was decide to just implement two already definec®nd testinfrastructure must: _
protocols, although there was no specific criteria for ouf) Provide control to the microcontroller clock line.
selection. The selected protocols are described on sectiBh Provide control to the microcontroller reset line.



c) provide access and control to the external program and  Shift in the vector that places the desired logic value in
data memory. the BS cell associated with the SCOPE output pin
d) monitor (and sample) in real time the address and data driving the microcontroller reset line.
bus in order to detect: changes in the microcontrolles  Shift in the EXTEST instruction.
program counter §S modg the BP conditon EP  «  Provide 6 clock cycles so that the microcontroller may
modg or the transition conditiorRT modg acknowledge reset (microcontroller dependent).
e) store the samples in a dedicated memory.

_ o . . . To download the microcontroller program into the
With hE|p from the circuit block dlagram illustrated in external program memory and to view and Change the
figure 2 we will now describe the implementation of eachexternal data memory contents it is necessary to buffer the
one of debug and test infrastructure requisites mentioned.gddress and data bus and the control lines of both
memories. The following sequence enables the view of the
external data memory contents:

. | . «  Shift in the SAMPLE/PRELOAD instruction to the
logic gates | DM = DBM BS chain 0

buffers driving the address, data and control busses.
7%

BS chain 1

e Shift in the vector that places the address 0000H (for a
64Kbytes memory) on the associated BS cells; “don’t
care” values on the buffer driving the data bus and a
that selects a read operation on the external data
memory.

Shift in the EXTEST instruction to the buffers driving
the address and control busses.

Shift out the vector captured on the buffer associated
with the data bus and shift in the next address.

data bus

micro-

controller
address bus

L]
= data
memory

A

program
memory

A

rst

clk

‘ Scope )—‘ Scope H Sc:ope }
L]

reset pep—— + Repeat last operation until necessary.
clock
generator T A light different sequence is used for downloading the
program into the external program memory and for

modifying the contents of a specific data memory location.
Fig. 2. Circuit block diagram.
The SCOPE Octalsillustrated in figure 2 allow the

To control the microcontroller clock line it is necessaryimplementation of the first three requisites. These devices
to build an independent clock circuit generator and buffegre controlled through the board BS chain 1.
the clock line using for instance the 74SN823@OPE
Octal [9] from Texas Instruments. The mandatory To monitor and sample in real time the address and
EXTEST instruction or theSCOPE optional TOGGLE data bus it is necessary to add a device called Digital Bus
Outputs instruction enables the provision of a certailvonitor (DBM) or 74SN8994 [9, 10]. The DBM contains
number of clock cycles to the microcontroller. In somea special register that allows users to scan in, through the
debug modes it is necessary to stop and resume the clopkst Access Port (TAP), a vector and a mask to be
synchronously with the clock circuit generator activity,compared against the patterns sampled at the 16 input data
without causing any spikes that could have hazardoufgmes. When the comparison results true an output pin,
effects. A simple circuit based on a flip-flop and an ANDcalled Event Qualification Output (EQO) is activated. This
gate had to be designed and placed at the clock generagii is connected to the clock circuit generator so that the
circuit output, in order to solve this potential problem. Theclock may be stopped immediately after a match is found.
following sequence enables the provisiomaflock cycles Two DBMs are used in our board, one for monitoring the
to the microcontroller: address bus (16 lines) and another for monitoring the data
*  Shift in the SAMPLE/PRELOAD instruction. bus (8 lines). The following sequence enables the
e Shift in the vector that places a logic ‘1’ or ‘0’ in the implementation of a BP on the program address X5AAh:

BS cell associated with the SCOPE output pin driving  Shift in the SCANCN instruction to the DBM
the microcontroller clock line. connected to the address bus.

e Shiftin the EXTEST instruction. e Shift in the vector that selects the following options on
e Shift in the vector that places a logic ‘0’ or ‘1’ the DBM Control Register (CR):

(opposite of the previous value) in the same BS cell. *  RUNN OPCODE = SAMPLE
* Repeat last operation 8 { 1) times.  The data inputs are compared directly with the

expected data

RUNN Clock Signal = the microcontroller line
that enables the external program memory outputs
(the PSEN line for the 8051)

The remaining CR bits are here without
significance

Shift in the SCANEQN instruction

To control the microcontroller reset line it is necessary  «
to build an independent reset circuit and buffer the reset
line before connecting it to the microcontroller, using again
a SCOPE Octal The following sequence enables the .
control of the reset line logic value:

e Shift in the SAMPLE/PRELOAD instruction. .



«  Shift in the vector that selects the following options on =y

M_IE"_JJWU

the DBM Event Qualification Register 1 (EQR1):

« EQO output signal = CTERM (this signal is the
result of the compare between the expected data
and the vector sampled at the DBM data inputs
(presently connected to the address bus)

 EQO becomes active as soon as the expected data

is found
* The remaining EQR1 bits are here without
significance
e Shift in the READFILE instruction
»  Shift in the vector that places the following values in®
the DBM Event Qualification Register 2 (EQR2):

Bit Mask for Data
111100000000000

Address
0 Don't care

Event Counter Expected Data

05AAh

=)

e Shift in the RUNN instruction
e When the Expected Data is found EQO will be
activated and the microcontroller clock will be stopped

The DBM supports eight different protocols for
sampling and storing in an internal memory (16 by 1024
bits) the values present at the 16 data input pins. The DBM
internal memory contents can be scanned out through the
TAP. The two protocols referred in section Il corresponds
to the DBM protocols 3 and 5. Protocol 3 may be generally
described in the following way:

e Start.

e After n timesstart conditionstore words untiim

times stopcondition.

« End

Wheren and m are user specified arstart and stop
conditionsmay be any of the supported BP conditions. |
Protocol 5 may be generally described in the following |

way:
e  Start.
* After n timesconditionstorem words.
« End.

Wheren andm are user specified arabnditionis any
of the supported BP conditions. The two DBMs illustrated
in figure 2 allow the implementation of the last two
requisites. These devices are controlled through the board
BS chain 0.

IV. THE SOFTWARE PACKAGE

The debug and test infrastructure formed by the
SCOPEOctalsand the DBMs is controlled by a software
package developed during this project. The software
package comprehends a user-friendly GUI, allowing first
time users to quickly understand and experiment the
supported debug operations. A main window and several
secondary windows form the GUI. The nine buttons
(second row) displayed in the main window up left hand
corner, illustrated in figure 3, form the basic interface for
selecting and setting up the conditions for each one of the
supported debug modes.

Address

Fig. 3. Main window up left hand corner

A brief description of each button operation will now
follow, starting from the left most one:

SS setup button. When this button is pressed the
secondary window illustrated in figure 4 appears. The
user may then specify what is considered to biagle
step The available options were already presented in
section Il

BP setup button. When this button is pressed the
secondary window illustrated in figure 5 appears. The
user may then specify the BP condition that will be
monitored on the microcontroller busses by the two
DBMs. The available options were already presented
in section 1.

|4 To et address

. ]1 __J:j Clack Cyzles
Canicel 1

Fig. 4. Single step setup window

& Pragram Memory
iHex :j [ T Exteral Data Memany

v Active

[ Btive

Fig. 5. Break point setup window

Reset button. When this button is pressed the
microcontroller reset line is activated and six pulses
are applied at the clock line. Typically the EXTEST
instruction is used for this purpose on the SCOPE
Octal that buffers the two lines.

Select external data memory button. When this button
is pressed the secondary window illustrated in figure 6
appears. The user may then press the Upload button in
order to update the displayed window contents with
the external data memory contents. To change the
contents of one memory location the user must place
the mouse pointer on the appropriated cell and click
twice on the left mouse button. The window will then
change into the form illustrated in figure 7 and the
user may then specify the new memory location
contents on a hexadecimal, decimal or binary format.
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illustrated in figure 10, some information regarding the
current status and selected options of the debug tool is
sented. This information consists of:

b

Fig. 7. External data memory window on change contents state pre
L]

Select external program memory button. When thi$
button is pressed the window illustrated in figure 6°
appears. The user may then press the Upload button{n
order to update the displayed window contents with
the external program memory contents. On Start mode
it is possible to download a program file from the PC
into the external program memory. :
Select RT mode button. When this button is press
the secondary window illustrated in figure 8 appears
The user may then select one of the protocols
presented in section Ill. When the Start button is
pressed the microcontroller will be placed in the free-
running state and the two DBMs will, according to the

; : for
selected protocol, capture and store in real time the
values present on the address and data bus. When {Re
DBMs memories are filled up a warning message i
displayed and the user may then view the captured
values on the window illustrated in figure 9.

Feal Time Mode Operations
1] = Cl I
i = Protocol it °
m !EI ﬁ i _v_i Start i .
Fig. 8. Real time acquisition protocols window .

Select Start mode button. When this button is pressed

the selected external memory

the current debug mode

the current option for the SS implementation

the current value of the microcontroller program
counter

the current date

\ROM Start Mode [55: Nexst &ddr [PC:0000 |7 May 57
Fig. 10. Main window bottom right hand corner

The debug tool GUI allows a straightforward approach
selecting and running the available debug operations. It

not necessary to spend much time in training, as it is
@enerally needed when using an ICE for the first time.

V. ANALYSIS OF RESULTS AND FUTURE WORK

The inclusion of a debug and test infrastructure in the

original circuit implies an added cost. The following item
costs may be considered:

BS components.

Clock generator circuit, as some microcontrollers just
need an external crystal and some capacitors to
generate the clock.

Board connector for the TAPs.

Extra PCB area.

The cost of replicating and installing the software

the microcontroller clock is stopped and a resepackage is almost negligible. Also the PC is not considered
command is issued (similar to press the reset button).to be a cost, as generally it is already used for developing
Select BP mode button. When this button is presseand validating (through simulation) the microcontroller

the BP condition defined on the BP setup window igprogram code. The cable for connecting the board TAPs to
scanned into the DBMs, which will then startthe PC parallel port may be considered as an added cost.

monitoring the two busses. When the BP condition is All costs may be compared against the benefits gained,
found (e.g. becomes true) EQO is activated and theamely dispensing the ICE and the logic analyser. These



traditional debug tools represent a huge investment if one
considers several student groups working at the same time
in a classroom. Although our debug tool does nofl]
implement all the debug operations supported by an ICE
and all the acquisition protocols provided by a logic
analyser, it does allow to carry out the basic debug
operations needed to validate the prototype and assist dg]
the integration of software with hardware. The restrictions
of running the microcontroller program from an external
memory and not being able to view and change the
microcontroller internal registers and data memory
contents may be considered too restrictive for somd3]
applications. While this may be possible it is realistic to
consider that the number of such applications being
developed at the same time may be low, typically one or
two at the same class. For these applications the ICE wil4]
represent the best available debug tool.

As future work it is possible to increase the number of
supported BP conditions, namely combining different BP
conditions with logic operators (BP on program address
AND data) or extending the BP conditions to other circuit
lines not directly connected to the microcontroller. This[5]
last suggestion could be achieved using the high pin
coverage provided by the BST infrastructure. Also the
acquisition protocols supported by our debug tool could
match the acquisition protocols supported by the DBM.
This would imply some modifications on the real time[6]
acquisition protocols window and new routines to translate
the user options into the vectors needed to program the
DBM internal registers.

VI. CONCLUSION [7]

In this paper we presented a new low-cost debug tool
that uses the BST infrastructure to implement the basi8]
functionality provided by an ICE and a logic analyser. The
driving force was to supply every student group with a
debug tool, that otherwise would not have been possible
due to the high cost of ICEs and logic analysers, the
traditional tools for prototype validation and verification of
the integration phase of software with hardware. [9]
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