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Abstract

Protection devices are essential elements in the electric power grid, as they safeguard
equipment and ensure the stability and reliability of the network by detecting faults and
preventing damage through timely isolation of affected areas. With technological ad-
vancements, electromechanical protection relays have evolved into Intelligent Electronic
Devices (IEDs), essentially protection relays with built-in communication capabilities.
These modern relays not only protect equipment but also exchange critical information
with other devices.

However, the variety of events and data exchanged between power grid components is
substantial. In this respect, communication protocols present both advantages and chal-
lenges. On one hand, they enable the signalling of diverse events and the transmission
of multiple pieces of information over a single medium. On the other hand, a protocol is
only effective if all components within the system comply with it.

The introduction of the IEC-61850 standard has established a unified communication
across the energy sector, promotes interoperability between manufacturers, offering sig-
nificant advantages over other standards. Real-time data exchange is facilitated by spe-
cific protocols within the IEC 61850 framework, which specifically address the communi-
cation requirements of IEDs, ensuring enhanced data quality and availability.

As IEDs play a crucial role in substations, with many of their functions being both critical
and time-sensitive, any developments incorporated into these devices can significantly
impact the entire system. An IED analyses the stream of Sampled Values (SVs) sent by
a Merging Unit to detect faults and implement protective measures. The Merging Unit
sends SVs over two independent channels: the primary and the secondary (redundant)
channels. When the primary channel fails, the secondary channel takes over, ensuring
the information that the primary channel could not transmit is conveyed. As such, the cur-
rent decision-making process for switching channels is based solely on the occurrence
of a total channel failure.

This thesis aims to enhance IED functionality by adding intelligence to this channel se-
lection method. It proposes ways to evaluate, quantify, and qualify the received infor-
mation to determine the most reliable signal source, whether from Channel 1 (primary)
or Channel 2 (secondary). This approach ensures that protection relays receive bet-
ter information, enabling protection algorithms to act correctly and promptly within their
operating parameters.

Keywords: IEC61850-9-2 Sampled Values, Intelligent Electronic Devices (IED) and Pro-
tection Relays
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Resumo

Relés de protecao sdo elementos essenciais na rede elétrica, pois protegem os equipa-
mentos e garantem a estabilidade e confiabilidade da rede, detectando falhas e pre-
venindo danos através da isolacdo oportuna das areas afetadas.

Com os avancgos tecnoldgicos, os relés de protecdo eletromecéanicos evoluiram para
Dispositivos Eletronicos Inteligentes (IEDs), essencialmente relés de protecdo com ca-
pacidades de comunicagao integradas. Esses relés modernos ndo apenas protegem os
equipamentos, mas também trocam informagdes criticas com outros dispositivos.

No entanto, a variedade de eventos e dados trocados entre os componentes da rede
elétrica é substancial. Nesse aspecto, os protocolos de comunicagao apresentam tanto
vantagens quanto desafios. Por um lado, eles permitem a sinalizagao de diversos even-
tos e a transmissao de multiplas informagdes através de um Unico meio. Por outro lado,
um protocolo so é eficaz se todos 0s componentes do sistema o seguirem.

A introducao da norma IEC-61850 estabeleceu uma comunicagao unificada no setor de
energia, promovendo a interoperabilidade entre fabricantes e oferecendo vantagens sig-
nificativas em relacao a outros padrbes. A troca de dados em tempo real é facilitada por
protocolos especificos dentro da estrutura da IEC 61850, que abordam especificamente
0s requisitos de comunicacao dos IEDs, garantindo melhor qualidade e disponibilidade
dos dados.

Como os IEDs desempenham um papel crucial nas subestacdes, com muitas de suas
fungdes sendo criticas e sensiveis ao tempo, qualquer desenvolvimento incorporado a
esses dispositivos pode impactar significativamente todo o sistema. Um IED analisa
o fluxo de Valores Amostrados (SVs) enviados por uma Unidade de Mesclagem para
detectar falhas e implementar medidas de protecdo. A Unidade de Mesclagem envia
SVs por dois canais independentes: o canal primario e o canal secundario (redundante).
Quando o canal primério falha, o canal secundario assume, garantindo que a informacéao
gue o canal primario nao pbde transmitir seja transmitida.

Assim, o processo de tomada de decisédo atual para a troca de canais baseia-se unica-
mente na ocorréncia de uma falha total do canal.

Esta tese tem como objetivo aprimorar a funcionalidade dos IEDs, adicionando inteligén-
cia a esse método de selegdo de canal. Propde maneiras de avaliar, quantificar e qual-
ificar a informagao recebida para determinar a fonte de sinal mais confiavel, seja do
Canal 1 (primario) ou do Canal 2 (secundario). Essa abordagem garante que os relés
de protegao recebam informagdes de melhor qualidade, permitindo que os algoritmos
de protecédo atuem de forma correta e rapida dentro dos seus parametros de operacao.
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Chapter 1

Introduction

1.1 Overview

Since the discovery of electricity, humanity has harnessed electrical energy for a mul-
titude of purposes. As the demand for electricity grew, encompassing applications like
heating, ventilation, and lighting, the need to generate more electrical power became
paramount to accommodate the evolving array of functionalities that emerged over time.

Consequently, diverse power plants were established to meet the increasing demand.
These included thermal power plants, hydroelectric plants, nuclear facilities, geothermal
installations, combined-cycle plants, and others. In contemporary times, we have wit-
nessed the advent of novel energy sources, such as wind, solar, tidal, biomass, and
green hydrogen. Classified as renewable energies, these sources, along with hydroelec-
tric power, offer a pathway towards planetary decarbonization, as they eschew reliance
on fossil fuels.

However, these power-generating facilities often found themselves situated at a consid-
erable distance from major consumers, specifically large urban centers. This spatial
disparity necessitated the development of a means to efficiently transport the energy
generated by these plants to the significant consumer hubs. This necessity gave rise to
electrical substations, pivotal in facilitating the transmission of energy from power plants
to end consumers, thereby playing a fundamental role in the entire energy cycle.

However, the introduction of electrical substations takes place, and while various types
exist,here spotlight four specific substation categories here:

+ Step-up substations: Positioned in close proximity to power plants, these substa-
tions serve the crucial function of elevating the energy voltage. This strategic place-
ment aims to minimize losses attributable to phenomena such as Foucault currents
and parasitic currents, ensuring the delivery of generated power with utmost effi-
ciency. Given the substantial distances involved in transmission, the decision to
increase voltage at this stage becomes imperative to effectively mitigate the men-
tioned challenges.

+ Distribution Substation: Following the transmission of energy from remote areas at
higher voltages to minimize losses, it becomes essential to lower the voltage before
reaching consumers at safer levels. This leads to distribution substations, where
the voltage is reduced, allowing for a more seamless distribution of energy within
urban centers.
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+ Step-Down Substation: The step-down substation is the one located very close to
the end consumer, operating at a lower voltage than in distribution, thereby reduc-
ing the risks to the individuals who utilize it.

+ Switching Substation: This facility is designed to interconnect supply circuits oper-
ating at the same voltage level. It allows for the segmentation of circuits, facilitating
the power on of shorter sections, and enabling a more flexible and efficient distri-
bution of electrical power.

Figure 1.1 is a diagram illustrating the path from the power plant where the energy is
generated, going through high power transformer to elevate the voltage to have minimum
losses, the transmission line to transmit all the power, a high power transformer to step
down the voltage and send the energy to the end consumer, .

Electricity generation, transmission, and distribution

transmissicn lines camy

powaer plant g ;
i electricity long distances
generalﬂs &l ec[”{:ll:f ¥ 9 distribution lines carry

W‘" = electricity to houses

d

transformers on poles
step down electricity
before it enters houses

transformer steps neighborhood
up volt_agg for transformer steps
transmission down voltage

Source: Adapted from Mational Energy Education Development Project {public domaimn)

FIGURE 1.1: Electricity Generation, Transmission, and Distribution Path-
way (Image credits: U.S. Energy Information Administration)

1.2 Digital Substation

Electric power substations play a fundamental role in the entire cycle of electric energy
and its transformations. Simultaneously, as we withess several generating sources con-
verting energy, such as hydroelectric (water turbines), thermal (steam turbines), com-
bined cycle (gas turbines and steam turbines), wind (wind energy), solar farms (solar
energy), among others into electric energy, numerous consumers draw upon this pro-
duced energy. The absence of an energy storage location underscores the substantial
importance of substations. Without them, meeting the extensive demand and need for
electric energy would be impracticable, hindering economic growth and the development
of industries, businesses, and even entire countries. Today, every facet of operation,
from mega-factories to simple light bulbs, relies on electric energy.

Substations facilitate the extended reach of energy to diverse locations, enabling a di-
rect connection from the generating source to consumers. Serving as the link between

Thttps://www.eia. gov/energyexplained/electricity/delivery-to-consumers.php
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generation and consumption, substations categorize the electric energy chain into four
major divisions: electric energy generation, electric energy transmission, electric energy
distribution, and electric energy consumption. These processes start with High Voltage
(Generation), increases to Very High Voltage (Transmission), goes to Medium Voltage
(Distribution) and when finally reaches the consumer is Low Voltage (Consumers).

The evolution of electric substations has embraced new technologies, as preventive
maintenance, predictability of problem occurrences, fault alerts, backyard equipment
switching, and visualization of currents and voltages. Follow these advancements are
electromechanical protection relays, monitoring and safeguarding against electrical faults
in backyard equipment. Backyard equipment, including high-voltage circuit breakers,
switches, capacitor banks, reactors, transformers, and transmission lines, retains the
basic concept from the 1990s but now has features enhanced performance and added
functionalities due to technological advances.

Electric power systems within a substation can be categorized into four levels:

 Level 0 - Backyard Equipment: Encompassing all devices responsible for trans-
mitting energy from the power generation station to customers, factories, public
lighting, residences, hospitals, data centers, etc. These devices are responsible
for the entire energy system.

* Level 1 - Protection Relays: Formerly known as Intelligent Electronic Devices (IED),
these devices have replaced the need for multiple protection relays, executing a lot
of protection functions, such as overcurrent, overvoltage and transformer differ-
ential, within a single device and add the communications possibilities, exchange
information between devices.

» Level 2 - Supervisory Control and Data Acquisition (SCADA): SCADA systems
communicate with IEDs to acquire data, including readings of currents and volt-
ages, facilitating the supervision of the entire substation and remote operation of
backyard equipment.

» Level 3 - Control Center: This centralizes information from multiple substations,
commanding them in a manner conducive to the grid and handling functions in-
herent to Level 2. Typically used by those overseeing the distribution of electrical
energy system throughout a country, it ensures a balanced load throughout varying
consumption periods.

Over the years, substations have evolved to the concept of a digital substation. Even
today, it is a very current topic, we moved from having less 'smart’ equipment to having
every device becoming more 'smart’.

The concept of a digital substation involves seamless communication between devices
across all levels, minimizing the need for electrical wires and favoring optical fiber as the
primary means of information exchange. Devices communicate with each other, enabling
actions such as a trip originating from an IED communicating with a circuit breaker via
the network to address a fault identified by the IED. This is achieved through a message
called Generic Object-Oriented Substation Event (GOOSE), and the circuit breaker itself
triggers the operation through the GOOSE protocol, exemplifying the digital substation
concept. While the world still faces limitations in fully embracing the digital substation
concept, notable progress has been made at Level 0, particularly with the introduction
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of Merging Units (MU). These units perform analog acquisition of current and voltage
sensor data and inform other devices digitally on the network.

This marks another step towards the digital substation concept, where only this equip-
ment is connected to the sensors, and a single optical fiber connects to a switch to
publish information from the respective sensors. Today, there is no longer a need to
connect wires to the electrical protection panel, connect the IEDs to the same network
as the Merging Unit provides the necessary information to execute electrical protection
algorithms.

1.3 Research Motivation and Context

With the advent of the IEC 61850 standard in the energy sector, emerging as the defini-
tive standard for the entire industry, facilitating essential interoperability among diverse
equipment from various manufacturers, ensuring reliability, real-time responsiveness,
and resilience over time. Fueled by a deep passion for the field of electrical energy.

Presently, It is actively contributed to the improve of IEDs, developing a solution wherein
the device possesses decision-making capabilities. This involves choosing, through the
IEC 61850-9-2 Samples Values protocol, which sample provided by the Merging Units to
employ in the algorithms of the protection device.

This endeavor allows me to amalgamate my extensive experience in commissioning
electrical substations, particularly in conducting primary and secondary tests with a fo-
cused emphasis on secondary evaluations.

The insights gained from my pursuit of a Master’s degree in Critical Computing Sys-
tems are seamlessly integrated into this tangible development. The aim is to enhance a
critical functionality of IEDs, positioning these devices as the cornerstone with the most
critical actuation power within an electrical substation. This commitment ensures opti-
mal response times while steadfastly adhering to the foundational principles of electrical
protections and the four pillars of electrical protection:

+ Reliability: The likelihood of a component, equipment, or system meeting its in-
tended function under specified circumstances, while avoiding unnecessary op-
erations during routine system operation or in the presence of faults outside its
protection zone.

» Sensitivity: The capacity of the protection system to respond to abnormalities in the
designated operating conditions, selectively isolating only the portion of the system
experiencing a fault, while allowing the rest to operate normally.

+ Selectivity: The ability to completely isolate the faulty element and disconnect the
smallest possible portion of the system by operating associated breakers.

» Speed: The commitment to minimizing the impact of faults and the risk of instability,
quantified by the time between fault occurrence and the opening command of the
circuit breaker issued by the relay or IED.
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1.4 Research Objectives

The ongoing digital transformation of electrical substations has led to the development
of a crucial component known as the Merging Unit. This advanced equipment plays
a significant role in modernizing substations by enabling the acquisition of data from
current and voltage transformers. Its main function is to read and process these values
and then transmit them via the IEC 61850-9-2 Sampled Values (SV) protocol.

A scenario may occur in which two Merging Units simultaneously read data from the
same current or voltage transformer. Both units independently send Sampled Values
over the Ethernet network, creating a need for a decision-making mechanism within the
IED. The IED, which is a key element in protection systems, must possess the capability
to identify and select the optimal sample for use in its protection algorithms.

This research focuses on developing the intelligence required for the IED to autonomously
evaluate and choose between the multiple samples provided by the Merging Units. By
improving the decision-making abilities of the IED, the research aims to optimize the per-
formance and reliability of protection systems in digital substations, ultimately enhancing
the overall efficiency and resilience of the power grid.

1.5 Research Contributions

This thesis introduces a significant contribution through the proposition of an algorithm
designed to optimize the selection of samples from each current transformer and voltage
transformer for individual electrical protection relays. These algorithms are instrumental
in ensuring that electrical protection systems adhere to the four key principles of protec-
tion philosophy. Recognizing that the same Merging Unit may not yield optimal results for
all protection relays, the effectiveness of the algorithm is contingent on various factors,
including communication routes, the distance information travels, and potential network
issues such as information overload, given the abundance of sampled values in the
network. As such, the primary contribution of this thesis lies in the development of an
algorithm capable of discerning the most suitable sample for consumption by the IED in
the network.

This work also investigates the use of the Rust programming language to facilitate com-
munication using the IEC 61850 standard. In the absence of a Rust library for this
purpose, we developed custom functions to pack and unpack SV into IEC 61850 pack-
ets. The source code is openly available at https://github.com/everton-oriente/
IEC61850_9_2_SV and can be integrated into other projects or compiled for any platform

supported by Rust.

1.6 Thesis Structure

The current thesis is organized into seven sections: Introduction, State of the Art, Re-
search Topic, Implementation, Development of the Algorithm, Tests and Evaluation, and
Conclusions. Together, these chapters comprehensively cover all aspects of the topic,
ensuring a thorough exploration and analysis within the scope of this master’s thesis.

In Chapter 2 - Background on Substation Automation: This chapter reviews the existing
literature and technologies related to substation automation systems, with a focus on
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digital substations. It provides a detailed analysis of various components such as circuit
breakers, switches, and transformers, as well as the role of Intelligent Electronic Devices
(IEDs) in protection, control, measurement, and monitoring. The chapter also delves into
the IEC 61850 standard, explaining its different parts and their significance in modern
substation communication protocols.

In Chapter 3 - Analysis and Design of the Solution: This chapter explores the specific
research problem addressed in the thesis. It identifies the research gap by analyzing ex-
isting literature and related studies, discussing why addressing this gap is important. The
chapter outlines the architecture of the algorithm developed to solve the identified prob-
lem, setting the groundwork for the implementation and testing described in subsequent
chapters.

In Chapter 4 - Architecture: This chapter details the practical aspects of developing the
proposed algorithm. It covers the hardware and software components used, including
specific technologies and tools such as Rust crates. The chapter explains how the algo-
rithm was developed, including the selection of sampled values and the overall architec-
ture. It also discusses the challenges faced during implementation and how they were
overcome.

In Chapter 5 - Implementation: This chapter focuses on the detailed development pro-
cess of the algorithm for IEC 61850-9-2-SV. It explains the structure of sampled values,
the creation of a publisher and subscriber for SVs, and the core functions of the al-
gorithm. The chapter also discusses the simulation of electrical grid signals and the
introduction of invalid samples for testing purposes. The finalization of both the publisher
and subscriber is covered, along with the overall development of the algorithm.

In Chapter 6 - Tests and Evaluation: This chapter presents the testing and evaluation of
the developed algorithm. It includes detailed tests of the publisher and subscriber for IEC
61850-9-2-SV, as well as the overall algorithm’s performance. The chapter discusses the
results of these tests, evaluating the algorithm’s effectiveness in meeting the research
objectives and its potential for real-world application.

In Chapter 7 - Conclusion: The final chapter summarizes the thesis, discussing the limi-
tations of the research and the conclusions drawn from the study. It also offers sugges-
tions for future work, including potential improvements to the algorithm, the addition of
new features, and the exploration of further research opportunities in digital substations
and related technologies.



Chapter 2

Background on Substation
Automation

2.1 Introduction to Substation Automation System

In the past, electrical grids faced serious limitations in terms of the employed technolo-
gies. However, in today’s world, there is a notable increase and significant growth in
digital communication technologies in terms of performance and reliability. To adapt to
this evolution, Substation Automation Systems (SAS) are based on dedicated software
embedded in hardware components. Additionally, SAS provides a straightforward way to
control and monitor all equipment in the substation, both locally and remotely. SCADA
systems offer users a Human-Machine Interface (HMI) used to control, monitor, and pro-
tect devices. Moreover, SAS perform this control and monitoring in real-time, contributing
to maximizing availability, efficiency, safety, and data integration, resulting in a significant
cost reduction.

Furthermore, the IEC 61850 standard and its associated communication protocols are in-
troduced, to be employed within individual substations and between substations. Conse-
quently, the implementation of the Manufacturing Message Specification (MMS), GOOSE,
and SV protocols allows for efficient control and monitoring, ensuring that the system is
made more robust and future-proof.

Figure 2.1 is a diagram illustrating how is inside a SAS system, this figure represents the
minimum equipment it is needed to have a substation, as IED, Global Positioning System
(GPS), switches, routers, personal computer and all the electrical equipment to manage
the grid."

2.2 Backyard System

The backyard system serves as the hub for all high-power apparatus, responsible for
channeling energy from the power plant and facilitating its delivery to homes. It en-
compasses a range of critical devices, such as high-voltage circuit breakers, switches,
voltage transformers for protection and measurement, current transformers for protec-
tion and measurement, high-voltage power transformers, capacitor banks, reactors, and
synchronous compensators, devices that have gained increasing prominence in recent

1https://docplayer.net/40767859—Lecture—5—substation—automation—systems—Course—map.
html
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times. However, let’s delve into the components found in any substation, as they will be
detailed in the subsequent subsections.

2.2.1 Circuit Breakers

High-voltage circuit breakers play a crucial role in the operation and protection of elec-
trical networks at very high, high, and medium voltages. They are electromechanical
devices designed to interrupt the flow of electric current under abnormal conditions in
the electrical network, such as short circuits and overloads. In the event of a network
fault, the circuit breaker receives a signal from the electrical protection system detect-
ing abnormalities. With this signal, the circuit breaker contacts quickly open to interrupt
the electric current and extinguish the electrical arc generated when the contacts open,
preventing damage to the network equipment.

Circuit breakers ensure the reliability of electrical power supply, with a focus on mak-
ing electricity available to the entire network. High-voltage and very high-voltage circuit
breakers are responsible for isolating detected faults in the system, preventing the spread
of the defect to other parts of the network and thus avoiding widespread blackouts.

2.2.2 Switches

High-voltage switches play a pivotal role in the seamless operation of electrical networks
at very high, high, and medium voltages. These electromechanical devices are intricately
designed to isolate a section of the electrical system during normal operating conditions.
When conducting maintenance on the electrical network, the switch opens a specific
circuit segment, necessary for the safe and efficient execution of maintenance tasks.
This ensures the well-being of maintenance personnel while simultaneously preserving
the continuous operation of the electrical network.

In essence, very high, high, and medium voltage switches serve as integral components
in power substations, offering a secure and dependable method for isolating designated
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sections of the electrical system. This isolation is essential for the maintenance of power
system equipment, including transformers, circuit breakers, and capacitor banks. Impor-
tantly, this isolation process does not compromise the overall functionality of the substa-
tion( Starck, Wimmer, and Majer 2013).

2.2.3 Voltage Transformers

Voltage transformers play a critical role in electrical systems by providing precise voltage
measurements for each phase of the circuit. Their primary function is to convert very
high voltages into more manageable, general-purpose voltages like 110V. The utilization
of lower voltages facilitates easier handling, both in terms of magnitude and the insulation
required for compatibility with IEDs.

Ensuring optimal signal quality is a key responsibility of voltage transformers. Their pri-
mary objective is to accurately replicate the high voltage in a lower voltage format, creat-
ing a precise replica with reduced values. This replication process is essential for utiliz-
ing the information in electrical protection, enabling the analysis of network disturbances,
and facilitating timely action in the event of a fault.

2.2.4 Current Transformers

Current transformers play a crucial role in electrical systems, offering precise current
measurements for each phase of the circuit. Their primary function is to convert very
high currents into more manageable, general-purpose currents, typically around 1A. This
reduction in current values enhances ease of handling, both in terms of magnitude and
the insulation required for compatibility with IEDs.

Ensuring optimal signal quality is a paramount responsibility of current transformers.
Their principal objective is to accurately replicate the high current in a lower current for-
mat, creating a precise duplicate with reduced values. This replication process is vital
for utilizing information in electrical protection, enabling the analysis of network distur-
bances, and facilitating prompt action in the event of a fault.

2.3 Intelligent Electronic Devices

The IED formed by the set of units for data acquisition, processing, and transmission,
located in substations, is generically referred to as a Remote Terminal Unit (RTU). At a
given moment, it represented a significant evolution within a sector known for its con-
servatism in adopting new technologies, allowing remote control of substations by a
central-level system, initiating the evolution of data transmission capacity through ad-
vances in telecommunications and the application of computers on a large scale. This
enabled the expansion of the potential use of digital technology as a reality in substation
environments( Ribeiro 2010).

With consolidated digital electronics technology, the first proposals for Integrated Pro-
tection and Control Systems emerged, using protection relays and control units based
on microprocessors and memories, with intelligence at the equipment level for logic ex-
ecution and automation, introducing the concept of IED. These devices enable the use
of computer networks for communication via fiber optics between terminals and relays
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within the same substation. In addition, personal computers are used at the control and
monitoring level of the substation ( Ribeiro 2010).

2.3.1 Protection Alghorithm System

Protection stands as one of the paramount functions within a substation or any power
system. Its primary goal is to ensure the safeguarding of equipment and personnel,
while also minimizing damage in the event of electrical faults, short circuits, or overloads.
This critical function is inherently local, designed to operate independently if necessary,
irrespective of the substation’s automation system. Even though it seamlessly integrates
into the automation system under normal conditions, the integrity and effectiveness of
protection functions should never be compromised or restricted within any power system
automation ( Ribeiro 2010).

2.3.2 Control System

Local control involves autonomous control actions that a device can independently per-
form, such as interlocks, switching sequences, synchronism verification, and others. In
this context, human intervention is limited, and the risks of errors are minimized. Similar
to protection, local control should continue to operate even if the automation system is
compromised.

Remote control functions are related to substation control executed by SCADA software.
Commands can be directly issued to devices managed remotely, such as opening or
closing a circuit breaker. Relay settings can be adjusted either through the device it-
self or a computer equipped with manufacturer-specific software. Additionally, desired
information can be collected from protection relays using the IEC 61850 protocol via
the MMS protocol. This eliminates the need for human actions within the substation
to perform switching operations, making these actions faster. Furthermore, the SCADA
terminal provides an overview of the entire plant, offering insights into ongoing activities
and status ( Ribeiro 2010).

2.3.3 Measurement

A range of information from a substation is collected and analyzed in real-time by the
automation system for its proper functioning. The measurement system consists of:

+ Electrical Measurements - voltages, currents, power, power factor, harmonics, etc;

» Monitoring Measurements of Equipment - such as transformer and motor temper-
atures;

+ Disturbance Recorder - Recordings of disturbances for fault analysis.

This vast amount of information can assist in studies such as load flow analysis and plan-
ning for disturbances, in addition to being essential for protection and control functions
( Ribeiro 2010).



2.4. Overview of IEC 61850 11

2.3.4 Monitoring

It is a sequence of events or part of the automation system with information that allows
monitoring the state of the substation, such as equipment status, maintenance alerts,
relay configurations, etc. This improves the overall system efficiency, enhancing the
effectiveness of protection and control. These pieces of information are useful in fault
analysis, determining what happened, when, where, and how it happened (location, time,
and sequence)( Ribeiro 2010).

2.3.5 Communication Protocols

The significant progress in substation automation has led to substantial investments by
major IED manufacturers aiming to provide differentiation in protection and control equip-
ment for substations. This competition has also given rise to a large number of propri-
etary communication protocols, which, to some extent, generated undesirable results in
terms of interoperability. Substations with a large number of IEDs are highly likely to
have undergone growth, with the current topology not being the original one. In such
cases, equipment from different manufacturers is often present, and when connected to
a single network, they do not communicate as expected in the vast majority of cases.

Faced with the communication challenges between devices, standardized protocols have
emerged with the goal of achieving the desired interoperability. In other words, these
protocols aim to enable communication between devices from different manufacturers
on the same network. Figure 2.1 displays some of the most commonly used protocols in
substation networks ( Ribeiro 2010).

Protocol Originally used by Speed Access Principle  OSl Layers
MODBUS Gould-Modicon 19.2 kbps Cyclic scanning 1,2,7
SPABUS ABB (exclusive) 19.2 kbps Cyclic scanning 1,2,7
DNP3.0 GE-Harris 19.2kbps  Cyclic scanning? 1,2,78
IEC 60870-5 All manufacturers 19.2 kbps Cyclic scanning 1,2,7
MODBUS+ Gould-Modicon Token Cyclic scanning 1,2,7
PROFIBUS Siemens 12 Mbps Token 1,2,7
MVB ABB 1.5 Mbps TDM 1,2, 74
FIP Merlin-Gerin 2.5 Mbps TDM 1,2, 7
Ethernet + TCP/IP All manufacturers 10 Mbps CSMA/CD 1-7
LON ABB (exclusive) 1.25 Mbps PCMSA/CD 1-7
UCA 2.0 GE 10 Mbps CSMA/CD 1-7

TABLE 2.1: Communication Protocols used by energy company.

2.4 Overview of IEC 61850

IEC 61850 is an international standard for communication in substations and power utility
automation. It defines a set of protocols and data models to enable the interoperability
of devices within a substation, facilitating efficient and standardized communication for
protection, control, monitoring, and automation purposes. Key features of IEC 61850
include:
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» Data Modeling: The standard introduces a standardized way of modeling substa-
tion data, using a hierarchical structure known as the Common Information Model
(CIM). This allows for consistent representation of information across different de-
vices.

« Communication Protocols: IEC 61850 specifies communication protocols for sub-
station automation, with an emphasis on Ethernet-based communication. It defines
how devices such as protection relays, controllers, and meters exchange informa-
tion using protocols like MMS and GOOSE.

« Sampled Values: Part 9 of the standard, IEC 61850-9, introduces Sampled Values,
enabling the transmission of digitized analog values, such as voltages and currents,
in a standardized manner. This is crucial for real-time protection applications.

» Configuration Language: IEC 61850 includes SCL (Substation Configuration Lan-
guage), a standardized language for describing the configuration of devices and
systems within a substation. SCL allows for the exchange of configuration informa-
tion between different devices.

+ GOOSE Messaging: GOOSE messaging is a key feature that allows devices to
exchange critical information in a peer-to-peer manner, enabling faster and more
deterministic communication for protection and control functions.

* Interoperability: The standard aims to improve interoperability between devices
from different manufacturers, promoting vendor-neutral solutions and reducing in-
tegration efforts in substations.

» Engineering Process: IEC 61850 defines an engineering process that standardizes
the design, configuration, and testing of substation automation systems. This helps
ensure consistency and reliability in the deployment of automation solutions.

IEC 61850 plays a vital role in modern and optimal power systems by provide a standard-
ized framework for communication and automation in substations. It enhances reliability,
flexibility, and interoperability in the evolving field of power utility automation.

2.41 IEC 61850-1 - Introduction and Overview

This initial segment provides a comprehensive introduction to the entire IEC 61850 se-
ries, offering a foundational framework for communication within substations. It sets the
stage for subsequent standards, establishing a cohesive context for the standardization
of communication in substation automation systems ( R.E. Mackiewicz 2006).

24.2 |EC 61850-2 - Glossary

Part 2 of the standard IEC61850, meticulously defines the glossary of terms used through-
out the IEC 61850 series. By ensuring a uniform understanding of terminology, this
section fosters clear communication and interpretation of the standards among diverse
stakeholders in the energy sector ( R.E. Mackiewicz 2006).
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2.4.3 IEC 61850-3 - General Requirement

This section outlines overarching requirements for communication networks and sys-
tems in substations. Covering aspects such as performance, testing procedures, and
documentation standards, it provides a robust set of guidelines for the effective imple-
mentation of IEC 61850 ( R.E. Mackiewicz 2006).

2.4.4 IEC 61850-4 - System and Project Management

Centered on system and project management, this section provides valuable guidance
for the seamless orchestration of IEC 61850 within substation communication systems. It
encompasses essential aspects of planning, execution, and documentation, contributing
to the successful deployment of the standard ( R.E. Mackiewicz 2006).

2.4.5 IEC 61850-5 - Communication Requirements for Functions and De-
vice Models

Part 5 plays a pivotal role by defining communication profiles for specific functions and
device models in substations. This ensures seamless interoperability between devices
from different manufacturers, facilitating their integration within substation automation
systems ( R.E. Mackiewicz 2006).

2.4.6 IEC 61850-6 - Configuration Language for Communication in Electri-
cal Substations

This segment specifies a standardized language for articulating the configuration of
communication in electrical substations, particularly in relation to IEDs. It streamlines
the configuration process, enhancing consistency across diverge implementations( R.E.
Mackiewicz 2006).

2.4.7 I|EC 61850-7 - Basic Communication Structure

Establishing the fundamental communication structure for substation and feeder equip-
ment, Part 7 provides a foundational framework. It defines essential elements necessary
for communication within substations, fostering a standardized structure for various de-
vices ( R.E. Mackiewicz 2006).

2.4.8 IEC 61850-8 - Specific Communication Service Mapping

Part 8 concentrates on Specific Communication Service Mappings (SCSM), offering
guidance for mapping diverse protocols used in substation communication. This ensures
compatibility and smooth interaction between devices employing different communication
protocols ( R.E. Mackiewicz 2006).

2.4.9 IEC 61850-9 - Specific Communication Service Mapping

Part 9 specifically deals with defining SCSM tailored for diverse protocols used in sub-
station communication. It establishes a standardized framework to ensure compatibility
and seamless interaction among different devices within substation automation systems.
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IEC 61850-9 is crucial for promoting interoperability and facilitating efficient communica-
tion among IEDs in substations by addressing the intricacies of various network layers
( R.E. Mackiewicz 2006).

2.4.10 IEC 61850-10 - Conformance Testing

Focusing on conformance testing, Part 10 establishes rigorous procedures and require-
ments to verify that devices and systems adhere to the IEC 61850 standard. This con-
tributes to the reliability and compatibility of implementations by ensuring strict compli-
ance through thorough testing processes ( R.E. Mackiewicz 2006).

2.5 |EC 61850-9-2 Sampled Values (SV)

This section discusses the evolution of the IEC 61850-9-2 protocols, tracing its develop-
ment from its precursor in 2002, IEC 60044, to its current version, IEC 61850-9-2 Ed2,
finalized in 2020.

2.5.1 |EC 60044-8/2002

Many in the industry are familiar with the IEC 60044 standard, a predecessor to the
current IEC 61869 standard for instrument transformers. Part 8 of IEC 60044, dealing
with electronic instrument transformers, introduced the concept of a "merging unit." This
unit acts as a bridge between analog and digital signals, facilitating the conversion of
analog network signals for use in digital IEDs. Additionally, the standard introduced the
idea of a data set, later utilized in IEC 61850 for network communication.

Figure 2.2 The concept of the MU represents the integration of various sensor data, such
as current and voltage measurements, into a single digital output, streamlining commu-
nication between equipment and control systems. This concept laid the foundation for
the development of the MUs available in the market today. The initial integration and
design of MUs introduced a unified approach to handling data, which has since evolved
into a critical component for ensuring efficient, reliable, and accurate data transmission
in substations. 2

2.5.2 |EC 61850-9-1/2003

This marks the beginning of the protocol known today. However, it initially leaned towards
a point-to-point communication model, resembling its predecessor IEC 60044. This ap-
proach lacked considerations for network applications, crucial for the interoperability that
the protocol now provides. The concept of the Process Bus network, prevalent today,
was not present during this period, causing delays in releasing the next version ( Tibor
2022).

2.5.3 IEC 61850-9-2(Ed1)/2004

At this stage, the abstraction of the IEC 61850 standard is being carefully applied once
more. Initially introduced in the IEC 61850-7-2 standard, this service specification has

2https://www.linkedin.com/pulse/history-iec-61850-sampled-values-tibor- congo/
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FIGURE 2.2: Concept of the Merging Unit.

since developed into a well-defined standard within IEC 61850-9-2, where it is clearly
outlined within the context of Ethernet communication.

The data structure is characterized by its generic definition, and the communication pro-
cess operates entirely independently. This implies that, in the future, we could seam-
lessly transition to another standard beyond Ethernet, tailored to the system'’s evolving
needs. This flexibility is a testament to the power that abstraction brings. However, it’s
important to note that, thus far, the Ethernet protocol has been utilized and has consis-
tently met the expected performance requirements.

In this revised standard, the noteworthy inclusion is the implementation of the process
bus for Sampled Values, signaling a departure from the initial point-to-point communica-
tion approach. Here, to propagate Ethernet packets across the network, it leverages the
existing multicast definition of the Ethernet protocol.

A widely embraced guideline employed by manufacturers in the development of Sampled
Values is the UCA Implementation Guideline for IEC 61850-9-2.. It’s crucial to recognize
that this is a guideline, not a standard( Tibor 2022).

2.5.4 |EC 61850-9-2 Ed2/2011

In this new edition, there were not many changes, mainly due to the fact that the en-
ergy industry was not significantly progressing in the adoption of this technology, even
with lighter versions like IEC 61850-9-2-LE. The reasons for this lack of progress are
attributed to the skeptical nature of many protection engineers. They tend to be more
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conservative when it comes to supplying electrical power, sometimes justified by nega-
tive experiences in the field( Tibor 2022).

There were also some technical issues with SVs due to time synchronization. At that
time, the most used protocol was SNTP, which allowed only millisecond precision. For
SVs, higher precision in samples was needed. Additionally, there was immaturity in
redundancy solutions in the network. Consequently, these two significant problems were
only resolved later with the implementation of the following technologies:

» Time Synchronization - Precision Time Protocol (PTP): This protocol enables time
synchronization via Ethernet with a timing error of less than 1 microsecond. Syn-
chronization could now be achieved through the Ethernet network connection, elim-
inating the need for a separate network for time synchronization of merging units
in the field.

* Redundancy - Parallel Redundancy Protocol (PRP): PRP operates with effectively
two duplicated networks, resembling the approach adopted by service providers
in the transmission of electrical energy networks. These providers often maintain
redundant protection/control systems. The loss of service in one of these networks
does not compromise functionality, as the parallel network continues to perform its
communication functions without affecting the protection/control systems.

+ High Availability Continuous Redundancy (HSR): HSR provides redundancy through
a ring architecture. This is essentially the same ring architecture, where commu-
nication service continuity is maintained through the open ring, in case of service
loss in any part of the closed ring. In both cases, specific hardware (and software)
requirements must be met to consider the implementation of the solution. This is a
fundamental element in the design of the Digital Substation.

For time synchronization, the adopted solution was the Precision Time Protocol (PTP).
With a resolution below 1 microsecond, this was sufficient for SVs to be synchronized,
making it possible to reconstruct the digital waveform into analog again and check for
faults or network issues by IEDs. In terms of redundancy, two solutions were imple-
mented: PRP and HSR, with PRP being the more widely used due to lower associated
implementation costs and the assurance of redundancy( Tibor 2022).

2.5.5 |EC 61869-9/2016

The IEC 61869-9 standard is familiar to everyone using instrument transformers for other
applications in the industry. This standard provided recommendations for measuring
instruments, ranging from light versions to more demanding ones. The Figure 2.3 below
summarizes this information. 3

The information derived from the table indicates that protection functions use a sampling
rate of 4800Hz at 60Hz and 4000Hz at 50Hz according to the IEC 61850-9-2-LE version.
When we talk about preferred streams, the sampling rates remain the same regardless of
their use, such as protection, measurement, or power quality. This balance is achieved by
adjusting the necessary samples per Application Specific Data Unit (ASDUs) per packet.

The IEC61869-9 standard mentions the use of configurable datasets. The IEC 61850-9-
2-LE version simplified this by publishing 4 currents + 4 voltages for all datasets. While

3https ://www.linkedin.com/pulse/history-iec-61850-sampled-values-tibor-congo/
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this approach was efficient, it lacked flexibility. Therefore, IEC61869-9 introduces flexibil-
ity in this regard, optimizing the implementation. However, this increased flexibility also
brings greater complexity to data processing( Tibor 2022).

2.5.6 IEC 61850-9-2 Ed2.1/2020

In this latest update, there was a small reinforcement of what was mentioned in the pre-
vious version. Here, a new field called SynchSrcID was introduced, which is used to
specify the synchronization source of the merging unit. This new feature is one of the
optional fields. In the IEC 61850-9-2-LE version, there was only one field, but breaking
free from the limitations of this version, now there are more fields to configure. Again, a
note on what was mentioned above, it is essential to analyze configuration issues and
implementation costs, as it will be more complex( Tibor 2022).

The evolution from IEC 60044-8 to IEC 61850-9-2 ED2.1 marks the shift from analog to
digital in substation communication. Starting with the digitization of transformer outputs,
it progressed through increasingly sophisticated standards (IEC 61850-9-1, 9-2 ED1, and
9-2 LE), refining the transmission of sampled values over Ethernet. The development
culminated in IEC 61869-9 and IEC 61850-9-2 ED2.1, which ensure interoperability and
advanced digital communication in modern substations, in Figure 2.4 4 has showned the
progress through years.

4https ://www.linkedin.com/pulse/history-iec-61850-sampled-values-tibor-congo/
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Chapter 3

Analysis and Design of the Solution

3.1 Description of Equipment and Functions

This work focuses on the equipment configuration within an electrical substation follow-
ing the IEC 61850 standard, specifically addressing MUs and their role in substation
automation. Merging Units are responsible for converting analog signals from current
transformers and voltage transformers into digital data, known as sampled values, which
are then transmitted to protection relays. These relays ensure the safe operation of the
electrical grid by monitoring data and acting on potential faults.

In the system studied, two MUs are connected to the same CTs and VTs, providing
redundant SV streams to the protection relays. This redundancy ensures continuous
operation, even if one MU fails, as the other can still deliver accurate data. However, this
dual-stream configuration poses a challenge: the protection relay must decide which of
the two SVs to use for executing protection algorithms. These algorithms detect anoma-
lies or faults in the grid, so selecting the most reliable SV is crucial for maintaining system
performance and safety.

In the current setup, the protection relay passively receives SVs from both MUs, with no
dynamic mechanism in place to prioritize or select the best sample in real-time. This can
lead to inefficiencies or even errors if the data from one MU is compromised.

3.2 Limitations of the Current Solution

The primary limitation of the existing system is the lack of an algorithm that dynamically
selects the best SV from the multiple streams sent by the MUs. Without this, the pro-
tection relay may process suboptimal or even erroneous data, especially in cases where
one MU is malfunctioning or sending corrupted SVs. This limitation is critical, as the
protection relay’s decisions directly impact the safety and reliability of the substation.

Moreover, the current system does not fully exploit the redundancy provided by the MUs.
Although two SV streams are available, the relay does not have a built-in method to
evaluate the quality of these samples and select the most reliable one. This absence of
real-time evaluation increases the risk of incorrect fault detection, which could compro-
mise the protection system’s integrity.
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3.3 Proposed Solution

To address the limitations identified, we propose an algorithm designed to dynamically
evaluate and select the most reliable SV from multiple streams sent by the MUs. This
solution acts as an intelligent selector that monitors the incoming SVs, assesses their
quality, and ensures that only the most accurate and reliable sample is used in protection
calculations.

3.3.1 SV Selection Algorithm

The algorithm continuously monitors SVs arriving from two MUs connected to the same
CTs and VTs. It evaluates these samples based on predefined quality metrics, such as
accuracy, transmission latency, and packet integrity. Once the evaluation is complete,
the algorithm selects the SV with the best overall performance, allowing the protection
relay to process only the most reliable data.

This approach ensures that even in the event of a partial MU failure, the protection relay
will continue to operate with accurate data. By dynamically selecting the best SV, the
algorithm mitigates the risk of using unreliable or corrupted data, thus enhancing the
reliability of the entire protection system.

3.3.2 Operational Flow of the Algorithm

The algorithm operates like a switch, receiving two or more SV streams from the same
sensor (CT or VT) and passing only the best sample to the protection relay. The selection
process involves the following steps:

» Data Monitoring: The algorithm receives SVs from both MUs and continuously
monitors the quality of each stream.

+ Classification: The SVs are classified based on criteria such as latency, accuracy,
and error detection.

+ Selection: The sample with the highest classification is selected, while the other is
discarded.

 Protection Execution: The protection relay uses the selected SV to run fault detec-
tion algorithms.

This process repeats at each cycle, ensuring that the protection system operates with
the most reliable data at all times. Figure 3.1 " illustrates a simplified single-line diagram
(SLD) of a substation using this architecture, showing the relationship between MUs and
the protection relay.

3.3.3 Handling Redundancy and Failures

The proposed solution efficiently manages redundancy by ensuring that the relay always
uses the best available data. If one MU fails or its SV stream becomes unreliable, the
algorithm automatically switches to the stream with the highest quality, maintaining unin-
terrupted and accurate protection relay operation. This dynamic handling of redundancy

"https://www.efacec.pt/en/wp-content/uploads/2022/08/CS49112207A1_MCU-500. pdf
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FIGURE 3.1: Simple Single Line Diagram (SLD) of an Electrical Substation
with SV streams. (Source: Efacec Energia, Maquinas e Equipamentos
Eléctricos, S.A.)

adds an extra layer of resilience to the protection system, preventing erroneous detec-
tions and unnecessary interruptions in service.

3.4 Conclusion

In this chapter, we first outlined the configuration and roles of the MUs and protection
relays in the substation, explaining how they operate within the context of IEC 61850.
We then highlighted the limitations of the current system, particularly the absence of
an effective mechanism for selecting the best SV from multiple MUs. Finally, we intro-
duced the architecture of a novel algorithm that dynamically selects the most reliable SV,
ensuring higher accuracy and reliability in protection relay operations.
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Chapter 4

Solution Architecture

This chapter details on the practical implementation of the proposed algorithm. It begins
with an overview in Section 4.1, which outlines the key methods and tools used through-
out the development process. Section 4.2 dives into the detailed steps taken to develop
the algorithm, including both hardware and software components, as well as the various
tools and libraries (crates) employed. Section 4.3 then describes the algorithm designed
to select the best SVs and presents the results of this selection process. This chapter
provides a comprehensive view of how the theoretical concepts were translated into a
working solution.

4.1 Overview

The demand for an algorithm that selects the optimal analog signal has grown alongside
the increasing adoption of merging units in substations. As substations transition to digi-
talization, merging units become indispensable for ensuring efficient performance. These
units play a critical role by making various other substation components dependent on
their technology. Previously, the only critical protocol was GOOSE, used for transmitting
trip signals and equipment interlocks. Now, with the adoption of merging units, the com-
munication network itself becomes critical. It ensures the accurate reception of analog
signals from CTs and VTs, allowing protection algorithms to promptly identify network
faults.

Consequently, formerly non-critical equipment like switches must now meet stringent
performance criteria to prevent delays. This necessitates the implementation of PTP
across all critical network devices, establishing PTP as the master clock for the entire
substation network.

Merging units are ushering substations into the digital age, yet they also introduce new
challenges. In older substations, concerns about analog signals were limited to issues
like broken wires and induction. Today, with numerous interconnected devices requir-
ing precise timing and high performance, ensuring proper system operation becomes
crucial.

4.2 Hardware Setup

For the development and execution of this project, a Dell Inspiron personal computer
has been utilized. This machine is equipped with robust specifications to support the
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complex computational and networking requirements of the research. The key features
of this computer are as follows:

» Processor: Intel Core i5 10th Generation, offering a balanced blend of performance
and efficiency for handling various computational tasks required during the devel-
opment and testing phases.

» Memory: 8 GB of RAM, providing sufficient memory capacity to run multiple appli-
cations and perform intensive data processing operations seamlessly.

» Networking: The system includes two Ethernet cards to facilitate network con-
nectivity: Integrated Ethernet Card: The built-in Ethernet card that comes with the
computer. Gigabit USB to Ethernet Adapter: An additional gigabit Ethernet adapter
connected via USB, enhancing the computer’s networking capabilities. Network
Speed Limitation: Despite the presence of a gigabit Ethernet adapter, the over-
all system network speed is limited to 100 Mbits/s. This is due to the maximum
speed supported by the jetson nano, which is being used in conjunction with the
Dell Inspiron for this project.

The Jetson Nano stands out for its versatility and compact design, making it an ideal
choice for deploying sophisticated algorithms in research projects. Key features include:

» Processing Power: Equipped with a 1.43 GHz quad-core ARM Cortex-A57 proces-
sor and a 128-core NVIDIA Maxwell GPU, offering robust computational capabili-
ties necessary for real-time data processing and algorithm execution.

* Memory: Includes 4 GB of LPDDR4 RAM, ensuring efficient storage and retrieval
of data crucial for running complex algorithms and maintaining system responsive-
ness.

» Connectivity: Integrated with Gigabit Ethernet, enabling high-speed wired com-
munication essential for modern substation automation applications, and also an
ethernet adapter using USB3.0 with gigabit connection.

* GPIO Pins: Equipped with a 40-pin GPIO header, allowing direct interfacing with
external sensors, actuators, and other peripherals, which is indispensable for hard-
ware integration in substation environments.

The specifications of the Dell Inspiron ensure it can manage the comprehensive de-
mands of the research, ranging from the development and testing of algorithms to in-
terfacing with the Jetson Nano for real-time data processing and network simulations.
Equipped with an Intel Core i5 10th Generation processor and 8 GB of RAM, this per-
sonal computer provides the necessary performance and memory capacity for running
complex applications and intensive data operations. The inclusion of dual Ethernet
cards—one integrated and one gigabit USB to Ethernet adapter—enables flexible and re-
liable network configurations, essential for accurately emulating substation environments
and conducting thorough testing.

The Jetson Nano is equally well-suited for executing the algorithm designed to opti-
mize SV selection in substation automation systems. Its powerful ARM processor and
NVIDIA GPU offer robust computational capabilities and efficient data handling. The in-
tegrated Gigabit Ethernet facilitates high-speed wired communication, while the 40-pin
GPIO header allows for direct interfacing with external sensors and actuators. Despite
the network speed being limited to 100 Mbits/s due to the maximum capacity of certain
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interfaces, these features collectively ensure reliable performance and effective integra-
tion into research and development efforts.

By harnessing the strengths of both the Dell Inspiron and the Jetson Nano, this research
project benefits from a synergistic blend of hardware capabilities. The Dell Inspiron
serves as a robust foundation for development, testing, and executing the algorithm,
leveraging its computational power and memory capacity. Meanwhile, the Jetson Nano
operates as both a merging unit and a protection relay, demonstrating its adaptability
and connectivity. This dual functionality makes the Jetson Nano an optimal platform for
handling real-time data processing and network simulations. Together, these platforms
play a pivotal role in advancing substation automation, improving operational efficiency,
and bolstering the reliability of substation systems.

4.3 Software Technologies

The software development process began with selecting the programming language for
developing the algorithm. Today, we have many languages that meet performance needs
and are widely used in the market, such as C and C++. These languages prioritize
performance, which is why they are predominantly used in embedded systems. However,
we also have languages that are easier to develop and write, although not as performant,
such as Python/MicroPython.

After thoroughly analyzing the scenario in which my development needed to be inserted,
| came across the Rust language. Rust offers performance comparable to C and C++
but without the memory management issues inherent to these languages. Given that
this development is related to critical systems, | opted to use a safer language. Thus, the
development was carried out in Rust.

The decision to use Rust was also influenced by its modern design principles and strong
community support. Rust’s ownership model ensures memory safety and eliminates
common bugs such as null pointer dereferencing and buffer overflows. This is particularly
important in critical systems where reliability and safety are essential.

Furthermore, Rust’s rich type system and pattern matching capabilities facilitate the de-
velopment of robust and maintainable code. The language’s concurrency model is de-
signed to prevent data races, making it a suitable choice for applications requiring high
performance and safety.

By choosing Rust, the development process benefits from both high efficiency and en-
hanced safety, ensuring that the algorithm operates reliably within the substation automa-
tion system. This strategic choice underscores the commitment to using cutting-edge
technologies to achieve optimal performance and reliability in critical system applica-
tions.

4.3.1 Cargo

Cargo is Rust’s official package manager and build system, integral to managing Rust
projects. It simplifies the process of managing dependencies, compiling code, running
tests, and creating documentation. Here’s an overview of Cargo’s key features:

» Dependency Management
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— Crates: Cargo allows developers to easily include third-party libraries (known
as crates) into their projects. These crates are listed in a Cargo.toml file,
where you can specify the version of each dependency.

— Automatic Resolution: Cargo automatically fetches and compiles these de-
pendencies, ensuring that the correct versions are used, and resolving any
conflicts between different versions of the same crate.

+ Build and Compilation

— Automatic Resolution: Cargo automatically fetches and compiles these de-
pendencies, ensuring that the correct versions are used, and resolving any
conflicts between different versions of the same crate.

— Cross-Compilation: Cargo supports cross-compilation, allowing developers
to build their Rust projects for different target platforms, which is particularly
useful for embedded systems.

* Project Management

— Project Initialization: Starting a new Rust project is simple with Cargo. By run-
ning cargo new ’project name’, Cargo automatically creates a new directory
with a basic Rust project structure, including the necessary Cargo.toml file
and a default source directory.

— Workspaces: Cargo supports workspaces, enabling the management of mul-
tiple related packages within a single repository. This is particularly useful
for large projects with multiple components that need to be developed and
managed together.

« Community and Ecosystem

— Crates.io: Cargo is tightly integrated with Crates.io, the Rust community’s of-
ficial crate registry. This allows developers to publish their libraries and appli-
cations, making them available to others in the community.

— Cargo.lock: Cargo manages a Cargo.lock file that records the exact versions
of all dependencies used in a project, ensuring consistency across different
builds and environments.

Cargo’s function in the Rust ecosystem is fundamental, as it provides a unified way
to manage the entire lifecycle of a Rust project—from development and dependency
management to testing, documentation, and deployment. Its user-friendly interface and
powerful features make it an essential tool for Rust developers, facilitating a smooth and
efficient development process.

4.3.2 Crates

Crates in Rust are the building blocks of Rust projects and packages. A "crate" refers to
a compilation unit in Rust and can be a library or a binary.

» Types of Crates

— Binary Crates: These are executable applications. When you create a binary
crate, it generates a single executable file.
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— Example: If you write a Rust program with a main.rs file, it’s a binary crate
because it compiles to an executable.

— Library Crates: These contain reusable code that other projects can depend
on. Instead of producing an executable, a library crate compiles to a .rlib file
that other projects can link against.

— Example: A collection of utility functions or algorithms that you can share
across multiple projects.

e Crates.io

— Crates.io is the official Rust package registry where developers can publish
and share their library crates. It’s similar to npm for Node.js or PyPI for Python.

— Developers can search for and download crates published by others, integrat-
ing them into their projects with ease.

» Dependency Management with Crates

— In Rust, projects can depend on other crates. You specify these dependencies
in the Cargo.toml file, which lists all the crates your project needs, along with
their versions.

— Cargo, Rust’s package manager, handles fetching these dependencies from
Crates.io, ensuring compatibility and managing versions.

* Benefits of using Crates

— Modularity: Crates encourage modular design, making it easy to split a project
into smaller, reusable components. Each crate can be developed, tested, and
compiled independently. needs, along with their versions.

— Reusability: By using crates, you can leverage existing solutions for com-
mon problems. Whether it's handling dates, parsing JSON, or working with
databases, there’s likely a crate for it.

— Dependency Management: Cargo automatically manages dependencies, en-
suring that you're using the correct versions of the crates your project depends
on, thus avoiding compatibility issues.

« Community and Ecosystem

— The Rust community actively contributes to the ecosystem by publishing high-
quality crates on Crates.io. This makes it easier for developers to find reliable,
well-maintained packages for their projects.

This work relies exclusively on library crates, which are essential to the development pro-
cess. These libraries significantly streamline the development work and provide crucial
functionality. Additionally, managing these libraries with Cargo allows easy tracking and
control of the versions being used, ensuring consistency throughout the project.

Crates are central to the Rust ecosystem, promoting code reuse, modularity, and collab-
oration. Whether building a small utility or a large-scale application, crates help structure
the project and tap into the wealth of libraries and tools available in the Rust community.
Below, the most important libraries integral to this work are described.
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4.3.3 Tokio Crate

Tokio' is one of the most popular and robust asynchronous runtimes in the Rust ecosys-
tem, offering essential components for building high-performance, reliable, and scalable
network applications. Leveraging Rust’s concurrency model, Tokio provides an event-
driven, non-blocking 1/0O system that allows developers to handle thousands of concur-
rent connections with minimal overhead. This is particularly beneficial for applications
that perform extensive I/O operations, such as reading from or writing to sockets, without
needing to wait for these operations to complete before continuing with other tasks.

In addition to its asynchronous runtime, Tokio includes a comprehensive set of utilities
such as timers, channels, and synchronization primitives, which are invaluable in manag-
ing complex concurrent systems. Its seamless integration with Rust’s async/await syntax
significantly simplifies the development of asynchronous code, making it more readable
and maintainable.

A key feature of Tokio is its advanced multithreaded, work-stealing task scheduler, which
is critical for optimizing the performance of asynchronous applications in Rust. This
scheduler distributes tasks efficiently across multiple threads, ensuring full utilization of
available CPU cores. By using a work-stealing approach, Tokio ensures that no single
thread becomes a performance bottleneck. If one thread finishes its tasks while others
are still occupied, it can "steal" tasks from the busy threads, leading to a more balanced
and efficient distribution of workload.

This design is particularly beneficial in scenarios where an application must manage
a large number of concurrent operations, such as handling network connections or
processing real-time data streams. The scheduler minimizes idle time and maximizes
throughput, which is essential for maintaining high-performance levels in demanding
applications. Additionally, by automatically balancing the load, the scheduler reduces
the need for manual optimization, allowing developers to concentrate on the core logic
of their applications rather than focusing on performance tuning across threads. This
makes Tokio an ideal choice for building scalable and responsive systems in Rust.

Tokio has to offer essential tools for managing concurrency and parallelism efficiently
like:

» Concurrency and Parallelism: Tokio enables the handling of numerous tasks con-
currently, facilitating the development of highly efficient and responsive applica-
tions. By utilizing asynchronous programming, Tokio helps manage multiple oper-
ations simultaneously without blocking the execution of other tasks.

» Asynchronous I/O: Tokio excels in non-blocking 1/0O operations, making it ideal for
applications that need to handle multiple network connections concurrently. This
is particularly relevant for the merging unit and protection relay functions in this
project.

+ Scalability: With Tokio, systems can scale efficiently, handling increased loads with-
out a significant decline in performance. This is especially important for real-time
data processing and network simulations required in substation automation sys-
tems.

Thttps://crates.io/crates/tokio
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By incorporating Rust and leveraging the Tokio crate, the development process benefits
from high efficiency and enhanced safety, ensuring that the algorithm functions reliably
within the substation automation system. This strategic choice highlights the commit-
ment to using cutting-edge technologies to deliver optimal performance and reliability in
critical system applications.

4.3.4 Serde Crate

Serde? is the standard crate for serialization and deserialization in Rust, offering a flex-
ible and highly efficient framework for converting complex data structures to and from
various formats, such as JSSON, TOML, YAML, and more. Serialization is the process of
converting a data structure into a format that can be stored or transmitted, while dese-
rialization is the reverse operation. Serde’s performance is one of its standout features;
it's designed to minimize overhead and maximize speed, making it suitable for high-
performance applications where data exchange is frequent and data structures are large
or complex.

Serde ecosystem is extensive, with support for a wide range of data formats and seam-
less integration with other Rust crates. The framework is highly extensible, allowing de-
velopers to define custom serialization and deserialization logic for their data types. This
flexibility ensures that Serde can handle nearly any data representation need, whether
it's a simple JSON API or a complex, nested configuration file. Furthermore, Serde derive
macros (#\derive(Serialize, Deserialize)) make it incredibly easy to implement se-
rialization and deserialization for Rust structs and enums, saving developers from writing
boilerplate code.

4.3.5 Crc32Fast Crate

Crc32Fast® is a high-performance crate designed to compute CRC-32 checksums ef-
ficiently. CRC-32 (Cyclic Redundancy Check) is a widely used algorithm for detecting
errors in data transmission or storage. It’s a lightweight but powerful tool that can quickly
determine if data has been corrupted, making it indispensable in contexts like file integrity
checks, network communications, and data archival. The crc32fast crate is optimized for
speed, using techniques like loop unrolling and SIMD (Single Instruction, Multiple Data)
instructions to process data in parallel, significantly speeding up checksum computa-
tions.

This crate is particularly useful in applications where performance is critical, such as sys-
tems that handle large volumes of data or require real-time error detection. For example,
in networking, CRC-32 checksums are often used to ensure that packets are received
without errors. By integrating crc32fast into such a system, developers can maintain high
throughput while ensuring data integrity. Additionally, its simplicity and efficiency make
it a go-to choice for Rust developers needing a reliable method for error-checking large
datasets or streams.

2https ://crates.io/crates/serde
Shttps://crates.io/crates/crc32fast
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4.3.6 Pnet Crate

Pnet* (Packet Network) is a low-level networking crate in Rust that provides extensive
capabilities for crafting, sending, and receiving raw network packets. It offers granular
control over network communications, making it an essential tool for developers working
on networking protocols, network security applications, or custom network infrastructure.
Pnet allows you to build and dissect packets for various network layers (Ethernet, IP,
TCP/UDP, etc.), giving you the ability to create highly customized network interactions
that go beyond what standard networking libraries offer.

One of Pnet’s key strengths is its flexibility. It supports a wide range of protocols and
can be used for tasks like network monitoring, building packet sniffers, creating custom
firewall rules, or even developing your own network protocol. Additionally, Pnet is well-
integrated with Rust’s safety guarantees, meaning you can perform low-level network
programming with fewer risks of common bugs, such as buffer overflows or memory
leaks. This makes Pnet an excellent choice for developers who need both the power of
low-level networking and the safety of Rust.

4.3.7 Log Crate

Log® is a logging facade for Rust that provides a simple and flexible way to capture log
messages in your applications. It's designed to be lightweight and minimal, focusing on
defining a standard logging APl that libraries and applications can use without committing
to a specific logging implementation. This approach allows you to write code that logs
messages at various levels (error, warn, info, debug, trace) and later decide how those
logs are handled, whether they’re printed to the console, written to a file, or sent to a
logging service.

The log crate’s primary advantage is its decoupling of log producers from log consumers.
You can use the log macros (log!, info!, error!, etc.) throughout your codebase, and
then choose or implement a logging backend (like env_logger or slog) that suits your
application’s needs. This flexibility makes log an ideal choice for libraries, as it allows
the library to emit logs without enforcing a specific logging behavior on the end user.
As a result, the log crate has become a standard in the Rust ecosystem, used by many
libraries and applications to ensure consistent and configurable logging.

4.3.8 Env_Logger Crate

Env Logger® is a simple but powerful logging backend for the log crate, designed to
configure logging via environment variables. This crate is particularly useful in situations
where you need to adjust the verbosity of logging without modifying the code itself, such
as in different deployment environments (development, testing, production). By setting
environment variables, you can control which log levels are enabled and where the log
output is directed, making env_logger extremely flexible and easy to use.

For example, in a production environment, you might want to only log warnings and
errors, while in a development environment, you might enable debug and trace logs to
troubleshoot issues. Env_logger supports these scenarios by allowing you to configure

“https://crates.io/crates/pnet
Shttps://crates.io/crates/log
6https ://crates.io/crates/env_logger
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log levels on a per-module basis, providing granular control over the logging output.
This makes it an invaluable tool for developers who need to maintain visibility into their
applications’ behavior across different environments without cluttering the codebase with
log configuration details.

4.3.9 Chrono

Chrono’ is a comprehensive and robust date and time library for Rust, offering a rich set
of features for working with dates, times, and time zones. It's designed to be easy to
use yet powerful enough to handle complex date and time manipulations. Chrono allows
you to parse and format date/time strings, perform arithmetic operations on dates and
times (e.g., adding or subtracting time durations), and work with time zones, including
conversions between UTC and local times.

One of Chrono’s most significant advantages is its flexibility and precision, making it
suitable for a wide range of applications. Whether you need to manage timestamps in
a database, schedule tasks, log events, or handle time-sensitive operations in a global
application, Chrono provides the tools you need. It also supports custom date and time
formats, allowing you to work with both standard and non-standard representations of
time. Chrono is widely adopted in the Rust ecosystem for any application that requires
accurate and reliable date/time handling.

4.4 System Design

This thesis proposes a method for selecting the best analog/digital signal sent by multiple
Merging Units. The signal is initially analog because it is acquired in that form from VT
and CT, but the Merging Unit converts it into a digital signal following the IEC-61850-
9-2 protocol. The device proposed in this work receives the digital signal, compares
it with another one that's come from another Merging Unit. After this comparison, an
algorithm implemented using a state machine selects which signal will be forwarded to
the protection systems subscribing to these SV.

To achieve this, it was necessary to develop and implement the IEC 61850-9-2 proto-
col from the ground up. Since there is no available library for the RUST programming
language, one had to be created. As a result, a publisher, a subscriber, and the core
algorithm which is the main focus of this thesis were developed. This algorithm must
receive information from two Merging Units and, after processing it, send the selected
data to the protection system.

The components of the proposed solution are interconnected as follows (see Figure 4.1):
1. Two MUs send a Sample Value packet data to the Algorithm.

2. The algorithm evaluates the quality of the SVs from both MUs and selects the best
SV source.

3. The Algorithm forwards the best SV to the Protection Relay.

This selection process ensures that the Protection Relay receives the best possible data
based on the criteria defined by the algorithm.

7https ://crates.io/crates/chrono
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FIGURE 4.1: How the implementation was designed to work.

The development process began with the creation of the publisher, a software that em-
ulates the operation of a Merging Unit. This software was built in accordance with the
standard IEC 61850-9-2 for SV packets.

Figure 4.2 shows the frame structure of a Sampled Value (SV) Packet 8.

Once the packet structure was defined, a function was created to calculate the values to
be sent along with the SVs. This function uses the current execution time to generate
similar values between the two Merging Units.

We also implemented verification and validation of the packets using Cyclic Redundancy
Check (CRC). The CRC is added to the SV packet during its creation, and on the sub-
scriber side, it is verified to ensure the packet’s validity.

The second phase of development focused on the subscriber. Upon receiving the packet
over the Ethernet network, and in compliance with the IEC 61850-9-2 protocol standards,
the packet is reconstructed, its integrity validated using CRC, and the relevant information
extracted and logged. The subscriber device we developed acts as a protection relay,
where the received information is converted back to an analog signal and applied to the
relay’s protection algorithms.

The third phase centered on developing the algorithm for selecting the best SV. This
selection process involves analyzing the values received in the SV packets. To achieve
this, we implemented an SV subscriber capable of retrieving data transmitted via this
protocol, utilizing components from the earlier development stages. After receiving the
data via Ethernet, the information is extracted, evaluated, and the best signal is chosen
between the packets sent by Merging Unit 1 and Merging Unit 2. Once the best signal
is identified, it is sent using the SV publisher, thus completing the development process
aligned with the thesis’s objectives.

8https://www.typhoon-hil.com/documentation/typhoon-hil-software-manual/References/iec_
61850_sampled_values_protocol.html
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FIGURE 4.2: How is constructed a Sampled Values Packet following the
standard IEC 61850-9-2 (Image credits: Typhoon HIL)

The algorithm utilizes the Tokio crate, which provides a work-stealing task scheduler,
allowing for concurrent and parallel processing. This enables the immediate retransmis-
sion of packets from the Merging Unit with the better signal, with the algorithm switching
only when another Merging Unit provides a superior analog signal. This approach en-
sures real-time performance, essential for the required application.

This thesis specifically addresses scenarios involving two Merging Units. Although the
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case of more than two Merging Units was not considered, the algorithm can be adapted
to handle such situations.

4.5 Algorithm Description

The description of the algorithm hinges on a deep understanding of both the publisher
and subscriber functions. The aim is to create an algorithm capable of selecting the op-
timal samples from two independent devices that measure the same electrical quantity.
This involves transmitting these measurements via a protocol, decompressing the data,
extracting the necessary values, evaluating them, and ultimately selecting the best sam-
ple. All of this must be accomplished within a timeframe that ensures the SVs reach the
protection devices without delay each SV being transmitted every 250 microseconds.

The algorithm is triggered upon the reception of an SV from one of the merging units.
Once received, the SV is processed and evaluated to determine whether it is valid, in-
valid, or questionable. If the sample is valid, its values are extracted for comparison with
those from the other merging unit. In the case of an invalid or questionable sample, it is
excluded from the value acquisition process. However, the algorithm keeps track of the
number of invalid samples, which is one of the criteria used to decide whether to switch
the SVs being sent to the protection relays.

For valid samples, a comparison is made on a sample-by-sample basis to ensure the
best result. If the error does not exceed 25%, the current SV is maintained; however, if
the error surpasses 25%, the SV being sent to the protection relays is switched. A state
machine was implemented to make the decision on which SV to send to the protection
devices. Although the system receives values from two merging units, only one of the
two received SVs is transmitted.

The state machine processes all incoming SV frames according to the logic outlined
below.

Figure 4.3 Here has a representation of the state machines it was implemented to make
a decision which SV’s is going to send.

The state machine is implemented in Rust and operates using two mechanisms for state
transitions: events and ticks. Events are specific actions that trigger progress within the
state machine, while ticks represent units of time. When a specified time elapses and the
state requires only a tick to proceed, the machine advances, similar to how it transitions
in response to events.

« Initial State: This state runs only once when the algorithm is first executed. After
this, the state can only be re-entered by a reset. After a tick, the state machine
transitions to the 'Get Sample’ state.

+ Get Sample: In this state, the sample data is received, and information about the
packet is processed. Based on the packet’s validity, the state machine decides to
transition to one of three states: Valid, Invalid, or Questionable. The packet’s status
(valid, questionable, or invalid) determines the next state.

» Questionable: In the ’Questionable’ state, no further action is taken other than
validating the received packet. After a tick, the machine moves to the '‘Complete
Sample’ state.
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FIGURE 4.3: Decision-Making State Machine.

Invalid: In the ’'Invalid’ state, the machine checks whether the number of valid pack-
ets received is below a defined threshold (n_samples). If so, it advances to the
‘Complete Sample’ state; otherwise, it transitions to the "Toggle MU’ state.

Valid: In the ’Valid’ state, the system checks if the number of valid packets is below
the threshold (n_samples). If so, it transitions to the '‘Complete Sample’ state;
otherwise, it moves to ’"Check Error Percentage’. Additionally, the sample is placed
in the appropriate index of the buffer, corresponding to the three-phase and neutral
current and voltage measurements (Phase A to N) for the two MUs (Merging Units).

Complete Sample: This state is essentially a waiting period, where the machine
waits for a tick before transitioning back to the ‘Get Sample’ state.

Toggle MU: In the 'Toggle MU’ state, the Merging Unit is toggled, and the machine
waits for a tick before transitioning to the ‘Complete Cycle’ state.

Check Error Percentage: In this state, the entire buffer is evaluated to calculate the
error percentage. If the error is below 25%, the machine remains in the same MU
and moves to the 'Complete Cycle’ state. If the error exceeds 25%, it transitions to
the 'Toggle MU’ state.

Complete Cycle: In the ‘Complete Cycle’ state, all variables are reset to begin a
new cycle of the algorithm. After resetting, the machine waits for a tick to return to
the ‘Get Sample’ state.
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This state machine ensures efficient processing and evaluation of sampled values from
the Merging Units, adapting dynamically based on packet validity and system perfor-
mance thresholds, here has the part of the variables and initialization of the variables as
shown in Listing 4.1.

// Define the state machine
struct FrameProcessor {
state: State,
cont_smp_inv: u32,
cont_smp_valid_sv_id_1: u32,
cont_smp_valid_sv_id_2: u32,
error_percentage: £f32,
buffer_mul: [[i32; N_SAMPLES as usizel]; 8], // buffer MU 1 current A,B,C
and N - voltage A,B,C and N
buffer_mu2: [[i32; N_SAMPLES as usizel]; 8], // buffer MU 2 current A,B,C
and N - voltage A,B,C and N
toggle_mu: bool,
}
impl FrameProcessor {
fn new() -> Self {
Self {
state: State::Initial,
cont_smp_inv: O, // Initialize cont_invalid
cont_smp_valid_sv_id_1: O,
cont_smp_valid_sv_id_2: O,
error_percentage: 0.0,
buffer_mul: [[0 ; N_SAMPLES as usize]; 8],
buffer_mu2: [[0 ; N_SAMPLES as usize]; 8],
toggle_mu: false,

LISTING 4.1: State Machine.

The diagram in Figure 4.4 illustrates the deployment of the software components on
the hardware platforms. The Merging Units and Protection Relay are simulated on the
Jetson Nano node, while the Algorithm runs on the PC. An Ethernet link connects the
Merging Units to the Algorithm, and another Ethernet link connects the Algorithm to the
Protection Relay.

The workflow is as follows:
1. The MUs send sampled values (SV) to the Algorithm.
2. The Algorithm analyses the received data and adaptively selects the best source.
3. The Algorithm forwards the SV to the Protection Relay.

All information regarding the development is available on GitHub, along with additional
resources in the following location:

https://github.com/everton-oriente/IEC61850_9_2_SV
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FIGURE 4.4: Component Deployment and Interconnection on Computing
Platforms.
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Chapter 5

Implementation

This chapter focuses on the development of the merging unit (publisher), the protection
relay (subscriber), and algorithm essential to this project. It begins with Section 5.1,
which explains the structure of SVs, laying the foundation for the algorithm’s operation.
Section 5.2 details the development of a publisher for IEC 61850-9-2-SV, covering data
structuring, core function implementation, and testing through simulated signals. Section
5.3 addresses the development of a subscriber, highlighting the reuse of structures, data
reception, error handling, and final implementation. The chapter also provides detailed
insights into key portions of the code and the structures involved, particularly focusing on
the state machine implemented to select the best sample of the analog signal. Finally,
Section 5.4 discusses the overall development of the algorithm, integrating the compo-
nents into a cohesive system and identifying the essential steps needed to advance the
project. Initially, the path forward wasn’t always clear, but as development progressed,
the necessary methods and solutions were uncovered to ensure the successful comple-
tion of the project.

5.1 Structure of Sampled Values

The IEC 61850-9-2 Sampled Values protocol operates based on the Ethernet standard,
meaning the packet structure must follow that of Ethernet packets. As such, we have the
preamble, destination MAC address, source MAC address, Ethertype, data, and FCS.
However, since it's a SV packet, there is an additional field that isn’t always present in all
Ethernet standard packets: the Priority Tagging VLAN ID. This field must be included in
the SV packet.

These elements are divided into the header, payload, and checksum. The header in-
cludes the Destination MAC address, Source MAC address, Priority Tagging VLAN ID,
and Ethertype. The payload contains the Sampled Value Protocol Data Unit (SVPDU),
which itself consists of the APPID, length, Reserved 1, Reserved 2, and the APDU. The
APDU is made up of the savPDU, noASDU, SeqASDU, and ASDU, and within the ASDU,
we have fields such as svID, smpCnt, confRev, smpSynch, SegData, and the data. Fi-
nally, we have the FCS (Frame Check Sequence), which in this case uses CRC (Cyclic
Redundancy Check). This ensures the frame is validated and the information is accurate.

Figure 5.1 Below in the figure has how it is compound the sampled values packets. *.

Following the recommendations of UCA International Users Group 2024, the description
is well documented in Zhao (2012, Subsection 4.2), which explains this in detail.

Thttps://www.mdpi.com/1996-1073/12/19/3731



40 Chapter 5. Implementation

/. Destination MAC
Tag/Length Pair encoded according to ASN.1 Basic
Address /‘ Encoding Rules
APPID
/‘savPDU [ ox60 [ Length Value
Source MAC Address noASDU >| oxso | Length Value
% Length Seq ASDU >| oxA2 |Leng!h Value
E ASDU 1 > | 0x30 | Length Value
Priority Tagging sID  ----------> | 0x80 | Length| Value
VLAN ID >
Resorved 1 smpCnt 0x82 | Length| Value
confRev 0x83 | Length | Value
smpSynch > 0x85 | Length | Value
Ether Type (0x88BA) Seq Data > | 0x87 |length| Value
&l Reserved 2
Data
© ASDU 2 > | ox30 [ Length| Value
g SV Protacol Data | o ASDU 3 > | 0x30 [ Length| Value
3 Unit (PDU) i APDU g
a \‘ \‘ ASDU 8 > | 0x30 ILength| Value
5
3
@
3 FCS
]
£
O Ny

FIGURE 5.1: Sampled Value packets fields. (Image credits: MDPI)

Figure 5.2 Here has a representation of all the field until the values, and all the layers of
the packet. UCA International Users Group 2024
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FIGURE 5.2: Sampled Value packets fields. (Image credits: UCA Interna-
tional)

5.2 Development of a Publisher of IEC 61850-9-2-SV

The development of the publisher is a critical component in the implementation of the
IEC 61850-9-2 Sampled Values communication standard. This section outlines the struc-
tured approach taken to build the publisher, focusing on the creation of key data struc-
tures (structs) and the implementation of essential functions that enable the generation
and transmission of SV packets.
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5.2.1 Structuring the Data: Defining Rust Structs

The process begins with defining the necessary structs. Rust, known for its strong em-
phasis on safety and concurrency, offers a well-organized way to build and manage com-
plex data structures. This allows for clear and readable code, where each step of the data
flow is defined in a sequence that is easy to understand and maintain.

The primary structs used in this project are designed to mirror the components of an
Ethernet frame, as required by the IEC 61850-9-2 standard. These structs are nested to
represent the hierarchy of the data, from the Ethernet frame down to the individual data
points in the SV payload, below has all the nest structures as shown in Listing 5.1.

pub struct EthernetFrame

{

pub destination: [u8; 61,
pub source: [ug; 6],
pub tpid: ulé6,

pub tci: ul6,

pub ethertype: ulé6,

pub payload: SvPDU ,
pub fcs: [u8; 417,
}

pub struct SvPDU

{

pub appid: [u8; 21,
pub length: [u8; 2],
pub reservedl: [u8; 21,
pub reserved?2: [ug; 271,
pub apdu: SmvData,

}

pub struct SmvData

{

pub sav_pdu_asn: [u8; 21,
pub no_asdu_asn: [ug; 2],
pub no_asdu: u8,

pub seq_asdu_asn: [ug; 21,
pub asdu_asn: [u8; 21,
pub sv_id_asn: [ug; 27,
pub sv_id: [u32; 17,
pub smp_cnt_asn: [u8; 21,
pub smp_cnt: [ul6; 1],
pub conf_rev_asn: [u8; 21,
pub conf_rev: [u3d2; 11,
pub smp_synch_asn: [u8; 2],
pub smp_synch: u8,

pub seq_data: [ug; 2],
pub logical_node: LogicalNode,
}

pub struct LogicalNode

{

pub i_a: [i32; 11,

pub q_ia: [u32; 1],

pub i_b: [i32; 11,

pub q_ib: [u32; 11,

pub i_c: [i32; 1],

pub q_ic: [u32; 17,
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pub i_n: [i32; 11,
pub q_in: [u32; 17,
pub v_a: [(i32; 11,
pub q_va: [u32; 17,
pub v_b: [i32; 11,
pub q_vb: [u32; 11,
pub v_c: [i32; 17,
pub q_vc: [u32; 17,
pub v_n: [(i32; 11,
pub q_vn: [u32; 1],
}

LISTING 5.1: Nested Structure of Sample Value.

These structs allow for a comprehensive representation of the Ethernet frame and the
SV data contained within, ensuring that each element of the SV packet is accurately
captured and can be easily manipulated during transmission.

5.2.2 Implementing the Core Functions

Once the data structures are in place, the next step is to implement the functions that
will operate on these structs. Rust uses the 'impl’ keyword to define methods for structs,
allowing for the creation of constructors, data manipulation functions, and other essential
operations.

For example, the implementation of a constructor for the 'EthernetFrame’ struct might
look like as shown in Listing 5.2.

// Implementation of functions regarding EthernetFrame struct
impl EthernetFrame {
pub fn new(destination: [u8; 6], source: [u8; 6], tpid: ul6, tci: ulé6,
ethertype: ul6, payload: SvPDU, fcs: [u8; 4]) -> Self {

Self {

destination,

source ,

tpid,

tci,

ethertype,

payload,

fcs,

}

LISTING 5.2: 'Impl’ of function in Rust Language.

This function allows for the creation of a new EthernetFrame instance, ensuring that all
necessary fields are initialized correcily.

5.2.3 Simulating an Electrical Grid Signal

A key functionality of the publisher is to simulate the sinusoidal signal of an electrical
grid. This simulation is essential for generating realistic SV packets that can be used to
test and validate the SV communication system.
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To achieve this, the current time is used as an input to calculate the voltage and current
values, with predefined amplitudes representing the electrical parameters. This simula-
tion is implemented as shown in Listing 5.3.

pub fn cal_current_phase_b ()-> [i32;1]

{

let now = Local::now();

let t: £32 = now.timestamp_subsec_nanos() as £32 / 1_.000_.000_000.0;

let phase_degrees: £f32 = 120.0; // Example phase in degrees

let phase_radians: £f32 = phase_degrees x PI / 180.0; // Convert phase to
radians

let omega: £32 = 2.0 * PI *x FREQUENCY;

let amplitude: £32 = AMPLITUDE_CURRENT * ((omega * t + phase_radians).sin
OD

[amplitude as i32;1]

}

LISTING 5.3: Simulated Values of current and voltage.

This function calculates the current value for phase B at a given moment, using the
system’s local time to simulate the progression of the sinusoidal wave. The result is an
array containing the current value, which can then be included in the SV packet.

5.2.4 Introducing Invalid Samples for Testing

To fully test the algorithm’s ability to handle real-world scenarios, it was necessary to
introduce invalid samples. This was accomplished by altering the quality of certain sam-
ples within the SV packets, making them invalid. The publisher was enhanced with a
feature that allows these quality changes, enabling the testing of how well the algorithm
can identify and respond to invalid data. These changes are showned in Listing 5.4.

if increment > 50 \&\& increment < 100

{

// Implement Bad Quality to the samples

// The value of 0 is good quality

// The value of 1 and 2 is invalid

//The value of 3 it is questionable

sv_packet.payload.apdu.logical_node.q_ia[0] = sv_packet.payload.apdu.
logical_node.q_ia[0].wrapping_add (1) ;

}

LISTING 5.4: Invalid sample.

This method directly modifies the ’sv_packet.payload.apdu.logical_node.q_ia’ field, ef-
fectively marking the sample as invalid. This invalid data can then be used to test the
robustness of the SV communication and processing algorithm.

5.2.5 Finalizing the Publisher

With the basic structure, implementation, and testing features in place, the development
of the publisher was completed. The final publisher is capable of generating and trans-
mitting SV packets, simulating electrical grid signals, and introducing invalid data for
testing purposes. These features are critical to the overall success of the thesis, as they
enable comprehensive testing and validation of the IEC 61850-9-2 SV standard.
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5.3 Development of a Subscriber of IEC 61850-9-2-SV

The development process for the subscriber followed a similar structured approach as
that of the publisher. Having already established the necessary structs during the pub-
lisher’s development, the focus for the subscriber shifted towards receiving and process-
ing the data transmitted by the publisher over the network.

In this context, the subscriber was designed to handle incoming Sampled Values (SV)
packets, log the received data, and print the relevant information to the log. This ap-
proach not only facilitated real-time monitoring of the transmitted SV data but also pro-
vided a foundation for verifying the integrity and accuracy of the data exchange between
the publisher and subscriber.

5.3.1 Structs Reused in the Subscriber

Given that the subscriber’s primary role is to interpret the data sent by the publisher, the
same set of structs, including 'EthernetFrame’, 'SvPDU’, 'SmvData’, and ’LogicalNode’,
were reused. These structs allowed the subscriber to decode the incoming Ethernet
frames and extract the necessary information from the SV packets as shown in List-
ing 5.5.

pub struct EthernetFrame {
pub destination: [u8; 6],
pub source: [u8; 6],
pub tpid: ulé6,
pub tci: ulé6,
pub ethertype: ul6,
pub payload: SvPDU,
pub fcs: [u8; 4],

}

// Other structs reused as shown in the publisher’s code...

LISTING 5.5: Reused Structures.

5.3.2 Implementation of Data Reception and Logging

The implementation phase involved creating functions to capture the network packets,
parse them into the appropriate struct fields, and log the data for analysis. The impl
blocks provided a seamless way to define these methods, ensuring that the subscriber
could efficiently process the data.

5.3.3 Error Handling and Invalid Data Processing

An essential part of the subscriber’s functionality involved handling errors and invalid
data. Similar to the publisher, where invalid samples were introduced to test the al-
gorithm, the subscriber needed to identify and appropriately respond to these invalid
samples. This was achieved by checking the quality of the received data and ensuring
that any invalid samples were flagged and processed correctly.
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5.3.4 Finalizing the Subscriber

By incorporating robust data reception, validation, and logging mechanisms, the sub-
scriber was completed with the essential features required to support the overall thesis
objectives. The subscriber was now fully equipped to interact with the publisher, pro-
cess the received SV packets, and handle any errors or invalid data that might arise
during transmission. This setup provided a solid foundation for testing and verifying the
performance of the implemented communication protocol.

5.4 Development of the Algorithm

The development of the algorithm hinges on a deep understanding of both the publisher
and subscriber functions. The aim is to create an algorithm capable of selecting the
optimal samples from two independent devices that measure the same electrical quan-
tity. This involves transmitting these measurements via a protocol, decompressing the
data, extracting the necessary values, evaluating them, and ultimately selecting the best
sample. All of this must be accomplished within a timeframe that ensures the Sampled
Values (SVs) reach the protection devices without delay—each SV being transmitted
every 250 microseconds.

The algorithm is triggered upon the reception of an SV from one of the merging units.
Once received, the SV is processed and evaluated to determine whether it is valid, in-
valid, or questionable. If the sample is valid, its values are extracted for comparison with
those from the other merging unit. In the case of an invalid or questionable sample, it is
excluded from the value acquisition process. However, the algorithm keeps track of the
number of invalid samples, which is one of the criteria used to decide whether to switch
the SVs being sent to the protection relays.

For valid samples, a comparison is made on a sample-by-sample basis to ensure the
best result. If the error does not exceed 25%, the current SV is maintained; however, if
the error surpasses 25%, the SV being sent to the protection relays is switched. A state
machine was implemented to make the decision on which SV to send to the protection
devices. Although the system receives values from two merging units, only one of the
two received SVs is transmitted.

5.4.1 Algorithm Logic and Structure

The core of the algorithm revolves around a decision-making structure that ensures re-
liable selection of SVs. The state machine is implemented to manage the comparison
process and handle the switching of samples. Each incoming SV is processed in real
time, where the following steps are taken:

» Data Decompression: Upon reception of the SVs from the publisher, the algorithm
first decompresses the data to retrieve the individual fields necessary for process-
ing. These fields include the sample count (smpCnt), configuration revision (con-
fRev), and the actual sampled values.

+ Data Validation: Each Sampled Value undergoes an integrity check using a check-
sum before processing. If the sample is flagged as invalid or questionable in terms
of quality, it is excluded from the comparison. This ensures that only trustworthy
SVs are considered for further analysis, enhancing the reliability of the results.
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» Comparison Between SVs: For valid SVs, the algorithm compares the sampled
values from both merging units. If the absolute difference between the two SVs
is within an acceptable threshold (25%), the system continues using the current
SV. If the difference exceeds this threshold, the algorithm triggers the switching
mechanism.

+ Decision Process Using State Machine: The algorithm utilizes a state machine to
manage the decision-making process for switching between Sampled Values. This
system ensures that switching occurs only when the error between the two SVs
exceeds a predefined threshold and a series of checks confirm that the alterna-
tive SV is more suitable for transmission. Additionally, the state machine monitors
the data stream for invalid samples and initiates a switch if a persistent stream of
invalid samples is detected, ensuring that the most accurate data is consistently
transmitted.

As shown in Listing 5.6, it is presented the core logic and structure of the implemented
state machine. It highlights key aspects such as the tick time, which defines the inter-
vals at which the state machine operates, and how the system evolves through different
states. Additionally, the log messages generated during the process provide insight into
the system’s behavior, while the transitions between states are outlined, demonstrating
how the machine responds to various conditions and triggers.

async fn process_frame (&mut self, frame: &EthernetFrame) {
// Ensure the state machine processes at each tick

let mut ticker = interval (Duration::from_micros (1));
info!("frame inside FSM {:?}", frame);
loop {

// Wait for the tick, so the state machine each ticker
ticker.tick () .await;
info!("System ticked");
match self.state {
State::Initial =>

{
info!("State: Imnitial");
}
State::GetSample =>
{
info!("State: Get Sample");
self.valid_qual_smp (frame) .await;
b3
State::Questionable =>
{
info!("State: Questionable");
+
State::Invalid =>
{
info!("State: Invalid");
self.valid_cont_smp_inv () .await;
3
State::Valid =>
{
info!("State: Valid") ;
self .valid_cont_smp_valid (frame) .await;
+
State::CompleteSample =>
{

info!("State: CompleteSample");
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self .keep_variables () .await;
break;
}
State::CheckErrorPercentage =>
{
info!("State: CheckErrorPercentage");
self .valid_error_percentage () .await;
}
State::ToogleMU =>
{
info!("State: ToogleMU");
self .toogle_sv () .await;
}
State::CompleteCycle =>
{
info!("State: CompleteCycle");
self .reset_variables () .await;
break;

}
// Automatically transition to the next state on each tick
self .transition() .await;

¥

self.state = State::GetSample; // Reset state for the next frame

async fn transition(&mut self) {

match self.state {
State::Initial => self.state = State::GetSample,
State::GetSample =>{}
State::Invalid =>{}
State::Valid =>{}
State::Questionable => self.state = State::CompleteSample,
State::CompleteSample => {}
State::CheckErrorPercentage =>{}

State::ToogleMU => {}

State::CompleteCycle => {}

47

LISTING 5.6: Function process_frame() that processes a received SV.
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5.4.2 Handling Invalid and Questionable Samples

Invalid or questionable SVs are handled by implementing a robust error-checking mech-
anism. The algorithm is designed to track the occurrence of invalid samples and make
decisions accordingly. If a sample is deemed invalid, it is discarded from further evalu-
ation, but the algorithm logs this occurrence to maintain an awareness of the merging
unit’s performance.

If invalid samples persist over a defined threshold, the state machine initiates a switch to
the other merging unit. This mechanism ensures that the system continuously provides
reliable SVs to the protection relays, even in cases where one merging unit is producing
questionable data.

As shown in Listing 5.7, this function handles invalid samples by comparing their value
to N_SAMPLES. If less than N_SAMPLES, it increments a counter and transitions to
CompleteSample; otherwise, it moves to ToggleMU. This must happen before reaching
CompleteCycle, where variables are reset.

async fn valid_cont_smp_inv (&mut self) {
info!("Validate the value of cont samples invalid: {:7}", self.
cont_smp_inv) ;
self . cont_smp_inv += 1;

if self.cont_smp_inv < N_SAMPLES

{
self.state = State::CompleteSample;
info!("Invalid -> Complete Sample");

}

else if self.cont_smp_inv >= N_SAMPLES

{
self .state = State::ToogleMU;
info!("Invalid -> Toogle MU");

}

else

{
//self .state = State::Error;
info!("Invalid -> Error");

}

}

LISTING 5.7: Function valid_cont_smp_inv() changes state based on
the frequency of invalid samples.

As shown in Listing 5.8, This function handles questionable samples by simply waiting
for the next tick to transition to the CompleteSample state.

async fn transition (&mut self) {
match self.state {

State::Questionable => self.state = State::CompleteSample,

LISTING 5.8: Function transition() that changes state from
Questionable to CompleteSample on the next tick.
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5.4.3 Decision-Making Through Error Tracking and Switching

The state machine tracks various error conditions, such as large deviations between SVs
and a high number of invalid samples. The switching logic takes into account both real-
time error tracking and historical data from previous SVs to decide whether to maintain
the current sample or switch to the alternate SV.

The algorithm operates within a deterministic timeframe, where decisions must be made
in under 250 microseconds to maintain real-time performance. This ensures that pro-
tection relays receive the most accurate and reliable data without introducing delays in
decision-making.

As shown in Listing 5.9, this function manages all information related to valid samples. It
processes the buffers by summing and dividing their values—specifically, summing the
contents of buffer 1 and buffer 2. The error value is calculated by taking the ratio of buffer
1 to (buffer 1 + buffer 2) and vice versa. After this, the error percentage is checked. If it
is less than 25%, the system transitions to the CompleteCycle state; otherwise, it moves
to the ToggleMU state.

async fn valid_error_percentage (&mut self) {
let buffer_mul = Arc::new(Mutex::new(self.buffer_mul));
let buffer_mu2 = Arc::new(Mutex::new(self.buffer_mu2));
info!("buffer_mul: {:7?}", self.buffer_mul);
info!("buffer_mu2: {:7?}", self.buffer_mu2);

let sum_x: £32 = buffer_mu2.lock().unwrap().iter ()

.zip(buffer_mul.lock () .unwrap().iter ())

.flat_map (| (mu2_array, mul_array)| {
mu2_array.iter () .zip(mul_array.iter ()) .map (| (&mu2, &mul)| {

if mul '= 0 {
(mu2 - mul) as f32 / mul as £32
} else {

warn! ("Failed acquisition value in the MU1");
0.0 // Avoid division by zero

}
b
1))

.sum () ;
info!("Value of the sum of MU1: {:?}", &sum_x);

let sum_y: £32 = buffer_mul.lock().unwrap().iter ()

.zip(buffer_mu2.lock () .unwrap().iter ())

.flat_map (| (mul_array, mu2_array)| {
mul_array.iter () .zip(mu2_array.iter ()) .map (| (&mul, &mu2)| {

if mu2 '= 0 {
(mul - mu2) as f32 / mu2 as £f32
} else {

warn! ("Failed acquisition value in the MU2");
0.0 // Avoid division by zero
}
i)
i)

.sum() ;

info!("Value of the sum of MU2: {:7}", &sum_y);
let error_x = (sum_x / (N_SAMPLES * 8) as f32).abs();




40
41
42
43
44

45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

50

Chapter 5. Implementation
info!("Value of error of MU1l: {:?}", error_x);
let error_y = (sum_y / (N_SAMPLES * 8) as £32).abs();
info!("Value of error of MU2: {:7}", error_y);
self.error_percentage = if error_x >= error_y { error_x } else { error_y
T
info!("Value of the error: {:7}", &self.error_percentage);

if self.error_percentage >= 0.25

{
if error_x <= error_y
{
if self.toggle_mu == false
{
self .state = State::CompleteCycle;
by
else
{
self .state = State::ToogleMU;
}
by
else if error_y < error_x
{
if self.toggle_mu == true
{
self .state = State::CompleteCycle;
¥
else
{
self .state = State::ToogleMU;
by
}
else
{
self .state = State::ToogleMU;
}
X
else
{
self .state = State::CompleteCycle;
}

info! ("Actual State: {:?}", self.state);

LISTING 5.9: Function valid_error_percentage() that processes the
buffers and calculates the error.
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Chapter 6

Tests and Evaluation

This chapter outlines the testing and evaluation processes crucial to achieving the project’s
objectives. It begins with Section 6.1, which focuses on the tests conducted on the merg-
ing unit ()publisher of IEC 61850-9-2-SV, ensuring it performs accurately under various
conditions. Section 6.2 details the testing of the subscriber, examining its ability to re-
ceive and process the data correctly. Finally, Section 6.3 evaluates the algorithm, par-
ticularly the state machine implemented to select the best sample of the analog signal.
Throughout this chapter, rigorous testing approaches are emphasized, highlighting the
steps taken to validate the algorithm’s performance and secure the project’s overall suc-
cess. Initially, the testing path wasn’t entirely clear, but as it progressed, the necessary
methods and solutions were identified to ensure the algorithm’s successful validation.

6.1 Test of Publisher of IEC 61850-9-2-SV

The testing phase for the publisher was critical to ensure its proper functionality, con-
firm that the data structures were correctly constructed, and verify that the checksum
maintained packet integrity, all in strict compliance with the IEC 61850 standard.

Initial tests focused on validating that the publisher was generating Sampled Value (SV)
packets accurately, with values consistent with the configured parameters. It was equally
important to verify that the subscriber was correctly receiving and processing these trans-
mitted packets. Wireshark software was extensively employed to capture and analyze
the packets, ensuring that all content was transmitted as expected. Throughout de-
velopment, several issues emerged, but each was methodically resolved to ensure the
publisher’s reliable performance and seamless communication.

Figure 6.1 Below is a Wireshark capture that illustrates the integrity of the acquired pack-
ets and their identification as SV packets.

Figure 6.2 Figure 6.3 Figure 6.4The packets are sequentially numbered, ensuring proper
identification. The following image demonstrates that the frames are correctly ordered,
this information is provided by the field smpCnt that’s goes through 0 to 2.

Figure 6.5 Here, we showcase samples marked with bad quality, which were used to test
the handling of invalid samples and trigger a switch to alternate samples received from
another merging unit. The following images provide examples of the transmitted packets.

These comprehensive tests confirm the publisher’s correct functionality, ensuring reliable
and accurate information exchange between different devices. The three pictures above
show a invalid in the field of quality of the samples, this means | have tested also the
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FIGURE 6.1: Wireshark view of the SV packets.
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FIGURE 6.2: SV packet with sample counter with value 0.
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FIGURE 6.3: SV packet with sample counter with value 1.
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FIGURE 6.4: SV packet with sample counter with value 2.

No. Time Source Destination Protocol Length Info
1 0.000000 Google 00:00:01 IecTcS57_04:Ff:ff IEC61850 Sampled Values

b
©1 0c cd 04 ff ff 00 1a 11 00 00 ©1 81 00 80 0O

» Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) ~|| eeee
» Ethernet II, Src: Google 00:00:01 (00:1a:11:00:00:01), Dst: IecTc57_04:ff:ff (01:0c:cd:04:" [CCRCI:E I TY40 01 00 66 00 00 00 G0 60 Sc 80 @1 @1 a2
» 802.1Q Virtual LAN, PRI: 4, DEI: @, ID: @ [cCFIS7 30 55 80 04 34 30 30 31 82 02 00 72 83 04 0
~ IEC61850 Sampled values CEECENO0 00 01 85 01 01 87 40 00 00 62 c8 60 00 0O O
APPID: 0x4001 cECENO0 60 00 5 60 60 @0 00 ff ff fc 3e 60 00 00 OF
Length: 162 [CLINO0 60 00 00 60 60 20 00 00 00 1c 02 6O 60 00 0
» Reserved 1: Ox8000 (0) CCIECEMoe 60 09 91 60 60 @0 00 ff ff da 6c 60 00 60 OO
Reserved 2: 8x0000 (8) CLYCENO0 60 60 06 60 B0 20 60 37 cé ab 7
~ savPdu
noASDU: 1
~ segAsSDU: 1 item
- ASDU
svID: 4001

smpcnt: 114
confRev: 1
smpSynch: local (1)
- PhsMeas1
value: 712
quality: ©x0@000001, validity: invalid (backwards compatible), source: process
value: 245
quality: ©x00000000, validity: good, source: process
value: -962
guality: ©x00000000, validity: good, source: process
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walue: -QR2A b

‘ yille G

FIGURE 6.5: SV packet with bad quality sample counter with value 114.

way through bad quality samples and ensure the algorithm change which Merging Unit
is sending the SV packets, it is also possible to verify the sample counter to realize it is
also in order the packets.

6.2 Test of Subscriber of IEC 61850-9-2-SV

The testing phase for the subscriber was essential to ensure it functioned correctly, ac-
curately processed SV packets, and adhered to the IEC 61850 standard.

Initial tests focused on verifying that the subscriber could correctly receive and decode
SV packets generated by the publisher. It was crucial to confirm that the subscriber sub-
scribed to the data stream and processed the information as expected. Wireshark was
extensively used to monitor and analyze the packet flow, and despite several challenges,
each issue was promptly addressed to ensure reliable performance and seamless inte-
gration with the publisher.
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FIGURE 6.6: SV packet with bad quality sample counter with value 115.

Throughout testing, both Wireshark and application logs were used to carefully ana-
lyze every byte sent and received. This thorough inspection allowed for quick detection
of inconsistencies and corrections. Initially, testing on the same machine concealed a
problem that became evident only when packets were transmitted across a network: the
VLAN information in SV packets was stripped by the operating system when sent to
another device. This behavior is normal, as the VLAN data is only necessary for rout-
ing but doesn’t reach the application level. Understanding this behavior was crucial for
addressing the issue and implementing a solution.

Once the core issues were resolved, testing confirmed the accurate exchange of data,
ensuring each byte was correctly serialized and deserialized. This was vital since the
state machine relies on precise data to make decisions. Any discrepancies would have
caused failures or erratic behavior in the sample selection algorithm. The thorough test-
ing guaranteed that the system operated as intended, free of errors.

Figure 6.7 Here, we have the wireshark sniffing the information at the subscriber side,
and also one packet of the publisher and the subscriber side.

» Erame 31587: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface 0
» Ethernet II, Src: Google 00:00:61 (00:1a:11:00:00:01), Dst: Tec-Tc57_G4:ff:ff (01:0cicd:04:ff:ff)
» 802.1Q Virtual LAN, PRI: 4, DEI: 0, 1D: 6

Reserve 4 1: 0x0000 ()
Reserve d 2: 0x0000 ()
wPdu

-898
: 0x00000000, validity: good, source: process

: 0x00000000, validity: good,

: 0x00000000, validity: good,
: 0x00000000, validity: good,
‘8801

: ox , validity:

, validity:

FIGURE 6.7: SV packet at subscriber side
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Publisher

[2024-09-05T22:31:42Z INFO pub_jec] The frame has been sended at time: 2024-09-
05T23:31:42.583814787+01:00

[2024-09-05T22:31:42Z INFO pub_jec] Message publish: [1, 12, 205, 4, 255, 255, 0, 26, 17, 0, 0,
1,129, 0, 128, 0, 136, 186, 64, 1, 0, 102, 0, 0,0, 0, 96, 92, 128, 1, 1, 162, 87, 48, 85, 128, 4, 52, 48,
48, 49, 130, 2, 5,60, 131, 4,0,0,0, 1, 133, 1, 1, 135, 64, 0, 0, 3, 128, 0, 0, 0, 0, 255, 255, 255, 191,
0,0,0,0, 255, 255, 252, 194, 0,0,0,0,0,0,0,0,0,0,0, 0,0, 0, 35, 16, 0,0, 0, 0, 255, 255, 253,
90,0, 0, 0, 0, 255, 255, 223, 151, 0,0,0,0,0,0,0,0, 0,0, 0, 0, 53, 61, 149, 73]

Subscriber

[2024-09-05T22:31:427Z INFO sub_iec] The frame has been received at time: 2024-09-
05T23:31:42.604614344+01:00

[2024-09-05T22:31:42Z INFO sub_iec] Received Ethernet Frame: EthernetFrame { destination: [1,
12, 205, 4, 255, 255], source: [0, 26, 17, 0, 0, 11, ethertype: 35002, payload: SyPDU { appid: [64,
11, length: [0, 102], reserved1: [0, O], reserved2: [0, 0], apdu: SmvData { sav_pdu_asn: [96, 92],
no_asdu_asn: [128, 1], no_asdu: 1, seq_asdu_asn: [162, 871, asdu_asn: [48, 85], sy_id_asn: [128,
4], sy_id: [875573297], smp_cnt_asn: [130, 2], smp_cnt: [1340], conf_rev_asn: [131, 4], conf_rev:
[1], smp_synch asn: [133, 1], smp_synch: 1, seq_data: [135, 64], logical_node: i {ia:
[896], q_ia: [0], i_b: [-65], q_ib: [0], i_c: [-830], q_ic: [0], i_n: [0], g_in: [0], v_a: [8976], q_ya: [O],
v_b: [-678], g_vb: [0], v_c: [-8297], q_vc: [0], v_n: [0], g_vn: [0] } } }, fcs: [53, 61, 149, 73] }

FIGURE 6.8: Information provided by Log of publisher and subscriber, the
same packet in both equipment

Upon completing the tests, it was confirmed that the data sent by the publisher was
correctly received and properly serialized by the subscriber, from the destination fields
to the Frame Check Sequence (FCS).

However, an issue was identified during tests conducted on the same machine, where
additional VLAN packets were processed by the subscriber. This occurred because,
when running on the same system, the operating system does not discard VLAN data,
as the packets don’t actually leave the machine. As a result, the data serialization be-
came incorrect when the system was moved to a real-world test environment involving
two separate devices communicating through network switches. In this scenario, the op-
erating system on each device appropriately "consumes" the VLAN data, which is not
needed beyond the network transmission phase.

After thorough investigation, it was determined that the VLAN packets should indeed
be consumed by the operating system, as they are part of the lower layers in the OSI
model. Recognizing this, we made the necessary adjustments to ensure proper data
serialization when transferring packets across different devices in a networked environ-
ment, resolving the issue and ensuring reliable communication between publisher and
subscriber.

6.3 Test of the Algorithm

This chapter outlines the testing of the code used by the algorithm and the evaluation pro-
cess for achieving the project’s objectives. It provides a detailed description of the testing
approach, with an emphasis on the steps taken to rigorously validate the algorithm’s per-
formance. Throughout the process, the necessary methods and solutions were identified
to ensure the successful validation of the algorithm and the overall project.
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With the development and testing of both the publisher and subscriber complete, the
testing of the algorithm could begin, knowing that both components were functioning as
expected. The initial tests focused on correctly serializing data and acquiring the neces-
sary information for the state machine to progress and make decisions. The publisher
was configured to generate valid, invalid, and questionable samples, ensuring that all
states of the state machine could be tested. This comprehensive testing approach al-
lowed for the verification and validation of transitions through all states, ensuring proper
functionality.

The first trials followed the normal flow of the algorithm, as represented in Figure 4.3.
The state machine is initialized and waits to receive a sample, which can be one of three
types: Valid, Invalid, or Questionable. Initially, tests were conducted with Valid samples.

Once a valid sample is acquired, the state transitions to the Valid state. Within this state,
both the tick transition and the condition cont_smp_valid >= n_samples were tested. The
state machine successfully transitioned to either the Complete Sample state or the Check
the Error Percentage state. As the Complete Sample state processes all samples and
returns to the Get Sample state, this scenario was tested multiple times and functioned
correctly in all cases. This allowed us to move forward with testing the transitions related
to the Check the Error Percentage state.

In the Check the Error Percentage state, the values in the buffer are evaluated. All values
are summed, and a percentage is calculated. If this percentage exceeds 25%, the state
transitions to Toggle MU; otherwise, it proceeds to Complete Cycle. Multiple tests with
values above and below this threshold were performed, and the state machine behaved
correctly in all cases. The buffer values and percentages were analyzed to confirm the
application’s calculations, and the decision-making process was verified through imple-
mented logs, ensuring that all transitions were accurate.

In the Toggle MU state, the SV packets sent to the protection devices are switched. If
packets from Merging Unit 1 were being sent, the system switches to Merging Unit 2,
and vice versa.

In the Complete Cycle state, all values are reset to their initial states, preparing the
system for the next evaluation, where it determines whether or not to switch Merging
Units.

The Initial state is responsible for initializing all necessary variables to zero, ensuring the
process starts correctly.

When dealing with Invalid samples, the process begins in the Get Sample state, similar
to Valid samples. After the analysis confirms the sample is invalid, the state transitions
to Invalid. If the number of invalid samples exceeds n_samples, the system moves to the
Toggle MU state; otherwise, it transitions to Complete Sample.

Finally, for Questionable samples, the state machine simply waits for the tick and then
transitions to Complete Sample. No additional handling is applied for questionable sam-
ples.

The following debug output captures the comprehensive testing of the state machine.
This output provides a clear record of the testing process, illustrating how each message
corresponds to various scenarios within the state machine. By tracing these messages,
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one can see the meticulous examination of every possible state and transition, ensur-
ing that all functionalities were thoroughly validated. Additionally, the debug information
offers insights into the algorithm’s performance, demonstrating its ability to respond ac-
curately to different conditions. This rigorous testing process was essential for confirming
the reliability and effectiveness of both the state machine and the algorithm. Here are
shown two examples of the state machine, when the samples are valid.

In the first scenario shown in Listing 6.1 the system acquires the data, checks if the
quality is good, and then returns to collect another sample.

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] System ticked

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] State: Imitial

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] System ticked

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] State: Get Sample

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Verify Quality of the Sample

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Logical Node : O

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Get Sample -> Valid

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] System ticked

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] State: Valid

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: O
value: 558

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 1
value: -997

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 2
value: 443

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 3
value: O

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 4
value: 5540

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 5
value: -9980

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 6
value: 4446

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Value of Buffer MU 1 fase: 7
value: O

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] The value of
counter_sample_valid_of_sv_id_MU1: 1

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Valid -> CompleteSample

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] System ticked

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] State: CompleteSample

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] CompleteSample -> GetSample

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] MuO after evaluation

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] Time of work of thread is:
287 .475447ms

[2024-07-14T18:22:50Z INFO sub_with_fsm_iec] MuO before evaluation

LISTING 6.1: First scenario showing the steps through the state machine
between the state Get Sample -> Valid, Valid -> Complete Sample -> Get
Sample.

In the second scenario shown in Listing 6.2, once the error percentage threshold is
reached, the system decides whether to stay with the same MU or switch to a different
one. In this case, the scenario demonstrates switching the MU.

[2024-07-14T18:22:59Z INFO sub_with_fsm_iec] System ticked
[2024-07-14T18:22:59Z INFO sub_with_fsm_iec] State: Get Sample
[2024-07-14T18:22:59Z INFO sub_with_fsm_iec] Verify Quality of the Sample
[2024-07-14T18:22:59Z INFO sub_with_fsm_iec] Logical Node : O
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[2024-07-14T18
[2024-07-14T18
[2024-07-14T18
[2024-07-14T18
value: 935
[2024-07-14T18:22:
value: -167
[2024-07-14T18:22:
value: -769
[2024-07-14T18:22:
value: O
[2024-07-14T18:22:
value: 9376
[2024-07-14T18:22:
value: -1678
[2024-07-14T18:22:
value: -7697
[2024-07-14T18:22:
value: O
[2024-07-14T18:22:597

:22:597
:22:59Z
:22:59Z7
:22:597

INFO
INFO
INFO
INFO

59Z INFO

59Z INFO
59Z INFO
59Z INFO
59Z INFO
59Z INFO
59Z INFO

INFO

sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]

sub_with_fsm_iec]

sub_with_fsm_iec]

counter_sample_valid_of_sv_id_MU2: 5

[2024-07-14T18:22:59Z INFO
CheckErrorPercentage
[2024-07-14T18:22:59Z INFO
[2024-07-14T18:22:59Z INFO
[2024-07-14T18:22:59Z INFO

1.2880255
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:
[2024-07-14T18:22:

597
597
597
59Z
5927
597
59Z
59Z
597

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

sub_with_fsm_iec]

sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]

sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]
sub_with_fsm_iec]

Chapter 6. Tests and Evaluation

Get Sample -> Valid

System ticked

State: Valid

Value of Buffer MU 2 fase: O
Value of Buffer MU 2 fase: 1
Value of Buffer MU 2 fase: 2
Value of Buffer MU 2 fase: 3
Value of Buffer MU 2 fase: 4
Value of Buffer MU 2 fase: 5
Value of Buffer MU 2 fase: 6
Value of Buffer MU 2 fase: 7

The value of

Valid ->

System ticked

State: CheckErrorPercentage
Value of the error:

Actual State: ToogleMU
System ticked

State: ToogleMU

Toogle_MU before is false
Toogle_MU after is true

ToogleMU
System ticked

State: CompleteCycle
CompleteCycle -> GetSample

-> CompleteCycle

LISTING 6.2: Second

scenario showing the steps through the state
machine between the state Get Sample -> Valid, Valid -> Check the Error
Percentage -> Toogle MU -> Complete Cycle -> Get Sample.
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Chapter 7

Conclusion

7.1 Conclusions and Final Considerations

This project originated from a critical need in the energy industry. As substations evolve
into the digital age, merging units have been introduced to digitize the acquisition of cur-
rent and voltage measurements. Today, redundancy in communication networks ensures
that if one network fails, data samples and communications seamlessly continue over an
alternate network, safeguarding the integrity of the substation’s protection systems.

Similarly, the concept of redundancy was applied to Sampled Values (SVs). Two different
devices acquire the same analog data and publish it digitally. In this setup, two merging
units simultaneously measure the same current and voltage transformers and publish
the data. This enables the protection system to select one of the two samples for its
algorithms, discarding the other. Currently, no selection mechanism exists, and only the
first merging unit’s sample is used. The second unit's sample is only considered if the
first fails.

In response to these market challenges, this thesis focused on developing an algorithm
that selects the best sample from two merging units measuring the same physical quan-
tities, such as current and voltage, rather than defaulting to one unit. By comparing
and choosing the optimal signal, the system not only provides a reliable backup but
also improves the accuracy and efficiency of protective relays. This approach enhances
decision-making in electrical protection systems, ultimately improving overall reliability
and performance.

The development of a publisher and subscriber became necessary due to the lack of
existing libraries for the IEC61850 protocol. This project opens the door for the use of
the RUST programming language in creating digital-era equipment like Merging Units
and Protection Relays. During my research, | found libraries available in languages such
as C/C++, C#, Java, Python, and Go. However, since no library existed for RUST, it
was essential to build these components from the ground up, resulting in a solid and
well-structured foundation that adheres to the IEC61850 standard.

The features implemented cover the core functionality of a Merging Unit, including the
reading of analog values, which are automatically generated based on time with a fixed
amplitude. This allows for value emulation, with the possibility of integrating an ADC
(Analog to Digital Converter) in the future for real analog acquisition. The system also
includes the creation and transmission of SV packets, though it currently lacks a more
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accurate time synchronization protocol. Presently, the setup uses NTP for time acquisi-
tion, but PTP, which offers greater precision and complies with IEC61850-9-2, would be
the ideal solution.

In terms of protection relays, basic functionality was established, including the reception
of SV packets. However, further development is needed to create a fully functional pro-
tection relay. The starting point for such a device is acquiring the SVs, after which data
processing, protection algorithms, and the necessary actions, like operating the circuit
breaker, can be applied.

In summary, this project represents a major step toward developing a system that, with
further refinement, could be transformed into a product ready for use in the energy indus-
try. These two components play key roles in the operation, maintenance, and prevention
of issues within substations. This project introduces a new way of developing products
using a previously untapped language in this domain, offering substantial value to the
broader community.

7.2 Limitations

This project has its limitations, as the typical environment for a Merging Unit involves
fiber optic communications at rates of 1 Gbps or higher, along with switches capable of
high transfer rates and extremely low latencies. These conditions are crucial because
Merging Units need to deliver samples every 250 microseconds. As a result, the latency
must be less than this value to ensure timely packet delivery. However, in this setup, the
time between sending and receiving packets exceeds 250 microseconds. Although the
publisher transmits information every 250 microseconds, the subscriber receives it after
a longer delay due to the latency of the setup | was able to develop. While no packets are
lost, the reading speed is slower than desired, with the subscriber receiving data beyond
the 250-microsecond target.

Another limitation is the synchronization between the publisher and the subscriber. Cur-
rently, the devices are synchronized via Network Time Protocol (NTP), providing minimal
synchronization. However, the error margin with NTP is about 1 millisecond. Since
we are dealing with samples in the microsecond range, NTP does not offer the pre-
cision required for accurate synchronization. Achieving higher precision would require
the implementation of Precision Time Protocol (PTP), which provides resolution in the
nanosecond range.

Finally, there is a hardware platform limitation. The devices used were a Jetson Nano
4GB and a personal computer, both of which come with inherent performance con-
straints, especially concerning Ethernet network performance. In both cases, it was
necessary to add a USB-to-Ethernet adapter to provide two Ethernet ports for commu-
nication between the publisher/algorithm and the algorithm/subscriber.
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7.3 Future Work

7.3.1 Add an ADC to acquire values of Voltage Transformer and Current
Transformer

The merging unit was tested using simulated values to demonstrate proof of concept,
but in real-world applications, an ADC is required to accurately measure signals from
Voltage Transformers (VT) and Current Transformers (CT). While simulations validate
initial functionality, testing with real equipment is essential for a reliable assessment of
performance.

In modern protection relay systems, ADCs often face the challenge of processing sig-
nals with varying power levels, such as one weak and one strong. Traditionally, ADC
resolution has been evaluated using single-signal scenarios, focusing on quantization
noise and signal-to-noise ratio (SNR). However, this approach does not adequately ad-
dress the complexity of handling multiple signals with large dynamic ranges. As noted
by Laporte et al. ( Laporte-Fauret et al. 2018), previous evaluation methods either un-
derestimate or overestimate the resolution required in dual-signal scenarios.

The authors propose a new method for calculating the necessary ADC resolution by ac-
counting for the interaction between weak and strong signals, demonstrating that this
interaction can enhance the dynamic range beyond what older models predicted. De-
spite improvements in ADC technology, current 12- or 14-bit ADCs remain insufficient for
many modern protection relay applications, where dynamic ranges of up to 130 dB are
required. The authors suggest that techniques such as companding may be necessary
to overcome these limitations.

This analysis is particularly relevant to the system under development, where both weak
and strong signals are processed, requiring a thorough understanding of ADC resolution
to ensure reliable performance in substation automation systems.

7.3.2 Add a PTP server regarding the IEC61850-9-3-PTP

Substations have evolved over the years and transitioned into the digital era, synchro-
nization protocols have become increasingly essential to ensure the proper alignment of
IED (Intelligent Electronic Device) events. This synchronization allows for an accurate
understanding of the event sequence in case of a fault, providing clarity on what oc-
curred at the substation. When all devices are synchronized to a common time source, it
becomes possible to interpret events chronologically. The introduction of the IEC 61850
protocol established several options for generating the master clock, including IRIG-B,
DCF 77, 1PPS, Serial ASCII, NTP, and PTP.

Among these, only NTP and PTP can use the existing Ethernet network for synchro-
nization, while the others require separate electrical wiring. This made NTP popular
and widely adopted as a "standard" synchronization protocol because it leverages the
same Ethernet network used by IEC 61850 and offers sufficient resolution with millisec-
ond accuracy, which was adequate for most substation applications before the advent of
Merging Units. NTP was sufficient for other substation events like GOOSE, MMS, and
signaling.
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However, the introduction of PTP (Precision Time Protocol) brought higher precision,
which became necessary with the use of Sampled Values, Synchrophasor measure-
ments, and Travelling Wave Fault Location. These applications demand precision at
the level of 100 microseconds or better, down to 1 microsecond, with PTP providing
nanosecond-level accuracy. Consequently, PTP became essential for synchronization
only after these advanced applications were implemented, and it was incorporated into
the IEC 61850 standard starting in 2015. Further improvements were made with PTPv3
in 2019, which is compatible with PTPv2.

Looking ahead, there is an opportunity to enhance this project by implementing PTP to
align the publisher with the IEC 61850-9-3 protocol. This will ensure the required time
resolution for the Sampled Values published by the merging unit developed in this thesis
( Baumgartner, Riesch, and Schenk n.d.).

7.3.3 Implement a more secure Sampled Value (SV) packet in modern sub-
stations

SV packets are critical in IEC 61850 substation automation systems (SAS), used to
transmit digitized current and voltage measurements between various devices, such as
Merging Units (MUs), Protection IEDs, and Control IEDs. These packets enable real-
time decision-making to protect and control the grid infrastructure. However, as modern
substations adopt networked communication, SV packets are exposed to various cy-
bersecurity risks. Vulnerabilities, such as replay attacks and masquerade attacks, pose
significant threats to the integrity of these messages, potentially leading to malfunctions
in protection relays and equipment failures( Hussain et al. 2023).

The need for secure SV messages in automated substations stems from the following
requirements:

» Confidentiality: Ensuring that the data in SV packets cannot be accessed or altered
by unauthorized entities.

* Integrity: Guaranteeing that the SV packet content has not been tampered with
during transmission.

» Authentication: Confirming that the SV message originated from a legitimate source.

» Timeliness: Ensuring that security measures do not introduce delays that would
impact the system’s ability to respond to faults in real-time( Hussain et al. 2023).

So implement a more secure way the SV packets is possible thorugh this 4 principles,
Message Authentication Code (MAC), Encryption of SV Payload, Timestapping for replay
attack mitigation and extension fields for security mechanism following by order:

* Message Authentication Codes (MAC): A Message Authentication Code (MAC)
provides a way to ensure both the integrity and authentication of SV messages.
A MAC is generated using a cryptographic algorithm based on the contents of
the message and a shared secret key between the publisher (Merging Unit) and
subscriber (Protection IED)( Hussain et al. 2023).
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 Encryption of SV Payload: Encryption ensures confidentiality, preventing unautho-
rized entities from reading the SV message contents. Advanced Encryption Stan-
dard (AES-GCM) is recommended for securing SV messages, as it supports both
encryption and authentication in one operation( Hussain et al. 2023).

» Timestamping for Replay Attack Mitigation: Replay attacks involve capturing legit-
imate SV packets and resending them to trick the system into accepting outdated
data as current. To mitigate this, each SV message must carry a timestamp that
reflects the time the message was created( Hussain et al. 2023).

+ Extension Fields for Security Mechanisms: Modifications to the SV message frame
are required to support these security mechanisms. The IEC 61850-9-2 message
format allows for an Extension field, which can be used to carry MAC values, en-
crypted payloads, and timestamps( Hussain et al. 2023).

Implementing a secure SV messaging scheme in IEC 61850 substations is essential to
protect against modern cyber threats like replay and masquerade attacks. The combina-
tion of MAC for integrity and authentication, AES-GCM for encryption, and timestamping
for replay attack prevention ensures that SV packets are protected against tampering and
unauthorized access. While these enhancements increase the packet size and compu-
tational overhead, tests show that they can be implemented without compromising the
real-time performance of protection systems. With the right key management practices
and adherence to the IEC 62351 standard, secure SV messaging can significantly en-
hance the resilience and safety of automated substations( Hussain et al. 2023).
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