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Abstract

Smart systems, more than ever, demands processing a massive amount of data generated
by heterogeneous and distributed data sources. This dissertation presents the contribution
made to a software architecture that processes big-data analytics from the edge to the cloud.
The software architecture integrates both responsive data-in-motion (edge computing) and
latent data-at-rest analytics (cloud computing) into a single solution, satisfying extreme-
scale analytics performance requirements. This dissertation focused on fulfilling the non-
functional properties inherited from smart systems, such as real-time and energy-efficiency,
to ensure the performance of the software architecture first referred. The Non-Functional
Requirements (NRF) Tool manages computing resources and detects Quality of Service
(QoS) violations. The Global Resource Manager (GRM) helps the scheduler/orchestrator
redeploy the applications through the NFR Tools’ feedback. In addition, it can act reactively
or proactively (recurring to Machine Learning techniques) to improve the system’s health.

Keywords: Non-Functional Requirements, Quality of Service, Real Time, Machine Learning
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Resumo

Os sistemas inteligentes, mais do que nunca, exigem processamento de grandes quantidades
de dados gerados por fontes de dados heterogéneos e distribuídos. Esta tese apresenta a
contribuição para uma arquitetura de software que processa análises de big-data desde a
Edge até à Cloud. A arquitetura de software integra, numa única solução, dados em movi-
mento responsivos (Edge computing) e dados analíticos em repouso latentes (Cloud com-
puting), atendendo aos requisitos de desempenho de análises em escala extrema. O foco
desta tese incide no cumprimento das propriedades não funcionais herdadas de sistemas in-
teligentes, como tempo real (Real Time) e eficiência energética, para garantir o desempenho
da arquitetura de software inicialmente referida. A ferramenta de requisitos não funcionais
(Non-Functional Requirements (NFR)) faz a gestão de recursos computacionais e deteta
violações de Qualidade de Serviço (Quality of Service (QoS)). O gestor de recursos global
ajuda o escalonador/orquestrador a reescalonar as aplicações através do feedback da NFR e
pode agir de forma reativa ou proativa (recorrendo a técnicas de Aprendizagem de Máquina
(Machine Learning (ML)) para melhorar a integridade do sistema.

Palavras-chave: Requisitos não funcionais, Qualidade de Serviço, Tempo Real, Aprendiza-
gem de Máquina





ix

Acknowledgement

This work has been financially supported by the European commission through the ELASTIC
project (H2020 grant agreement 825473).





xi

Contents

List of Figures xiii

List of Tables xv

List of Acronyms xvii

1 Introduction 1
1.1 Context . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.4 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.5 Dissertation Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 Context 5
2.1 Conceptual framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.1.1 Compute Continuum . . . . . . . . . . . . . . . . . . . . . . . . . 5
Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
Edge Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
Fog Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.1.2 Internet of Things . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.1.3 Big Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.1.4 Artificial Intelligence . . . . . . . . . . . . . . . . . . . . . . . . . 10

Machine Learning . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.2 ELASTIC project overview . . . . . . . . . . . . . . . . . . . . . . . . . . 14
2.3 Research methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
2.4 State of the Art . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.4.1 Resource Management . . . . . . . . . . . . . . . . . . . . . . . . 19
2.4.2 Resource Prediction . . . . . . . . . . . . . . . . . . . . . . . . . 21

3 Value Analysis 23
3.1 New Concept Development (NCD) . . . . . . . . . . . . . . . . . . . . . . 23

3.1.1 Opportunity identification . . . . . . . . . . . . . . . . . . . . . . 24
3.1.2 Opportunity analysis . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.1.3 Function Analysis System Technique . . . . . . . . . . . . . . . . . 25

3.2 Value creation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Value for the customer . . . . . . . . . . . . . . . . . . . . . . . . 25
Perceived value . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
Benefits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
Sacrificial . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

3.3 Value Proposition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
3.4 Analytic Hierarchy Process . . . . . . . . . . . . . . . . . . . . . . . . . . 28



xii

Phase 1 - Construction of a hierarchical decision making tree . . . 28
Phase 2 - Comparison of the alternatives and criteria . . . . . . . . 28
Phase 3 - Priority related to each criteria: . . . . . . . . . . . . . 28
Phase 4 - Evaluate the consistency of the relative priorities . . . . 28
Phase 5 - Construction of the parity comparison matrix for each

criterion, considering each of the selected alternatives . . 29
Phase 6 - Obtain composite priority for alternatives . . . . . . . . . 29
Phase 7 - Choice of alternative. . . . . . . . . . . . . . . . . . . . 29

4 Design 31
4.1 Requirements Engineering . . . . . . . . . . . . . . . . . . . . . . . . . . 38

5 Proposed approach and experimentations 41
5.1 Reactive behaviour . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
5.2 Predictive/Proactive behaviour . . . . . . . . . . . . . . . . . . . . . . . . 46

6 Evaluation 53
6.1 Time dimension . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

6.1.1 Tests for the violations of requirements . . . . . . . . . . . . . . . 55
TIM-1 Monitoring and management of time dimension . . . . . . . 55
TIM-2 Monitoring of metrics provided by COMPSs . . . . . . . . . 56

6.1.2 Evaluation results . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
6.2 Energy dimension . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

6.2.1 Tests for the violations of requirements . . . . . . . . . . . . . . . 56
NRG-1 Energy-aware scheduling . . . . . . . . . . . . . . . . . . . 57
NRG-2 Temperature monitoring . . . . . . . . . . . . . . . . . . . 57

6.2.2 Evaluation results . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

7 Conclusions 61
7.1 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
7.2 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
7.3 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

Bibliography 63

A Model of dataClay 69

B All ELASTIC SA components 73



xiii

List of Figures

1.1 Conceptual view . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

2.1 Compute continuum Source [3] . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Types of ML algorithms [37] . . . . . . . . . . . . . . . . . . . . . . . . . 11
2.3 (Multi)linear vs. Polynomial Regression [38] . . . . . . . . . . . . . . . . . 11
2.4 Simple example of a Regression Tree [40] . . . . . . . . . . . . . . . . . . 12
2.5 Example of Support Vector Regression with linear and non-linear kernel [42] 13
2.6 Example of time series dataset as supervised learning [44] . . . . . . . . . 13
2.7 Global view of the ELASTIC Software Architecture Source [2] . . . . . . . 15
2.8 Flowchart of the ELASTIC use case and dependency graph of COMPSs tasks 17
2.9 Example of the ELASTIC use case . . . . . . . . . . . . . . . . . . . . . . 18

3.1 New Concept Development Model Source [67] . . . . . . . . . . . . . . . 23
3.2 FAST diagram . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
3.3 Value Proposition Canvas . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

4.1 ELASTIC SA design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
4.2 Example of the ELASTIC use case with the GRM . . . . . . . . . . . . . . 33
4.3 Component diagram with the probes . . . . . . . . . . . . . . . . . . . . . 34
4.4 Final component diagram . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
4.5 GRM’s activity diagram . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.6 NFR’s activity diagram . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

5.1 Partial dataClay model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
5.2 CDRE for model creation . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
5.3 CDRE for model testing . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
5.4 Autocorrelation plot . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
5.5 Time series decomposed . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
5.6 CDRE experiment 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
5.7 CDRE experiment 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

6.1 Scenario tests based on the real environment . . . . . . . . . . . . . . . . 53
6.2 Resistenza intersection Source [2] . . . . . . . . . . . . . . . . . . . . . . 54
6.3 Part of the ELASTIC Use Cases diagram Source [2] . . . . . . . . . . . . 54

A.1 Complete dataClay model class diagram . . . . . . . . . . . . . . . . . . . 69

B.1 All ELASTIC SA components supporting all use cases Source [2] . . . . . . 73





xv

List of Tables

4.1 Time Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
4.2 Energy Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

5.1 dataClay classes definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 42
5.2 dataClay classes’ attributes definitions . . . . . . . . . . . . . . . . . . . . 43
5.3 Used devices for the experiments . . . . . . . . . . . . . . . . . . . . . . . 44
5.4 Metrics results for CDRE dataset and regression algorithms . . . . . . . . 47

6.1 Time tests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
6.2 NFR tool (time) evaluation results in lab . . . . . . . . . . . . . . . . . . . 56
6.3 Energy tests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
6.4 NFR tool (energy) evaluation results in lab . . . . . . . . . . . . . . . . . 57
6.5 Addressed Time Requirements . . . . . . . . . . . . . . . . . . . . . . . . 58
6.6 Addressed Energy Requirements . . . . . . . . . . . . . . . . . . . . . . . 59

A.1 Complete dataClay classes definitions Source [2] . . . . . . . . . . . . . . 70
A.2 Complete dataClay classes’ attributes definitions Source [2] . . . . . . . . 71





xvii

List of Acronyms

AI Artificial Intelligence.
AMQP Advanced Message Queuing Protocol.

C Programming language.
CaaS Containers as a Service.
CPU Central Processing Unit.

ELASTIC A software architecture for Extreme-ScaLe
Big-Data AnalyticS in Fog CompuTIng
eCosystems.

GRM Global Resource Manager.

I/O Input/Output.
IoT Internet of Things.

LSN List of Sorted Nodes.

ML Machine Learning.
MQTT Message Queuing Telemetry Transport.

NFR Non-Functional Requirements.

OSs Operating systems.

QoS Quality of Service.

RAM Random-Access Memory.
ROI Return on Investment.

SA Software Architecture.
SaaS Software as a Service.

TCP/IP Transmission Control Protocol/Internet Proto-
col.

TSF Time Series Forecasting.

VM Virtual Machine.
VPN Virtual Private Network.





1

Chapter 1

Introduction

An increasing number of cities are investing in smart systems to improve citizens’ lives,
whether in mobility and transportation, environment, or infrastructure. According to [1],
London and New York have been the top two smarter cities worldwide for the past six years.
Independently of the implemented intelligent solution, vast amounts of data are being col-
lected continually from a large variety of distributed physical sensors (also referred to as Edge
Computing). It is then integrated into a system to be processed, modelled, evaluated, and
next support decision-making activities that require high-performance computing (achieved
in Cloud Computing) and big data analytics.

These heterogeneous systems raise several challenges. A significant one refers to non-
functional properties inherited from the application domain, including real-time, energy-
efficiency, quality of communications, and security. In cloud environments, providing real-
time guarantees is arduous, and the communications are inconstant, unstable, and insecure
since moving anything to the cloud increases the probability of suffering attacks that could
potentially affect the safety assurance levels.

So, the software architecture must include mechanisms that enable the specification of the
required non-functional properties. More specifically, it should incorporate: 1) an offline
analysis which defines an initial configuration system after evaluating the most relevant
parameters; and 2) an online analysis responsible for monitoring and analyzing the system
dynamically, taking actions and decisions whenever a Quality of Service (QoS) violation is
detected or, ideally, foreseen which raises another crucial challenge, computing resources
forecast.

1.1 Context

This dissertation presents the work developed under the European Union’s Horizon 2020 re-
search project. It is termed A software architecture for Extreme-ScaLe Big-Data AnalyticS
in Fog CompuTIng eCosystems (ELASTIC) [2]. The ELASTIC project has two main ob-
jectives. Firstly, the development of a software architecture that executes within a fully
distributed environment so that smart systems can meet the high-performance requirements
of applications that analyze extreme amounts of data (real-time big data) collected and
integrated into a UNIX system. Secondly, the implementation of a realistic (yet visionary)
smart mobility use-case in the City of Florence (Italy), where a large set of Internet of Things
(IoT) sensors and computing resources, which are distributed along the Florence tramway
network, will generate and send a huge amount of data for future (offline) analysis.
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The ELASTIC expected goal is to reduce the number of incidents by 25% and the cost of
prevention and maintenance in mobility systems by 30%. It also aims to improve the cities’
traffic by 5%, thus enhancing the citizens’ quality of life regarding safe mobility and service
availability.

The ELASTIC Software Architecture (SA), the project’s first objective, intends to provide
the performance levels needed by extreme-scale analytics while fulfilling essential inherited
non-functional requirements due to cyber-physical interactions. Figure 1.1 displays a sum-
marized view1 of the concepts used in the ELASTIC SA.

Represented on the left side is the workflow of two applications (Apps), A and B (green
and blue, respectively), and below is the caption for the diagram on the right. The App A
tasks’ workflow starts in T1 (T means task), goes to T2, and finishes with T3. For App B,
the workflow is more confused. It begins in T1; T2 and T3 are dependent on T1 and can
execute in parallel; after T2 finishes, T4 starts running, and the same behavior happens for
T4 and T5. On the right side is a possible configuration of both applications distributed in
two different Nodes. As the caption describes, if a task has a darker color, it runs on the
assigned Node. Considering App A, T1 and T2 are executed on Node A, while T3 on Node
B. So, the workflow (outlined in red) starts in Node A and finishes in Node B.

Figure 1.1: Conceptual view

Every Node is allocated somewhere across the compute continuum. In this example, Node
A stays on a server (cloud computing) and Node B on the NVIDIA Jetson board (edge
computing); the two applications (App A and B) are running spread over four different
Workers; lastly, Workers are "dedicated" to execute tasks of a specific application.

One of the ELASTIC SA necessities is to guarantee that any Node does not commit any
QoS violations. Suppose there is a QoS violation. In that case, the scheduler system
must redistribute the application tasks to other Nodes, turning Workers "on" (initiating
task execution) on the available Node and "off" (killing task execution) on the Node that
committed QoS violations. However, this is not always the case; this dissertation pretends
to add more approaches and solutions.

1This example only serves to explain the concepts further used throughout this dissertation. Section 2.2
addresses this with greater precision.
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It is important to refer that the system scheduler is responsible for the tasks’ distribution.
Therefore, in this dissertation’s context, Workers are black boxes, which means that the
most precise granularity is at the Worker level; monitoring at the Worker level is the most
accurate tracking possible. It is enough to have a single task running on a Worker to be
active ("on") and consume computing resources. Otherwise, it will be inactive ("off"), with
no resource consumption. Moreover, all the Nodes own the Non-Functional Requirements
(NFR) Tool with the functionalities of obtaining metrics to monitor Workers locally properly
(inside the same Node as the NFR Tool). When any QoS violation occurs, the NFR Tool
acts according to heuristics/algorithms or policies, generally speaking, to advise the system
scheduler, e.g., redirecting the tasks’ workflow. Finally, the Workers and Nodes monitoring
measures the resource usage of the executing applications. Consequently, having values to
evaluate, it is possible to verify, for instance, if a Node is overloaded. The scenario previously
presented will cause a re-schedule of the Workers, resulting in the disappearance or decrease
in the number of violations.

1.2 Motivation

The fulfilment of the real-time, energy, communication, and security properties (the former
two are the focus of this dissertation’s work) required the development of a tool capa-
ble of monitoring the right metrics (CPU load, energy consumed, etc.) and evaluating
the application’s workload configuring the applications dynamically (online). For instance,
the applications can provide accurate information on the tram position and assist drivers
in the presence of obstacles in real-time. Hence, the need to monitor and evaluate the
non-functional properties is fundamental for the proper functioning of applications avoiding
delays, increasing efficiency, etc.

Although several heuristics and algorithms for resource management already exist, those
that meet non-functional requirements and use smarter decisions are lacking. Based on
this need, the primary motivation of this work is the development of heuristics to manage
the workload of the applications (through the monitoring of non-functional requirements
metrics) and at the same time make smarter decisions.

1.3 Objectives

The dissertation’s main objective is to make decisions in the least reactive way possible,
using the resource consumption forecast and making predictive decisions whenever possible.
To be able to study and perform tests on the implemented algorithms, it is necessary to
achieve other objectives, those being:

• Development of the Non-Functional Requirements (NFR) Tool that will operate during
service execution, also referred to as online analysis (the offline analysis and the initial
configuration/deployment system go beyond of this dissertation’s objective);

• Build guarantees of the fulfillment of the system non-functional properties, specially
real-time and energy, considering the potential trade-offs between performance, pre-
dictability, energy-efficiency, communication quality, and security;

• Identify concrete metrics as a basis for decision making and evaluation of the proposed
solution which must support deployment decisions for the satisfaction of the system’s
overall requirements.
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1.4 Contributions

The principal objective was focused on the study and experimentation of algorithms and
heuristics to make decisions in the least reactive way possible. However, this dissertation
brings other contributions, namely:

• Implementation of time and energy probes responsible for collecting useful metrics for
the management of the resources;

• Implementation of the tool which scans the collected resource usage data locally and
sends violations for a global tool;

• Implementation of the global tool in charge of making holistic decisions for better
resource management;

• Study and implementation of intelligent algorithms and heuristics to support global
and local decisions.

1.5 Dissertation Structure

The remainder of this document is divided into the following chapters beyond.

Chapter 1, Introduction, presented the dissertation’s context, motivation, goals and contri-
butions.

Chapter 2, Context, introduces the main concepts/technologies used throughout this dis-
sertation and contextualizes in detail where the problem is on a larger framework, what are
its limitations and dependencies as well as other significant background information. Finally,
state-of-the-art presents several works and existing solutions/approaches considered vital for
the achievement of the objectives of this dissertation.

Chapter 3, Value Analysis, presents the business value analysis made for this project.

Chapter 4, Design, proposes the problem solution design related with the tools implemented
and how the tools inserted in the ELASTIC SA.

Chapter 5, Proposed approach and experimentations, gives an overview of the implementa-
tion of the tool with two behaviours, reactive and preventive/proactive.

Chapter 6, Evaluation, shows information related to the tests carried out to evaluate the
implementation discussed above.

Chapter 7, Conclusions, summarizes and discusses the main results and contributions of this
thesis.
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Chapter 2

Context

Information Technology is overflowing with buzzwords, some better known than others, and
others without an exact definition. To ensure this dissertation’s understanding, Section 2.1
covers a few computing concepts used in this document. Furthermore, Section 2.2 details
an overview of the ELASTIC project. Thus, the reader can understand the whole idea
and, consequently, how this dissertation’s contribution inserts in a real use case scenario,
more specifically, in smart mobility. Section 2.3 describes the research methodology, serving
almost as a warm-up for the Section 2.4, State of the Art.

2.1 Conceptual framework

2.1.1 Compute Continuum

In this context, compute continuum is nothing else but a concept that crosses the three
layers presented in Figure 2.1, Cloud, Fog, and Edge computing, which complements each
other. Each of these layers has its purpose, advantages/disadvantages, use cases, etc.

Figure 2.1: Compute continuum
Source [3]
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To explore these three layers, we will peruse computing history with a high level of abstrac-
tion. In the first place, it stays centralized computing, composed with supercomputers in
mainframes at a specific location where it was concentrated all the heavy lifting. Next, in
the late 1970s and early 1980s, computing evolved to distributed computing; in late 1989,
Tim Burners-Lee introduced World Wide Web [4], and grid computing takes place. Grid
computing, in essence, manages heterogeneous networked resources to perform large tasks.
It provides a grid of loosely coupled computers that can be accessed from anywhere, en-
abling resource sharing among the grid end-users [5][6]. Another concept very similar to
grid computing vision, architecture, and technology, but different in several other aspects,
is cloud computing [6].

Cloud Computing

According to [5, p. 1], "the industry says that Cloud computing is the fifth public resource
("the fifth utility") after water, electricity, gas, and oil" and it evolved from parallel comput-
ing, grid computing, utility computing, virtual computing, and Software as a Service (SaaS).
In 2008, Larry Ellison, Andy Isherwood, and Richard Stallman insinuated that Cloud Comput-
ing (CC) is not a new technology or paradigm; it was just a set of technologies that already
existed and were renamed Cloud computing without specifying a definition [7]. Compared
with Grid computing, users of CC can stop worrying about infrastructure and concentrate
on their applications and workload. Utility Computing consists of providing IT resources
(e.g., computing and storage) within the user requirements, "users only pay according to
their actual usage" [5, p.6]; and the way IT resources are exposed to the public in CC is
significantly similar. Finally, SaaS, which is the delivery of the applications as services over
the Internet, presents one of the three most known Service Models that Cloud Computing
provides. The other two are Platform as a Service (PaaS) and Infrastructure as a Service
(IaaS).

After extensive research, mostly based on papers of 2008, the authors in [8] identified
21 different definitions for Cloud Computing. There are numerous definitions, some more
straightforward like "Cloud Computing is the sum of SaaS and Utility Computing" [7, p. 4]
and others more complete like "Cloud computing is a model that enables ubiquitous, con-
venient, on-demand access to a shared pool of configurable computing resources that can
rapidly be provisioned at any time and from any location via the Internet or a network" [9,
p. 2].

One of the Cloud computing key incentives for this work is elasticity, which is the ability to
increase or decrease resources quickly (e.g., storage, computing capacity) on-demand [10].

Continuing with the "history of computing", Cloud computing grants the infrastructure that
has fueled the growth of mobile computing and Internet of Things (IoT) [11], and two new
computing paradigms were conceptualized, edge and fog computing.

Edge Computing

Edge Computing (EC) is strongly linked with the Ubiquitous computing concept, which is
fundamentally delivering computing power anytime from any device anywhere [11]. As Figure
2.1 suggests, EC is the layer of end-devices. As opposed to Cloud computing, EC is moving
and distributing computing power closer to data sources, which gives a new processing
capability at the edge of the network.
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EC brings more efficiency to the implemented system since it can process data at the sources’
proximity. Compared with CC, there will be lower network traffic/bandwidth, delays/latency,
and response time, enabling faster (or even real-time) data processing and analysis and
increases the efficiency of applications and network reliability and privacy/security.

In later 2017, Peter Levine affirmed that cloud computing was coming to an end [12]. He
shared his thoughts like “what happens when cloud computing goes away?” and "I [Peter
Levine] think it’s actually happening right under our noses". He assumed that mobile devices
would get more sophisticated. After seeing that this assumption would be a cul-de-sac, he
stated that "it isn’t mobile devices but all the other things [Internet of Things objects] that
are going to be out at the edge that will truly transform cloud computing". Imagining a
system with a network of security cameras to detect movement and edge computing is not
used. All the data produced by the cameras have to be uploaded to the Cloud since there
is no storage component in the cameras themselves. In the context of this dissertation,
assume a tram driving and analyzing its surroundings through sensors installed in the tram.
Even if it takes one or two seconds to send the data to the Cloud, analyzing it, and send it
back to the edge, the tram will already be in a different position.

In conclusion, the tasks of measuring, monitoring, storing, analyzing, and processing the
enormous amounts of data generated by devices, sensors, and applications create a signifi-
cant challenge to be tackled with edge computing and another technology that end-devices
are involved with, called fog computing.

Fog Computing

Fog computing takes place between the cloud and the edge/end-devices. This layer connects
end-devices to the central servers aiding in minimizing latency, as in Edge computing. The
ubiquitous computing term is also applied in Fog computing since it enables access to
computing resources everywhere. However, Fog and Edge computing are different [11].
While edge computing focuses in putting computing power at the edge of a network, fog
computing focuses on the infrastructure, that is, the network connections that enables the
communication between edge devices and the cloud. This communication is performed with
the so-called fog nodes, the core component in the fog computing layer [11]. Fog nodes
can be physical components (such as switches, routers, or gateways) or virtual components
(like virtual machines, cloudlets, etc.), and usually owns decent computing resources. Some
of the few tasks that Fog computing could perform are: manage resources, perform data
filtration, preprocessing, and security measures [13].

The rise in need, mainly for the last two paradigms presented (fog and edge computing), is
due to the increase of generated data and data flows of the Internet of Things.

2.1.2 Internet of Things

Internet of Things (IoT) backs more than 20 years and was born with the Radio-Frequency
IDentification (RFID)1 technology. According to [15], the majority of IoT definitions diversify
between three focus: the things, Internet-related aspects (protocols and network) or IoT
semantic challenges (storage, large volumes of information, ...). However, Cisco Internet
Business Solutions Group (IBSG) considered that IoT is the moment that the number of

1"Allows microchips to transmit the identification information to a reader through wireless communica-
tion"[14]
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"things" connected in Internet surpass the number of people [16], which does not fit into
any of the three focuses presented above.

A respectable definition is "[IoT] is a self-configuring, adaptive, and complex network that
interconnects "things" which have a physical and virtual representation on the Internet
according to standard communication protocols" [11, p. 304] [17, p. 74] [18, p. 4]. This
definition was chosen since the authors in [17] evaluated a very wide range of several types
of documents and environments (books, white papers, research projects, industrial activities,
etc.) and because it covers properly six of the nine essential characteristics of IoT. Each
characteristic will be presented in the order that appears in the definition cited:

• Self-configurability: IoT devices must manage themselves, in hardware/software con-
figurations, network and resource usage, because remote or cloud-based control seems
to be limited for scalability due to the quantity and heterogeneity of the devices;

• Programmability: can assume a variety of programmed behaviors, adapting itself with-
out physical changes);

• Interconnection of things: complex network of interconnected "things";

• Uniquely identifiable things: due to physical and virtual representation;

• Connection of things to the Internet: enabling the communication among themselves;

• Interoperable communication capabilities: which refers to communication based on
standardized and interoperable protocols.

Other three important characteristics, that are not included in the chosen definition, are:

• Sensing and actuation capabilities;

• Embedded intelligence: e.g. being capable of responding to external stimuli, becoming
an extension of the human body and mind;

• Ubiquity: the network is available anytime and everywhere, more specifically, when and
where it is needed.

In [16], the authors presented one peculiar example about how IoT is improving the people’s
lives, entitled as "Holy Cow!". The idea is to implant sensors in the ears of cattle to support
farmers tracking cattle’s health and, through this monitoring, improve meat quality. In the
context of this dissertation, which does not deviate much from the final purpose of the
previous example (to improve certain aspects in people’s lives), smart mobility (or more
generally, smart cities) is another example of IoT application area. Traffic congestion is the
main problem to solve in transportation and IoT can help to fix it by providing real-time
traffic information to improve commuter mobility. It can also try to reduce freight truck
congestion by diversifying routes or fully closing roads for heavy vehicles [19]. There are
other challenges like travelling efficiently, which can be solved encouraging greater use of
sustainable transportation or car-sharing and even bike-sharing [11].

The diversity, heterogeneity, and large volume of data generated by IoT devices, be it wear-
able, smartphones, cars or even entire smart cities, needs to be processed. Data is very
useful, but without treatment or processing and analysis to discover trends, to make predic-
tions, or to simply share, becomes useless. Due to the initial characteristics pointed about
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the data generated from IoT and the unsuitable capability of traditional database manage-
ment systems to extract meaning from a huge volume of data, raises the necessity to use
big data analytics [20].

2.1.3 Big Data

Every year since 2013, DOMO 2 publish an info-graphic denominated by ’Data Never Sleeps’.
It essentially shows how much data is being generated every minute across different plat-
forms, such as Netflix, Google, Youtube or Social networks. Focusing on the first two,
while in 2017 Netflix users stream 69.444 hours of video and Google conducted 3.607.080
searches [22]. In 2020, Netflix users video hours stream grew to 404.444 [23], and in 2019,
Google searches have grown to 4.497.420 [24]. These numbers were measured by means of
ad clicks, which is only one example of the variety of data sources. More and more devices
will be connected to the Internet and the amount of digital generated data will keep growing.
Recent forecasts from IDC [25] predict "that by 2025 there will be 41.6 billion connected
IoT devices or ’things’ generating more than 79 zettabytes (ZB) [1021 bytes] of data" [26].
Although, Big data is not just about data volume [27].

Big data, similarly to the previous concepts presented, has a variety of definitions. However,
there are five characteristics, commonly referred as "V’s of Big data", that describes big
data [28][29][30].

1. Volume: the size of the information. A large amount of data is generated from
different sources, and usually the amount of data is between terabytes and exabytes;

2. Variety: the type of generated data. The data can be either text, images, videos, etc.;
it is generated in varied formats usually classified into three types: structured, semi
structured and unstructured data;

3. Velocity: the speed that the data is generated, following an analysis, and its delivery
(taking an action/decision) in (near) real time;

4. Veracity: the generated data is inherently uncertain due to noise, incompleteness, and
inconsistency; so, intelligent techniques must be applied to get higher accuracies and
trustworthiness from the generated data [31];

5. Value: analysing all the data must bring some value to the business at hand, the data
must be transformed into valuable insights to get well-informed decision, otherwise
data will not have much meaningful value.

In the case of smart mobility, Big data analytics can reduce the pollution and road traffic
congestion by finding the least polluted way from start to end locations or with parking
information since "urban traffic experts estimate that 30% of the vehicles in the inner areas
of big cities are looking for a parking space, and an average of 7.8 minutes is needed to find
one" [32].

Big data analytics are expected to discover hidden patterns, unknown correlations, data
trends, etc. that can bring valuable insights to support business decision making or to
extract some knowledge and wisdom. And how to extract meaning and value from the
data? In a broad perspective, through Artificial Intelligence techniques.

2Domo Inc. is a cloud software company specialized in business intelligence and data visualization. One
of its competitors is Tableau Software [21]
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2.1.4 Artificial Intelligence

Artificial Intelligence (AI) is a field where entities (i.e. machines) perform tasks similarly to
humans and act with some intelligence. In 1959, Arthur Samuel coined defining it as, "the
ability to learn without being explicitly programmed" [33]. Some examples of AI applications
are autonomous vehicles (e.g. Waymo and Cruise are some of the Leaders), playing games
(e.g. AlphaGo, Chess), image recognition (e.g. facial or object recognition), prediction of
a judgement [34], etc. Searching and Planning, Reasoning and Knowledge Representation,
Perception, Natural Language Process and Learning are the essential subfields in AI [35].
Needless to say, AI is full of techniques and algorithms to achieve a certain goal or, more
usually, to solve a certain problem. One of the most recognised subfields in AI is Machine
Learning (ML). ML is devoted to the study of algorithms that parse data, learn from it,
and then decide or predict something from the data [36]. More and more concepts will be
presented and more detailed since this work will explore some techniques to predict resource
consumption. ML has already been stated in a very summarised way since the probability of
the algorithms (that will be investigated) being from this sub-field of AI, is very high. By
obtaining predictions with good accuracy, it may be possible to predict the best application
reconfiguration to implement, instead of following a given limited list of reconfiguration
options, which would be guided by simple heuristics that act in a reactive fashion. The
State of the Art section presents some work already done on resource management that
uses some "intelligent" algorithm. The next section will give a summarized view of types
of Machine Learning, the presentation of the used algorithms and the phases of the ML
process followed in this dissertation.

Machine Learning

There are several valid ML definitions, but consider the previously presented one and that
is "a field of study that gives computers the ability to learn without being explicitly pro-
grammed” [33], which is one of the oldest definitions defined by Arthur Samuel. There at
least four well known types of ML, which are Supervised, Unsupervised, Semi-supervised and
Reinforcement Learning.

Supervised Learning has the data labelled, i.e. the correct/expected output (or the answers
to the problem at hand) is already known, and the algorithms learn to predict the data
from the input data. Contrary to the above, it is Unsupervised Learning, where all the
data is not labelled, and the algorithms learn the inherent structure from the input data. In
between these two types is Semi Supervised Learning where some of the data is labelled,
but most of it is not. And finally, Reinforcement Learning which allows an agent to learn in
an interactive environment through trial and error using feedback from its own actions and
experiences [36].

The Figure 2.2 shows several algorithms in a tree structure that helps to understand in which
subtype and type of Machine Learning they belong.

Since the data collected in this work contains the "responses" that are needed to be pre-
dicted, below stays a brief explanation of the experimented supervised algorithms, most of
them usually (or uniquely) used in regression problems3:

3There are two types of problems in Supervised Learning, regression and classification. Regression has
a continuous output (e.g. house price prediction) while classification has a small number of discrete outputs
(e.g. tumor prediction, is it malign or benign).
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Figure 2.2: Types of ML algorithms [37]

• Multiple Linear Regression (MLR) is a form of Linear Regression where instead of
having just one predictor (Simple Linear Regression), it can have two or more. Briefly,
it measures the relationship between more than two variables by fitting a linear equation
to the input data;

• Polynomial Regression (PR) is also a form of Linear Regression where the linear model
can "bend" normally in order to increase the accuracy of the model, as Figure 2.3
shows; the higher the degree of the function the closer the model is to the values that
are intended to be predicted, however, care must be taken as the model may suffer
from other problems, such as overfitting;

Figure 2.3: (Multi)linear vs. Polynomial Regression [38]
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• Regression Trees (RT) is another example of nonlinear predictive model, which as the
name suggests, it uses a tree-like model of decisions to solve situations where the
data has many nonlinear features and the solution is subdividing the decisions into
smaller regions until a point where simple models can be fitted in the smaller regions
[39]; Figure 2.4 presents in the left a very simple tree, to find out how many points
a basketball player will score based on his weight and height, and in the right the
partitioned space (the first partition is represented by the blue line and the red lines
the following partitions);

Figure 2.4: Simple example of a Regression Tree [40]

• Bagged Trees (BT) are basically a combination of decision/regression trees (obtained
through bootstrapping which split data into smaller subsets/subtrees) and the result
is the average of the resulting predictions of the several trees [41];

• Random Forest (RF) is based on ensemble learning, similar to BT. Unlike BT, RF force
the tree to use only a subset of its available predictors to split in the growth phase.
"Trees have one aspect that prevents them from being the ideal tool for predictive
learning, namely inaccuracy" [41], but since RF is built with multiple decision trees
and each tree is built on a different random subset, this leads to greater accuracy
compared to using only one decision tree, and even bagged trees [41];

• Support Vector Regression (SVR) provides both linear and non-linear regression. For
its full understanding, it is important to know the terms hyperplane (a line which help
to predict continuous values), kernel (function that allows conversion between different
dimensional spaces to aids in the search for a hyperplane) and boundary lines (two lines
around the hyperplane to create a margin between the data points). The final goal is
to incorporate the maximum possible data points within the boundary lines, as Figure
2.5 suggests;

• K-Nearest Neighbor (kNN) is usually used in classification problems but it can be
also used in regression problems; if the model already has a lot of classified data,
the distances (euclidean, manhattan or minkowski) of the K nearest neighbours are
calculated to predict the numerical target; being the big question: which K should be
chosen (one way to discover it is by using cross-validation) [43].
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Figure 2.5: Example of Support Vector Regression with linear and non-linear
kernel [42]

Beyond Supervised ML algorithms, there is another important area in ML,Time Series Fore-
casting (TSF), which is another way to predict the future, given that the data is a time series
(it contains a time dimension). TSF uses historical time data, fit a model to that data and
then extrapolate the future from the time series that presents only what has already hap-
pened. It is fundamental to know at least the following three components of the time series:
trend (the data has some behaviour, e.g. increasing or decreasing, over time), seasonality
(the data repeats patterns over time) and noise (some data that cannot be explained by the
model) [44].

Additionally, TSF can be used as a supervised learning problem through the sliding window
method. In Figure 2.6, it is possible to see what this method does, it restructure a time
series dataset (right side) in order to use prior time steps to predict the next time steps (left
side), being X the input for the model and y the output.

Figure 2.6: Example of time series dataset as supervised learning [44]

Finally, there are a methodology that must be followed in order to build a forecast model.
According with Rob J Hyndman and George Athanasopoulos [45], they are:

• Problem Definition: It is considered the most difficult part of the process where a)
who requires the forecast and b) for what the forecast will be used, must be defined;

• Gathering Information: Get data and the data expertise or the domain expert;

• Preliminary (exploratory) analysis: Graphing and summary statistics should be used to
understand/discover patterns, trends, seasonality, and to spot any outliers in the data
or data missing/corruption, etc.;
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• Choosing and fitting models: Depending on the problem to solve and on the availability
of historical data, choose and then evaluate a suite of models. The most important
goal when building a model is to assure that the model should make predictions that
will hold true when it is applied to yet unseen data. For that, the data needs to be split
into two distinct sets: (1) the training set and (2) the test set. Models are created
using the training set. Next, the performance of the models are estimated using the
test set. The test set is entirely separate and distinct from the training set and is used
to assess the expected accuracy of the model when it is applied to data outside the
model set.

• Using and evaluating a forecasting model: Once the model produces forecast, evalu-
ate/measure the performance of the forecast (the metrics to evaluate the model are
better described in Chapter 4.

After the presentation of the essential concepts for this dissertation’s understanding, the
next section describes the ELASTIC project in order to understand how this dissertation’s
contribution fits in.

2.2 ELASTIC project overview

A software architecture for Extreme-ScaLe Big-Data AnalyticS in Fog CompuTIng eCosys-
tems4 is a project under the scope of the European Union’s Horizon 2020. The ELASTIC
project’s ambition is to have full coordination between the edge and the cloud environment.
It aims to develop a novel software architecture capable of:

• increasing software development and deployment productivity of systems requiring
data-analytics distributed across the compute continuum, as it is needed in smart
cities;

• increasing the level of performance of extreme-scale big-data systems by efficiently
combine data-in-motion and data-at-rest analytics into a single complex workflow;

• guaranteeing real-time, energy-efficiency, quality of communication and, security non-
functional properties.

Furthermore, some of the ELASTIC objectives are:

• to demonstrate the productivity, stressing the ELASTIC novel software architecture on
a smart mobility use-case, specifically, in the tramway network of the city of Florence,
Italy;

• to increase portability/scalability, extending elasticity across the compute continuum;

• to maximize performance, using all the performance capabilities across the compute
continuum to reduce data latency and increase throughput speed-up.

Figure 2.7 presents a global view of the ELASTIC Software Architecture. Each component is
described below mentioning the individual and complementary contribution to the realisation
of the software architecture in the following fashion:

• Distributed Data Analytics Platform supports different kinds of analytic applica-
tions in Edge and Cloud environments. This platform must ensure application data
accessibility wherever required and either based on real-time or historical values. Two

4Henceforth, the acronym ELASTIC will be used
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Figure 2.7: Global view of the ELASTIC Software Architecture
Source [2]

examples of the different data values sources and locality are the sensors and cameras
installed on the trams and trams stops, respectively. The applications based on real-
time values typically will be executed in the Edge, e.g., object detection in the tramway.
In contrast, the offline analysis will run in the Cloud, based on Edge’s historical val-
ues. A conclusion from the offline study could be the readjustment of traffic lights
because of the detection of several people crossing the tramway at a particular time.
In summary, the intention is to provide access to all the distributed data regardless of
its source and function, without interfering between the different applications/tasks;

• COMPSs orchestrator, as the name implies, it is responsible for configuring and
coordinating all of the applications’ workflows. It must schedule and deploy the work-
flows guaranteeing the non-functional requirements. From the NFR Tool suggestions,
COMPSs scheduler should dynamically adjust the workflows to fulfill these require-
ments. COMPSs [46] is an open-source framework developed and maintained by
Barcelona Supercomputing Center5 for the development and execution of applications
in distributed environments. It enables parallel execution of workflows, and it is agnos-
tic of the underlying infrastructure, which releases the programmer from caring about
the location of tasks implementation and execution;

• NFR tool component is responsible for monitoring the execution of the workflows,
identifying when a non-functional requirement is not achieved and apply heuristics to
resolve the NFR violations (basically, Quality of Service violations), and find approaches
for efficient management of resources. This real-time monitoring tool is distributed
across different Edge Nodes and monitors several system properties such as the CPU
usage, the energy consumption, the quality of the communications link between the
Edge devices and the Cloud, and the security;

5Henceforth, the acronym BSC will be used
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• Hybrid Fog Computing Platform provides an amalgamation of computing resources
across the compute continuum that the software architect needs, among them:

– Cloud-based Containers as a Service (CaaS) technologies for resource auto-
scaling;

– IoT cyber-secure communication and network protocols;

– Advanced highly parallel and energy-efficiency embedded platforms.

• dataClay [47] is a distributed open-source data store developed at BSC; deals with
various data structures (lists, graphs, dictionaries), as well as user-defined objects
(supports object-oriented programming language, Python and Java); it accesses, tra-
verses, and manipulates data in an optimized way by following references and invoking
methods; insensitive of whether the information is persistent or in real-time; irrespec-
tive of its specific location, thus simplifying the application development; finally, it’s
Edge-to-Cloud data storage, which means it can run on a wide variety of devices, in
this context, on trams or tram stops (NVIDIA Jetson, a series of embedded computing
boards), as well as in data centres, including anything among them, like laptops;

• Nuvla [48] is an online open-source platform that facilitates the management of ap-
plications across the compute continuum developed at SixSq. In essence, it provides
Edge Computing as a Service and deals with infrastructures and applications. The
main features are a) management capabilities to handle application and infrastruc-
ture management, public and private app store, among others; b) data management
functionalities to couple datasets with application deployments; c) end-to-end secu-
rity, which includes access to Virtual Private Network (VPN) connection to your edge
fleet; and d) edge control to remotely manage all edge devices and infrastructure.

Each of the smaller boxes, inside each previously elucidated components, will not be explained
since it goes beyond this dissertation’s scope.

Considering what was said earlier, an example of a simplified version of the object detection
algorithm that will be used in the ELASTIC use case is presented in Figures 2.8 and 2.9.
Also, Figure 2.9 helps to understand how COMPSs and NFR Tool components interact
between them.

The flowchart on the top of Figure 2.8 refers to the object detection algorithm. This single
application captures images from a camera, and from the frames received, it performs the
object detection. It identifies the type (car, pedestrian, etc.) and position (object tracking)
for each detected object, and finally, it displays the output on a screen. On the bottom of
Figure 2.8 stays the dependency graph created by COMPSs. One of the features of COMPSs
is to transform sequential code into a distributed workflow through the previous identification
of certain functions/methods as COMPSs tasks and its respective dependencies. The task
graph also identifies all the potential parallelism behind this application.

Then, as Figure 2.9 shows, COMPSs Master, who only possesses the knowledge of the
configuration application, distributes the COMPSs tasks, who will run in COMPSs Workers,
within the compute continuum. In this case, each Node has one Worker, and Node A has
the COMPSs Master additionally.

Suppose that Node A and C are NVIDIA Jetson AGX Xavier located in a tram stop and a
cabinet with a camera respectively, and Node B is a cloud facility. Also, we can assume the
COMPSs has a master and worker architecture.
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Figure 2.8: Flowchart of the ELASTIC use case and
dependency graph of COMPSs tasks

The master has a configuration file with the essential characteristics of only available com-
puter resources, which could be containers, virtual machines and cloud providers. Once this
information is available, the master is responsible for deploying the Workers. And after that,
the runtime of the COMPSs manages its distribution based on some scheduling policy.

Now, the COMPSs is responsible for transfer data to the Workers where the task will execute,
respecting the dependencies.

ELASTIC incorporates a real-time monitoring tool, called NFR Tool, that enhances schedule
decision. Every different node will possess this real-time monitoring tool. The NFR tool
monitors a particular system’s properties, e.g., CPU utilization, energy consumption, the
quality of the link between the edge devices and the cloud, and security. The application has
other requirements in terms of latency and security, and real-time monitoring tool includes
both. So whenever the system availability changes because of specific application necessities,
the monitoring tool sends some alerts and recommendations to the COMPSs Scheduler.

Taking advantage of Figure 2.9, bellow are some examples of why and how NFR tool would
act:

• if some QoS metric (CPU usage, deadline misses,...) is exceeding some threshold, in
Node C, one or more of its tasks would be moved to another Node, for example, Node
A or other with more available capacity;

• if some Node/Edge device turns down for some reason, COMPSs will transfer all tasks
to a different Worker;

• if some Worker is up again, COMPSs will be notified that there are more available
computing resources, and it may transfer some tasks again to this available Worker.

2.3 Research methodology

That said, the starting question that guided this dissertation was: "How to ensure that run-
ning applications meet non-functional requirements?". These applications may be running
from edge computing to cloud computing. And real-time and energy are the non-functional
requirements focused on this dissertation. Another question is, "How to improve the work-
load distribution to enhance some of the non-functional requirements?" For example, if we
move a particular application, will there be energy savings? Or will there be a minimization
to the percentage of deadline misses?
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Figure 2.9: Example of the ELASTIC use case

The answer to these questions is to design, implement and experiment with diversified heuris-
tics or algorithms that will ensure non-functional requirements in more unstable situations
(with periods of high and low workloads) and improve performance in more stable scenarios.

Given the above and following different methods, we chose a set of relevant sources for the
study. The pursued methods were:

• study research - to see approaches already tested;

• controlled experiments - in the sense that we can conclude which are the best metrics
to evaluate to make the necessary decisions to balance the workload;

• case studies - attempt to have a real scenario of how the workload will be in a real
scenario and how well the heuristic/algorithm will handle more unstable situations in
terms of ensuring non-functional requirements.

The validation of the research involves:

• analysis, since it is almost certain we will simulate data (that is, try to vary the resource
usage data as much as possible) and compare the various developed heuristics/algo-
rithms;

• experiences, since there is the possibility of being able to validate the heuristics/algo-
rithms in a real scenario (on journeys made by the tram);
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• evaluation, since it includes feasibility studies, this dissertation’s work possibly will
contribute to a pilot project.

An important point to bear in mind is that this dissertation will focus on reactive and
preventive modifications/adaptations of the workload distribution. However, the preventive
ones are not within the scope of the ELASTIC project, hence the likelihood of having to
simulate data.

Finally, the dissemination result in this document and its presentation could be useful for
companies which are transitioning their services/applications to microservices or virtualized
systems (e.g. Docker). According to a Docker survey from 2016 [49], 71% of the respon-
dents are using or planning to use Docker to containerize a legacy app, 78% to build new
microservices applications, and 44% of organizations are adopting microservices. And ac-
cording to a recent StackOverflow survey from 2020 [50], Docker is the third most popular
platform after Linux and Windows and is the first most wanted from developers who are not
developing with it.

2.4 State of the Art

Section 2.3 presented an answer to two questions that guided this dissertation’s develop-
ment. The first two sections present an analysis of other important approaches and solutions
that helped solve the problem. Section 2.4.1 focuses on resource management and ensure
that running applications meet non-functional requirements. Section 2.4.2 targets means of
prediction of resource usage for the sake of improving the workload distribution to enhance
some of the non-functional requirements.

2.4.1 Resource Management

One of the analyzed documents that helped to understand the state-of-the-art regarding
resource management was written by Cheol-Ho Hong and Blesson Varghese [51]. They
reported an extensive survey paper with their research on resource management techniques
in fog/edge computing and identified and classified the key contributions comprising ar-
chitectures, infrastructure, and algorithms. A more detailed analysis focused on the algo-
rithms since the architecture is delineated and another component manages the infrastruc-
ture (which is not part of this dissertation’s scope).

The authors designated four algorithms types:

"a) discovery - identifying edge resources within the network that can be used
for distributed computation, b) benchmarking - capturing the performance of
resources for decision-making to maximize the performance of deployments, c)
load-balancing - distributing workloads across resources based on different crite-
ria such as priorities, fairness, and so on, and d) placement - identifying resources
appropriate for deploying a workload" [51, p. 24]

The last three types are interesting and desirable on the NFR Tool. The type of discovery
algorithm is supported by the infrastructure component, Hybrid Fog Computing Platform,
as explained in Section 2.2.

The benchmarking type would be an important functionality in the NFR Tool. Here, it raises
a key challenge of obtaining metrics in near real-time since a global edge benchmarking that
measures workloads’ diversity is not yet available [51]. If this type of algorithm is applied, the
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NFR tool will consider the following concerns. As Edge nodes are resource-constrained, it is
needed to evaluate whether adding this algorithm will overload the Node. The edge should
also not be benchmarked alone; it should include cloud and edge computing to maximize the
applications’ overall performance. Although most of the options presented refer to the cloud
application like CloudSim [52], there are already tools for edge application like EdgeCloudSim
[53] or iFogSim [54].

From load-balancing type, algorithms should distribute a set of tasks across available re-
sources to increase the overall performance or to reach a certain goal, e.g., do not leave
a server idle while there are tasks to be performed. One of the simplest load-balancing
algorithms is Round-robin. In a scenario where multiple requests are received from clients,
these requests are sent sequentially and circularly to the servers, i.e., imagining there are a
pull of requests (R) and 3 servers (S); the behaviour will be R1 goes to S1, P2 to S2, P3
to S3, P4 to S1, P5 to S2 and so on [55]. Another technique of load-balancing algorithms
is Software Defined Networking (SDN)6. In [56], the authors integrate fog computing and
SDN to decrease the latency (achieved when using cloud computing) in a Internet of Ve-
hicles (IoV) environment. They proposed an architecture with a SDN controller between
the Cloud and Fog computing layers. The controller has a centralized control of the vehicle
network and helps to get the information needed for load balancing. To implement the load
balancing, they applied Particle Swarm Optimization - Constrained Optimization.

Last but not least, the placement type which is the main goal of this dissertation. Through
the NFR Tool’s monitoring, it is possible to conclude which is the best Node to allocate
Workers, specially in situations with overloaded Nodes. Placement algorithms evaluate the
availability of the resources and then place the tasks on satisfactory resources. These
algorithms could be applied to all three layers of the compute continuum, but we will focus
on fog and edge since there are large computing capabilities in the cloud. The typical
challenges in fog or edge devices are high dynamicity, reliability, security and heterogeneity,
which increase the complexity for this type of algorithm. Below are four examples to illustrate
the type of placement algorithm.

Considering dynamic environments, Shiqiang Wang et al. [57] tried to create an optimal
service placement to minimize the average cost over the entire duration that the service
runs. To measure the cost, they added up the cost of data transmission/processing with the
cost of service migration from actual to the new location. Then, they proposed a method
that predicts (within a window of time) the future costs of service hosting and migration
(when it exists). That prediction figured out the optimal placement and optimal window of
time looking into the future.

Focusing more on computational resources, Mohit Taneja et al. [58] used a Fog-Cloud
paradigm to tackle two problems, diminish application latency and provide efficient resources
utilization. The authors proposed the ModuleMapping algorithm that, firstly sorts the avail-
able resources capacity in ascending order, from the Fog towards the Cloud; secondly, it
obtains three requirements (CPU, RAM, and bandwidth) of each application module/task;
and lastly, place each module/task on a node that has sufficient resources to receive it. As
long as Fog nodes have available resources, no application models/tasks are placed in the
Cloud.

In [59], Ehsan Arianyan et al. focused on reducing the enormous energy consumption from
cloud data centers through consolidation in virtualized cloud data centers. Although the

6"SDN provides flexible centralized control and global knowledge to the network"[56]
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authors focused only on Cloud, the paper presents interesting heuristics and approaches to
be applied in this dissertation. They give a holistic cloud resource management and heuristics
based on multi-criteria decision-making method divided into four parts7:

"(1) determining when a host is considered as being overloaded; (2) determining
when a host is considered as being underloaded; (3) selection of VMs that should
be migrated from an overloaded host; and (4) finding a new placement of the
VMs selected for migration from the overloaded and underloaded hosts." [59,
p. 2]

They also mentioned that "the basic reason of energy waste in data centers’ infrastructure is
underutilization" [59, p. 2]. Since energy-efficient is one of the non-functional requirements
to fulfill, identifying both states of a Node (overloaded and underloaded) will be considered.
Regarding the multi-criteria decision-making method, the considered criteria are7:

"(1) the selected PM has the least power increase, (2) the selected PM has
the most available resources, (3) the selected PM has the least number of VMs,
(4) VMs on the selected PM have the least resource correlation with the VM
to be allocated, and (5) the migration delay of the VM to be allocated to the
selected PM is the least." [59, p. 7]

In [60], Roman Sosa et al. carry another solution, offloading the applications tasks from
edge to cloud resources. They demonstrated how we could offload applications from edge
to cloud regardless of the platform on which the applications run. Their goal is to "support
the rapid-prototyping of such applications [applications requiring heavy computation] (...)
and at the same time make sure that solutions are robust to variations in application load
and operation conditions" [60, p. 150]. Examples of addressed use cases to offload the
applications are sudden load peaks or overload situations, which corresponds to some of the
circumstances that the NFR Tool should deal with. The monitored metrics to decide whether
to offload or not are memory utilization, instantaneous CPU utilization, CPU temperature,
and the number of computation tasks currently in local execution. In their usage example,
job metrics such as completion time and success ratio are measured in parallel. Without
offloading, we can observe that when the gateway heats up, reaching limit temperatures,
gradually, the CPU performance decreases, and so the job duration increases. While with
offloading, some of the its used strategies (they presented four, consisted in limiting i) the
number of jobs running locally in parallel; ii) CPU utilization; iii) memory utilization; iv) CPU
temperature), had better results. The conclusion is that it is needed a comprehensive study
of multi-criteria decisions because of the results that were reached were interesting.

2.4.2 Resource Prediction

This work will support reactive and preventive adaptations, but the latter is the main chal-
lenge in this dissertation, that is to turn reactive decisions into proactive ones by forecasting
resource usage.

One of the advantage in implementing this idea are the cost reduction to pay for the used
resources. In [61], the authors show that by forecasting the resources, they can obtain
greater certainty of the amount of resources they intend to reserve (which is not necessary
when using on-demand plans) and thus save on the final cost to pay. Another advantage is

7For this example, and for the sake of comparison, host, and PM are equivalent to a Node, and VM to
Worker
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efficiency improvement and flexible resource management. Flexibility provides the ability of
changing computing resources according to the demands of the running applications. The
idea is to eliminate the allocation of fewer computing resources than it actually needs (to
not compromise the running application) and the same is true the other way around, that
is, allocate too many resources, which results in increasing resource idle rate and decreasing
performance. Countering these two situations will make the system more efficient and
therefore, reduce costs [62].

In [63], Vivek Kumar Singh et al. focused on estimating the energy consumption of executing
software processes. Their approach consisted of capturing the OS-level energy consumption
metric using a watt-meter and the utilization of process-level CPU, disk, network, and
memory. After collecting the previous metrics several times varying workloads, they build
a model using Support Vector Machine (SVM)-based regression modeling. After that, it is
possible to estimate the process-level energy consumption with a periodicity of 1 second.
In this way, it is unnecessary to use additional devices (in this case, a watt-meter). Their
results showed that "90% of the data points are above 95% accuracy and only about 10%
of the estimated energy value data points had more than 10% error" [63, p. 99].

In [64], Florian Schmidt et al. integrated the monitoring of resource usage statistics with
kernel and library calls of applications. Then, they trained recurrent neural networks, more
specifically Long Short-Term Memory (LSTM), and built a Machine Learning model of a
system to forecast resource usage or detect anomalies. They considered the resource usage
statistics, like CPU and memory consumption, insufficient to understand the application
behavior; for this reason, they created a "dictionary" of system calls, which gives them a
deeper understanding of the process behavior. So, they collected resource usage (they only
refer to CPU and memory metrics) and system calls from a scientific toolchain (which was
consisted of bash and python scripts with heavy I/O and CPU phases interleaved). Next,
they incorporated the system calls through the word2vec skip-gram model and trained LSTM
with the collected data. They focused on minimizing the Root Mean Square Error (RMSE)
of the CPU usage and varying two attributes, the number of seconds to predict into the
future (between 1 and 15 seconds), and how much history to take into account for the
prediction (1 or 10 seconds). They conclude that: (1) in case of considering 1 second of
history, the forecast error tends to increase, varying between 0.125 to 0.2, approximately;
(2) in case of considering 10 seconds of history, the forecast error varies between 0.075 and
0.1, approximately;

In [65], Gurleen Kaur et al. proposed an Intelligent Regressive Ensemble Approach for
Predicting (REAP) CPU usage to achieve high performance via the integration of two tech-
niques, feature selection, and resource usage prediction. In their solution, one of the draw-
backs was tackled by using feature selection. They used Genetic Algorithm8 to eliminate
irrelevant and redundant features, consequently reducing the size of the dataset.

The previous presented works are some examples of how a data-driven solution based on
machine learning techniques could help to improve the resource management where past
data of similar situations could be opportunistically used.

8Genetic Algorithm is an algorithm which essentially selects the best set of inputs/variables to produce
the best output.
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Chapter 3

Value Analysis

Nick Rick and Matthias Holweg defined Value Analysis as "a process of systematic review
that is applied to existing product designs in order to compare the function of the product
required by a customer to meet their requirements at the lowest cost consistent with the
specified performance and reliability needed" [66, p. 2]. In a simpler definition, value analysis
is a process that follows an organized approach to increase the value of the products or
services to be or already developed. The primary objective is to study the value analysis
of the work presented in this dissertation. Therefore, this chapter presents the opportunity
identification and analysis, the value creation and value proposition.

3.1 New Concept Development (NCD)

The New Concept Development (NCD) model was used as the basis for the development of
the value analysis chapter. NCD model helps to understand the Front End of Innovation1

by giving a common language and terminology.

Figure 3.1: New Concept Development Model
Source [67]

As shown in Figure 3.1, NCD is composed of three distinct areas: the engine, the wheel,
and the rim. Assenting in this dissertation’s scope, only two topics will be covered from the

1Front End Innovation, or Fuzzy Front End, is the first area of the innovation process [67]
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wheel area, which are opportunity identification and opportunity analysis. According to [68],
the principal methods for both opportunity identification and analysis are:

• Roadmapping: captures the business graphically in a way that enhances communica-
tion and sharing of wisdom, resources and skills of the entire project team. A person
outside of the project can understand the complexity of the business;

• Technology trend analysis and forecasting: analysis of relevant and competitive tech-
nological trends for the project. The following questions must be taken into account:
"What will be done / where are we going"; "What already exists"; and "How the
project will be different / what value will it bring";

• Customer trend analysis: research and analysis of the trends of customers in general;

• Competitive intelligence analysis: allows analyzing and communicating information
about competitive trends that occur outside the organization;

• Market research: deeper research, for example, in scientific articles that present an-
alyzes/services/applications already developed and understand how, when and where
they were made;

• Scenario planning: developing scenarios to visualize the future, in order to simulate
decisions.

On opportunity analysis specifically, there are more methods/techniques that can be used:

• Strategic framing: evaluation of how the opportunity suits the company’s market and
technology strengths, gaps, and threats (e.g. elaboration of SWOT analysis), and it
works as the final framework for the opportunity identification;

• Market segment assessment: evaluation detailed of the market segment (if it is appro-
priate to the opportunity, if it a business-to-business, a business-to-consumer, etc.);

• Competitor analysis: identifies the competitors in the target market segment, deter-
mines the type of products (whether being software, application, algorithms), and its
characteristics for the sake of comparison and evaluation of the competitors’ strategies
and capabilities;

• Customer assessment: identifies customer needs that are not fully met in current
products, e.g. verifies and aligns the customer requirements.

3.1.1 Opportunity identification

In the scope of this dissertation, the opportunity identified is the integration of a non-
functional requirements tool in a software framework which is suitable to develop, deploy and
execute applications based on complex data-analysis. The software architecture incorporates
the elasticity concept across the compute continuum in a fog computing environment, also
including powerful hardware at the edge computing. Some questions that arose and led to
the identification of this problem/opportunity were how to ensure that running applications
meet non-functional requirements? How to improve the workload distribution in order to
improve some of the non-functional requirements? For example, if we change the location
of a certain application, will there be an energy saving? Will there be a decrease in deadline
misses? After a team brainstorming, a tool that monitors and analyses software components
running whilst dynamically (online) fulfill the non-functional requirements (real-time, energy
efficiency, communication quality and security) is needed. One of the methods that was
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utilized in the implementation of this tool was the market research in order to enhance the
capabilities of the tool’s initial purpose, e.g. initially the idea was to monitor the resource
usage exclusively; however, after further literature analysis, it was conclude that this same
tool could provide recommendations to the scheduler.

3.1.2 Opportunity analysis

The opportunity analysis consists of a) analysing and complementing the information ob-
tained in the process of opportunity identification, b) analysing the available technologies as
well as the market demand for the product to be developed/improved, c) as well as ensuring
that the product to be developed is attractive to the target audience (it is worth pursuing).
Finally, this process can be formal or iterative (as new features and constraints are identified
in the concept definition phase).

In short, the base opportunity for the NFR Tool is the insurance of running applications. NFR
Tool’s goal is to control the satisfaction of the non-functional requirements of a system and
dynamically adapt the configuration or deployment of that service when those requirements
are not being met. An important part of this dissertation’s contribution is the introduction
of the system’s behaviour prediction, making necessary reconfiguration or redeployments in
the system to turn it less reactive and more dynamic (acting in advance). To implement the
development of predictive models, it is necessary the application of data mining techniques.
And this is the main contribution that, to date, has not been found in projects of the size
and applicability of ELASTIC project. Chapter Value Analysis presented several attempts to
predict resources in order to improve resource management. However, all the experiments
identified in the literature review were used in simulation environments only.

3.1.3 Function Analysis System Technique

Function Analysis System Technique (FAST) is part of the functional analysis of the value
analysis process. It is a technique that presents logical relationships between the functions
of the solution (project, product, etc.) based on the questions "How", "Why", and possible,
"When". The legend of Figure 3.2, helps to understand how to make these questions. From
left to right, we ask each function (represented in the figure by a yellow rectangle) "How do
you achieve this function?"; from right to left, "Why do you do this function?"; and from
top to bottom, "When do you do this function, what other functions must you do?"

The FAST diagram advantage is the support to determine the project’s scope coordinated by
functions and its logical relationships. As it could be seen in Figure 3.2, the functions between
the vertical dashed lines represents the scope of the project and the value/opportunity
analysis.

3.2 Value creation

Value for the customer

Value for the Customer can be defined through two other concepts, use value and esteem
value. Use value: It is an application that manages the non-functional resources of appli-
cations efficiently and intelligently. Although the Operating systems already do it in several
ways, depending on the scheduling algorithm you are using (Round-Robin, Shortest-Deadline
First), this product will be very useful in compute continuum architectures, that is, that can
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Figure 3.2: FAST diagram

run on edge, fog and cloud computing. Esteem value: From an environmental perspective,
this application can reduce the overall energy consumption of the system since energy is one
of the non-functional requirements to be monitored, so the possibility of reducing computing
power without compromising the system’s effectiveness, can be taken account for greater
energy efficiency.

Perceived value

Perceived value is, in short, the value that the customer accepts as fair for a service or
a product. This value usually differs from the perspective of the producer. For example,
while the costumer is more concerned with quality, the producer maybe more concerned with
reliability and at the same be cost-efficient.

Benefits

The confidence assurance on the transportation system can be perceived by the costumer as
a benefit. The NFR Tool aids by offering better QoS for the running applications (resolving
violations in a reactive and predictive way) mainly enhanced by the resources usage forecast.
Another benefit is the reduction of maintenance costs, in which the NFR Tool also monitors
and manages the use case that addresses this benefit (predictive maintenance of rail track).

Sacrificial

The positioning and obstacle detection use case can help understand how the NFR Tool
will help mitigate sacrifices that can be perceived by customers, like helping minimizing
injuries to people. Since the NFR Tool knows the resource availability and can manage
the positioning and obstacle detection application more precisely (e.g., avoiding application
delays or reducing unexpected cyberattacks), this software is unlikely to have flaws that could
lead to an accident, such as not detecting a person on the tram line. Another sacrifice than
can be perceived by the costumer may be the lack of profitability (Return on Investment
(ROI)). At the very least, the NFR Tool will help with energy efficiency at the software level,
which probably can reduce some energy costs.
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3.3 Value Proposition

Based on the Business Model Canvas, the Value Proposition Canvas was designed to answer
the questions "What?" and "To whom?" from the panels Value Proposition and Customer
Segments, respectively. This canvas developed by Alexander Osterwalder is shown in Figure
3.3.

Figure 3.3: Value Proposition Canvas

Some insights for answering the next few questions were acquired from the Value Proposition
presented. However, more detail about the ideas presented in the above picture are in the
answers of the following questions.

1. What is your product? The product is a tool with the primary objective of fulfilling
the non-functional requirements. Monitoring and analysing the resources, and the
workload of the running applications is essential to accomplish the first point. In
addition, the analysis phase is intelligent, that is, it will use heuristics and algorithms
to provide a set of better solutions for the new application configuration, in order to
optimize also the workload of applications.

2. Who is your target customer? Some of the customer segments are smart domains
such as smart cities and smart mobility, more specifically, transportation companies.
Railwails, automotives, avionics and the critical industrial domain are also possible tar-
get costumers as well as cloud and data service providers; public sector (city councils,
governments, institutions,etc.) with interest on city administration agencies; data
analytics and fog computing application developers; public-private partnership (e.g.
private operator, public customer)
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3. For whom you provide value? We intend to use the ELASTIC project results in cyber-
physical systems in general, with particular focus in rail (in collaboration with advisory
board member) and automotive (existent collaborations).

4. What value you provide? The principal value provided is the integration of non-
functional properties (in particular real-time, energy and predictability) in fog com-
puting architectures including intelligent suggestions for the scheduler.

5. Why is your product unique? To the best of our knowledge, ELASTIC software ar-
chitecture framework, of which the NFR Tool is a part, is an innovative opportunity
since the software framework will develop, deploy and execute applications based on
complex data-analytics workflows (including AI and big-data methods) on a fog com-
puting environment and incorporating non-functional requirements inherited from the
cyber-physical interactions from smart systems.

3.4 Analytic Hierarchy Process

Phase 1 - Construction of a hierarchical decision making tree

Define the problem and structure it in a hierarchical diagram. This phase consists in a the
decomposition of the problem/decision in a hierarchy composed, at least, of a goal, criteria
and alternatives.

Phase 2 - Comparison of the alternatives and criteria

The second phase consists in establishing the priorities between the elements for each level of
the hierarchy by means of a - The first point that should be considered is the determination
of a scale of values for the comparison, that must not exceed a total of nine factors, for the
point of maintaining a consistent matrix. - This way, Saaty defined a Fundamental Scale.

Phase 3 - Priority related to each criteria:

To obtain the priority related to each criteria it is needed: a) Priority of the alternatives
regarding each criteria; Weight of each criteria in relation with the final goal. b) Normalizing
the values of the comparision matrix (matrix A) - the objective of this is to equalize every
criteria with the same unit, for this each value on the matrix is divided by the total of its
rescpective colunm. c) Obtaining the priority vector - the goal here is to identify the order
of importance of each criteria, for this the avarage of the arthmatic values is calculated for
each of the lines of the normalized matrix that was obtained in the previous item.

Phase 4 - Evaluate the consistency of the relative priorities

- The next step is to calculate the Consistency Ratio (CR) to measure how consistent the
judgments were in relation to the big samples of the completely random judges. - The
evaluations of the AHP method are based on the assumption that the decider is reational,
this means, if A is prefered to B and B is prefered to C, then A is prefered to C. -If the Cr
is superior to 0.1 the judgments are unreliable because they are too close for the comfort
of randomness, in this case the values that were obtained did not present consistent values.
-To calculate the CR first you need to get the value for λmax which represents the greatest
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own value of the matrix A, that can be obtained through the following equation:

Ax = λmaxx

- Once λmax has been calculated the Consistency Index (CI) should be calculated in order
to be able to calculate the CR.

CI =
λmax − n
n − 1

-The CR can be obtained through the following formula:

CR =
CI

RI

in which the random consistency index (RI) referring to a large number of peer-to-peer
comparisons. This is a random index calculated for square n matrices of order n by the Oak
Ridge National Laboratory, in the USA. The following table defines the RI values according
to the number of criteria.

Phase 5 - Construction of the parity comparison matrix for each criterion, considering
each of the selected alternatives

All the procedures for the construction of the comparison matrix and for the determination
of the relative priority of each criterion must be done again, observing now the relative
importance of each one of the alternatives that compose the hierarchical structure of the
problem in question.

Phase 6 - Obtain composite priority for alternatives

In this last step, we obtain the priorities composed of the alternatives, multiplying the
previous values and those of the relative priorities, obtained at the beginning of the method.

Phase 7 - Choice of alternative.
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Chapter 4

Design

At the time the dissertation was developed, the integration of the NFR Tool with other
components, specifically with the COMPSs orchestrator, was not ready. And, initially, the
dissertation’s goal was to build the NFR Tool acting reactively only. Still, because of the
delayed integration and the fact that the running tool will be inserted in critical systems,
the challenge of acting preventively/proactively appeared pleasing to be tackled by this
dissertation. So, it was decided to redesign the NFR Tool’s component to incorporate a
global and centralized tool, the one with the machine learning application for the resources’
forecast. Figure 4.1 illustrates Global Resource Manager (GRM) and some of the ELASTIC
SA components already presented in Section 2.2, COMPSs orchestrator, dataClay, NFR
Tool and NuvlaBox.

Figure 4.1: ELASTIC SA design
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Looking at Figure 4.1 from bottom to top, NuvlaBox is open-source software under Apache
license 2.0, which provides several components. But for this dissertation’s context, the focus
is on Data Router (or under the terms of the NuvlaBox’s documentation, Data Gateway).
The Data Router abstracts the need to implement an interface between the edge devices
and user applications since it is equipped with a communication layer that contains several
mechanisms (e.g., Message Queuing Telemetry Transport broker). Via the communication
layer, the edge devices can relay raw sensor data, on-demand, to any existing user applica-
tions. So, by installing the NuvlaBox in each ELASTIC system Node, the Node resources
consumption metrics are captured by the probes and published to the Data Router com-
munication mechanism, MQTT broker in this project. Further up, NFR Tool’s Monitor
subscribes to a specific topic to obtain the actual resources consumption metrics and moni-
toring them. Then, NFR Tool’s component has several instances (NFR Tool local) installed
in every Node. NFR Tool local components include two sub-components: 1) the Monitor,
which controls the non-functional requirements and 2) the Resource Manager responsible
for informing GRM in case of any NFR violation detected by the Monitor.

The GRM is part of the NFR Tool concept, but it is not distributed by several Nodes., hence
the implementation of a clusterized approach. GRM needs a global view of the ELASTIC
system, so a completely centralized approach would not be the better approach since GRM
must have access to the complete information of the ELASTIC system. A mix of the
centralized and distributed approaches seemed the best option since the control of the tram
line is separated, i.e., by regions or cities. Finally, the idea of GRM is to influence COMPSs
in the tasks’ distribution by writing in dataClay.

The dataClay offers the resources’ information, e.g., the available CPUs per Worker used by
a particular COMPSs application. Then, the COMPSs orchestrator/scheduler will allocate
tasks based on its scheduling policy but within the available resources written by GRM. For
example, suppose GRM writes in dataClay that COMPSs can use 4 CPUs at Node A. In
that case, COMPSs may use up to 4 CPUs in Node A. So, writing in dataClay is almost like
a trigger for the COMPSs to reschedule the ELASTIC system tasks, according to the new
information given by the GRM. Lastly, COMPSs orchestrator and dataClay are components
naturally distributed within the several Nodes available in the ELASTIC system.

Finally, the GRM is outside of the ELASTIC project’s goals; initially, the cluster component
with a global and holistic view of the ELASTIC system did not exist. Although this addition
has been approved, the development of a disaster recovery plan for GRM is outside the
dissertation’s scope as well as the scheduler/orchestrator development.

So, to summarize, what is in the context of this dissertation?

• Elaboration of distributed tools (NFRs) that monitor locally the best metrics to guar-
antee non-functional requirements, specifically real-time and energy-efficiency;

• Development of a centralized tool (GRM) that will help the scheduler to configure the
distributed applications following reactive and preventive approaches;

And what is not in the dissertation’s context:

• Offline analysis that has the purpose of gaining more valuable insights through the
applications based on historical data;

• Initial deployment of the Workers in the ELASTIC system;

• Development of a disaster recovery plan for NFR Tools and GRM.
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Figure 4.2 shows the Global Resource Manager (GRM) and some of the ELASTIC SA
components already presented in Section 2.2, more precisely, the use-case presented in
Figure 2.9 with the addition of GRM.

Figure 4.2: Example of the ELASTIC use case with the GRM

Instead of the NFR Tools sending alerts and recommendations to the COMPSs Scheduler,
they send to GRM, then the GRM with a holistic view updates the applications’ configura-
tions and, finally, the Master redeploys the Workers.

As previously said, GRM will behave in two ways, reactive and proactive. In both ways, GRM
must be able to trigger configuration changes when QoS violations are detected.

The first option analysed was Prometheus. Prometheus, similar to Zabbix1 or Nagios2, is
an open source monitoring tool that offers the necessary features for the NFR tool, such as
monitoring metrics and alert notifications on external devices about preprogrammed condi-
tions via Prometheus’ alerting rules. In addition, Prometheus collects and stores the metrics
values as time series data (with the timestamp on which they were recorded), which seemed
an advantageous feature for resource forecasting [69]. Last but not least, Prometheus pro-
vides dashboards (usually helpful for production usage, like Grafana3) and the Node Exporter
that monitors machines; it exposes machine-level metrics on Unix systems such as CPU us-
age, memory, disk utilization, and network bandwidth. In this point, the security dimension
was missing, anyway, some tests were carried out with simulated workloads. However, for
the energy dimension, no good metrics were available. Prometheus Pushgateway could be

1Outside the scope of the thesis, visit https://www.zabbix.com/features
2Outside the scope of the thesis, visit https://www.nagios.org/about/overview/
3Example of a preconfigured dashboard for Prometheus Node Exporter https://grafana.com/grafana/

dashboards/13978?pg=dashboards&plcmt=featured-sub1
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the solution to this problem, as well as for the security dimension. Pushgateway allows the
user to push custom metrics to an intermediary job and allow Prometheus to scrape and con-
sume those metrics. But Prometheus Pushgateway is intended for short-lived service-level
batch jobs or metrics (which would not be the case) and given that ELASTIC’s architecture
must support soft real-time requirements, it was decided to try the perf tool.

Perf, originally Performance Counters for Linux (PCL), and also know as perf_events or
perf tools, is one of the most popular performance profiling/analyzing tools in Linux [70].
It profiles systems (abstracting the CPU hardware) whether it be kernel or user-made code.
Additionally, developers can write highly customised monitors (offers various event types) and
profile performance counters from applications [71]. The Perf tool supports an extensive list
of predefined events of different sources. Two examples of the types of events are Hardware
Events which are basically CPU performance monitoring counters, like cpu-cycles, cache-
misses or branch-misses; and Software events, which are low level events based on kernel
counters, like CPU migrations or minor/major faults, among others [70].

The second idealised design, which includes the use of perf, is depicted in Figure 4.3.

Figure 4.3: Component diagram with the probes

The main difference with the previous and following possibilities is the source of resource
consumption collection and its communication protocol. In this case, the sources are the
Time and Energy probes which are C scripts that execute the system call exposed by the
kernel perf_event_open(2) and the communication protocol is the TCP/IP based network
environment.

The following reasons lead to the creation of the third and final design. The requirements
for the probes execution included certain configurations options compiled in the kernel, the
kernel’s NMI watchdog and kernel pointer hiding functionality must be disabled, and the
perf_event_paranoid file must be configured to specify the access restrictions enforced by
the kernel for measurements. Then, the NFR is integrated with other components that
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also already offered resource consumption monitoring capabilities, namely Nuvla.io. Finally,
the applications were Docker containers images, and in order not to overload it with the
installation of more compilers and scripts for the possibility of using the probes previously
described, it was decided to choose this last design presented in the Figure 4.4.

Figure 4.4: Final component diagram

The activity diagrams of the Figures 4.5 and 4.6 help to understand the flow of the last
presented component diagram. A typical production flow would start with the execution of
the NFR Tool in the several Edge devices (Nodes), and the GRM in a the central Node of
its cluster, which can stays at Edge or Cloud.

Then, following the Figure 4.5, GRM searches the ELASTIC system already created and,
in parallel, executes two tasks. Once it has found the ELASTIC system, it subscribes to
a broker (RabbitMQ 4) which will notify it of all violations occurring on all the Nodes of
the ELASTIC system to which it belongs. Whenever it receives a notification, it adds that
violation to its violation queue. And in another thread, it periodically checks its violation
queue. If it has no violations to resolve, it sleeps for a certain period and checks again if
it has no violations to resolve. If it has violations in the queue, it runs the implemented
heuristics, either reactive or predictive, and depending on the result of the heuristics, it sets
new configurations for the tasks of the applications running in the ELASTIC system.

4The main reasons for this choice was the possibility to use a combination of different messaging proto-
cols, specifically, MQTT and AMQP, and from AMQP, it is possible to use almost any form of messaging
pattern, including classic message queues, which is useful for GRM.
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Figure 4.5: GRM’s activity diagram

Figure 4.6: NFR’s activity diagram

Following Figure 4.6, NFR also searches for an ELASTIC system through an alias, and once
found, it subscribes certain topics to receive the resource consumption (metrics) of the
different Nodes and Workers of the ELASTIC system. Then, another thread is responsible
for periodically writing certain metrics to the dataClay for COMPSs and other components
to also have access to them. Finally, in another thread, the received metric values are
validated, for example, if the actual resource consumption is exceeding its defined threshold,
then in case of committing any NFR violation, NFR publishes a message to the broker that
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the GRM is subscribed.

The big question raised for the proactive behaviour was "How to prepare and develop models
to make predictions". As the data was expected to be collected from a production environ-
ment, and given the works surveyed and presented in Section 2.4.2, the aim of the proactive
GRM was to attempt to predict CPU consumption. In this way, the GRM configuration
would not only act when something already exceeded the defined threshold. So, current
and historical data would be needed to make predictions using the techniques of statistics,
data mining, machine learning, and artificial intelligence. For example, in [63], the authors
used Support Vector Machine (SVM)-based regression model, also known as Support Vector
Regression (a regression algorithm) and in [64], Long Short-Term Memory (an improvement
over Recurrent Neural Networks). In [44], Jason Brownlee refers that "Time series generally
focus on the prediction of real values, called regression problems". Since the data contains
the desirable output, supervised learning algorithms of the regression type should be used.

For the evaluation of the CPU workload prediction, the visualisation of the model predictions
versus the actual data of the test set is a good starting point. However, sometimes it is not
easy to understand if the model is a good match only by comparing the real and predicted
values, and this is where performance measure indicators usually used for evaluating time
series forecasts, like Mean Absolute Error (MAE), should be used.

The most basic measures of forecast performance are: a) Forecast Error, or Residual Fore-
cast Error or Prediction’s Residual Error, is the difference between the expected value with
the predicted value;

f orecast_er ror = expected_value − predicted_value (4.1)

and b) Mean Forecast Error (or Forecast Bias) is calculated as the average of the Forecast
Error values.

mean_f orecast_er ror = f orecast_er ror (4.2)

The reason for being called Forecast Bias is because if the error value is other than zero sug-
gests a model’s tendency to over/under forecast (negative/positive error). So, an unbiased
model would have a forecast bias of zero, or near zero.

The measure with the same units as the expected outcomes is the Mean Absolute Error
(MAE). It is calculated as the average of the forecast error values,

mean_absolute_er ror = |f orecast_er ror | (4.3)

where all of the forecast values are forced to be positive by the absolute function abs()5.
The closer to zero, the less error there is in the model; a MAE of zero indicates no error.

Finally, the widely used error calculations that punish large errors, like Mean Squared Error
(MSE) and Root Mean Squared Error (RMSE). The MSE is the average of the squared
Forecast Error values.

mean_squared_er ror = |f orecast_er ror |2 (4.4)

5Python function that return the absolute value of a number.
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Squaring the Forecast Error values turns the outliers6 highly sensitive, making errors larg-
er/heavier. The RMSE, as the name suggests, is the square root of MSE.

root_mean_squared_er ror =
√
mean_squared_er ror (4.5)

The closer to zero, the more accurate the model is considered. As with the MAE and MSE,
an RMSE of zero indicates no error.

In other words, MAE measures the average of the residuals7 in the dataset, MSE measures
the variance of the residuals and RMSE the standard deviation of residuals.

Additionally, accuracy classification score was also calculated, which is the fraction of pre-
dictions the model got right.

accuracy =
number_cor rect_predictions
total_number_predictions

(4.6)

Accuracy is a commonly used metric to evaluate classification models, but since it is an easily
understood metric and the values of the ground truth (correct) labels and the predicted labels
returned by the model were known, it was also decided to calculate it.

Lastly, this chapter will end with the Requirements Engineering and Analysis made for this
project.

4.1 Requirements Engineering

As referred previously, the dimensions focused in this dissertation are time and energy. The
requirements defined until the present are listed bellow with its name, description and type
(type of requirement according to the MoSCoW Model)8. Table 4.1 refers to Time’s di-
mension requirements and Table 4.2 to Energy’s dimension.

6Dots outside the whiskers (in a Box and Whisker Plots) or extents of the data.
7The difference between the actual value and the predicted value from the model.
8The MoSCoW Model is a prioritization technique with 4 different categories for managing requirements.

The categories are divided into: 1) Must have (M), 2) Should have (S), 3) Could have (C) and 4) Will not
have (W) which are self-explanatory.



4.1. Requirements Engineering 39

Table 4.1: Time Requirements

Name Description Type

Real-time requirements
The ELASTIC architecture must support applications with hard,
firm and soft real-time requirements.

M

Scope of real-time
requirements

The ELASTIC architecture must support local and end-to-end
real-time requirements.

M

Measurement of soft timing
requirements

The ELASTIC architecture must support soft real-time
requirements:
• ratio of accepted failure
• maximum admissible number of consecutive failures, and/or
• average response time

M

Response time
The ELASTIC architecture must support end-to-end response
time in the order of milliseconds (msec).

M

Real-time scheduling
The ELASTIC architecture must support schedulers with real-
-time constraints.

M

Mixed-criticality scheduling
The ELASTIC architecture should support schedulers with
mixed-criticality constraints.

S

Multi-core scheduling
The ELASTIC architecture must support schedulers with
multi-core constraints.

M

Worst-case execution time
measurements

The ELASTIC architecture must support worst-case execution
time (WCET) measurements.

M

Worst-case execution time
analysis

The ELASTIC architecture should support worst-case execution
time (WCET) analysis.

S

Execution time on multi-core
/ many-core platforms

The ELASTIC architecture must support applications executing
in nodes with multi-core/many-core processors that require
execution time measurements/analysis.

M

Multiple modes of operation

The ELASTIC architecture must support applications with
multiple modes of operation. Modes of operation depend on:
• internal conditions (e.g. system self checks, etc),
• external conditions (e.g. position/speed of the train, track
conditions, etc).

M

Allocation of components
to nodes

The ELASTIC architecture must support components to be
allocated to nodes:
• dynamically at run-time,
• statically at deployment time.

M

Table 4.2: Energy Requirements

Name Description Type

Energy monitoring on the edge
The ELASTIC architecture must support energy moni-
toring on edge nodes.

M

Energy monitoring on the cloud
The ELASTIC architecture should support energy moni-
toring on cloud nodes.

S

Energy-aware scheduling
The ELASTIC architecture should support scheduling
techniques designed to ensure energy requirements.

S

Hardware speed scaling
The ELASTIC architecture should support speed scaling
techniques as means to ensure energy requirements.

S

Multi-core energy mechanisms
The ELASTIC architecture should support on-line task-
to-core allocation techniques that ensure energy
requirements.

S

Multiple modes of operation

The ELASTIC architecture should support modes of
operation designed for specific energy utilisation
profiles. ELASTIC components switch between modes
depending on predefined conditions.

S
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Chapter 5

Proposed approach and
experimentations

Commonly, schedulers/orchestrators follow scheduling policies. SCHED_DEADLINE, for
example, is based on the Earliest Deadline First (EDF) and Constant Bandwidth Server
(CBS) algorithms [72]. Kubernetes uses Completely Fair Scheduler (CFS) quota for CPU
management [73]. COMPSs orchestrator provides schedulers for the most part based on
First In First Out (FIFO) algorithm [74]. In these situations, the settings can be changed to
improve system performance. Specifically on the ELASTIC project, some examples of the
situations of why and how NFR tool would act are:

• if some QoS metric (CPU usage, deadline misses, etc.) is exceeding some threshold,
one or more of its tasks would be moved to another Node with more available capacity;

• if some Node/Edge device turns down for some reason, COMPSs will transfer all tasks
to a different Worker;

• if some Worker is up again, COMPSs will be notified that there are more available
computing resources, and it may transfer some tasks again to this available Worker.

Kubernetes also orchestrates containers as the latter examples e.g., restricting resource
consumption. However, there are a few examples where these decisions are not only reactive
but also proactive/preventive. [75] is the most recent work that uses Machine Learning
forecast methods to optimize the management of cloud based applications using Kubernetes.
This dissertation presents the research/work done applied to COMPSs orchestrator and
to be tested in a realistic scenario in the Florence tramway. The way to influence the
scheduler/orchestrator is by changing the dataClay model parameters. As said previously,
dataClay deals with various data structures (lists, graphs, dictionaries), as well as user
defined objects (supports object-oriented programming language, Python and Java). Figure
5.1 shows part of the dataClay model currently used in the ELASTIC project1. Tables 5.1
and 5.2 present a description of each object/class presented in Figure 5.1 and a description
of each attribute of each object/class. In the Appendix A, it is attached the figure with the
complete dataClay model as well as the description of the remaining dataClay objects and
their attributes.

So, changing the attributes of any of the objects will trigger COMPSs to reallocate tasks
within these attributes. If GRM concludes that only 1 core can be used by a specific Node
(i.e. updates numCores=1 in dataClay), then COMPSs may use up to 1 CPU in that Node.

1To understand how the dataClay influences the scheduler, it is enough to show the three objects
presented in the Figure 5.1 (COMPSs Application, Worker and Node), since the other objects of the dataClay
model do not have the attributes that directly influence the scheduler
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Figure 5.1: Partial dataClay model

Table 5.1: dataClay classes definitions

Class Definition
COMPSs Application represents a data analytics workflow distributed with COMPSs
Worker represents each of the COMPSs worker processes of a given data

analytics workflow and is executed in a given node
Node represents a distributed computing node of the fog computing

platform, with the following attributes

If GRM reduce the computing units to 5 in a specific Worker, the Worker will run at most in
5 computing units. Once the functioning of the system is presented, it is time to understand
which heuristics are used for the reactive and proactive behavior of the system.

Table 5.3 shows the used devices for the experimental setup with some technical specifica-
tions of the machines. Briefly, three NVIDIA Jetson Modules and a laptop were used.

The NVIDIA Jetson devices will run NFR Tools and the latter the GRM. The stress-ng,
a Docker image made from scratch with stress-ng tool statically linked [76] and another
Docker image that offers three different levels of CPU consumption, were used to simulate
the applications workload. As said previously, it was impossible to test the system in a
production environment, and the COMPSs orchestrator/scheduler integration was not ready.
So, in order to test the GRM reactive and proactive behaviors, some methods were added
to the GRM and NFR Tool to simulate the COMPSs functionalities.

According to the Docker documentation [77], for the time dimension, there are two ways to
set constraints in a given container’s resource access to the host machine, also known as
Node. The options are configuring the default CFS scheduler or the real-time scheduler. The
first provides several runtime flags to configure the amount of access to CPU resources the
container has, being the most relevant: a) "–cpus=<value>", that guarantees the container
will use at most the specified CPUs every second, which is what it is needed, i.e., to reduce
the computing units, and b) "–cpuset-cpus", specify which CPUs or cores the container
can use. If the Worker is moved from one Node to another, the procedure is to stop the
container in the overloaded Node and start in the recommended Node. Lastly, the real-time
in ELASTIC is soft real-time and not hard real-time, so the provided features by the real-time
scheduler (second option) were not considered.
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Table 5.2: dataClay classes’ attributes definitions

Class Attributes Definition

COMPSs
Application

uuid unique identifier for the COMPSs application since
there may be application names that are the same

name application name
isSecure a flag that denotes whether the application should

fulfil the security property (i.e., run only in secure
nodes)

infoNature a string denoting the type of the application (i.e.,
video stream, etc.)

monitoringPeriod the reporting interval from the NFR tools to the
dataClay model

deadlinesMissed the ratio of missed application deadlines

Worker

PID PID of the process
IP the IP of the node where the worker is deployed,

corresponding to the employed networking interface
(i.e, WiFi, Ethernet of LTE)

active a flag denoting whether the worker should be active.
The active flag is set to false by the NFR tool when
a worker should not be used by COMPSs due to
severe NFR violations (e.g., security property is not
met)

cpuUsage current CPU usage of a worker
energyUsage current energy usage of a worker
computingUnits available computing units that can be used by the

worker (must be a subset of the number of cores of
the node)

communicationCost value of the estimated communication cost
deadlinesMissed ratio of missed deadlines for the specific worker
deactivationReasons a list with the NFR violations that led to the deacti-

vation of the worker (i.e., violations of time, energy,
communications, security)

Node

ipWifi the IP of the WiFi networking interface (if available)
ipEth the IP of the Ethernet networking interface (if avail-

able)
ipLTE the IP of the LTE networking interface (if available)
signalWiFi the level of the WiFi signal
cpuThreshold the threshold for the time property (CPU utilization)
energyThreshold the threshold of the energy property
numCores number of CPU cores of the node
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Table 5.3: Used devices for the experiments

ID Machine’s Name CPU RAM
xavier-rit NVIDIA Jetson AGX Xavier 8-core ARM v8.2 32 GB
xavier-ric NVIDIA Jetson AGX Xavier 8-core ARM v8.2 32 GB

nano09
NVIDIA Jetson Nano
Developer Kit

Quad-core ARM A57 4 GB

cister Lenovo ThinkPad T440s
Dual-core Intel(R)
Core (TM) i5-4200U

8 GB

Regarding energy dimension, there are no straightforward options to limit the energy con-
sumption of a specific process/Worker, only at a Node level. Two options that would lead
to decreased power are limiting the CPU cores or turning off the fan. However, these ex-
amples have an impact at a Node level and not at a Worker level. So, when some specific
Worker has a significant amount of energy, the possible action of GRM to eliminate that
NFR Violation will be almost the same for the time dimension since CPU consumption is
correlated with the energy spent. In addition, energy will be an evaluation factor for changes
in the system in situations at the Node level. Therefore, one of the approaches is also to
modify at a Node level, through the nvpmodel functionally, which will be later explained in
more detail. Docker yields a command to update dynamically one or more containers, docker
update. Windows containers do not support this command, but this is not a problem since
the project is UNIX based.

So, to limit the resources that a Worker/container is consuming from their Docker host,
and through the recommendation given by the GRM, some resource constraints will be
updated. With a single command, you can place limits on a single container or many.
However, GRM and NFR Tools will not support the execution of docker commands inside it,
and two other mechanisms were tested, pseudo-files in sysfs (/sys/fs/cgroup) or cgroup fs
(/cgroup) (system dependent) and Docker API. Through the pseudo-files, we cannot limit
the number of CPUs, but we can modify cpuset.cpus file to use a specific set of CPUs or
cores (comma-separated list i.e., 1,3 or hyphen-separated range i.e., 0-3) that a container
can use.

echo 1,3 > /sys/fs/cgroup/cpuset/docker/CONTAINER_ID/cpuset.cpus

is an example that will obligate the container to use core 2, 3 and 4. Through Docker API
[78], the same restriction remains; in the JSON body, the CpuCount parameter takes an
integer, the number of usable CPUs, but it is available on Windows only. Besides specifying
the set of CPUs or cores for setting CPU period constraints, one workaround is to use –cpu-
period and –cpu-quota e.g., setting –cpu-period=50000 and –cpu-quota=25000 is the same
as setting –cpus=0.5 (50% CPU). If there is 1 CPU, the container can get 50% CPU worth
of run-time every 50ms. It was also implemented a way to affect the energy consumption
at a Node level. The solution was not straightforward since the NFR Tool is a Docker
container, and when it is needed to change anything in the host machine from a container,
it usually leads to security risks. The final implementation to simulate the scheduler in
these terms was to use inotify cron daemon (incrond). In the edge devices, incrond was
installed, the user of the machine/Node was added in /etc/incron.allow, the incrontab -e
was executed to create incron jobs, and the following job was added with the format <path>
<mask> <command>, /opt/nfr/script.sh IN_MODIFY /opt/nfr/script.sh. So, every time
the script is modified, the script is executed. One of the scripts executes nvpmodel, which



5.1. Reactive behaviour 45

is used to change and display the power mode of a Jetson device, and each mode allows
several configurations with various CPU frequencies and numbers of cores online. Finally,
tail /var/log/syslog was several times executed to check the status of an incron job, if it
was triggered, if it succeeded or if there were errors, and what the actual command was
that it executed.

5.1 Reactive behaviour

The GRM is a central cluster tool that suggests/recommends the best configurations for
orchestrator/scheduler. It will maintain a list of all Elastic System Nodes sorted by the
highest resources’ availability to receive tasks, hereafter called List of Sorted Nodes (LSN).
This reordering will happen periodically so that the list is always up to date, and thus the
GRM’s suggestion will be faster. In the GRM’s reactive behavior, whenever a violation oc-

Algorithm 5.1 Act on NFR Violation(s)

Require: list of all sorted Nodes of the Elastic System
NodeV iolated ← object of Node with NFR Violation(s)
Law ← list of all active Workers of the NodeV iolated
ListSize ← size of Law
if ListSize ≥ 1 then

WorkerMinCpu ← get Worker with less CPU usage of the NodeV iolated
if application’s WorkerMinCpu is secure then

if deadlineMissedRatio’s WorkerMinCpu ≥ deadlinesThreshold then
deactivate WorkerMinCpu
BestNode ← get Node with higher resources’ availability
suggest activation of WorkerMinCpu in BestNode

else
CompUnitsDif f ← number of the dimensions with violations
if CompUnitsDif f ≤ computing units of WorkerMinCpu then

computing units of WorkerMinCpu − = CompUnitsDif f
else

deactivate WorkerMinCpu
BestNode ← get Node with higher resources’ availability
suggest activation of WorkerMinCpu in BestNode

end if
end if

else
deactivate WorkerMinCpu

end if
else

warns that NodeV iolated does not have active Workers . energy waste
end if

curs, Algorithm 5.1 is executed. This algorithm is basically a load-balancing heuristic. One
thread of the GRM maintains the LSN. Then, after getting the NodeV iolated , Law and
ListSize, it checks if there are still Workers active in the overloaded Node. If there aren’t
any, an alert is issued about that situation (which could mean that energy is being wasted).
If there are, it gets the Worker with the lowest CPU consumption (WorkerMinCpu) of
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the NodeV iolated . If the application (that the Worker belongs to) is suffering from cy-
berattacks, the Worker is immediately deactivated. If security dimension is stable, before
reducing the execution capacity (CompUnits) of the Worker, it is checked whether it is
already exceeding a certain number of failed deadlines (deadl inesThreshold). If it is, it is
immediately deactivated. If not, then its execution capacity is reduced, depending on the
violated dimensions CompUnitsDif f . If the calculation of this reduction results in a null
or negative execution capacity, then the Worker is deactivated. If not, the computing units
will be reduced. Every time a Worker is deactivated, the GRM informs which Node is more
available to receive Workers BestNode by choosing the first Node of LSN to place the
Worker recently deactivated. Beyond that, the reason (dimension) why it was deactivated is
saved. Later, if it is needed to reactivate this Worker, the dimension must be already stable.
Additionally, and not evidenced in the pseudo-code of Algorithm 5.1, some of the reasons
to not consider specific Nodes to activate Workers are:

• Time | Energy: The difference between the CPU | Energy Node threshold and the
total Node CPU | Energy usage is lesser than the mean of the Worker CPU | Energy
usage (if it is known) to be reactivated;

• Communication: Impossible to establish communication;

• Security: isSecure parameter is false, meaning that the Node is cybersecurity threat-
ened.

5.2 Predictive/Proactive behaviour

For the GRM predictive/proactive behavior, the main objective is to introduce some way
of predicting the system’s behavior and act in advance and not just reactively. For that,
and because there is no exact definition of what type of ML algorithm works best for each
problem type, the only way to know if an algorithm can accurately provide predictions for a
problem is by testing the developed models [79].

Firstly, the creation of a dataset. Some data was collected from the production environment,
but only 50% of the code that will be running when the project is completed was imple-
mented; at the time of collection, it was just recording data for the use cases and processing
them a bit, so it was not possible to collect meaningful data on actual use cases running on
Edge. For this reason, new data was simulated where several scripts with different workloads
were executed randomly to simulate the use cases resources’ consumption. The collected
data from the real environment (hereafter referred to as CDRE) was measured every 5 sec-
onds, since it is being collected from a third-party tool. It included the following metrics:
CPU consumption and capacity, RAM used and capacity, power consumption, disk usage
statistics (amount of data read from and written), network statistics (total data received and
transferred from all interfaces) and the timestamp. The simulated data (hereafter referred
to as SD) was collected every second. The metrics were almost identical; instead of the
first four mentioned, the CPU and RAM percentage was collected. In addition, other scripts
were created to measure the consumption of the simulated workloads. Each metric (CPU,
RAM, disk, net and power) was measured on a different thread to collect the resources’
consumption at the same instant. In both cases, the data was sent to a NoSQL database,
more specifically MongoDB.

After the data collection, the next step was data preparation or data cleaning. A little
processing was needed in the CDRE. This data was collected from the Nuvla API, and not
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Table 5.4: Metrics results for CDRE dataset and regression algorithms

Model RMSE R2 MAE MSE Accuracy
MLR 0.37 2.0ˆ3 0.80 -1.5ˆ7 0.29 1.4ˆ3 0.14 4.1ˆ6 0.86 -
PR 0.14 3.9ˆ6 0.97 -5.7ˆ13 0.11 2.5ˆ6 1.9ˆ-2 1.6ˆ13 0.95 -
RT 1.1ˆ-4 0.73 1.00 -0.95 0.4ˆ-5 0.53 1.2ˆ-8 0.53 0.99 0.79
RF 1.1ˆ-4 0.73 1.00 -0.95 1.2ˆ-5 0.53 1.2ˆ-8 0.53 0.99 0.79
BT 1.6ˆ-4 0.73 1.00 -0.95 1.7ˆ-5 0.53 2.7ˆ-8 0.53 0.99 0.79
SVR 5.3ˆ-2 1.15 0.99 -3.9 4.5ˆ-2 1.08 2.8ˆ-3 1.32 0.98 0.67
kNN 2.23 2.35 -6.3 -19.4 2.08 2.30 4.97 5.54 0.33 0.29

all data had the desired format. The SD had the extra step of combining the data from
multiple collections because of how it was collected, which led to some missing values. For
both datasets, the head and tail observations that have missing values were dropped. In the
rest of the observations, the average of the previous and subsequent values of the missing
value was inserted as well as the treatment of duplicate observations and outliers. The
SD dataset will not be mentioned hereafter for having insufficient data volume. After the
data preprocessing, the data was split into training and testing sets (70/30) and modeling.
Among the metrics collected, CPU consumption was chosen as the metric to predict in order
to provide in advance the necessary resources for the applications that will be running.

In the first attempt to predict CPU consumption, a subset of the CDRE dataset (see
Figure 5.2) was used to create the following models (abbreviated in Table 5.4 first column):
Multiple Linear Regression (MLR), Polynomial Regression (PR), Regression Trees (RT),
Random Forest (RF), Bagged Trees (BT), Support Vector Regression (SVR), K-Nearest
Neighbor (kNN) regression and later tested with a similar subset of the CDRE dataset (see
Figure 5.3).

Figure 5.2: CDRE for model creation
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Figure 5.3: CDRE for model testing

The usual metrics to evaluate and compare regression models were collected, such as RMSE,
R2, MAE, MSE and Accuracy, already explained in 4. Table 5.4 presents the results of all
models for the two subsets. The metrics columns (from RMSE to Accuracy) are divided into
two subcolumns, the first being the results of the train set of the dataset in Figure 5.2, and
the second being the results of the complete dataset in Figure 5.3 (all values approximated
to one or two decimal cases).

Although the algorithms based in trees (RT, RF and BT) present an almost perfect accuracy
and R squared with the dataset used to create the model, when new similar data was injected,
the accuracy decreased, and the errors got worse. And even though the kNN had bad results,
we tried to get the best k and weights through GridSearchCV (from the library sklearn), but
bad results were still obtained. Since realistic data collection was not yet possible, the
second attempt to predict CPU consumption was to resort to time series prediction. The
used dataset was the same to create the regression models presented in Figure 5.2. First,
it was checked whether the time series is white noise because if true, it means that it is a
sequence of random numbers and cannot be predicted [44]. And given that the time series
has a non-zero mean (≈ 2.96), the variance changes over time (e.g., from 0.622 to 0.015
after splitting the series in half), and the values correlate with lag values (see Figure 5.4),
we could then proceed because it would only take one of these criteria to be true for the
time series not to be white noise.
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Figure 5.4: Autocorrelation plot

The plot provides the lag number along the x-axis and the correlation coefficient value
between −1 and 1 on the y-axis. The plot also includes solid and dashed lines that indicate
the 95% and 99% confidence interval for the correlation values. Correlation values above
these lines are more significant than those below, providing a threshold or cutoff for selecting
more relevant lag values. Then, the time series was decomposed to check its level and noise
and verify if it had a trend or seasonality, and as Figure 5.5 shows, the entire series was
taken as the trend and that there was no seasonality.

Figure 5.5: Time series decomposed

After this initial analysis, we start to evaluate the models. In this case, train-test splits or
k-fold cross-validation are not an option since they ignore the temporal order inherent in the
problem. Backtesting was used instead since when the data is split, it respects the temporal
order. The used performance measures to evaluate the forecast model were the forecast
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error or residual error (expected value minus predicted value), mean forecast error or the
forecast bias (average of the forecast error), MAE, MSE and RMSE. Then, a test harness
was developed, i.e. we develop a persistence model to determine a baseline performance
following the next steps:

• transform the time series into a supervised learning problem;

• establish the train and test datasets for the test harness;

• define the persistence model, make a forecast and establish a baseline performance;

• and finally, review the complete example and plot the output. And from this naive
forecast, we achieved “good” results, as shown in Figure 5.6 and Figure 5.7, where the
values of RMSE were 0.006 and 0.033, respectively.

Figure 5.6: CDRE experiment 1

Figure 5.7: CDRE experiment 2
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These results are questionably good since the objective was to establish a baseline perfor-
mance and later apply more numerical methods to minimize a loss or error term.
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Chapter 6

Evaluation

In this chapter it will be included the performed test and the addressed requirements for the
both dimensions.

Figure 6.1 shows one of the Florence tram line with drafts for the tests, focusing on the
southernmost part of the T1 line. Three possible test scenarios were elaborated and for
the demonstration of the operation of the tools, it is sufficient to have an ElasticSystem1

with a GRM and one or more NFRs; so, in essence, any tram stop can be a test scenario.
The tram line is composed of at least three intersections Resistenza, Arcipressi and Batoni.
Intersections are one of the most complex situations to deal in the tram line since it involves
the points of contact between the traffic trajectory of the road vehicles with the tram lines,
as shown in Figure 6.2, the Resistenza intersection.

Figure 6.1: Scenario tests based on the real environment

Resistenza intersection was chosen because of the equipment/hardware available in the
laboratory and, more specifically, because of the complexity of the included intersection.
Each tram stop is composed of at least a cabinet and requires two cameras. Then, in the
cabinets of each stop and close to each camera, it is needed one edge device. So, in total,
the chosen tram stop needs three edge Nodes and another Node that will execute the GRM.

1From now on the concepts will be referenced with their object names in the code for better understand-
ing/comparison with the rest of the text and images. In this case, instead of ELASTIC system, it becomes
ElasticSystem.
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Figure 6.2: Resistenza intersection
Source [2]

Figure 6.3: Part of the ELASTIC Use Cases diagram
Source [2]

Figure 6.3 helps to understand what each location/situation needs in terms of devices, tools
and communication protocols essentially. In the Appendix B, it is attached the figure with
all ELASTIC SA components.

As shown in the Figure 6.3, Edge Node 1 and Edge Node 2 have a camera (rectangle
with yellow background) as the source of the data. Then, the data is analysed by BSC
Analytics (rectangle with orange background) while the Fog Data Broker (rectangle with
blue background) is publishing the resource consumption metrics, the NFR (rectangle with
purple background) performs an analysis on the metrics, updates dataClay and communicates
with the GRM whenever there is the need to do so (commitment of NFR Violations). The
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Trams Stops have other software running that doesn’t matter for this context (as druid,
NGAP(FiWare), etc.), but it is important to point out that it is the only place where the
GRM will be running.

With this in mind, the next two sections describe the attributes being evaluated and the
different threshold violation being reported to the GRM regarding Time and Energy dimen-
sions.

6.1 Time dimension

Decision making policies CPU and RAM mean usage are the metrics being monitored to
evaluate the time dimension in the system, at Node and Worker levels. NFR tool, or more
specifically, the Monitor gets from Nuvla API the time metrics and alerts when NuvlaBox
is offline. Resource Manager verifies (periodically) if the CPU and RAM consumption do
not exceed their thresholds (CPU threshold and RAM capacity), and if they exceed, the
Resource Manager publishes a message to GRM notifying the committed violation with the
following information: location (Node IP address) and metric (CPU or RAM) or dimension
(time).

6.1.1 Tests for the violations of requirements

At least two tests were performed to evaluate the NFR tool Time and Energy, focusing
on the time dimension. Some scripts were developed to perform the first test in order to
facilitate the generation of NFR Violations and thus be able to prove the proper functioning
of the NFR Tool. For the second test, it was necessary to integrate COMPSs with the NFR
Tool and define other limits besides CPU and RAM. Table 6.1 presents the ID, name and
addressed requirements for the two described tests.

Table 6.1: Time tests

Test ID Name Addressed requirements

TIM-1
Monitoring and management
of time dimension

Real-time requirements
Scope of real-time requirements
Real-time scheduling
Multi-core scheduling

TIM-2
Monitoring of metrics
provided by COMPSs

Measurement of soft time requirements
Worst-case execution time measurements
Execution time on multi-core/many-core platforms
Allocation of components to nodes

The next two subsections show how a user might reproduce the tests that are available in
[80].

TIM-1 Monitoring and management of time dimension

In the proper class of the GRM (FakeElasticSystem), define some Workers and put a low
threshold in the docker-compose file. Then, start GRM and NFR Tools. The NFR Tool will
search for a fake Elastic System with an alias equals to "system". Then, it pulls data from
Nuvla API telemetry (for Node level metrics) and Docker API (for Worker level metrics),
evaluates the resources’ consumption and it will publish violations to GRM. Additionally,
another thread writes the resource’s consumption in dataClay.
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TIM-2 Monitoring of metrics provided by COMPSs

It is only necessary to have at least one Worker running because without the latter, there
will be no deadlines misses to evaluate. Then, start GRM and NFR Tools. The NFR Tool
will search for a fake Elastic System with an alias equals to "system" and then will read the
deadl inesMissedRatio captured and shared by COMPSs on the dataClay and evaluate it.

6.1.2 Evaluation results

Table 6.2 presents the expected results for the time tests and above it is detailed additional
comments.

Table 6.2: NFR tool (time) evaluation results in lab

ID Result

TIM-1

[NFR] Resource Manager sent violation ’{"nodeIP":<>,"dimension":"cpu"}’

[GRM] Received violation ’{"nodeIP":<>,"dimension":"cpu"}’
[GRM] Suggestion for COMPSs scheduler:
[GRM] Worker X should run in Y computing units

TIM-2
[NFR] Resource deadlineMisses is fine...
OR
[NFR] Resource Manager sent violation ’{"nodeIP":<>,"dimension":"cpu"}’

For TIM-1, in case you get a message like "Worker PID X is a static Worker" check if
Workers are being activated or ignore it since not all tests need real workload.

For TIM-2, in case you don’t get any of the results, possibly you’re using a version without
COMPSs integration.

6.2 Energy dimension

Several metrics related with energy/power and temperature are monitored to evaluate the
energy dimension at a Node level. To calculate the energy consumption at a Worker level,
the Worker’s CPU usage is multiplied by the Node’s energy consumption and only then it is
stored in the dataClay. Similarly to time dimension, the Monitor gets the metrics from Nuvla
API and alerts when NuvlaBox is offline; the Resource Manager checks if the actual energy’s
consumption is surpassing the Energy’s threshold and if so, it sends the NFR Violation to
GRM with the same information’s structure: location (Node IP address) and metric (power
and/or temperature) or dimension (energy). Lastly, at this moment, the temperature is
being monitored and utilized to control the fan of the device, i.e. if it exceeds a specific
threshold, the fan is switched on and when the temperature falls below another limit, it is
switched off.

6.2.1 Tests for the violations of requirements

Two tests were also carried out to evaluate the NFR tool Time and Energy, now focusing
on the energy dimension. For the first test, methods have been added to be able to change
the energy threshold in order to simplify the origination of NFR Violations and thus be able
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to prove the proper functioning of the NFR Tool. For the second test, some scripts were
developed to trigger the machine’s fan. Table 6.3 presents the ID, name and addressed
requirements of the described tests above.

Table 6.3: Energy tests

Test ID Name Addressed requirements

NRG-1 Energy-aware scheduling

Energy monitoring on the edge
Energy monitoring on the cloud
Energy-aware scheduling
Multi-core energy mechanisms

NRG-2 Temperature monitoring
Energy monitoring on the edge
Energy monitoring on the cloud

The next two subsections show how a user might reproduce the tests that are available in
[80].

NRG-1 Energy-aware scheduling

In the GRM repository [81], there are scripts that are available to setup the machines in
order to generate violations as soon as the tools start running/monitoring. Then, start GRM
and NFR Tools. As the system runs, the user can change the threshold stop and/or restart
the generation of violations in the following format:

mosquitto_pub -h <IP address of GRM> -p 1884 -t violations -m
'{"IP":"<IP address of Node under test>","energyThreshold":0}'

NRG-2 Temperature monitoring

Similarly to the previous test, the GRM repository [81] has one script that is available to setup
the machines in order to generate violations as soon as the tools start running/monitoring.
This script basically shrinks the range of the thresholds for turning the fan on or off. Then,
start GRM and NFR Tools.

6.2.2 Evaluation results

Table 6.4 presents the expected results for the energy tests and above it is detailed additional
comments.

Table 6.4: NFR tool (energy) evaluation results in lab

ID Result

NRG-1

[NFR] Resource Manager sent violation ’{"nodeIP":<>,"dimension":"energy"}’

[GRM] Received violation ’{"nodeIP":<>,"dimension":"energy"}’
[GRM] Suggestion for COMPSs scheduler:
[GRM] Worker X should run in Y computing units

NRG-2
[NFR] Resource temperature is fine...
OR
[NFR] Resource Manager sent violation ’{"nodeIP":<>,"dimension":"temperature"}’

For NRG-1, you can ignore the initial zero values of the energy consumption.
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For NRG-2, in case you don’t get the expected result, it can mean that the board does not
have a fan or it would be necessary to the correct configurations to the NFR Tool to support
the device.

Finally, the addressed requirements of time and energy are presented in Tables 6.5 and 6.6
respectively.

Table 6.5: Addressed Time Requirements

Name Evaluation Requirement Status

Real-time requirements Test
Partial. ELASTIC supports applications with
soft-real time requirements.

Scope of real-time
requirements

Test

The ELASTIC SA supports applications both
local to node and distributed in the compute
continuum. Scheduling to cope with real-time
requirements is done at the application level.

Measurement of soft
timing requirements

Test
Partial. The NFR Tool supports detection of
several different types of timing property failure,
currently it implements CPU utilization threshold.

Real-time scheduling Test
Real-time constraints are supported both in the
application to node mapping, as well as
application task scheduling.

Multi-core scheduling Test
The COMPSs scheduler supports scheduling of
parallel computation in multicore platforms.

Worst-case execution
time measurements

Test
The NFT Tool monitors execution time through
online measurement.

Execution time on
multi-core /many-core
platforms

Test
The NFT Tool monitors execution time through
online measurement.

Allocation of
components to nodes

Test
COMPSs allocates application tasks both
statically at deployment time as well as
dynamically during execution.

All in all, almost all requirements have been fully completed. Some of the exceptions are due
to changing the requirement above or redefining the person responsible for that requirement.
But the biggest problem was really the COVID pandemic because it delayed the implemen-
tation of the code by all partners due to the new reality that everyone was subjected to (e.g.
working from home). The reactive behaviour of the GRM can be said to be 95% complete
given that the integration with COMPSs is not 100% integrated. The predictive behaviour
suffered the most since until the current date (October 2021), the complete software that
would run on the ELASTIC system was not completely ready. Although it was still possible
to collect data from the real environment, these did not represent the real (or approximate)
workload, which prevents us from saying that the aforementioned techniques could be ap-
plied and the GRM would be able to act in a reactive way in unexpected cases and the rest
of the time in a predictive/proactive way.
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Table 6.6: Addressed Energy Requirements

Name Evaluation Requirement Status
Energy monitoring on
the edge

Test
The NFR Tool monitors the energy consumption
in all nodes.

Energy monitoring on
the cloud

Test
The NFR Tool monitors the energy consumption
in all nodes.

Energy-aware
scheduling

Test

Upon detection of energy violations, the NFR Tool
changes mapping of application workers, enabling
COMPSs scheduler to make energy-aware
scheduling decisions.

Multi-core energy
mechanisms

Test

Upon detection of energy violations, the NFR Tool
changes mapping of application workers, enabling
COMPSs scheduler to change task-to-core
allocation.
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Chapter 7

Conclusions

This chapter presents the conclusions about the project developed, namely the objectives
achieved, the limitations encountered and the improvements that can be made in the future.

7.1 Results

This dissertation presented the research and implementation of two tools to help schedulers
or orchestrators distributing applications that may run on devices from the Edge to the
Cloud. The NFR tool focuses on pulling information about resource consumption, writes
it to the dataClay, and alerts the GRM in case of NFR violations. The GRM listens to
various NFR tools, makes decisions on NFR violations to optimize the system workload, and
communicates with the dataClay so that COMPSs can read the proposed decisions. This
work is being used in the ELASTIC project, which will bring the possibility to improve the
GRM heuristics, mainly in the proactive behaviour, since soon more sensors will be installed
on the tram, which will enable the collection of more realistic data. The data collected from
the production environment at the time of the dissertation development was very stable,
which is one of the reasons to achieve "good" results. For now, to handle the unpredictable
system loads, the GRM takes a reactive behaviour.

7.2 Limitations

The delays in the ELASTIC project was the most significant limitation encountered. The
fundamental contribution expected from this dissertation was the study of how to influence
schedulers and orchestrators in critical and real environments. However, the latter negatively
impacted achieving the dissertation’s objectives, which, most certainly, wouldn’t happen if it
was in a simulated environment. The COVID-19 pandemic was the main reason the project
suffered several delays, firstly in the implementation of the sensors and, consequently, in the
software deployment and respective software tests. Furthermore, the work for the project
was divided among several partners, which inherently sometimes delayed the development
due to time/availability incompatibilities.

7.3 Future Work

As future work, we intend to continue studying and improving resource prediction in contin-
uum computing environments after the final installation of the sensors.

Specifically, on the resource management of the reactive behaviour, the load averages (re-
ported in 1-minute, 5-minute, and 15-minute) could be used to understand if the load is
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increasing or decreasing (one possible way to understand/predict CPU consumption with-
out resorting to Machine Learning techniques). For example, if the 1-minute average is
higher/lower than the 5 or 15-minute averages, then the load is increasing/decreasing [82].

Regarding preventive/proactive behaviour, the first and most crucial step focuses on col-
lecting data from the completed ELASTIC system; or, at least, one of its systems, namely
the positioning and obstacle detection, the predictive maintenance and energy consumption
and the application to manage the coexistence of public and private means of transport.

There are other metrics that have been added to the dataClay model, but are not yet well
explored. The deactivationReasons list in the Worker object is one example. This list
currently helps to decide the amount of computing units to reduce (the more dimensions have
violations, the more computing units are reduced). By doing an evaluation at the Node level,
we can come to conclusions that a Node has some specific problem, e.g. if it has constant
energy (temperature) violations, it may be because it is overexposed to unfavourable weather
conditions. At the ELASTIC system level, we can verify which dimensions normally cause
more NFR violations, e.g. if time violations are higher only in one area of the tram line,
it may be necessary to add computing capacity in that area or improve the algorithms to
better distribute the tasks to be executed. Whether we apply Machine Learning techniques
or simpler statistics like absolute and relative frequencies to these unexplored metrics, it
would be possible to add, or even improve, reactive and preventative heuristics,always with
the goal of reducing the amount of violations.
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Appendix A

Model of dataClay

Figure B.1 presents the complete class diagram of the dataClay model.

Figure A.1: Complete dataClay model class diagram

Tables A.1 and A.2 presents the complete description of the objects of the dataClay model
as well as their attributes.
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Table A.1: Complete dataClay classes definitions
Source [2]

Class Definition
ELASTIC System represents the list of all the data analytics workflows of the ELAS-

TIC infrastructure, and the list of all the distributed computing
nodes available in the fog computing platform

COMPSs Application represents a data analytics workflow distributed with COMPSs
Master represents the COMPSs master process which is unique for a

given data analytics workflow and is deployed in a given node
Worker represents each of the COMPSs worker processes of a given data

analytics workflow and is executed in a given node
Node represents a distributed computing node of the fog computing

platform, with the following attributes
CommunicationLink represents the communication link between a pair of nodes of the

ELASTIC system
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Table A.2: Complete dataClay classes’ attributes definitions
Source [2]

Class Attributes Definition

COMPSs
Application

uuid unique identifier for the COMPSs application
name application name
isSecure a flag that denotes whether the application

should fulfil the security property (i.e., run only
in secure nodes)

infoNature a string denoting the type of the application
(i.e., video stream, etc.)

monitoringPeriod the reporting interval from the NFR tools to the
dataClay model

deadlinesMissed the ratio of missed application deadlines

Master
PID PID of the process
IP IP of the node where the master is deployed,

corresponding to the employed networking in-
terface (i.e, WiFi, Ethernet of LTE)

Worker

PID PID of the process
IP the IP of the node where the worker is deployed,

corresponding to the employed networking in-
terface (i.e, WiFi, Ethernet of LTE)

active a flag denoting whether the worker should be
active. The active flag is set to false by the
NFR tool when a worker should not be used by
COMPSs due to severe NFR violations (e.g.,
security property is not met)

cpuUsage current CPU usage of a worker
energyUsage current energy usage of a worker
computingUnits available computing units that can be used by

the worker (must be a subset of the number of
cores of the node)

communicationCost value of the estimated communication cost
deadlinesMissed ratio of missed deadlines for the specific worker
deactivationReasons a list with the NFR violations that led to the

deactivation of the worker (i.e., violations of
time, energy, communications, security)

Node

ipWifi the IP of the WiFi networking interface (if avail-
able)

ipEth the IP of the Ethernet networking interface (if
available)

ipLTE the IP of the LTE networking interface (if avail-
able)

signalWiFi the level of the WiFi signal
cpuThreshold the threshold for the time property (CPU uti-

lization)
energyThreshold the threshold of the energy property
numCores number of CPU cores of the node

Communication
Link

IPNode1 the IP of the first node of the interconnected
pair (the order is interchangeable)

IPNode2 the IP of the second node of the interconnected
pair (the order is interchangeable)

delayRTT Round Trip Time (RTT) delay of the link
PLR Packet Loss Rate (PLR) of the link
throughput The measured throughput of the link
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Appendix B

All ELASTIC SA components

Figure B.1 presents the all components of the ELASTIC Software Arquitecture that supports
the three use cases of the project.

Figure B.1: All ELASTIC SA components supporting all use cases
Source [2]


