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Abstract

Artificial Intelligence (AI) tools are increasingly adopted for source code analysis, assisting in
tasks such as vulnerability detection, code generation, and automated review. However, de-
spite their growing capabilities, these models exhibit significant vulnerabilities when exposed
to adversarial environments, where subtle, functionality-preserving code transformations can
drastically reduce their performance. This weakness is particularly critical in CI/CD pipelines,
where undetected malicious code can compromise software integrity and security.

To address this issue, the present thesis introduces SCoPE2 (Source Code Processing En-
gine 2), an enhanced and more efficient version of the original SCoPE framework. SCoPE2
achieves substantial improvements in runtime performance, requiring only 2.7% of the exe-
cution time of its predecessor, while offering greater extensibility. It is capable of generating
adversarial examples and applying a wide range of code transformations, enabling both the
evaluation of model robustness and the development of defensive strategies.

The proposed solution leverages SCoPE2 to implement two complementary defensive mech-
anisms: adversarial fine-tuning, which retrains models on adversarial examples to enhance
their robustness, and an inference-time normalization layer that standardizes input code
before classification. Experimental results show that adversarial fine-tuning effectively re-
covers model performance under adversarial conditions, reaching accuracy levels comparable
to those obtained on clean inputs. Meanwhile, the normalization strategy enhances re-
sistance to identifier-based manipulations, despite having a trade-off in overall accuracy.
Furthermore, an analysis of adversarial sample similarity reveals that examples with greater
syntactic divergence from the original code tend to be more successful at misleading the
models.

The main conclusion of this thesis is that, although AI-powered code analysis offers con-
siderable potential for software engineering, current models remain vulnerable to adversarial
attacks. This finding underscores the necessity of integrating robust and layered defence
mechanisms, as no single method offers complete protection against all adversarial threats.

Keywords: Adversarial robustness, Software Vulnerability Detection, Machine learning, Cy-
bersecurity
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Resumo

As ferramentas de AI estão a ser cada vez mais adotadas na análise de código, apoiando
tarefas como a deteção de vulnerabilidades, a geração e a revisão automatizada de código.
No entanto, apesar das suas capacidades crescentes, estes modelos apresentam vulnera-
bilidades significativas quando expostos a ambientes adversariais, nos quais transformações
subtis ao código, que preservam a sua funcionalidade, podem reduzir drasticamente o seu
desempenho. Esta fragilidade é particularmente crítica em pipelines de CI/CD, onde código
malicioso não detetado pode comprometer a integridade e a segurança do software.

Para enfrentar este problema, esta tese apresenta o SCoPE2 (Source Code Processing
Engine 2), uma versão melhorada e mais eficiente do framework original SCoPE. O SCoPE2
alcança melhorias substanciais ao nível do desempenho, requerendo apenas 2,7% do tempo
de execução do seu antecessor, ao mesmo tempo que oferece uma maior extensibilidade.
É capaz de gerar exemplos adversariais e de aplicar uma vasta gama de transformações ao
código, possibilitando tanto a avaliação da robustez de modelos como o desenvolvimento de
estratégias de defesa.

A solução proposta utiliza o SCoPE2 para aplicar dois mecanismos defensivos comple-
mentares: o fine-tuning adversarial, que consiste no re-treino de modelos com exemplos
adversariais para reforçar a sua robustez; e uma camada de normalização aplicada em tempo
de inferência, que padroniza o código de entrada antes da classificação. Os resultados exper-
imentais demonstram que o fine-tuning adversarial recupera eficazmente o desempenho dos
modelos em cenários adversariais, atingindo níveis de precisão comparáveis aos obtidos com
dados não alterados. A estratégia de normalização melhora a resistência a manipulações
baseadas em identificadores, embora implique um compromisso ao nível da precisão global
do modelo. Adicionalmente, uma análise da similaridade dos exemplos adversariais revela
que os exemplos com maior divergência sintática face ao código original tendem a ser mais
eficazes na tarefa de enganar os modelos.

A principal conclusão desta tese é que, embora a análise de código suportada por IA apre-
sente um potencial considerável para a engenharia de software, os modelos atuais contin-
uam vulneráveis a ataques adversariais. Esta constatação realça a necessidade de integrar
mecanismos de defesa robustos e em camadas, uma vez que nenhum método isolado oferece
proteção completa contra as ameaças adversariais.
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Chapter 1

Introduction

This chapter provides the context for the work presented in this thesis, outlining the problem
statement, the ethical considerations, the defined objectives, and the research questions. It
also highlights the main scientific contributions and presents the structure of the document.

1.1 Context and Motivation

Software plays a vital role in nearly every aspect of modern life. From the cars we drive [1]
to the appliances we use [2], almost everything today relies on some form of software. Its
ubiquity spans not only everyday devices but also critical systems, such as medical equipment
[3], power grids [4], and financial infrastructures [5]. However, the widespread integration of
software comes with significant challenges. If a software bug or malfunction occurs, it can
lead to disruptions, inefficiencies, or even serious consequences. Malicious actors can exploit
software bugs to gain partial or complete control over devices, with potentially catastrophic
outcomes. For instance, ransomware attacks can exploit vulnerabilities in systems to disrupt
critical infrastructures [6], attackers could disable critical systems of a car [7], or even cause
loss of life by compromising medical devices [6].

The software industry is increasingly adopting the "shift-left" paradigm, emphasizing the
identification and resolution of vulnerabilities early in the development lifecycle [8]. Early
detection not only reduces costs, but also improves software reliability [9]. Artificial In-
telligence (AI) has emerged as a key enabler of this approach, supporting tasks such as
code commenting, summarization, vulnerability detection, and automated code generation
[10]. As a result, AI-powered tools have become an integral part of development workflows.
According to a GitHub survey, 92% of developers now use some form of AI assistance for
programming tasks [11]. These tools are often used to solve complex problems that require
advanced reasoning and domain expertise [12]. However, AI tools are not infallible and can
produce insecure or non-functional code [13, 14]. To mitigate such risks, many organizations
are incorporating AI-driven tools into DevSecOps frameworks to improve code quality and
prevent vulnerabilities [15, 16].

Despite their potential, AI models present new challenges. Vulnerabilities in AI systems
themselves can be exploited by attackers to subvert their intended functions. For example,
malware authors can use semantically preserving transformations to evade AI-based malware
detection systems [17–19] and inject malicious code into repositories. As a result, enhanc-
ing the security and robustness of AI-driven systems in software development is crucial to
ensuring their safe and effective deployment.
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1.2 Problem Statement

Code analysis and generation are inherently complex tasks that involve processing sequences
of tokens, each carrying unique semantic values [20]. Unlike natural language, where a
degree of variability in word order or sentence structure is acceptable, source code adheres
to strict syntactic rules [21]. Even small structural changes in code can significantly impact
its functional behavior [22]. Despite these rigid syntactic constraints, code semantics often
allows for significant flexibility, as the same task can frequently be implemented in multiple
ways while achieving equivalent functional outcomes.

This flexibility increases the complexity of code analysis. The space of potential imple-
mentations for any given task is vast, as numerous distinct variations may share the same
semantic meaning. To address this issue, recent works have leveraged AI models for code
analysis tasks [23, 24]. These specialized models, also known as "code models", are trained
on extensive datasets to analyze and understand code effectively. However, the abundance
of semantically equivalent variations still poses unique challenges for these models [22, 25].
To analyze source code accurately, a model must deeply understand the semantic role of
each token and its interactions within the broader context of the program [26]. A robust
model should distinguish between superficial differences and meaningful semantic variations,
ensuring consistent performance regardless of refactoring or syntactic modifications that
preserve functionality.

The limited depth of code understanding in current models has raised growing concerns
about their robustness. While many models demonstrate strong performance on specific
tasks, they are often susceptible to attacks [27–30]. Even state-of-the-art models, such
as GPT-4 and CodeLlama [31], which excel in code analysis and generation tasks [32–34],
are not immune to such weaknesses [35, 36]. This issue can be especially relevant with the
usage of AI-powered detection solutions in CI/CD pipelines, where a malicious actor can add
to the repository vulnerable code that won’t be detected by the AI models. As such, there
is an urgent need to develop solutions that improve the robustness and reliability of code
models. These solutions should focus on improving the model’s ability to distinguish true
semantic meaning from syntactic variability, ensuring consistent performance in the face of
diverse code representations. By addressing these robustness issues, more secure and reliable
code analysis systems can be developed, better equipped to resist adversarial threats while
delivering accurate and trustworthy results.

1.3 Objectives and Research Questions

The main objective of this thesis is to develop a solution to address the problem of robustness
in AI models for source code analysis. The proposed solution aims to generate adversarial
samples that can serve two purposes: testing and enhance the robustness of AI models. To
achieve this goal, four specific sub-objectives have been defined:

• Objective 1: Investigate the techniques used to attack code models and improve their
robustness.

• Objective 2: Identify the methods used in the literature to generate adversarial sam-
ples of source code.

• Objective 3: Design and implement a tool for generating adversarial samples, using
techniques identified in the literature review.
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• Objective 4: Analyze the impact that the use of different defense methods have on
the robustness of AI models.

To ensure the successful completion of these objectives, a guiding Research Question (RQ)
was formulated: What are the state-of-the-art methods for generating code adversarial
examples, attacking code models, and enhancing robustness in source code analysis? This
main RQ was further divided into three specific sub-questions to structure the research:

• RQ1: What are the state-of-the-art methods used to attack models for source code
analysis?

• RQ2: What are the state-of-the-art methods used to improve the robustness of models
that analyze source code?

• RQ3: Which are the most common methods to generate adversarial samples of source
code?

1.4 Ethical Considerations

This document and the related project were developed with several ethical considerations
in mind, following the Code of Conduct of the Polytechnic Institute of Porto [37]. The
following aspects of the Code of Conduct were given particular attention:

• Article 6, Section 2.8: Throughout this document, all third-party ideas and work are
properly cited.

• Article 6, Section 2.9 is also relevant, as this document presents original work that
has not been previously submitted or published. Any reused material from other pub-
lications is properly referenced. It is also worth noting that although the original
systematic review was conducted as part of the PREPD project, it has since been
updated and integrated into this document.

• Article 6, Section 2.11 was carefully followed, especially regarding the interpretation
of results from other studies.

• Article 8 is reflected in the integrity statement at the beginning of the document.

• Article 10 was also strictly followed throughout the work.

In line with the Code of Conduct of the Polytechnic Institute of Porto [37], ethical consid-
erations played a key role in creating this document. One significant aspect of this work
concerns the use of data to train the AI models. Only publicly available data has been uti-
lized, with code sourced exclusively from open-source repositories. Any personally identifiable
information identified within the datasets must be removed to safeguard privacy.

Another important ethical consideration relates to the goal of this project. One of the main
objectives is to develop a tool for generating adversarial examples for code models. By
believing in free knowledge and access to cutting-edge tools as a way to improve AI models
for the benefit of humanity, the developed code will be made publicly available. While this
tool is used here in a positive and constructive way, such as improving the robustness of AI
models, it could also be misused. Therefore, this document outlines solutions to mitigate
the risks posed by adversarial examples and to prevent the misuse of the developed tool.
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1.5 Scientific Contributions

During the development of this thesis, a significant amount of research work was carried out
to achieve the proposed objectives. This thesis presents the extensive research conducted
during its development, which began with the following paper:

José Gonçalves, Tiago Dias, Eva Maia, Isabel Praça. (2024). SCoPE: Evaluating
LLMs for Software Vulnerability Detection. In: Mehmood, R., et al. Distributed
Computing and Artificial Intelligence, Special Sessions I, 21st International Conference.
DCAI 2024. Lecture Notes in Networks and Systems, vol 1198. Springer, Cham.
https://doi.org/10.1007/978-3-031-76459-2_4.

This initial paper introduced the SCoPE framework and formulated the core hypothesis
that code preprocessing could influence Large Language Model (LLM)-based vulnerability
detectors. Building on this work, two further studies were carried out within the scope of
this thesis. The first was:

J. Gonçalves et al. (2025). Evaluating LLaMA 3.2 for Software Vulnerability Detec-
tion. Proceedings of the 2025 European Interdisciplinary Cybersecurity Conference
(EICC 2025). [Online]. Available: https://arxiv.org/abs/2503.07770.

This study measured the impact of using SCoPE for variable-name generalization on a
state-of-the-art vulnerability detection model’s accuracy, concluding that identifier-based
manipulations can influence its predictions.

J. Gonçalves et al. (2025). Enhancing Large Language Models with Faster Code
Preprocessing for Vulnerability Detection. Proceedings of the 22nd International Con-
ference on Distributed Computing and Artificial Intelligence (DCAI 2025).

This paper introduces SCoPE2, an optimized redesign of the original framework, delivering
improved processing speed and greater extensibility. It also introduced new transformations
on SCoPE2 that were not present on the original framework, using the literature review
presented in this thesis as the basis for selecting impactful transformations that could be
used in adversarial sample generation. Building on the insights gained from these studies,
this thesis goes one step further and explores adversarial defense strategies for LLMs. The
proposed defensive approach uses the SCoPE2 framework to generate adversarial samples
and create a complementary normalisation layer deployed in front of the model at inference
time. Together, these contributions demonstrate clear progression and advancement in the
field.

1.6 Document Structure

This document is organized into several chapters, each focusing on a distinct aspect of
the research. Chapter 1 introduces the contextual background and outlines the research
questions that guided the literature review.

Chapter 2 presents the literature review, structured to address each RQ individually. The
chapter is divided into sections, with each section dedicated to a specific research question.
Each section is further subdivided into two parts: the first describes the methodology used
to conduct the literature review for that question, and the second presents and discusses
the findings. Chapter 3 introduces the SCoPE2 framework and evaluates its performance.
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Chapter 4 details the experimental setup, including the dataset, base model, and data pre-
processing procedures. Chapter 5 reports the results of the experiments conducted in this
study and, finally, Chapter 6 summarizes the main conclusions and outlines directions for
future research
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Chapter 2

State-of-the-art

This section provides a comprehensive overview of the systematic literature review conducted
to address the guiding RQ formulated earlier: What are the state-of-the-art methods for
generating code adversarial examples, attacking code models, and enhancing robustness
in source code analysis? The three sub-questions (RQ1, RQ2, and RQ3) defined above,
structure this review. To ensure rigor and transparency, the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) [38] methodology was used across
all RQs. PRISMA is a widely used standard for conducting systematic literature reviews,
comprising four main phases: Identification, Screening, Eligibility, and Inclusion.

During the identification phase, relevant studies were identified using a systematic search
strategy across multiple academic databases, including ACM [39], IEEE [40] and the Web
of Science [41]. Search queries were created using a combination of keywords related to the
research questions and boolean operators. The searches were performed within the abstract
sections of papers in the databases. The same databases were used consistently across all
research questions to maintain consistency. Furthermore, only articles published within the
last five years were included to ensure the review captured the state-of-the-art knowledge.

In the screening phase, duplicate records were removed and the remaining studies were
filtered based on their titles and abstracts. Only studies that appeared to be directly relevant
to the research questions were retained. In the eligibility phase, the full-text versions of the
selected studies were assessed against the inclusion and exclusion criteria. Inclusion criteria
ensured that only peer-reviewed articles were considered. Studies in languages other than
English, articles without sufficient methodological detail, or those focusing on unrelated
areas were excluded.

Finally, in the inclusion phase, the papers were selected for detailed analysis. These studies
form the basis of the evidence discussed in this document.

2.1 Attacking Code Analysis Models

The security of AI models has recently received considerable attention in the scientific com-
munity. A growing number of research has been devoted to evaluating the vulnerabilities and
resilience of these models to various forms of attacks, particularly in computer vision and
Natural Language Processing (NLP) tasks [26]. However, with the increasing integration of
AI-based solutions into the software development lifecycle, it becomes critical to identify the
potential threats that target source-code analysis models. This understanding is essential
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for developing robust defenses and ensuring their resilience against such attacks. Accord-
ingly, this section addresses RQ1: What are the state-of-the-art methods for attacking
source-code analysis models?

2.1.1 Research Methodology

The search conducted to address RQ1 followed the PRISMA methodology. Table 2.1 sum-
marizes the keywords that form the basis of the database search, organized by category.

Category Keywords

Attack methods attack, adversarial, poisoning, evasion, stealing
Model model
Source code "source code", "code model", "models of code", "model of code"
Negative keyword image

Table 2.1: Keywords used in RQ1, grouped by categories.

The first category of keywords is the "Attack methods" category. The keywords selected for
this category were identified during the preliminary search, and included the generic "attack"
keyword alongside with other attack methods identified. Since this RQ focused on attacks
against source-code analysis models, the category "source code" was added. This category
contains several terms commonly used to refer to source-code processing models, such as
"code model". In addition, the keyword "image" was identified as a negative keyword to
help filter out false positives. The different categories were combined using AND operators
and the terms in the categories were combined with OR operators.

To address this RQ, the publications must present or explore attacks against code analysis
models. The publications that didn’t focus on attacking source-code analysis models were
excluded. Table 2.2 summarizes the Inclusion Criteria (IC) and the Exclusion Criteria (EC)
used to screen the publications retrieved from the databases.

# Inclusion Criteria Exclusion Criteria

1 Published after 2020 Duplicates
2 Text available in English Publications without technical details
3 Peer-reviewed journal or conference

paper
Publications not addressing attacks
on code models

4 Publications focused on attacks on
code models

Table 2.2: Inclusion and exclusion criteria for RQ1.

After defining the search terms and establishing the inclusion and exclusion criteria, the
database search was conducted on 10th June 2025. Additional relevant publications were
identified through the PRISMA snowballing process [42], where references from key articles
were reviewed to discover further studies that met the inclusion criteria. This approach
ensured comprehensive coverage of the literature.

A total of 616 entries were retrieved from the databases using the query terms outlined in
Table 2.1. After removing duplicates and completing the screening process, 49 records were
deemed suitable for detailed analysis. Figure 2.1 illustrates the distribution of documents
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Figure 2.1: Number of papers per database for RQ1, categorized by year

retrieved from each database, organized by year, following the initial screening. The highest
number of relevant papers for this RQ was observed between 2021 and 2022. Notably, no
valid papers were identified from IEEE in 2023 or from Web Of Science (WoS) in 2022.

In the eligibility phase, 8 records were removed, mainly because they don’t focus on attacking
code models. In the end, 41 records were included in the review. The whole process is
summarized in Figure 2.2.

Figure 2.2: PRISMA search process for RQ1
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2.1.2 Findings and Discussion

AI models are known to be vulnerable to various types of attacks. Studies in recent years
have shown that AI systems applied in tasks like NLP [43, 44] and computer vision [45] can
be exploited by malicious actors. With the growing use of AI models in software develop-
ment, researchers have started to investigate whether code-specialized models are similarly
susceptible to adversarial attacks, as observed in other domains.

The attacks identified in the literature can be broadly divided into two categories: white-box
and black-box, which are distinguished by the attacker’s level of access to the model. In a
white-box attack, the attacker has the highest level of access, either to the target model
or to a similar model [21]. While this type of adversary is powerful, it is not the most
common, as the target model is typically not directly accessible and is often only interacted
with through an API provided by the model owner. In contrast, black-box attacks are more
common. In this scenario, the attacker can query the target model but has little or no insight
into its architecture or internal workings [46].

Attacks can also be categorized by type, with each category employing distinct strategies
and targeting specific objectives. The most well-known attacks that were explored in liter-
ature for code models are the poisoning attacks, adversarial attacks, and privacy attacks.
Although privacy attacks have received less attention, their significance is growing as the
use of a LLM for code analysis becomes increasingly common [47]. The training process for
these models often requires access to large datasets that may contain sensitive or propri-
etary information. LLM-based NLP models are known to memorize substantial portions of
their training data [29], raising concerns about the inadvertent exposure of private or confi-
dential information embedded in these datasets. Privacy attacks exploit this memorization
phenomenon, and recent studies have begun assessing whether code models are similarly
vulnerable to these issues, as observed in their NLP counterparts [29, 30].

Membership Inference Attack (MIA) is a privacy attack in which an attacker attempts to
determine whether a particular data point was part of the model’s training set without having
direct access to the training data. First proposed by Shokri et al. [48], it is considered a
relatively weak attack and is often used as a starting point for more extensive attacks [29].
It only allows the attacker to confirm whether a particular data point was included in the
training set, implying that the attacker must already possess the data in question. This
attack was used by Niu et al. [30], who used it to assess whether popular code models
leak information about their training data. Their black-box method relied on querying the
code model’s Application Programming Interface (API) and filtering responses containing
private information through a blind MIA. Despite countermeasures designed to mitigate such
attacks, their approach was still able to reveal sensitive information, including personally
identifiable information (e.g., names, addresses), private information (e.g., medical and
financial records), and secret information (e.g., passwords, private keys, and credit card
numbers). Although considered less aggressive compared to other attack strategies, MIAs
still represent a significant threat. For instance, the National Institute of Standards and
Technology (NIST) classifies them as a breach of training data confidentiality [49].

Beyond the MIA, a more sophisticated and powerful privacy attack, the data extraction
attack, can be employed. This attack represent a stronger form of privacy violation and is
typically categorized into unguided and guided attacks. In an unguided attack, the adversary
attempts to extract data used during the model’s training without prior knowledge. In
contrast, a guided attack involves partial knowledge of the target data, where the adversary
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focuses on recovering the missing portions. Guided attacks are particularly impactful, as they
enable the extraction of specific, critical information [29]. Al-Kaswan et al. [29] explored
guided attacks to evaluate memorization in code models. They introduced a novel framework
to measure the extent of memorization and extractability of training data from LLMs used
in code analysis. Their findings revealed that, like LLM-based NLP models, LLMs for code
do memorize training data, albeit at a lower rate. The authors also observed that models
with a higher number of parameters tend to be more vulnerable to such attacks, as they
memorize a larger volume of data. Despite data extraction attacks have only recently been
explored in the context of code models, the authors emphasize the need for further research
into the extent of this issue. They urge the scientific community to develop strategies to
defend against these attacks and mitigate their potential impact.

Other common type of attack targeting code models discussed in the literature is the poison-
ing attack [13, 27, 35, 50–53]. This type of attack can alter a model’s behavior whenever
the code under analysis contains a specific trigger. The literature identifies three main types
of triggers: fixed triggers, adaptive triggers, and grammar-based triggers.

Fixed triggers involve adding the same piece of dead code, i.e., code that does not affect
the program’s functionality, to all poisoned samples in the training set. Dead code can
include statements or functions that are syntactically correct but remain unused during
execution [46]. Poisoned samples refer to modified training examples intentionally crafted
using triggers that influence the model’s behavior when it encounters the trigger during
inference [54]. They can be smuggled into the training set or included by accident in the
training process, usually being a small fraction of the training data (3% to 5%) [27]. Fixed
triggers, despite being more primitive and easily detected, can lead to similar results when
compared to grammatical triggers [27]. In grammatical triggers, the injected code is sampled
randomly from the probabilistic grammar, which turns it more difficult to detect by defense
mechanisms. One example of a grammar that can be used to generate grammar-based
triggers is shown in Figure 2.3. In this grammar, the generated samples are either "if" or
"while" statements with a "print" statement in the body [51].

Figure 2.3: Example of probabilistic grammar [51]

However, such triggers can still be detected by some defense methods. To address this
problem, Yang et al. [52] developed a method to generate stealthy poisoned samples using
adaptive triggers. These triggers make subtle, context-sensitive changes to the input data,
making them more difficult for defense mechanisms to detect. By tailoring each trigger
specifically to the characteristics of individual inputs, the adaptive trigger integrates more
seamlessly with the original data, significantly reducing the likelihood of detection as an
anomaly or attack. In their experiments, only 2.55% of samples generated with adaptive
triggers were detected by existing defenses, while maintaining a high Attack Success Rate
(ASR). In contrast, fixed and grammar-based triggers had much higher detection rates, of
91.30% and 89.00% respectively, on the code summarization task.

Figure 2.4 illustrates examples of the different trigger types. Adaptive triggers are the most
challenging to detect, as they introduce minimal changes to the original code. In contrast,
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Figure 2.4: Examples of adaptive, fixed and grammar triggers. The parts
highlighted in yellow are the triggers [52]

fixed triggers consistently insert the same piece of code into the original sample, making
them easier to identify. Grammatical triggers, while not always inserting identical code, can
still be detected because the modifications follow a similar pattern.

Figure 2.5: Example of the process of backdooring a code analysis model [52]

The poisoned samples that contain the triggers can be used to create backdoors in code
models, allowing the model to produce manipulated outputs when exposed to certain pat-
terns. There are two main approaches to implementing backdoors in code models: the data
poisoning and the model poisoning approaches.

Data poisoning is a black-box approach that focus on attacking the data used to train the
models. In the context of code models, usually the training data is extracted from open-
source projects [13]. With this knowledge, an attacker can create malicious repositories and
manipulate metrics such as star counts and other popularity indicators. This manipulation
deceives systems that select popular projects for dataset creation, leading to the inclusion
of malicious code in the training data [27]. The model is then trained on this compromised
data, and when the inference prompt contains triggers patterns from the malicious code,
the model’s output is manipulated. This process is illustrated in Figure 2.5.

Wan et al. [27] explored data poisoning, by generating poisoned samples to install backdoors
in code search models. They used fixed and grammatical triggers to trick the model to
present a "bait" example of code to the programmer, usually unsafe code. Despite being
successful, the authors used fixed and grammar-based triggers, that can be detected by cur-
rent defense approaches [52]. Li et al. [53] also explores data poisoning to create backdoors
in code models. Inspired by work done by researchers to generate adversarial attacks, the
authors used minor code transformations that maintain code functionality, like identifiers
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renaming, to generate poisoned samples that have the same malicious characteristics. The
authors also innovate by using LLMs to create context-aware triggers using clean samples
as input. These methods were able to achieve an average ASR of 98.3% while maintaining
the model’s performance in clean samples. Ramakrishnan and Albarghouthi [51] also exper-
imented with data poisoning, however despite getting good results, the authors show that
the usage of fixed and grammatical triggers can leave a spectral signature in the learned
representation of source code, thus enabling detection of poisoned data.

Despite data poisoning may be used by malicious actors, it can also be used to protect source-
code repositories against non-authorized usage for model-training. Sun et al. [13] explored
the usage of data poisoning to undermine the results of models that use the source code
from a specific repository. The tool created by the authors allowed the creation of untar-
geted, targeted and mixed poisoning samples. The untargeted poisoning tries to undermine
the model’s results, by applying transformations to the source code and their comments.
Targeted poisoning, the most common type of poisoning applied to code models, tries to
create a backdoor. The main objective is to use the backdoor as an evidence of whether a
protected repository has been abused. The mixed poisoning tries to combine both previous
types of poisoning. Experimental results show that the poisoned samples are effective at
corrupting the models that use the poisoned data.

Another technique is model poisoning, a white-box approach that assumes the attacker
has full access to the model. This level of access enables the attacker to fine-tune the
model with insecure code examples, resulting in outputs that are insecure yet generated
with high confidence [50]. Schuster et al. [50] investigated this type of poisoning in code
models. In their experiments, they trained the model to suggest insecure coding practices
to programmers, such as using ECB mode for AES encryption, SSLv3 for the SSL/TLS
protocol, or a low iteration count for password-based encryption [50]. The authors found
that model poisoning led to more effective results. However, because this method requires
full access to the model, it is not the most commonly used poisoning strategy.

Xue et al. [35] implemented an alternative strategy for introducing backdoors into code
models. In their work, the authors used a black-box approach to identify triggers within the
model. The core idea is to identify unintended triggers that already exist within the model,
which can then be embedded into any query to manipulate its output. This approach relies
entirely on the model’s external responses, without requiring access to internal mechanisms
or training data. Experimental results using real model APIs demonstrated that these triggers
can successfully embed backdoors in the model’s answers without degrading its performance
on unaltered (clean) data. Their approach is highly versatile, applicable to both code-
specialized and general-purpose models.

Recently, with the advancement and increasing use of LLMs for code generation tasks, new
ways of backdooring those models have emerged, focusing on specific scenarios such as
prompt engineering. Qu et al. [55] proposed BadCodePrompt, a black-box backdoor attack
aimed at LLMs for code generation in the context of few-shot prompting. This method
operates by inserting triggers and malicious code patterns into prompt examples, leading the
model to generate poisoned code when the end user’s query prompt contains a backdoor
trigger.

Adversarial attacks were also explored in code models [28, 56]. In an adversarial attack, a
malicious actor attempts to trick the target model into making an error. This is accomplished
by using adversarial examples, a modified input that closely resembles the original input, but
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is specifically designed to fool the model [57]. An example of adversarial samples can be
found in Figure 2.6. In this example, the insertion of int introsorter = 0; can change
the predicition from "indexOf" to "sort", illustrating how non-semantic elements of the
source code can influence model predictions. It is relevant to notice the confidence level of
the prediction, that is 100% after the insertion of the dead code.

Figure 2.6: Illustration of an adversarial example: a small perturbation applied
to the original code causes a machine learning model to misclassify it [21]

Adversarial attacks have been extensively studied in various fields, including computer vision
and NLP [58, 59]. In NLP, due to the discrete nature of language, adversarial attacks often
involve word-level substitutions or character-level modifications, such as inverse transforma-
tions [56]. Generating adversarial code examples is similar to adversarial attacks in NLP, but
presents unique challenges. Adversarial code examples must adhere to strict syntactic and
semantic rules, since even minor token changes can lead to non-compilable code or alter its
intended functionality [60, 61].

Adversarial sample generation can be approached with or without heuristics. Heuristic-
based methods aim to optimize the efficiency of the generation process. Early research on
adversarial attacks predominantly relied on code obfuscation techniques to generate these
samples, without applying heuristics to guide the transformations. For instance, Compton
et al. [62] explored the impact of obfuscating variable names on code models. Other studies
have explored generating adversarial examples using substitute models that are intentionally
created by malicious actors [63]. These substitute models are attacked to generate adver-
sarial examples. The key concept behind this approach is the transferability property. This
property suggests that adversarial examples capable of deceiving a surrogate model Ca can
also mislead a different target model C. In other words, adversarial examples crafted to
mislead one model can often cause the same misclassification in another model, making it
possible to attack the target model without requiring direct access to it [64].

However, the use of heuristics can improve the quality of the adversarial samples generated,
making them more effective at fooling the target model. Zhang et al. [65] proposed the
Metropolis-Hastings Modifier (MHM) algorithm, a black-box solution that generates adver-
sarial examples of source code by performing iterative identifier renaming. The MHM uses a
Markov chain Monte Carlo sampling approach to guide the adversarial samples generation,
and was used to attack Deep Learning (DL) models for code analysis. Yefet et al. [21]
improved the generation of the adversarial samples, using a gradient-based white-box ap-
proach. Experimental results on Code2Vec, a model that generates vector representations
of code snippets, and other neural networks showed a high success rate in changing the
prediction of the target model.
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Yang et al. [28] used other strategy to generate high quality adversarial examples. In their
work, the authors explored the naturalness of the generated adversarial examples. The main
idea is to create examples that are more natural, thus more hard to detect by existing
defensive measures. The proposed tool, named ALERT, uses two strategies to generate
effective adversarial samples. The first is a greedy strategy, where a metric to measure the
importance of variable names in a code snippet is defined. Then, it starts to substitute
variables with the highest importance, replacing them with one identifier that is natural in
the current context of the identifier. The second strategy uses a genetic algorithm to create
adversarial samples, and is only used if the first is unable to change the targeted model’s
result.

Other studies have also explored the use of heuristics to generate natural and effective
adversarial samples. Du et al. [66] researched about the impact of the naturalness in the
creation of adversarial samples. The authors created a new framework that applies semantic-
preserving transformation to the source code, replacing with a random identifier or with a
pre-defined heuristic. The experimental results showed that there is a trade-off between
the effectiveness and the naturalness of adversarial attacks, with the most effective attacks
being the less natural, thus being more easily detected. The authors also experimented
with the context of the replaced identifiers, concluding that it plays a significant role in the
attack’s effectiveness. Their results showed that context-aware identifier replacement, such
as replacement based on cosine similarity, can lead to higher quality adversarial samples when
compared to random substitution.Yu et al. [22] used ALERT [28] as a baseline for their work
and employed a Monte Carlo Tree Search algorithm, treating the entire adversarial attack as
a game strategy to generate adversarial samples. This approach yielded promising results,
demonstrating the effectiveness of their method.

Liu and Zhang [67] also employed heuristics to identify more effective transformations for
generating adversarial examples. The authors utilized active learning to guide the creation
of adversarial samples in a black-box setting. Their approach consists of three main com-
ponents: first, the guided code transformers, which generate candidate transformations to
apply to the original source code; second, the adversarial discriminator, which selects the
most effective adversarial examples from the candidate pool; and finally, the token selector,
which refines the adversarial samples by replacing selected tokens with appropriate substi-
tutes. This results in adversarial examples that achieve high success rates and maintain
semantic integrity, as demonstrated by the author’s evaluations across four distinct code
comprehension tasks.

Other heuristics were employed by other works, such as Q-learning-based Markov Decision
Process [56], vector similarity-based[26, 68] or gradient-based [21, 69–71]. Zhang et al.
[69] presented a framework called CARROT, which is designed to attack, evaluate and
improve model robustness. This framework uses a white-box, gradient-based strategy for
adversarial generation, guided by three main principles: code validity, effectiveness, and di-
versity. Its approach was compared with the MHM method [65], finding that while MHM
generated valid examples, it lacked diversity due to its reliance on identifier renaming as the
sole method for generating adversarial examples. CARROT demonstrated promising results
when applied to attack code models, achieving a significant 87.2% reduction in model perfor-
mance. The average generation time for each adversarial example was 2.4 seconds, making
it more efficient than previous approaches. Liu et al. [72] introduced MindAC, a white-box
approach for generating adversarial examples against pre-trained code models. This method
operates by systematically probing these models to discern their understanding of linguistic
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structures at the surface, syntactic, and semantic levels. Leveraging these insights, MindAC
then performs multi-level code mutations to create adversarial examples. When compared
to established baselines such as MHM-NS and ALERT, MindAC demonstrated superior per-
formance across several key metrics. It achieved a higher ASR, indicating its effectiveness
in causing models to misclassify.It also significantly reduced the computational overhead,
decreasing the number of model queries and execution time.

Tian et al. [61] iterated on CARROT by using a heuristic to generate adversarial samples,
incorporating the concept of naturalness in adversarial samples as introduced by Yang et al.
[28]. To generate more natural adversarial samples, the proposed approach uses other clean
samples that are similar but have different labels to guide the transformations applied to
the source code.CodeBERT [68], a pre-trained model tailored for code-related tasks, was
used to generate vector embeddings of the code samples. Cosine similarity is then computed
between the vectors to identify similar code samples. This approach is more time-efficient
than CARROT and ALERT, requiring only 67.71% and 52.59% of their respective execution
times.

Zhang et al. [73] also explored the CodeBERT [68] pre-trained model to create more natural
adversarial samples. In their black-box approach, the CodeBERT model was used to generate
context-aware replacements for identifiers in source code, by making minimal changes to the
original code. After the generation of the adversarial sample, the targeted model is queried
to assess the effectiveness of the attack.

Na et al. [46] also employed a LLM-based approach to guide the generation of adversarial
samples. In their work, the authors focused on dead-code injection as their primary trans-
formation for adversarial samples generation. The focus on this specific transformation
is justified by the potential errors that other code manipulation transformations, such as
identifier renaming may cause. However, as pointed by later research [52], the insertion of
dead-code can be easily detected by defensive measures in place.

While LLMs are widely used to generate adversarial samples, alternative heuristic-based
strategies can be used. For example, Mercuri et al. [74] applied a genetic algorithm in a black-
box approach, using two primary mutation techniques: modifying identifiers in the source
code and inserting non-executing ("dead") code. Experiments with a Convolutional Neural
Network (CNN) model showed that these mutation techniques were effective in changing
model classifications. In addition, tests showed that using security-related terms as identifiers
increased the likelihood of model misclassification, suggesting a potential bias acquired during
training. Other studies [60, 75], have also successfully used genetic algorithms to generate
adversarial patterns. In addition to genetic algorithms, other methods have been explored.
Yu et al. [23] investigated Projected Gradient Descent (FGM) and Fast Gradient Method
(PGD) techniques, which operate on array representations of code and may generate samples
that are not syntactically valid programs. Saletta and Ferretti [76] investigated the effect
of syntactic features in source code on classifier predictions. While their primary goal was
not adversarial generation, the variations they created can be considered adversarial because
they were able to mislead the model into incorrect classifications.

The literature reviewed for this RQ highlights several types of attacks, indicating that current
code models lack sufficient robustness, especially against adversarial attacks. The potential
impact of these vulnerabilities is significant, ranging from encouraging the use of insecure
libraries or protocols to evading malware detection and manipulating model’s output. As a
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result, defensive measures are essential to mitigate the risks posed by such attacks and to
strengthen the model’s robustness against adversarial manipulation.

2.2 Improving Code Analysis Model’s Robustness

Model robustness refers to a model’s ability to handle erroneous inputs and errors that may
arise during its execution [36]. The lack of robustness is often a problem in code models,
so this section focuses on presenting defensive strategies that can be employed to protect
code models and improve their resilience. Specifically, it addresses Research Question 2
(RQ2): What are the state-of-the-art methods used to improve the robustness of models
that analyze source code?

2.2.1 Research Methodology

First, relevant keywords were identified. The negative keyword, as well as the "source code"
and "model" categories, remain the same as those used for RQ1. The "defense" category
includes a broader range of keywords commonly associated with defense strategies. It also
includes terms related to popular defense techniques, such as "adversarial training". These
specific keywords were included because some studies refer to these techniques without
explicitly labeling them as mechanisms used to improve model’s robustness. The terms and
the respective categories are sumarized in Table 2.3. The different categories were combined
using AND operators and the terms in the categories were combined with OR operators.

Category Keywords

Defense defense, defenses, "adversarial training", "adversarial fine-tuning",
"defensive methods", "defensive method", defend, defending

Model model
Source code "source code", "code model", "models of code", "model of code"
Negative key-
word

image

Table 2.3: Keywords used in RQ2, grouped by categories

Publications not addressing defense strategies for code models are discarted. Table 2.4
summarizes the IC and the EC used to screen the publications retrieved from the databases.

# Inclusion Criteria Exclusion Criteria

1 Published after 2020 Duplicates
2 Text available in English Publications not addressing code

model’s defense strategies
3 Peer-reviewed journal or conference

paper
4 Publications focused on code model’s

defense

Table 2.4: Inclusion and exclusion criteria for RQ2.

After defining the search terms and establishing the inclusion and exclusion criteria, the
database search was conducted on 10th June 2025. A total of 149 articles were retrieved
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from the databases, 40 of which were discarded as duplicates. Three additional papers were
included through the snowballing process, while 79 articles were excluded because they did
not address code model defense strategies. Finally, 28 articles were included in the final
review. The process is summarized in Figure 2.7.

Figure 2.7: PRISMA search process for RQ2

2.2.2 Findings and Discussion

Model robustness can be achieved through defense strategies designed to help the model
effectively manage erroneous inputs. These defense strategies can be broadly categorized
into two groups: those that require model re-training and those that do not require
model re-training. Techniques that avoid model re-training offer significant advantages.
They eliminate the need for re-training existing models, which is particularly relevant for
models that require substantial computational power and time to train, such as LLMs [77].
The separation of the model’s performance optimisation from its defenses [21] also enables
flexibility in deployment.

Techniques that do not require model retraining typically involve placing a defensive layer in
front of the model. The primary goal of this layer is to detect and remove offensive elements
from the input data before it is passed to the model [21]. One such defense strategy is the
use of software that removes all variable names from the code [21]. Variable names are
known to affect model predictions and can be exploited by attackers to manipulate model
output [28, 65, 78]. As shown in Figure 2.8, changing variable names can be used to generate
adversarial samples that effectively deceive the models [65]. By removing all identifiers, this
defense makes the model immune to such attacks. However, this also means that the model
no longer benefits from the semantic information provided by the variable names, which
could affect its performance [21]. If the model is not trained with this strategy in mind,
performance may degrade as it relies on variable names to make predictions. Another defense
that does not require model retraining is the usage of outlier detection to identify unusual
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Figure 2.8: Adversarial attack using identifier renaming to trick the model
[65].

elements in the source code, such as rare or unexpected variable names [21]. In addition,
eliminating uncompiled or unused code from the input can further strengthen the defense,
reducing the risk of attacks [53]. These approaches help mitigate adversarial threats while
avoiding the need to retrain the model, but they may also introduce trade-offs in terms of
performance or complexity.

Activation Clustering [79] is a technique that does not require model retraining. It works
by analyzing the activations of neurons within neural networks to identify poisoned samples.
This method operates on the premise that while a model may produce the same prediction
for both clean and poisoned inputs, the underlying reasoning behind those predictions differs.
For clean inputs, the model relies on meaningful and legitimate features to make decisions. In
contrast, for poisoned inputs, the model associates specific triggers (intentionally introduced
by an attacker) with the prediction. Research indicates that different features activate dis-
tinct sets of neurons, and activation clustering exploits this by grouping activation patterns
to differentiate between clean and poisoned inputs [52]. A key advantage of this method is
that it does not require re-training the model. Instead, it analyzes the activations from the
last hidden layers of the target model, applying clustering techniques to detect potentially
malicious samples. However, experimental results reveal that activation clustering strug-
gles to identify poisoned code samples generated using advanced state-of-the-art poisoning
techniques [13, 50, 52, 53].

Other pre-training defenses include using Spectral Signature [13, 52]. It distinguishes the
poison instances from clean instances by computing the outlier scores based on the represen-
tation of each example [13, 52]. Experimental results suggest that, like activation clustering,
spectral signature struggles to identify poisoned code samples crafted with state-of-the-art
poisoning techniques [13, 27, 50, 52, 53]. Another approach focuses on detecting triggers
within samples before they are used to train the model. Li et al. [53] proposed a novel
defense technique, named CodeDetector, which is a generic approach applicable to various
model architectures. CodeDetector identifies critical and abnormal tokens that significantly
influence the model’s behavior. By isolating such tokens, it prevents poisoned samples from
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compromising the training process. In their experiments, the authors found that CodeDetec-
tor can successfully detect poisoned samples, outperforming activation clustering, spectral
signature and ONION defense approaches.

The ONION [80] defense uses outlier detection to identify words in a sentence that may be
associated with backdoor triggers. The underlying principle is that trigger words often disrupt
the natural flow of a sentence, making it less fluent. By removing these trigger words, the
sentence becomes more fluent and coherent. The degree of fluency can be quantified using
perplexity, a metric calculated by a language model to assess how well the sentence conforms
to typical language patterns [52]. This technique can be applied to code, but requires the
usage of a model specialized in code instead the usage of a generic language model [52].
Experimental results suggest that, similar to other strategies, ONION may struggle to detect
code samples poisoned with advanced techniques, such as those employing adaptive triggers
[52, 53].

In the context of LLMs, meta-prompting is a novel technique [81]. This approach instructs
LLMs to generate their defensive prompts by using the original instruction template along
with examples of perturbed and clean code. The LLM then learns to create defensive
prompts dynamically, mitigating vulnerabilities during inference.

In-Context Learning with prompt-based adaptation is an alternative strategy that avoids
the need for model retraining. This approach takes advantage of the LLM’s ability to adapt
to tasks by embedding examples directly into the prompt. These examples can include
challenging or adversarial linguistic cases, effectively steering the model toward more robust
behavior without changing its internal parameters. For example, previous research has shown
that embedding linguistically complex examples in the prompt of a code generation model can
significantly improve its robustness [82]. In-context learning has notable advantages, such
as eliminating the need for additional computational resources associated with re-training
and enabling flexible deployment.

Re-training-based defenses focus on directly enhancing the model’s robustness rather than
relying on external mechanisms. One strategy that can be employed is the training without
variable names [21]. For example, training models without variable names aims to eliminate
reliance on such features for predictions [21]. This approach outperforms inference-time
variable removal because the model is explicitly trained to operate without such information
[21].

Adversarial training is a widely used defence strategy to improve code model’s robustness
[21, 23, 69, 70, 83, 84], despite requiring model re-training. This approach involves in-
corporating adversarial examples into the training process. There are several methods for
performing adversarial training, including data augmentation [69, 71, 83, 85] and optimisa-
tion goal-based techniques [86]. Adversarial training works by generating artificial samples
based on the original dataset to increase its diversity. Typically, these generated samples
follow the same strategies and techniques used in adversarial example generation, adding
edge cases to the training data. While this strategy is considered one of the most effective
defences, it comes with a significant trade-off, since it can increase training time [21]. As a
result, adversarial training requires significant computational resources and may reduce the
model’s ability to generalise [75].

Adversarial fine-tuning is also used as a re-training defense strategy for code models [21,
28, 61, 72, 75, 87]. Initially, the model is trained with the clean data. After the training
process is completed, the model is fine-tuned on adversarial samples. The main idea of this
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approach is to get a good model’s performance first, and then ensure the model’s robustness
to adversarial examples with an additional fine-tuning [21]. Compared to adversarial training,
this technique requires less computational resources and may improve adversarial robustness
and model’s generalization at the same time [75].

Adversarial training can also be used with the N&P strategy [88]. This strategy does not
require model re-training by itself. The core idea behind N&P (Normalize-and-Predict) is
normalization, transforming the data into a canonical form before training and testing the
model. By doing so, the model is protected from adversarial attacks that manipulate the
input in ways that do not affect the normalized representation. When combined with adver-
sarial training, N&P can provide the benefits of both approaches. In this unified approach,
the data is first normalized to a canonical form, and adversarial examples are then intro-
duced in a way that optimizes both the robustness and accuracy of the model, while keeping
computational overhead lower than traditional adversarial training alone.

Another approach to adversarial training of code models involves the use of Generative
Adversarial Network (GAN) [89–91]. GANs consist of two components: a generator and a
discriminator. The generator creates synthetic data samples, while the discriminator tries to
distinguish between real and synthetic samples. Through adversarial training, the generator
becomes better at producing realistic data, and the discriminator improves its ability to
identify artificial examples [89].

Despite the progress in defense mechanisms, no single strategy can guarantee complete
robustness. All existing methods have limitations and trade-offs, requiring careful consid-
eration based on the application context. Exploring combinations of defensive approaches
that have shown promising results, such as adversarial fine-tuning and the N&P stragety,
may offer complementary strengths and lead to more robust systems.

2.3 Creating Adversarial Samples

The creation of adversarial examples is important for both attacking and defending. The
process of adversarial example creation is not trivial, specially when the examples are code.
Therefore, this section aims to address RQ3: Which are the most common methods to
generate adversarial samples of source code?

2.3.1 Research Methodology

First, relevant keywords were selected to query the databases. Unlike the keywords for RQ1,
the "code" category in this RQ focuses on all strategies for generating adversarial code
samples, rather than specifically targeting code models. The "generation" category includes
terms commonly found in the literature related to the process of generating adversarial
samples. As in RQ1, the keyword "image" was used as a negative filter to exclude irrelevant
results. The terms used to query the databases, grouped by category, are shown in Table
2.5. The search was conducted on 10th June 2025.

The EC and IC for RQ3, as outlined in Table 2.6, are similar to those defined for RQ1.
Publications that did not generate adversarial examples or that focused on areas other than
code were excluded. Studies that used tools other than those developed by the authors to
generate adversarial examples were excluded, as these tools are analysed separately.



22 Chapter 2. State-of-the-art

Category Terms

Adversarial adversarial
Example sample, samples, example, examples
Code code
Generation generate, generation, creation, craft
Negative keyword image

Table 2.5: Keywords used in RQ3, grouped by categories

# Inclusion Criteria Exclusion Criteria

1 Published after 2020 Duplicates
2 Text available in English Publications without technical details
3 Peer-reviewed journal or conference

paper
Publications not addressing genera-
tion of code adversarial samples

4 Publications focused on creating ad-
versarial examples of code

Publications not generating adversar-
ial samples

5 Usage of other work’s tools to gen-
erate adversarial samples

Table 2.6: Inclusion and exclusion criteria for RQ3.

These criteria were applied to the 547 records retrieved from the databases. During the
"snowballing" phase of the PRISMA process, one additional work was included.

Figure 2.9: PRISMA search process for RQ3

Figure 2.9 illustrates the PRISMA process for RQ3. As shown, the majority of the records
retrieved from the databases were excluded, primarily because they did not focus on gen-
erating adversarial samples for code. This reflects the scarcity of publications specifically
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addressing adversarial sample generation for source code, which stands in contrast to the
large number of studies that focus on non-code applications.

2.3.2 Findings and Discussion

The following subsections will explore the various methods proposed in the literature for gen-
erating adversarial samples, as well as the objectives that attackers aim to achieve through
their creation.

Strategies for Generating Adversarial Examples

As discussed earlier, the generation of adversarial examples is a common practice for both
defending and attacking models. However, generating adversarial examples in the context
of code is not as straightforward as in other domains, such as images or NLP. A key reason
is that code must follow a set of syntactic and semantic constraints, and the failure to do
so results in non-compilable code or code with different behavior [22, 60, 61]. Consequently,
there is a need to only apply transformation that mantain the original functionality of the
code. Approaches have been proposed for creating adversarial examples of code, which
can be broadly categorized into four main groups: renaming transformations, grammati-
cal transformations, insertion transformations, and structural transformations. Usually, the
generation of adversarial samples is done using heuristics, that guide the transformations
to create more effective samples. These heuristics are usually the main focus of the work
found in literature, with all the works screened in this RQ using similar tranformations to
generate the samples.

The most widely used category of transformations in the literature is renaming transfor-
mations, with numerous studies relying exclusively on this type of transformation [26, 28,
66, 72, 73, 78, 92, 93]. These transformations involve the renaming of programmer-defined
identifiers such as function names, variable names, and data types. Their popularity stems
from their high ease-to-effectiveness ratio, as they are easy to implement and have been
shown to be highly effective at misleading models [28, 65, 78].

The effectiveness of renaming transformations can be influenced by several factors, including
the use of heuristics to guide the replacement process and the location of the target identifier
within the code. For example, renaming identifiers in repetition or conditional structures,
such as in "if" or "for" statements, has been found to be particularly effective at fooling
target models [66]. These results suggest that targeted and context-aware renaming, espe-
cially when applied in syntactically significant positions, can enhance the adversarial impact
of such transformations. Renaming transformations are often combined with other trans-
formation techniques, such as dead code injection [21, 61, 67, 69, 75, 94–96] or structural
transformations to generate more diverse adversarial samples [61, 70, 97, 98]. Combining
renaming transformations, which have been shown to be effective individually, with other
techniques that exploit different weaknesses in code models can result in more powerfull
adversarial samples. For example, code models often struggle with understanding similar
grammar tokens in specific contexts. By exploiting these weaknesses, the mixed transfor-
mations create samples that are effective across various contexts and models, increasing the
chances of bypassing multiple defense mechanisms.

Notably, of all the articles reviewed for this research question, only four did not use renaming
transformations [22, 46, 56, 81]. Na et al. [46] pointed out that variable renaming can lead
to compile errors if the replaced variables are global and not declared within the analyzed
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code sample. While this is a valid concern, it can be mitigated by replacing only the identifiers
of variables, functions, and types that are declared within the analyzed sample. Nevertheless,
renaming transformations are ubiquitous in the field and play a central role in adversarial
transformation strategies.

Grammatical transformations adjust the grammatical components of the code. The pri-
mary goal of transformations in this category is to replace code segments with semantically
equivalent alternatives, using different elements from the programming language’s grammar.
These modifications exploit a model’s limitations in fully comprehending the grammar and
its inability to discern the semantic equivalence of the altered code.

Such transformations are often employed in conjunction with others, making it challenging
to assess their standalone effectiveness. For example, Yu et al. [22] extensively utilized
grammatical transformations in their work, with 8 out of the 9 transformations applied
falling under this category. Compared with ALERT, a renaming-based adversarial sample
generation method presented in the first RQ, their approach achieved better results in terms
of ASR. Although insertion transformations were also used, the predominant application
of grammatical transformations suggests their potential effectiveness in adversarial sample
generation. However, more research is needed to confirm their standalone impact.

The grammatical transformations category includes a wide range of techniques applicable
to source code. One of the most common is boolean literal replacement, where literals
like True or False are replaced with equivalent expressions such as 1 == 1 or 1 == 2
[61, 70, 81, 95, 96, 98]. Another widely used transformation is numerical operation rewrit-
ing, where operations like x++ are rewritten as x = x + 1 [22, 56, 61, 95, 97]. These
transformations frequently appear together in adversarial code generation studies.

Operation toggling, a less common transformation, involves substituting an operator with
its equivalent or alternative form [98]. Similarly, comparison operator replacement has been
explored, such as rewriting x < y as y > x [22, 70, 97]. While these transformations can
modify syntax, they require careful implementation to preserve semantic integrity.

Other less common transformations include variable type replacements [97], which change a
variable’s data type, though this demands attention to type size and context to avoid errors.
Operand permutation, where operands in calculations are swapped, is another example of
a grammatical transformation (e.g., rewriting x + y as y + x ) [67, 98]. Other less
common transformations include API call substitution [56, 96] and prefix/suffix swapping,
which adjusts numeric values by altering their prefixes or suffixes [56, 70].

Rarely used transformations include those presented by Yu et al. [22], such as replacing logical
operators in C++ (e.g., swapping && with || ), converting arrays to pointers, changing
array definitions to use malloc , and pointer-reference transformations (e.g., converting
a.b to &a -> b ). Other examples involve casting and integer transformations or using
ASCII codes to represent characters.

Similarly, Tian et al. [56] proposed unique transformations, such as splitting conditional
structures using boolean operators, transforming ternary operators into conditional state-
ments, and splitting multiple variable declarations. For instance, int j, k = 0; can be

rewritten as int j = 0; int k = 0; . Another transformation involves replacing con-

stants with variables holding the same value. For example, int x = 10; can become
int y = 10; int x = y; [61].
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While grammatical transformations offer significant variety and creativity for generating
adversarial samples, their individual effectiveness remains uncertain and requires further em-
pirical investigation.

The structural transformations category includes transformations that change conditional
or loop structures. The transformations used in this category are also commonly used in
conjuntction with other transformations, like renaming [56, 61, 70, 72, 97] and insertion
transformations [56, 61, 98]. These are applied with the same objectives of the former:
trying to create variations that lead to a similar code, but change the model’s prediction.
Similarly to grammatical transformations, none of the papers retrieved from the databases
relied primarily or exclusively on structural transformations. As such, it is not easy to assess
their effectiveness in adversarial samples generation. Neverthless, structural tranformations
are commonly used in conjunction with other types of tranformations to create adversarial
samples. They are often applied with no structural-specific heuristics, meaning they are
easier to implement.

The most common examples of structural transformations include converting "while" loops
to "for" loops [56, 61, 70, 97, 98], and transforming "if" statements to "switch" struc-
tures [56, 61, 97, 98]. Usually, the works that implement the loop conversion transfor-
mations implement the condition structures conversion transformations [56, 61, 97, 98].
The other transformations in this category are less common. One of this transforma-
tions is the permutation of statements that have no data and control dependency [67,
98]. For example, the code int n=1; int m=2; can be replaced by int m=2;int n=1; .
It is important to highlight that this transformation can only be applied to independent
statements, that share no control or data dependency. Otherwise, the resulting code may
not be correct. Despite not being a common transformation, the expression unfolding
can also be employed [56, 98]. This transformation only changes the structure of the
code, replacing a complex expression with a single variable that holds the computed value
of the expression (for example, Math.min( values.length,length ); is converted to

int var = values.length; Math.min(var, length); ). The merge or split of condi-
tional structures using boolean operators [56] and the ternary to condicional structure [56],
while not being common, can also be used.

The final category, insertion transformations, includes all transformations that add new
code to the original source code without altering its functionality. Among these, the most
well-known and widely used technique is dead code insertion, that usually involves adding
blocks of code that are never executed. This transformation, often paired with renaming
transformations, is one of the few methods used solely to generate adversarial samples [46].
These additions are typically placed within conditionals or loop structures with conditions that
are always false or consist of statements that have no practical effect, such as introducing
unused variables [75, 96]. While the added code does not change the program’s semantic
meaning, it can include "vulnerable" segments that are never executed, potentially altering
the model’s prediction.

Dead code insertion has been shown to be highly effective and is often used alongside renam-
ing transformations to create adversarial source code samples [21, 94]. It is also frequently
combined with grammatical transformations or other insertion techniques [22, 61, 67, 69,
75, 95, 96, 98]. However, while effective [46] at exploiting a model’s inability to recog-
nize the non-functional nature of inserted code, this transformation can make adversarial
examples appear less natural and easier to detect [97, 99].
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Other transformations in this category include the injection of print statements [61, 67,
75, 81, 95, 96], where calls to functions such as print are inserted without affecting the
program’s logic. Empty statement additions [69] and duplicated statement insertions [96]
are also used, as they preserve the program’s original functionality while introducing subtle
changes.

It is also worth mentioning that alternative strategies can be employed to generate adver-
sarial samples. Yao et al. [100] utilized reinforcement learning to create adversarial samples
through an unsupervised approach that incorporated multiple reward criteria. These criteria
included code consistency, fluency, the ratio of changes, performance degradation, and at-
tack diversity. CodeBERT was used as a benchmark to enforce the generation of consistent
examples. However, since this approach is unsupervised and depends on LLMs to ensure the
correctness of the generated code, there is no guarantee that the resulting code is entirely
correct. Li et al. [71] extracted coding style attributes from programs and used them to
create adversarial samples that were effective at decieving models for authorship attribution.
Despite effective, this method is only appliable to authorship attribution tasks. Other studies
use techniques that are applied to the model’s embedding layer [23, 101]. These techniques
doesn’t apply the transformations directly to the source code, modifying the representation
of it instead. Other techniques for NLP may be applicable in code models [102] that use
NLP for code generation, however these non-specific NLP attacks are not the main focous
of this section.

Adversary Objective

The generation of the adversarial samples using the transformations stated above can be
applied in different forms. The most relevant aspect to consider when generating adversarial
samples using semantic-preserving transformations is the adversary objective. If the attacker
aims to manipulate the model into predicting a specific incorrect category, the process of
generating adversarial samples becomes more complex [21]. This type of attack, known
as a targeted attack [10], requires the adversarial generation process to employ heuristics
or strategies that guide the application of transformations. These transformations must be
calculated to ensure that the altered code leads the target model to predict the exact desired
incorrect class.

On the other hand, if the attacker’s goal is merely to change the model’s prediction to
any other incorrect category, the generation process is simpler [21]. This type of attack,
known as a non-targeted attack [10], is generally less complex because do not require the
transformations to achieve a precise misclassification. As such, any incorrect prediction is
sufficient for the attack to succeed [10, 21].

To achieve these goals, especially in targeted attacks, attackers often fine-tune various pa-
rameters during the transformation process. For instance, in renaming transformations, the
selection of replacement identifiers can be strategically optimized to increase the likelihood
of achieving the desired adversarial outcome. Another critical factor is the number of trans-
formations applied to each adversarial sample. Although applying too many transformations
can reduce the naturalness of the generated code, making it easier to detect, experimental
results suggests that increasing the number of transformations can improve the effective-
ness of adversarial samples. Overall, the balance between applying enough transformations
to achieve the adversarial goal and maintaining the naturalness of the modified code is
essential, particularly for targeted attacks where precise misclassification is required.
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2.4 Chapter Remarks

The state-of-the-art review presented in this chapter highlights research in adversarial ro-
bustness for source code models. By systematically analyzing recent advances, several key
insights emerge regarding methods for attacking, defending, and improving the robustness
of these models.

First, it is evident that attacks on code models are more prevalent in the literature than
defensive strategies or methods for improving model robustness. Adversarial attacks remain
the most common, using a variety of transformation techniques and heuristics to generate
effective adversarial examples. With the increasing adoption of LLMs for code analysis tasks,
the scientific community has begun to propose more targeted attacks on these models.
However, this area remains underexplored, highlighting the need for a deeper investigation
into the vulnerabilities of code models to both traditional and LLM-specific attacks.

Second, while much research has focused on attack methodologies, some progress has been
made in developing defense strategies. These include preprocessing techniques, adversarial
training, and meta-prompting for LLMs. Many of these defenses are specifically tailored to
counter adversarial attacks, which represent the majority of threats identified in the litera-
ture. Despite these advances, no defense mechanism has yet achieved complete robustness,
highlighting the ongoing arms race between attack and defense in this domain.

In summary, this chapter highlights the challenges and opportunities in developing robust
source-code analysis models. It provides a comprehensive overview of existing attack and
defense mechanisms and identifies key gaps in current research. In particular, the lack of
standardized code transformation tools means that most studies rely on custom implementa-
tions to generate adversarial samples, limiting comparability and reproducibility. In addition,
the vulnerabilities of emerging technologies such as LLMs in the context of code analysis re-
quire more thorough investigation to ensure the resilience and reliability of these increasingly
critical systems.
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Source Code Processing Engine 2

The literature review reveals that there is no common tool or approach among various
studies for generating adversarial code examples. While SCoPE was not originally created
for this purpose, it offers significant potential in this area. By applying a sequence of
transformations to source code, SCoPE generates a language-agnostic representation that
streamlines further analysis. This chapter first examines the original SCoPE implementation
through the lens of adversarial sample generation and then introduces an enhanced version
that overcomes the shortcomings of its predecessor. The updated framework will be used
in the experimental procedure, demonstrating how it can be used to improve code model’s
robustness.

3.1 SCoPE

The Source Code Processing Engine (SCoPE) was originally conceived to generalize source
code before using it for LLM fine-tuning or inference [103]. Its primary goal was to strip away
programmer-defined identifiers so that models would concentrate on the semantic elements
responsible for vulnerabilities, rather than on arbitrary variable or function names. These
names, such as "tempVar", "userInput", or "processData", often reflect the developer’s
personal preferences, which may vary widely and introduce noise. By removing or stan-
dardizing them, SCoPE reduces this variability and helps ensure that models learn patterns
related to the code’s behavior and logic, rather than superficial naming choices. Designed
to operate at the function level, SCoPE is well-suited for datasets like DiverseVul [104] and
CVEfixes [105], which include real-world C and C++ functions with vulnerabilities.

To achieve reliable parsing and analysis, SCoPE is built using the ANTLR4 framework [106]
and a publicly available C/C++ grammar [107]. Once ANTLR4 generates a parse tree
for each function, SCoPE offers a configurable set of transformations, such as replacing
programmer-defined function and variable names with generic placeholders, substituting
string literals with a single token, normalizing whitespace, removing comments, and tok-
enizing the transformed code [103]. Depending on the use case, any subset of these trans-
formations can be applied rather than enforcing them all. Figure 3.1 illustrates an example
of the SCoPE code processing workflow: the original source is normalized, identifiers are
generalized, and the resulting code is tokenized for downstream tasks.

Despite having been designed for code generalization rather than adversarial example gen-
eration, SCoPE’s variable-replacement process bears a strong resemblance to techniques
used in studies that create adversarial samples by manipulating names within the code. This
observation prompted an initial evaluation of SCoPE to determine whether it could be re-
purposed for generating adversarial code examples. During this evaluation, several critical
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Figure 3.1: The SCoPE process used for identifier generalization on [103].

limitations emerged that ultimately made the original SCoPE implementation unsuitable for
that purpose.

One major limitation was its tight coupling to a specific grammar. Because SCoPE re-
lied on ANTLR4, any attempt to support additional programming languages would require
finding or writing a matching grammar and then implementing custom parse-tree traver-
sal code for that language. This approach can quickly become unwieldy, especially when
compared to others that use more modern and language-agnostic tools such as TreeSit-
ter [108]. TreeSitter provides a standardized query interface that works consistently across
many languages, producing parse-tree data in an uniform format. This uniformity makes it
far simpler to build tools that can generate adversarial samples for different programming
languages without rewriting substantial portions of the code.

Another problem arose when working with C and C++ macros. Many code samples, particu-
larly those extracted from the Linux kernel, rely heavily on macro definitions. Unfortunately,
the original SCoPE implementation had no mechanism for handling code containing macros,
resulting in the incomplete processing of code that makes extensive use of macro-based
constructs.

Extending SCoPE with additional transformations proved to be a significant challenge. Be-
cause each pass through the source code required explicit traversal and modification of the
ANTLR4 parse tree, adding new adversarial-specific transformations became a complex task.
With each new transformation, dependencies on the parse-tree structure were introduced,
forcing developers to write new code for every change. This significantly hindered flexibility
and discouraged experimentation with more sophisticated adversarial manipulations.

Taken together, these shortcomings led to the conclusion that retrofitting the original SCoPE
engine for adversarial sample generation would incur disproportionate effort for only marginal
gains. Although its identifier-generalisation transformations are conceptually aligned with
attack techniques, its dependence on ANTLR4 grammars, lack of macro support and the
difficulty of extending transformations render it impractical. Consequently, a decision was
made to develop a new framework, one that builds upon SCoPE’s core ideas but addresses
its limitations by adopting a more flexible, parser-agnostic architecture. This new framework,
dubbed SCoPE2, will serve as the foundation for the experimental procedures outlined in
later chapters, where its impact on the robustness of code analysis models will be evaluated.
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3.2 Guiding Principles

Before exploring the design and implementation of SCoPE2, it is important to establish
its guiding principles and objectives. The primary goal is to develop a framework that
addresses the shortcomings of the original SCoPE while making it easy to apply common
transformations, such as replacing variable names, to source code. At the same time, this
framework must remain extensible, allowing users to add or modify transformations to suit
their specific needs. Although SCoPE2 was conceived with adversarial example generation
in mind, its design does not restrict it to that use case; instead, it maintains broad flexibility
for diverse applications. During development, the following core principles influenced every
architectural and implementation decision:

• Flexibility: This principle was the most influential in shaping the design and implemen-
tation of the solution. As demonstrated by an extensive literature review, there exists a
wide variety of code transformations and application methods, each closely tied to the
user’s specific objectives. Consequently, it is impractical to implement every variant of
each transformation. Even if it were feasible, maintaining flexibility is essential to allow
new methods to be incorporated into the framework. In essence, without flexibility,
the solution would lose much of the value it can offer to the scientific community.

• Reliability: Every implemented transformation has been rigorously tested using a
comprehensive suite of tests to ensure that the provided transformations can be applied
consistently and safely.

• Performance: Unlike the original version, SCoPE2 has been engineered to work with
TreeSitter, a highly efficient parser. Design decisions, such as compiling all transfor-
mation queries into a single query that is processed by TreeSitter, contribute to the
framework’s performance.

3.3 Solution Design

The SCoPE2’s design followed the levels of the C4 architecture [109] and the 4+1 views
[110]. The C4 model decomposes a system into four hierarchical levels to clarify how in-
dividual parts fit together, while the 4+1 views organize a system’s architecture into five
perspectives to cover different stakeholder concerns. Because SCoPE2 is delivered as a
reusable library rather than a standalone application, not all C4 levels and 4+1 views can be
shown in full detail. In particular, runtime deployment diagrams or physical-infrastructure
views are not directly relevant to a library whose users embed it within their own systems.
Nevertheless, the principles behind these frameworks guided the decomposition and organi-
zation of SCoPE2’s internals.

SCoPE2’s architecture is founded on a clear separation between repositories and trans-
formations. Repositories serve as modular adapters that encapsulate all interactions with
external code-analysis engines or data sources: they are responsible for parsing source
code into abstract syntax trees (or other intermediate representations), executing queries
against those structures, and exposing utility methods for token mapping and tree manip-
ulation. Each repository implements the abstract Repository interface and is registered
under a unique name within a shared RepositoryContext. By default, SCoPE2 includes
a TreeSitterRepo, which uses TreeSitter to produce parse trees and query results, and
is accessible through the RepositoryContext.tree_sitter_repo attribute. Developers
may extend SCoPE2’s analysis capabilities by integrating alternative parsers, custom AST
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representations, or specialized data sources as repositories. The addition of new repositories
is done at runtime by invoking the addRepository() method on the primary SCoPE2 entry
point. Once registered, every repository becomes immediately available to all transforma-
tions via the RepositoryContext, ensuring a consistent abstraction over heterogeneous
implementations. The relationships between the classes described are shown in Figure 3.2,
with the user specific implementation of a custom repository being represented with the
class "OtherUserRepo".

Figure 3.2: Class diagram of the repository-related classes.

Building on this repositories-layer, SCoPE2 provides two categories of built-in transforma-
tions: QueryTransformation and RegularTransformation, each extending its respective
abstract base class. Despite variations in implementation, every transformation must im-
plement the run() method to execute its logic when invoked, carry a unique identifier so
that the user’s configuration can be matched correctly, and declare its intended processing
phase (PreProcessing, Processing or PostProcessing) to indicate when it should be applied,
even though these phases are not strictly enforced by default. This flexible yet consistent
design allows users to create, configure and integrate new transformations without being
constrained by rigid architectural requirements.

The constructor of each transformation must accept an instance of the RepositoryContext,
which grants access to any repository, and a dictionary containing the transformation’s con-
figuration. During the execution of the run() method, the transformation receives an
instance of the ProcessingEntry class. This central class stores the context of the code
during the entire process of applying the various transformations. It contains the code, the
parse tree generated by TreeSitter, dictionaries mapping the tokens replaced by the trans-
formations back to the original tokens, a list of transformations that have already been
applied and an initially empty dictionary called _context. This _context is designed to
allow user-created transformations to store additional data that may be used later by other
transformations. To access the data stored by previous transformations, one must know the
name of the transformation that stored the information. Figure 3.3 shows the class diagram
of the transformation-related classes.
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Figure 3.3: Class diagram of the transformation-related classes.

Orchestration of the entire workflow is handled by the SCoPE2 class, which serves as both
the main entry point and the central controller. When the user calls the process() method,
control passes to the PreProcessing service. Figure 3.4 illustrates the first phase of the
workflow, where transformations are loaded, instantiated, and prepared for execution. In
this phase, the PreProcessingService interprets user settings and guarantees that each
module has both the context it needs and its configuration parameters. Figure 3.5 de-
picts the subsequent execution stages: once initialized, transformations may run in their
declared phase. Transformations with the phase PreProcessing run first, followed by the
main processing phase, and concluding with post-processing transformations. Once again,
it is relevant to note that this strict enforcement of phases is disabled by default, and can
be enabled by the user.

Figure 3.4: Process view: Third-level overview of the SCoPE2 transformation
application - Part 1.
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Figure 3.5: Process view: Third-level overview of the SCoPE2 transformation
application - Part 2.

3.4 Adversarial Samples Generation

The SCoPE2 framework was designed from the ground up to be modular and extensible,
enabling a wide variety of code-manipulation tasks. SCoPE2 expands the SCoPE toolkit
with new transformations inspired by insights from the literature review, specifically geared
toward adversarial sample generation, while still retaining all of SCoPE’s original capabilities.

SCoPE2 provides a default suite of core transformations, primarily used in this work for
generating adversarial samples, and these can be combined or extended as needed. Each of
the built-in transformations are listed below alongside an example showing how it operates
on a small snippet of C/C++ code. Please note that if a pattern does not appear in the
input, SCoPE2 simply skips the transformations that depend on it.

• Dead Code Injection

Purpose: Insert code fragments that never execute but change the token sequence.

Example:

// Original
int compute(int x) {

return x * 2;
}

// After dead code injection
int compute(int x) {

if (1 == 2) {
// This block will never run
printf("Unreachable");

}
return x * 2;

}

Listing 3.1: Example of the effect of the dead code injection transformation.
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• Normalize Spacing Purpose: Collapse multiple spaces, tabs, or line breaks into a standard
format (e.g., single spaces).
Example:
// Original (inconsistent spacing)
int foo() {

printf("Hello, world!\n");
}

// After normalize spacing
int foo() {

printf("Hello, world!\n");
}

Listing 3.2: Example of the effect of the normalize spacing transformation.

• Prettify Code
Purpose: Re-indent and format code according to a consistent style.
Example:
// Original (braces on same line)
int bar(){
if(x>0){
return 1;
} else {return 0;} }

// After prettify code (all opening braces on new lines)
int bar()
{

if (x > 0)
{

return 1;
}
else
{

return 0;
}

}

Listing 3.3: Example of the effect of the prettify code transformation.

• Save/Remove Comments
Purpose: Temporarily store comments so other transformations can proceed without inter-
ference, or remove them entirely.
Example:
// Original

// Compute the next value
int next(int x) {

return x + 1;
}

// After removing comments

int next(int x) {
return x + 1;

}

Listing 3.4: Example of the effect of the remove comments transformation.

• Replace for with while
Purpose: Transform for-loops into semantically equivalent while-loops.
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Example:
// Original
for (int i = 0; i < 10; i++) {

sum += i;
}

// After replacing for with while
int i = 0;
while (i < 10) {

sum += i;
i++;

}

Listing 3.5: Example of the effect of the transformation that replaces for
with while structures.

• Replace Function Names
Purpose: Rename functions to a generic placeholder, e.g., FUNC0, FUNC1, etc.
Example:
// Original
int compute(int x) {

return x * 2;
}

// After replacing function names
int FUNC0(int x) {

return x * 2;
}

Listing 3.6: Example of the effect of the transformation that replaces function
names.

• Replace Literals with Equivalents
Purpose: Substitute constants with logically equivalent expressions, such as replacing true
with 1 == 1 or 0 with false.
Example:
// Original
if (true) {

do_something();
}

// After replacing literals with equivalents
if (1 == 1) {

do_something();
}

Listing 3.7: Example of the effect of the transformation that replaces literals
with equivalent values.

• Save/Remove Strings
Purpose: Analogous to comments, but for string literals: either archive them during trans-
formation’s execution or replace them with a generic token.
Example:
// Original
printf("Hello, world!\n");

// After replacing string literals
printf("S");

Listing 3.8: Example of the effect of the transformation that replaces strings.

• Replace Variable Names
Purpose: Rename variables to a generic placeholder, e.g., VAR0, VAR1, etc.
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Example:
// Original
int count = 0;
count += 5;

// After replacing variable names
int VAR0 = 0;
VAR0 += 5;

Listing 3.9: Example of the effect of the transformation that replaces variable
names.

• Swap Operators
Purpose: Flip binary comparison operators while preserving logical equivalence, e.g., a > b
becomes b < a.
Example:
// Original
if (x > y) {

max = x;
}

// After swapping operators
if (y < x) {

max = x;
}

Listing 3.10: Example of the effect of the transformation that swap operators.

In the context of this work, these transformations are applied whenever they are applica-
ble: Dead Code Injection, Remove Comments, Replace for with while, Replace Function
Names, Replace Variable Names, Replace Literals with Equivalents, Save Strings, and Swap
Operators.

To illustrate the combined effect of these transformations, consider the code snippet on the
left in Figure 3.6. It contains comments, string literals, a for loop, and comparison opera-
tors, all targets for adversarial manipulation. After applying the configured transformations
with the variable renaming configured to generalize all variable names (by default it only
generalizes 50%), the adversarial sample on the right is produced. Key changes include:

• Injection of a dead conditional that never executes, e.g. if (1 == 2) {...}.

• Conversion of the for loop into a semantically equivalent while loop.

• Removal of all comments and renaming of functions and variables.

• Swapping of comparison operators (e.g., > becomes < with operands reversed).

These transformations introduce lexical and structural variations without affecting program
semantics, thereby generating challenging inputs that probe model consistency.

3.5 Performance Analysis

While flexibility, demonstrated in the earlier example of SCoPE2’s extensibility, was a key
design goal, performance was also a critical consideration. To assess performance, a di-
rect comparison was conducted between transformations implemented in both SCoPE and
SCoPE2. This evaluation focused on two key metrics: execution time and memory usage,
which are especially relevant for large codebases or resource-constrained environments [111].

For the comparison, two similar scripts were created, one that uses SCoPE and other that
uses SCoPE2. Both scripts aim to process a 1,000 code snippets of the RDiverseVul dataset
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Figure 3.6: On the left, the original code snippet used as input for adversarial
generation; on the right, the corresponding adversarial sample generated by

SCoPE2.

[112], using the pandarallel library to parallelize processing, allowing the usage of four CPU
cores to speedup the process.

During each run, three transformations were applied to the source code: function and vari-
able name generalization, which replaced specific identifiers with generic ones, and comment
removal, eliminating all textual annotations. Both SCoPE versions were configured to re-
turn the transformed code as output, and SCoPE’s ANTLR4 error-recovery feature was
enabled to match the functionality provided by SCoPE2 through TreeSitter. By keeping the
number of inputs, applied transformations, and number of cores identical for both systems,
the experiment ensured equivalent testing conditions and allowed for a fair assessment of
performance differences.

Table 3.1: Performance Comparison of SCoPE and SCoPE2 [111].

Version Execution Time Peak Memory

SCoPE 3 m 42 s 84.9 MB
SCoPE2 6 s 79.2 MB

The original SCoPE required 3 minutes 42 seconds to complete the workload, whereas
SCoPE2 finished in just 6 seconds, only 2.7 % of the original runtime, highlighting a sub-
stantial optimization in execution time (Table 3.1).

Memory usage exhibited a more modest improvement. Figure 3.7 shows the SCoPE2 mem-
ory usage over time, and it is possible to verify that it peaked at 79.2 MB, stabilizing around
77.6 MB for most of the run. Figure 3.8 shows the results for SCoPE, that reached 84.9
MB with sustained usage near 80.4 MB. A standalone Python session that loaded the same
1,000-entry subset consumed 71.6 MB of RAM, indicating that data ingestion accounts for
the majority of the memory footprint [111].

Overall, SCoPE2 achieves a sigificant execution time speedup with a slight reduction in
peak memory usage, validating that its architectural improvements yield better execution
performance.
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Figure 3.7: Memory usage over time during SCoPE2 execution.

Figure 3.8: Memory usage over time during original SCoPE execution.

3.6 Extending SCoPE2

While the default transformations provided by SCoPE2 already enable a range of useful code
modifications, it is essential to ensure that the tool remains easily extensible to support
custom transformation needs. To illustrate the SCoPE2’s extensibility, this section presents
a simple example: a transformation that identifies all for loops in a code sample and inserts
a simple comment immediately before each one. Since the goal is to demonstrate the
transformation process rather than to generate meaningful comments, the inserted comment
is simply: "This is a dummy transformation."

To add a new transformation in SCoPE2, the user must complete three main tasks: (1)
define a query that locates the target syntax in source code, (2) implement the transforma-
tion class that applies the desired change, and (3) register the new transformation so that
it will be invoked during processing. In this example, the goal is to insert a simple comment
("This is a dummy transformation.") immediately before every for loop.
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First, because this transformation needs to locate loop constructs in the code, the imple-
mentation will leverage TreeSitter. In SCoPE2, any transformation that requires TreeSitter-
based pattern matching is classified as a QueryTransformation. The very first step is there-
fore to add a new query to the configuration file, associating that query with a unique query
ID. These queries are made using the TreeSitter query language, and are used by TreeSitter
to extract code snippets of interest. The configuration file shown in Figure 3.9 maps query
IDs, used internally by SCoPE2, to their corresponding TreeSitter query strings. In this case,
a query named add_comment_to_for_declaration that matches every for statement in
C/C++ code is added. At runtime, SCoPE2 will pass the entire AST through TreeSitter,
execute this query, and return a list of syntax nodes corresponding to each for loop.

Figure 3.9: Example of the configuration file for this scenario.

After defining the query, the next task is to implement the transformation class. All
QueryTransformations share a common template: they must declare a name that precisely
matches the top-level element of the corresponding transformation block in the YAML
configuration file, and they must implement a "run" method which accepts the parsed
source code and returns a modified version. In this example, the transformation class
is named AddCommentToForDeclaration. Inside its run method, the code retrieves the
list of loop nodes by invoking the TreeSitter query associated with yaml block named
"add_comment_to_for_declaration". For each node, the transformation inserts the
string "/* This is a dummy transformation. */" immediately before the loop’s starting
token. The full implementation is shown in Figure 3.10, where the class constructor simply
stores its name and any configuration parameters, and the run method performs (1) query
execution, (2) node identification, and (3) comment insertion.

With the query and transformation class in place, the final step is to register the new
transformation in the list that SCoPE2 will execute when processing source code. When
creating a SCoPE2 instance, the user provides a list of transformation classes (by name) and
any additional settings they require. Because SCoPE2 always instantiates transformations at
runtime, the user need only add AddCommentToForDeclaration to their transformation list
when instanciating the SCoPE2 class. From that point on, whenever SCoPE2.process(...)
is called, the PreProcessing service will recognize the new transformation, supply it with
the repository context and configuration dictionary, and then run it in sequence with any
other enabled transformations. Figure 3.11 shows an example of a code snippet after the
“dummy comment” has been inserted before each for loop.
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Figure 3.10: Example of the transformation implementation.

By following these three steps, adding a TreeSitter query, implementing a QueryTransforma-
tion class, and registering the class in the transformation pipeline, a user can quickly extend
SCoPE2 with new functionality tailored to their specific needs. Because each transformation
must adhere to a standard, integrating additional transformations remains straightforward
and consistent. For more detailed implementation guidance or additional clarifications, please
refer to the SCoPE2 repository 1.

3.7 Chapter Remarks

This chapter has introduced the SCoPE2 framework, which is designed for extensibility and
flexibility. This new SCoPE version introduced multiple improvements, both in extensibility
and performance, with the new version only needing 2.7% of SCoPE’s execution time to
process the same number of samples.

Beyond the applications of SCoPE2 explored so far, such as removing programmer-defined
identifiers to improve model generalisation, its ability to generate semantically equivalent
code with lexical and syntactic variation has potential for adversarial example generation.
Subsequent chapters explore the use of SCoPE2 to improve and evaluate code models
robustness.

1https://github.com/jp2425/scope2
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Figure 3.11: Java code example with the new transformation applied.
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Chapter 4

Improving Code Model’s Robustness

In order to address the lack of effective defenses for code-analysis LLMs, this chapter presents
a novel architecture that combines adversarial fine-tuning with a SCoPE2–powered normal-
ization layer (the N&P strategy). The first stage uses SCoPE2 to generate adversarial
code samples, which are then employed to fine-tune a base model to improve its robustness
against adversarial attacks. Building on this, the second stage wraps the fine-tuned model
with a preprocessing layer that replaces all function and variable identifiers with generic
placeholders, neutralizing the most prevalent adversarial technique: renaming programmer-
defined identifiers. The remainder of this chapter describes each element of the proposed
architecture, details the datasets and preprocessing pipeline, specifies the base model and
training hyperparameters, and defines the evaluation metrics used to measure robustness
gains.

4.1 Proposed Architecture

The systematic review in Chapter 2 highlighted two primary defenses against adversarial at-
tacks on code models: adversarial training and fine-tuning. While full adversarial training can
significantly improve robustness, it is computationally prohibitive for LLMs due to the cost
of retraining. Adversarial fine-tuning, by contrast, has proven to be a practical alternative
[75, 87], though it does not guarantee complete immunity: some adversarial inputs can still
influence model predictions [21].

To further bolster model resilience, the proposed architecture integrates adversarial fine-
tuning with the N&P strategy. Although prior work has applied N&P alongside adversarial
training [88], its combination with fine-tuning remains unexplored.

Therefore, the architecture consists of two stages:

1. Adversarial Fine-Tuning: The process begins by evaluating the base model on a
clean test set to establish a performance baseline. Next, SCoPE2 is used to generate
adversarial code samples, which are then split into training, validation, and test subsets.
The base model is evaluated on the adversarial test set to measure its vulnerability
to these perturbations. Afterward, the model is further fine-tuned on the adversarial
training set, as described in [21]. Finally, the fine-tuned model is re-evaluated on the
adversarial test set to quantify any robustness improvements.

2. Normalization Layer (N&P): Wrap the fine-tuned model with a preprocessing layer
that replaces all function and variable identifiers in the input code with generic names.
This layer neutralizes the most common adversarial strategy, renaming identifiers,
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generalizing all identifiers before inference. The complete solution is depicted in Fig-
ure 4.1, where the code is first handled by the preprocessing layer before being passed
to the model.

Figure 4.1: Final architecture with SCoPE2 normalization layer (Stage 2).

Subsequent sections evaluate the effectiveness of each stage in improving model robustness
against adversarial perturbations.

4.2 Datasets and Data Preprocessing

Before diving into the architecture and experimental results, it is essential to introduce the
dataset used in this study. Table 4.1 lists datasets commonly employed for vulnerability
detection research. From this overview, it can be observed that most datasets operate at
the function level, and many, including widely used collections such as Juliet and Draper, rely
on synthetic code. Datasets containing synthetic samples were excluded from this work, as
such data often fail to capture the complexity of real-world code. Although models trained on
synthetic datasets may achieve high scores in controlled experiments, they typically generalize
poorly when applied to real-world code [113].

Name Uses Synthetic Data Size Language Granularity

Juliet [114] Yes 64 099 C Function level
Devign [115] No 48 687 C Function level
VulDeePecker [116] Yes 61 638 C/C++ Slice level
muVulDeePecker [117] Yes 181 641 C/C++ Slice level
Big-vul [118] No 264 919 C/C++ Function level
Draper [119] Yes 1.27 M C/C++ Function level
REVEAL [120] No 18 169 C/C++ Function level
DiverseVul [104] No 349 437 C/C++ Function level
FormAI [121] Yes 112 000 C Function level

Table 4.1: Overview of selected vulnerability detection datasets.

The RDiverseVul dataset [112] served as the foundation for all experiments. This collection
is a refined version of DiverseVul, a dataset designed to be the largest non-synthetic dataset
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available for software vulnerability detection. In RDiverseVul, erroneous entries, such as
functions containing only comments or nearly identical functions labeled inconsistently, were
removed through a SCoPE2-powered cleaning script. Table 4.2 summarizes the RDiverseVul
features: the func column holds the C/C++ function source, while target indicates whether
the function is vulnerable. The remaining fields (e.g., cwe, project, commit_id, size, and
message) provide metadata but were not used for model training.

Table 4.2: RDiverseVul Dataset Features [122]

Feature Description

func Contains the C/C++ function code.
target Does the function is vulnerable or not.
cwe List of respective CWEs present in the function.
project Project from where the function was extracted.
commit_id Identifier of the commit.
size Size of the function.
message Commit message.

To generate adversarial examples, the raw function code was first stripped of all comments
using SCoPE2’s Remove Comments transformation, ensuring that no samples consisted
solely of comments after tokenization. Then, the following transformations were applied:
Replace Literals with Equivalent Values, Swap Operators, Replace for with while, Dead
Code Injection, and Variable and Function Name Replacement. All transformations were
applied using their default settings, with one exception: the Variable Name Replacement
transformation was configured to replace only 50% of the variable names with generic iden-
tifiers. This partial replacement was chosen to introduce variability in commonly used names
while still retaining some original identifiers in the adversarial samples.

After generating the adversarial samples, and to ensure a fair comparison of results, a bal-
anced subset of 10,000 entries from RDiverseVul was extracted and used in all experiments.
This subset was chosen due to computational resource limitations, which made fine-tuning
a LLM on the full dataset infeasible within a reasonable timeframe. The holdout method
was applied to this subset, resulting in a 70/20/10 split for training, validation, and testing,
respectively. These splits were saved to disk and consistently reused across all experiments.

After the split, an additional version of each subset was created, in which all variable names
were fully generalized. These generalized versions will be used to evaluate the second stage
of the solution, represented in Figure 4.1, that includes a normalization layer powered by
SCoPE2.

4.3 Base Model

The experiments in this work build upon LLaMA 3.2 [123], a transformer-based language
model with 1.23 billion parameters that has demonstrated strong performance when fine-
tuned for binary classification tasks involving C/C++ code [122]. Rather than training from
scratch, a checkpoint of LLaMA 3.2 already fine-tuned to distinguish between vulnerable and
not vulnerable functions was adopted, providing a robust starting point with macro-averaged
F1 scores of 0.66 on real-world held-out data [122].
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In this thesis, all adversarial fine-tuning iterations were conducted using the same hyperpa-
rameters established in [122]. These hyperparameters are detailed in Table 4.3.

Table 4.3: Model Hyperparameters [122]

Hyperparameter Value

Epochs 4
Batch Size 32
Learning Rate 2× 10−5
Weight Decay 0.01
Evaluation Interval Every 100 steps

Due to computational constraints, fine-tuning was performed using the Low-Rank Adapta-
tion (LoRA) technique, a Parameter-Efficient Fine-Tuning (PEFT) method that significantly
reduces the number of trainable parameters [124]. This approach enables faster training
while maintaining model performance.

4.4 Evaluation Metrics

For model evaluation, several metrics are employed to compare the performance of AI models.
These standard metrics reflect specific strengths and weaknesses of the models, providing
insights into their overall effectiveness. The foundation for model evaluation is the confusion
matrix (Figure 4.2), which summarizes the comparison between predicted and true labels by
reporting the numbers of True Positives (TP), True Negatives (TN), False Positives (FP)
and False Negatives (FN) for each class.

Figure 4.2: Confusion matrix for binary classification [125]

One of the most commonly used metrics is Accuracy, which measures the proportion of
correctly classified samples across all classes. Accuracy is easy to interpret and implement,
but it can be misleading when classes are imbalanced: a model may achieve high accuracy
by simply predicting the majority class on every example. It is defined as:

Accuracy =
TP + TN

TP + TN+ FP + FN
(4.1)
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To treat each class equally, the macro-averaged versions of precision, recall, and F1-Score
will be used. This metrics version is also given by default by the Scikit-learn library, used
for evaluation in this work. Given K classes, let Precisioni , Recalli , and F1i be the metrics
computed on class i .

Precision measures how many of the positive predictions are actually correct. Macro-
averaging ensures that small classes contribute equally to the overall score, preventing dom-
inant classes from masking poor performance on rarer ones. It can be defined as:

Precisionmacro =
1

K

K∑
i=1

TPi
TPi + FPi

(4.2)

The recall (or sensitivity) measures how many of the actual positive instances the model
correctly identifies. It can be defined as:

Recallmacro =
1

K

K∑
i=1

TPi
TPi + FNi

(4.3)

The F1-Score is the harmonic mean of precision and recall, combining both into a single
metric. It can be defined as:

F1macro =
1

K

K∑
i=1

(
2×
Precisioni × Recalli
Precisioni + Recalli

)
(4.4)

In addition to these metrics, the ASR was also adopted, not to assess the model’s perfor-
mance, but rather to evaluate the effectiveness of the generated adversarial examples. The
ASR is defined as:

ASR =
Nsuccess
Ntotal

(4.5)

where Nsuccess represents the number of adversarial examples that successfully mislead the
model, and Ntotal is the total number of adversarial examples generated or attempted.

4.5 Chapter Remarks

This chapter has laid the groundwork for the robustness experiments that will be done in
the next section by detailing the rationale behind each design choice and explaining how
they connect to subsequent analyses. The decision to base all experiments on RDiverseVul
dataset, rather than any synthetic dataset, ensures that adversarial samples reflect real-world
code diversity, while the use of a pre-fine-tuned LLaMA 3.2 checkpoint provides a baseline
from which improvements can be measured. Applying LoRA for adversarial fine-tuning
allows efficient adaptation of the 1.23 billion-parameter model within available computational
resources, and the specific SCoPE2 transformations described here reflect a balance between
preserving semantic value and introducing syntactic variation. In the next chapter, these
components will be brought together, evaluating the adversarially fine-tuned model on clean
and adversarial test sets, and then assessing the impact of SCoPE2’s normalization layer on
model’s performance.
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Chapter 5

Results and Discussion

This chapter presents and analyzes the experimental results. First, the base model is eval-
uated to establish a performance baseline. Then, the impact of adversarial fine-tuning is
assessed, followed by evaluation of the fine-tuned model protected with an additional nor-
malization layer. Finally, the relationship between adversarial-original sample similarity and
defense effectiveness is examined.

5.1 LLaMA 3.2 Evaluation

After preprocessing, the base model was first evaluated on a clean test subset in which all vari-
able and function names had been generalized by SCoPE2. This identifier abstraction aligns
with the model’s training regime, having been fine-tuned for identifier-agnostic vulnerability
detection, and leverages prior findings that removing programmer-defined names improves
performance by reducing distractions from superficial naming patterns [122]. Establishing
this baseline on clean, generalized inputs ensured that the model’s core classification ability
could be measured under ideal conditions. Only afterward was the same model tested on ad-
versarial examples generated by SCoPE2, which introduced semantics-preserving edits such
as renaming, dead code injection, operator swaps, and loop restructurings. By comparing
results on these two datasets, first clean and generalized, then adversarial, the evaluation
framework clearly isolates how much performance is lost to adversarial perturbations and sets
the stage for improvements through fine-tuning and normalization. It is relevant to highlight
that this model was chosen because it already outperformed the best model created by the
DiverseVul authors [104] by 19 percentage points in F1-Score.

Table 5.1: Performance of the base model on clean versus adversarial samples.

Model / Dataset Accuracy Precision Recall F1-Score
NatGen on clean samples [104] 92% 52% 43% 47%
Base model on clean samples [122] 66% 65% 67% 66%
Base model on adversarial samples 60% 62% 60% 59%

Evaluation on adversarial samples reveals that accuracy decreases from 66% to 60%, pre-
cision from 65% to 62%, recall from 67% to 60%, and F1-Score from 66% to 59%. The
7-point drop in F1-Score, along with consistent declines across all metrics, indicates signifi-
cant vulnerability to adversarial perturbations. Such results demonstrate that strong perfor-
mance on clean data does not ensure robustness under adversarial conditions, underscoring
the importance of defense mechanisms.
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5.2 Adversarial Fine-Tuning

The first defense mechanism, and the core of the proposed solution, is adversarial fine-
tuning of the base model. The main idea is to start from a model already fine-tuned for
good performance on clean samples, and then further fine-tune it to improve robustness
against adversarial attacks [21]. For this adversarial stage, the hyperparameters originally
applied in the base-model fine-tuning for Software Vulnerability Detection (SVD) detection
are reused [122], and LoRA is again employed to reduce computational cost and memory
footprint.

The pre-trained LLaMA model, originally designed for text generation, is repurposed for
binary classification by adding a lightweight linear layer on top of its transformer backbone.
When given an input sequence, the model generates a 2048-dimensional pooled represen-
tation, which is then passed through this final linear layer to produce two logits (one for
"vulnerable", one for "not vulnerable"). Rather than fine-tuning all 1.23 billion parameters,
only a small subset of parameters is trained, thanks to the usage of LoRA. In addition, the
pre-trained weights are stored in 4-bit quantized form to minimize memory usage. As a re-
sult, both GPU memory requirements and overall computational cost are drastically reduced,
making adversarial fine-tuning feasible even on modest hardware without compromising the
final classifier’s accuracy.

Table 5.2 summarizes the performance of of the fine-tuned model, compared with the ad-
versarial and clean evaluation of the base model.

Table 5.2: Results with the adversarial fine-tuned model and the base model
experiments.

Model / Dataset Accuracy Precision Recall F1-Score
NatGen on clean samples [104] 92% 52% 43% 47%
Base model on clean samples [122] 66% 65% 67% 66%
Base model on adversarial samples 60% 62% 60% 59%
Fine-tuned model on adversarial samples 65% 65% 65% 65%

These results indicate that adversarial fine-tuning with LoRA effectively mitigates the ro-
bustness gap, achieving performance on adversarial samples comparable to that of the base
model on clean inputs. The improvements in both precision and recall under adversarial con-
ditions suggest that the model maintains its ability to produce reliable predictions for both
classes. This outcome supports the use of adversarial fine-tuning as a viable and effective
defense mechanism for binary classification in the context of the SVD task, with the 1%
F1-Score gap being in line with results found on literature [21].

However, it is important to highlight that, although this approach significantly improves
model performance under adversarial inputs, as noted in the literature review, more advanced
attack methods exist that specifically exploit programmer-defined identifiers to manipulate
model outputs. The literature does not present a fully effective solution to this problem,
as all proposed defenses, including adversarial fine-tuning, can be bypassed by sophisticated
attackers using advanced identifier manipulation strategies. In this thesis, a complementary
solution to adversarial fine-tuning is proposed, involving the introduction of a normalization
layer designed to remove all programmer-defined identifiers from the input samples before
they are processed by the model.
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5.3 Normalization Layer

The normalization layer serves as a preprocessing step applied to every code snippet at
inference time, with the specific goal of neutralizing identifier-renaming attacks. In practice,
this SCoPE2-powered layer systematically replaces every variable and function name with
a generic placeholder before passing the code to the classifier. By doing so, the model no
longer sees programmer-defined names, only standardized tokens, making it impossible for
an attacker to influence predictions simply by choosing misleading or obscure identifiers.
Without access to the original names, any attempt to trick the classifier through renaming
is effectively foiled, since the model’s decision must rely on the underlying structure and
logic rather than on superficial naming patterns.

However, directly applying this approach at inference without training the model on similarly
normalized code can lead to significant performance degradation [21]. To mitigate this,
the model was fine-tuned using code with all identifiers already normalized. The fine-tuning
process occurred in three stages: (1) the LLaMA 3.2 model was originally trained on code
with standard identifiers by Meta, (2) subsequently, it was fine-tuned on fully normalized code
for the SVD task as described in [122], and (3) finally, it underwent adversarial fine-tuning
using samples with mixed code representations, reflecting real-world attacks.

Table 5.3: Overall performance metrics across different model configurations.

Model / Dataset Accuracy Precision Recall F1-Score
NatGen on clean samples [104] 92% 52% 43% 47%
Base model on clean samples [122] 66% 65% 67% 66%
Base model on adversarial samples 60% 62% 60% 59%
Fine-tuned model on adversarial samples 65% 65% 65% 65%
Fine-tuned + SCoPE2 normalization layer 64% 66% 64% 63%

To assess the effectiveness of the final approach, the fine-tuned model, augmented with the
SCoPE2 normalization layer, was evaluated on a subset of code samples with all identifiers
removed, simulating deployment in a real-world adversarial setting. As shown in Table 5.3,
the addition of the normalization layer results in a slight decrease in performance compared to
the adversarially fine-tuned model alone, with a 2% reduction in F1-score. Nevertheless, the
combined approach still outperforms the base model when test against adversarial examples,
confirming its effectiveness as a defensive mechanism. It is worth noting that, although this
setup yields a lower F1-score, potentially due to increased sensitivity to other types of code
transformations, it remains immune to identifier manipulation, which is the most prevalent
adversarial technique used to undermine code models.

5.4 Sample’s Similarity Impact on Adversarial Attack Effective-
ness

Even after applying multiple defense mechanisms, the model’s performance on adversarial
samples does not match its accuracy on clean inputs, confirming that no defense is entirely
foolproof. A natural next question is whether more extensive code transformations produce
stronger adversarial attacks. Understanding this relationship clarifies the degree of dissimi-
larity that adversarial examples must exhibit, and the effort required, to successfully mislead
the model.



52 Chapter 5. Results and Discussion

To explore this, each adversarial sample was paired with its original, "clean" counterpart, and
their textual similarity was computed using Python’s difflib library [126]. Early attempts
employed the MinHash algorithm, that can be used for estimating Jaccard similarity in large
ammounts of text, but it failed to detect minor but semantically significant code modifica-
tions. In contrast, difflib directly compares sequences of characters and is sensitive to
these small edits, making it more suitable for comparison.

As the primary measure of attack effectiveness, the ASR reflects the fraction of adversarial
examples that successfully change the model’s prediction, from “not vulnerable” to “vulnera-
ble,” or vice versa, regardless of overall accuracy. This focus on ASR isolates the effectiveness
of the transformed samples themselves, rather than on overall model performance.

Figure 5.1 presents ASR values for the fine-tuned model, grouped by intervals of similarity
between each adversarial code snippet and its original. The lowest-similarity group, those ad-
versarial samples that underwent the greatest number of SCoPE2 transformations, achieves
an ASR of up to 60%. In other words, when code is extensively modified (thereby reducing
its textual overlap with the original), the model is fooled most often. Outside of these
heavily altered cases, ASR remains relatively stable across moderate similarity ranges.

Figure 5.1: ASR for the adversarial fine-tuned model, grouped by similarity
interval.

The same set of experiments was performed on the non-fine-tuned model and the results are
presented in Figure 5.2. In this case, model vulnerability to adversarial perturbations is more
pronounced: samples with less than 30% similarity frequently yield ASR values exceeding
70%.

These findings suggest that lower similarity, corresponding to more extensive transforma-
tions, correlates with a higher probability of altering the model’s prediction. Although this
outcome contrasts with some prior work [75], the discrepancy may stem from the use of
the more recent LLaMA 3.2 model, the application of less aggressive identifier-renaming
transformations during attack, or more effective defense strategies incorporated into the
fine-tuned model.
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Figure 5.2: ASR for the non-fine-tuned model, grouped by similarity interval.

5.5 Chapter Remarks

This chapter has presented a comprehensive evaluation of defense strategies against adver-
sarial attacks in the context of SVD. Initial assessment of the base model revealed a marked
degradation in all performance metrics when subjected to SCoPE2-generated adversarial
samples, highlighting the model’s inherent vulnerability. Adversarial fine-tuning with LoRA
successfully closed the robustness gap, restoring performance on adversarial inputs to levels
nearly equivalent to those on clean code, and demonstrating its value as a cost-effective
defense.

The introduction of a SCoPE2-based normalization layer further strengthened resilience by
eliminating all programmer-defined identifiers at inference time. Although this additional
layer incurred a modest reduction in F1-Score relative to the adversarially fine-tuned model
alone, it immunized the classifier against the most pervasive manipulation tactic. Thus,
the combined pipeline offers a balanced trade-off between raw performance and robustness
against adversarial attacks.

Finally, analysis of sample similarity revealed a clear inverse relationship between code similar-
ity and ASR for both fine-tuned and non-fine-tuned models. Heavily transformed adversarial
examples (low similarity) produced substantially higher ASR values, underscoring the po-
tency of extensive identifier manipulations. These observations reinforce the necessity of
multimodal defenses and motivate further research into adaptive normalization techniques
and more sophisticated attack generation methods.

Overall, this chapter confirms that layered defenses that integrate both model-centric and
input-centric strategies prove essential for maintaining robustness in code analysis systems
under adversarial conditions.
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Chapter 6

Conclusions and Future Work

This final chapter summarizes the principal conclusions of the thesis, evaluates the extent
to which the original objectives have been achieved, discusses the limitations encountered,
and outlines promising directions for future research.

6.1 Summary of Achievements

All objectives defined at the outset of this work have been fully accomplished. Specifically:

• Objective 1: A systematic literature review identified existing techniques for attacking
code models and improving their robustness. It was determined that adversarial attacks
represent the most commonly studied threat in the literature, and that adversarial fine-
tuning is among the most effective defenses reported to date.

• Objective 2: Several methods for generating adversarial source-code samples were
identified. Unlike adversarial perturbations in natural language, transformations ap-
plied to code must preserve strict syntactic and semantic correctness. As a result,
the literature tends to favor techniques that maintain the original program behavior.
Common approaches include variable renaming, dead code insertion, and transforming
control structures, such as converting for loops into while loops. The techniques
identified under this objective were essential for achieving the subsequent objectives
successfully.

• Objective 3: Insights from the review were used in the design and implementation
of SCoPE2, a modular and extensible framework for adversarial sample generation on
code. SCoPE2 includes a suite of transformation modules and supports both attack
and defense workflows, and it is publicly available to the research community. This
new version significantly improves upon SCoPE, offering substantial enhancements in
execution time and memory efficiency during processing.

• Objective 4: SCoPE2 was applied to generate adversarial examples for fine-tuning a
state-of-the-art code model. Two defense strategies were evaluated: (1) adversarial
fine-tuning, and (2) the N&P technique. The experiments demonstrated that adver-
sarial fine-tuning significantly improves robustness, restoring performance on perturbed
inputs nearly to the level observed on clean code. The N&P technique effectively neu-
tralizes identifier-renaming attacks but can degrade overall task accuracy. It was also
found that the degree of transformation of a clean sample can lead to more effective
adversarial attack, despite loosing the stealth associated with minor perturbations.
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Taken together, these results demonstrate that modern code models remain vulnerable to
adversarial manipulations, and that, while defenses can substantially mitigate risk, no single
technique yields complete immunity.

6.2 Limitations and Future Work

The experiments conducted in this thesis demonstrate that combining adversarial fine-tuning
with a SCoPE2-powered normalization layer yields improvements in robustness. However,
several constraints may underpin the current results, and addressing these can guide future
research.

First, the adversarial examples generated by SCoPE2 rely on a fixed set of transformations
applied uniformly across all samples. Although this approach exposes many common model
weaknesses, it does not employ optimization or search heuristics to discover the most effec-
tive perturbations for a given model. As a result, some vulnerabilities, especially those that
require highly targeted changes, may remain unexploited. Extending this work could involve
integrating gradient-based or reinforcement-learning-driven search methods that guide the
adversarial samples creation process. By pairing such optimization strategies with the exist-
ing SCoPE2 transformations, it would be possible to produce adversarial samples that more
precisely reveal the model’s blind spots.

Second, the evaluation in this thesis was carried out on a single open-source code model, the
LLaMA 3.2 fine-tuned for SVD, and on a single dataset (RDiverseVul). While the choice of
LLaMA 3.2 reflects a state-of-the-art code classification baseline, it is important to verify
that the observed improvements generalize to other architectures. Future studies should
apply the same techniques to alternative models and potentially to other datasets.

Finally, in the current setup, the normalization layer is applied at inference time, and the
model has been fine-tuned on similar normalized inputs. While this ensures immunity to
identifier-renaming attacks, it may inadvertently increase sensitivity to other transformations,
such as unusual control-flow rewrites or other semantic-preserving refactorings that do not
involve identifiers. A possible extension is a more in-depth assessment of the impact of each
transformation on the model’s robustness when the normalization layer is applied.

6.3 Final Remarks

This thesis makes several valuable contributions to the security of code models: a system-
atic review of adversarial techniques, the design and publication of the SCoPE2 framework
(including its suite of transformations), and an empirical evaluation of defense strategies
for large code models. The main takeaway is that, despite the significant promise of AI-
driven code analysis for software engineering, these models remain vulnerable to targeted
attacks and require mitigation before real-world deployment. No existing defense achieves
complete robustness, highlighting the ongoing need for research into adversarial resilience in
this critical area.
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