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Abstract 

The integration of Artificial Intelligence (AI) into healthcare systems raises significant ethical 

and legal concerns. This study investigates how Explainable AI (XAI) techniques can enhance the 

transparency and trustworthiness of medical image classification systems. Through a 

systematic literature review of 860 papers and experiments using COVID-19 radiography and 

skin lesion datasets, the research identifies and evaluates XAI methods such as Grad-CAM, SHAP, 

and ABELE. These methods were assessed for their ability to clarify decision-making processes, 

improve model accountability, and support regulatory compliance. The study proposes an 

explainability module that combines different techniques to provide human-readable 

explanations, aiming to bridge the gap between AI predictions and clinical trust. Findings 

indicate that XAI not only addresses transparency and bias issues but can also improve 

diagnostic performance and decision support in critical applications. 

 

Keywords: Explainable AI, Healthcare, Image Classification, Deep Learning, Medical Ethics, 

Transparency 
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Resumo 

A aplicação de Inteligência Artificial (IA) em sistemas médicos, especialmente em diagnóstico 

por imagem, levanta importantes questões éticas, legais e de confiança devido à natureza 

opaca dos modelos de aprendizagem profunda. Este trabalho investiga como técnicas de 

Inteligência Artificial Explicável (XAI) podem mitigar esses desafios, promovendo maior 

transparência e interpretabilidade. A pesquisa realiza uma revisão sistemática da literatura, 

analisando 860 artigos recentes, e identifica como a falta de explicações compreensíveis afeta 

diretamente a adoção desses sistemas na prática clínica. 

 

Além da revisão, foram desenvolvidos e treinados dois modelos baseados em redes neurais 

convolucionais (CNNs), utilizando conjuntos de dados reais: um de radiografias torácicas para 

detecção de COVID-19 e outro de lesões de pele. Sobre esses modelos, aplicaram-se três 

técnicas de XAI – Grad-CAM, SHAP e ABELE – com o objetivo de explicar as decisões do sistema 

e identificar quais regiões ou atributos foram mais relevantes para cada predição. 

 

Os resultados mostram que as técnicas de XAI melhoram a confiança dos usuários ao 

fornecerem explicações visuais ou estatísticas compreensíveis, auxiliando na detecção de viés, 

na melhoria da performance do modelo e na conformidade com regulamentos como o GDPR. 

Além disso, a explicabilidade pode ser integrada como um módulo funcional nos sistemas de 

diagnóstico, ampliando sua utilidade clínica. 

 

Conclui-se que XAI desempenha um papel fundamental na construção de sistemas de IA mais 

éticos, transparentes e confiáveis no contexto da saúde. Este trabalho contribui ao propor uma 

abordagem prática que combina diferentes métodos explicativos, com potencial para impactar 

positivamente a adoção de IA em ambientes médicos reais. 

 

Palavras-chave: Inteligência Artificial Explicável, Saúde, Classificação de Imagens, Deep 

Learning, Ética, Transparência. 
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1 Introduction 

This chapter will introduce the explainability concept, how the existing literature defines it and 

the importance of this concept to bring transparency to Artificial Intelligence (AI) systems. 

Moreover, it will be presented the justification behind the decision of researching this topic in 

the medical area and the goals for this work in terms of research and experimentation. 

1.1 Explanibility concept 

Explainability is related to the concept of interpretability, which is the measure of how 

understandable something is for a human. It can be applied for many areas, such as math 

formula, a piece of code and a machine learning model. According to (Molnar, 2024),  the 

measurement of interpretability or explainability of a machine learning model is directed 

connected to how easy is for a human comprehend its output according to the data set used to 

train that model. Machine learning models use a mix of statical methods to sort out a prediction 

when fed with new data, if it’s hard for a human comprehend how some outputs are being 

generated, we can say that this model is less explainable.  

It’s important to refer that (Molnar, 2024) and (Dunn et al., 2021) use explainability and 

interpretability as synonyms but it’s not consensual. (Amazon Web Services, n.d.), for example, 

differs both concepts stating that Interpretability is related to observe the internal mechanisms 

of a machine learning and interpretate the model’s weights and features that determined a 

given model output. The same article also highlights that implementing those kinds of 

observations usually decreases the model performance. They also state that Explainability is 

connected to making a given output human understandable, for example, using methods to 

correlate instances in the dataset or specific features to a given output. This work will keep the 

focus on Explainability discussing the current state for methods that help humans to understand 
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output of machine learning models including deep-leaning and generative artificial intelligence 

(or GenAI).   

(Hauptman et al., 2024) reinforces that explainability information extracted from any model is 

just valuable if understandable by humans. It reinforces the user-centric character of XAI, what 

means that any method must produce relevant information readable and interpretable by a 

human. They also bring the concept of level of explainability, low-level information refers to 

basic information about the decision, usually mentioning the algorithm behinds that while high-

level information refers to more detailed explanations about the entire process, including the 

decision logic. 

(Adadi & Berrada, 2018) also corroborates the connection between explainability and human 

readable justifications in machine learning models. According to the paper, XAI is a research 

field that aims to make AI systems results more understandable to humans. They also provide 

a historical context about the term that was mentioned for the first time by (Lent et al., 2004) 

in a study about a training system developed by U.S. Army. Anyway, they also reinforce that the 

need for comprehendible reasons behind some decisions was also a concern for expert system 

in the 1970’s. Rule based systems were the first artificial intelligence commercial programs and 

the explainability module providing the “why’s” behind any system output brought confidence 

to the systems adoption. The term has gained notability decades after this period according to 

modern artificial intelligence models became more popular. XAI methods have their importance 

related to the fact that as more understandable AI models output more trustworthy, they are.  

(Adadi & Berrada, 2018) correlates XAI to the concept of Responsible Artificial Intelligence that 

has three main pillars: accountability (AI systems must justify their decisions to users, partners 

or other systems), responsibility (AI systems must be able to answer for a specific output and 

identify possible errors), and transparency (AI system must be inspectable having their 

processes and internals reproduceable). 

Visibility about the reasons behind machine learning models is also relevant to bring more 

foundations to the knowledge acquired according (Molnar, 2024). Predict the likelihood of a 

client churn is important but more than it, is to understand the reasons behind an eminent 

churn. Scientifically, knowledge is only created with the proper justifications and openness 

about the learning and experimentation process, what means that a new machine model can 

just be considered dependable if their process and mechanisms are transparent. 

Ethical aspects such as bias detection and potentially reduction are also another point that XAI 

helps to address. Gaining some understanding on how a model generalizes, which concepts are 

more relevant, which instances are more influential in the output can help to identify 

unexpected bias and plan actions to mitigate then: review the data set, rethink the architecture, 

etc. This aspect is highlighted by (Adadi & Berrada, 2018), and (Hauptman et al., 2024).  
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1.2 Health-care systems need more than performance metrics 

 

According to (Molnar, 2024), explainability can be more or less important according to the 

criticality of the decision made by the system. While an e-commerce recommendation system 

can be reliable if provides meaningful recommendations even without deeper explanations, the 

same thing cannot be said for medical systems for example. (Longo et al., 2024) corroborates 

this affirmation stating the usage of AI in medical system increases the need for explanations, 

it offers support for doctors and clinicians to improve the decision-making process in healthcare, 

communicating diagnosis, selecting treatments. It’s clear that any decision in that field can 

impact seriously the life of a patient, a wrong diagnosis (false-positive or false-negative) will be 

really impacting for anyone. It urges the need of more than just a system output for medical 

systems. 

Yet about health-care systems, (Talia, 2022) presents two cases of class lawsuits being filled 

against health insurance providers in the United States due to high error rate for a machine 

learning algorithm that calculates the required number of rehabilitation sessions according to 

the patient condition. The system, that has been used by both providers to deny rehabilitation 

payments to the users impacting their daily live, lacks transparency not disclosing details behind 

the decisions that could help doctors and patients to understand better some conclusions.  

The scenario for health-care systems using AI is that only the normal performance metrics 

(accuracy, recall, etc) are not enough to make people trust them to make decisions that will 

impact the course of a medical treatment. As described in the last two paragraphs, medical 

system makes decisions that can affect directly people lives. To be considered sufficiently 

reliable to be adopted a system must somehow produce some evidence that help people to 

understand how some decisions were made.  

This special need (not exclusive for health care) justifies why, in this work, medical area will be 

used to experiment and explore how XAI could be a possible solution for this problem and 

accelerate the adoption of AI in medical systems. Being more specific, diagnosis per image 

systems will be the target in terms of experimentation and assessment.  

1.3 Objectives 

This work aims to analyse how XAI techniques have been applied into medical systems to 

mitigate the trustworthy and ethical issues in their adoption. The focus will be machine learning 

models based on images commonly used for diagnosis such as image classification and 

generative AI models. The hypothesis is that XAI can be integrated to medical systems to 

support and disclose details of the decision-making process improving the trustworthiness of 

the system. In summary, below are enlisted the main hypothesis and goals for this work:   
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Hypothesis: Can XAI help to mitigate legal, ethical and trustworthiness issues in medical imaging 

system? 

1. Identify how the available literature addresses the problem 

2. Identify potential relevant XAI methods to be experimented according to the goal 1 

3. Identify potential medical data sets/DL models could be used to experiment the XAI 

selected in the goal 2 

4. Experiment the selected XAI methods using the selected data sets 

5. Produce an assessment about how each of the methods could or not improve solve 

mentioned issues and also be integrated to real systems  

1.4 Methodology  

This work will follow the Design Science Research (DSR) methodology to better organize the 

steps and leverage the produced outcomes. According to (vom Brocke et al., 2020), “Design 

Science Research is a problem-solving paradigm that seeks to enhance human knowledge via 

the creation of innovative artifacts. Simply stated, DSR seeks to enhance technology and science 

knowledge bases via the creation of innovative artifacts that solve problems and improve the 

environment in which they are instantiate”. The DSR process can be defined as sequencing of 

steps presented in the following paragraphs. 

Activity 1 - problem identification and motivation: this is the initial activity where the problem 

space is defined along with theorical justification and relevance corroborated by the existing 

literature. In the chapter 1 Introduction, the explainability concept is described along with the 

basis to justify the decision of investing time writing about this concept and what kind of 

problems it might solve. 

Activity 2 - define the objectives for a solution: after the problem definition, the next step is to 

set the goals for the study that could support a solution to address the problem identified in 

the initial stage. In the chapter 1 Introduction > 1.3 Objectives, the study goals were presented 

to explore XAI concept and methods. 

Activity 3 - design and development: one or more artifacts are designed and crafted to meet 

the goals described in the last activity and solve or address problems identified so far. For this 

item, the intention is to identify a couple of relevant XAI methods, experiment them and 

produce a comprehensive comparison with focus on how they could leverage the 

trustworthiness in medical system using AI. Chapters 3, Methods and Materials, and 4, 

Implementation, are the places where this artifact will be designed and elaborated. 

Activity 4 - demonstration: this activity demonstrates the usage of the artifact to solve problems 

defined in the beginning of the study. Chapter 4 Implementation will present the XAI methods 

exploration and their outcome for two machine models. 
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Activity 5 - evaluation: the evaluation measures how well the artifact supports a solution, the 

Chapter 5 Conclusion will present an evaluation on each method do solve the transparency 

problems related to AI systems in medical care. 

Activity 6 – communication: here all aspects of the problem and the designed artifact are 

communicated to the relevant stakeholders.  

 

Figure 1 DSR methodology workflow 

1.5 Contributions 

This section aims to present the academic contributions that this study might have. This work 

contains a systematic literature review answering research questions about how the lack of 

transparency affects the usage of AI in medical image systems, the XAI techniques in use to try 

to face these challenges and how XAI has been integrated into medical system. During the 

systematic review process, 860 papers from 4 renowned and relevant sources were analysed 

to provide a literature panorama about how XAI is impacting healthcare systems. 

The experimentation of some relevant XAI methods (according to the systematic review) to 

explain two common deep-learning models containing technical details about the 

implementations along some assessment about their effectiveness to improve the 

trustworthiness of AI medical solutions providing human readable explanations is another 

contribution. 

The proposition of an explanation module to be integrated in image health-care diagnosis 

systems is another contribution to the community looking for options to improve the 

transparency of medical systems. 

Moreover, there is the intention of publishing potentially two articles in scientific publications: 

one first paper with the systematic review produced as the theoretical part of this study and 

another one to expose the experimentation process and results. 
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1.6 Document Strucuture 

The first chapter – Introduction – presents the explainability concept, defines the problem, 

goals, methodology and contributions. 

The second chapter – State-of-the-art – presents a systematic review of the literature about the 

impact of XAI in healthcare. 

The third chapter – Methods and materials – presents the XAI methods experimented, the 

justification, Deep-Learning models and datasets used. 

The fourth chapter – Implementation – presents the experimentation process of XAI methods 

to explain and bring light to the decisions produced by the ML model. Technical details and 

evidence about each XAI method are presented. 

The fifth chapter – Conclusion – presents the evaluation of each XAI method on how they can 

be used to produce effective explanations. An assessment about the methods effectiveness is 

presented and a comparison between them. Future works and possible improvements are also 

presented. 
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2 State-of-the-art 

This section aims to explore the existing literature looking for answers to our research questions. 

The methodology is presented introducing the questions and data sources, the chapter 

continues with the papers selection and finishes with a discussion providing answers to each 

question according to the explored papers.   

2.1 Methodology 

The next pages will describe the steps chosen to conduct this systematic review. Starting by 

the questions and data sources and wrapping-up with the papers selection workflow. 

2.1.1 Research questions  

This research aims to investigate the influence of XAI in the healthcare industry with focus in 

solutions using diagnosis by image. As stated before, the adoption of AI in critical use-cases as 

healthcare demands more than just the system output or normal accuracy and performance 

metrics, details about the decision-making process are welcomed to make the system more 

reliable for clinicians and patients. The selected questions aim to capture the panorama of how 

XAI has been used in healthcare systems to enhance the trustworthiness of their decisions and 

address legal and ethical issues caused by their adoption. The first question “RQ1: what are the 

most recurrent trustworthy challenges identified?” aims to identify which issues are commonly 

cited in the examined papers setting the focus on how it affects the AI systems adoption. The 

second question “RQ2: how can XAI leverage trustworthy for image classification use cases?” 

aims to gather which XAI methods have been used to address transparency issues in healthcare 

image systems based on classifiers. The third question “RQ3: are there use-cases using Gen-AI 

being applied to leverage reliability of image system models?” aims to focus on how Gen-AI 

techniques have been contributed to enhance the performance and reliability of medical 
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imaging systems. The fourth question “RQ4:how has XAI been integrated to the current medical 

systems?” aims to investigate how XAI methods have been (or might be) integrated to health 

care systems beyond academical methods analysis.  

 

Table 1 Research questions 

 Research Question 

RQ1 what are the most recurrent trustworthy challenges identified? 

RQ2 how can XAI leverage trustworthy for image classification use cases? 

RQ3 are there use-cases using Gen-AI being applied to leverage reliability of image system 
models? 

RQ4 how has XAI been integrated to the current medical systems? 

2.1.2 Definition of search strategy 

To answer the research questions, the literature available for medical imaging systems was 

investigated. The process started with the definition of relevant sources to this topic, definition 

of search terms, definition of inclusion and exclusion criteria, papers selection and, in the end, 

data extraction. 

2.1.3 Definition of sources 

This research has considered 4 electronic sources (Table 2) considering works published in 

journal articles, papers and conference proceedings. 

Table 2 Data sources 

Identifier Database URL 

ED1 PubMed https://www.ncbi.nlm.nih.gov/pubmed/  

ED2 Science Direct https://www.sciencedirect.com/  

ED3 IEEE Explore https://ieeexplore.ieee.org/Xplore/home.jsp  

ED4 Web Of Science https://www.webofscience.com/wos/woscc/basic-search  

2.1.4 Inclusion and exclusion criteria 

Inclusion and exclusion criteria can be found in the Table 3 and Table 4.   

Table 3 Inclusion criteria 

Identifier Criteria 

IC1 Work in the medical (or healthcare) field 

IC2 Work mentioning XAI methods 

IC3 Work mentioning experimentation 

IC4 Work applying ML image models 
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Table 4 Exclusion criteria 

Database URL 

EC1 Work not written in English 

EC2 Work not written in 2023, 2024 and 2025. 

EC3 Work is a systematic review 

EC4 Work besides journal articles, papers and conference 
proceedings. 

EC5 Work duplicated in other sources 

2.1.5 Definition of search queries 

The search queries selected to be used in the 4 databases can be found in the Table 5 and 

Table 6. 

Table 5 Search queries for image classification problems 

Scope Query 

XAI ("explainable artificial intelligence" OR "xai") AND 

Image Classification ("image analysis" OR "image classification") AND 

Healthcare ("medical" OR "healthcare" OR "health-care") 
 

Table 6 Search queries for Gen-AI use-cases 

Scope Query 

XAI ("explainable artificial intelligence" OR "xai") AND 

Gen-AI ("text-to-image" OR "synthetic image" OR "image generation")  
AND 

Healthcare ("medical" OR "healthcare" OR "health-care") 

2.1.6 Papers selection 

The initial step was querying in the data sources listed in the Table 2 using the search terms 

identified in Table 5 and Table 6. The data sources allow to filter by year and result type allowing 

to reduce the initial set of papers according to EC2 and EC4.  

To organize the papers triage and selection, the PRISMA (Preferred Reporting Items for 

Systematic reviews and Meta-Analyses) methodology was applied according to the Figure 2 to 

select the studies to be analysed. This methodology states four stages: Identification, Screening, 

Eligibility and Inclusion. During identification phase 860 articles have been found. In the 

following, during the Screening phase, 91 articles have been removed due to duplications 

(according EC5) and 574 articles have been removed after papers’ abstracts analysis considering 

the inclusion and exclusion criteria (Table 3 and Table 4). During the Eligibility phase, 125 papers 

have been excluded after full-text analysis considering the same criteria from the last phase. In 

the end, 70 articles have been selected and considered to answer the research question. 
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Figure 2 Papers selection process using PRISMA 

2.2 Results 

2.2.1 RQ 1: What are the most recurrent trustworthy challenges identified? 

After the papers analysis, it was possible to list the most common challenges to be overcome 

while adopting AI solutions based in the healthcare area. As stated before, these open questions 
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affect the trustworthiness of any inference produced by AI system. The literature provides an 

overview of how ethical and legal concerns affect the application of AI in healthcare. 

Transparency and lack of explainability was referred by several papers as a recurrent obstacle 

according to the research. (Alkhalaf et al., 2023) state that decision-making by AI methods is 

fundamentally a black-box procedure making it problematic for doctors to determine the 

validity of their choices. (Wickstrøm et al., 2023) refer that CBIR (Content based image retrieval) 

systems also suffer from an intrinsic lack of explainability that may have detrimental effects in 

a clinical setting, as long deep learning-based systems are known to mix several factors and 

artifacts to make their predictions. The need of validation and the lack of proper tools in cancer 

diagnosis tools is also mentioned in (Burgos et al., 2024). (Akay et al., 2023) also corroborate 

the need of proper explanations to the clinical staff in their stroke detection model. This can be 

clearly defined as the most recurrent challenge according to the research, many other papers 

refer the same, the need of explainability to bring transparency and improve trustworthiness 

of patients and doctors in the systems output, it was also reported by (Lamba & Rani, 2024), 

(Bouabdallah et al., 2024), (Singh et al., 2023), (Shojaei et al., 2023), (Song et al., 2023), (T. 

Mahmud et al., 2024), (Mahamud et al., 2024), (Srinivasu et al., 2024), (F. Mahmud et al., 2023), 

(T R et al., 2024), (Schweizer et al., 2023), (M. Wang et al., 2023), (Oliveira et al., 2024), 

(Deepanshi et al., 2023), (Pisarcik et al., 2024), (Akbar et al., 2024), (Heng & Abdul-Kadir, 2023), 

(Thiruvenkadam et al., 2024), (Kim et al., 2024), (R. Rahman et al., 2023), (Akhlaq et al., 2024), 

(Lo et al., 2024), (Thapar & Tiwari, 2024), (Mukhtorov et al., 2023), (Bardozzo et al., 2024), (Z. 

Wang et al., 2025), (Islam et al., 2023), (Rahimiaghdam & Alemdar, 2024), (Shaheema et al., 

2024), (Alami et al., 2024), (Pereira et al., 2024), (Wester Trejo et al., 2024), (Zahoor et al., 2023), 

(Barua et al., 2023)  (Harikumar et al., 2024), (Ghnemat et al., 2023), (Singhal et al., 2024), (Mu 

et al., 2024), (Laguna et al., 2023), (Hroub et al., 2024), (Hussain et al., 2024), (Carloni & 

Colantonio, 2024), (Grillo et al., 2024), (L. Wang et al., 2023) , (Chaddad et al., 2024), (Grillo et 

al., 2024), (Vairetti et al., 2024), (Alomar et al., 2023), (Jiang et al., 2024), (Huang et al., 2024), 

(Ullah et al., 2024), (Rahim, El-Sappagh, et al., 2023), (Saeed et al., 2024), (Flores-Araiza et al., 

2024), (Latha et al., 2024), (Parola et al., 2024) (Rahim, Abuhmed, et al., 2023), (Biswas et al., 

2024), (Nikolić et al., 2024), (Hassan et al., 2024), (Ellis et al., 2023), (Nazir et al., 2024), (Tanone 

et al., 2025) and (Metta, Beretta, Guidotti, Yin, et al., 2024). 

Bias mitigation was also mentioned by several papers. (Lamba & Rani, 2024) highlighted the 

need for techniques, such as XAI, that could help to identify bias and error sources. (Metta, 

Beretta, Guidotti, Yin, et al., 2024) also corroborate the need of tools to detect and mitigate 

bias. (Veetil et al., 2024) focused on the bias and data leakage identification in MRI classification 

models highlighting the importance of these topics in medical AI solutions. (Shojaei et al., 2023) 

also highlight the need of tools to combat to detect bias and model overfitting. It was also 

referred by (Patel et al., 2024), (Singhal et al., 2024), (Laguna et al., 2023), (Hussain et al., 2024), 

(Chaddad et al., 2024), (Huang et al., 2024), (R. Rahman et al., 2023), (Hassan et al., 2024), 

(Nikolić et al., 2024), (Latha et al., 2024), (Nazir et al., 2024) and (Pisarcik et al., 2024). 

(Wickstrøm et al., 2023) refer in their study about liver diseases prediction that CBIR systems 

requires labelled data that can be costly and time consuming.  The same challenge, the need of 
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trustable and sufficient data to train a ML model is also referred by (M. Wang et al., 2023). The 

problem with imbalanced datasets is also referred by (Ukwuoma et al., 2023). (Bardozzo et al., 

2024) also refer the need of quality data (in their case, images) to achieve good results in a 

diagnosis per image system. It’s also referred by (Ghnemat et al., 2023) as obstacle to achieving 

good results in their COVID-19 detection using lungs images model. 

Data privacy is mentioned in (Metta, Beretta, Guidotti, Yin, et al., 2024) claiming that medical 

image data is sensitive and requires safe manipulation and handling. Data protection is also 

referred as concern by (T R et al., 2024), according to the paper it requires robust data 

anonymization, secure storage and controlled access. (Mu et al., 2024) mention the same 

challenge applying Federation Learning and Blockchain to mitigate risks. It’s also referred by 

(Oliveira et al., 2024), (Laguna et al., 2023), (De Aguiar et al., 2024), (Chaddad et al., 2024), 

(Nazir et al., 2024) and (Singhal et al., 2024).  

Compliance with regulation and standards is mentioned in (Metta, Beretta, Guidotti, Yin, et al., 

2024)  stating that medical AI systems must comply with government and industry standards 

what can be costly and labour-intensive. (T R et al., 2024) mention the need of compliance with 

privacy laws like GDPR (General Data Protection Regulation) and HIPAA (Health Insurance 

Portability and Accountability Act. GDPR and other regulations are also mentioned by (Oliveira 

et al., 2024) and (Nikolić et al., 2024). 

Table 7 Challenges summary 

Challenge Number of papers 

Transparency and trustworthiness 67 (95,71%) 

Bias detection and mitigation 17 (24,29%) 

Privacy in the data handling 9 (12,86%) 

Quality data 4 (5,71%) 

Compliance 4 (5,71%) 

2.2.2 RQ 2: How can XAI leverage trustworthy for image classification use cases? 

The analysed papers present a list of methods and techniques in the field of XAI that can be 

used to provide some feasible explanations and justifications for healthcare image classification 

models. The research provides a rich panorama of how those methods has been applied for 

diagnosis of many diseases on top of many deep learning models. 

Grad-CAM (Gradient-weighted Class Activation Mapping) method and variations are the top 

cited method according to the literature review. (Burgos et al., 2024) use Grad-CAM (Gradient-

weighted Class Activation Mapping) in their study about deep learning models for cancer 

diagnosis. The method is applied on top of a CNN (Convolutional Neural Network) model used 

to classify exam images (such as mammograms) as possible positive or negative cancer 

diagnosis. The last layer of a CNN model is used to derive semantic information that is used by 

the XAI algorithm to create an activation map. (Bouabdallah et al., 2024) bring a different 

perspective in the usage of Grad-CAM with CNN, they proposed a thorax lesion diagnosis model 

where Grad-CAM is used on top of a first classification model (healthy or unhealthy) to identify 
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areas in unhealthy radiographies where is more likely to see specific micro-lesions. That second 

classification supported by Grad-CAM is, in the end, used to catalogue micro-lesion images.  

 

Figure 3 Left: mammogram, right: the same mammogram with Grad-CAM (Burgos et al., 

2024). 

(Song et al., 2023) also invest in the same architecture, using Grad-CAM to explain a CNN model 

but the difference is that they propose a new explainer model trained on top of the predictions 

and the heat maps to identify key features achieving better saliency maps. One of the reasons, 

according to the authors, is that their Explainer model is trained with inputs not only from the 

last layer (as the Grad-CAM) but also from the intermediate layers, in the Figure 4 it’s possible 

to check the explainer architecture.  

 

Figure 4 Explainer CNN model trained on top of Grad-CAM heatmaps (Song et al., 2023). 

Grad-CAM or some variation are also cited in many more papers analysed (Lamba & Rani, 2024), 

(Veetil et al., 2024), (T. Mahmud et al., 2024),  (Patel et al., 2024), (T R et al., 2024), (Schweizer 

et al., 2023), (M. Wang et al., 2023), (Ukwuoma et al., 2023), (Thiruvenkadam et al., 2024), (R. 
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Rahman et al., 2023), (Lo et al., 2024) , (Z. Wang et al., 2025), (Islam et al., 2023), (Shaheema et 

al., 2024), (Alami et al., 2024), (Wester Trejo et al., 2024), (Zahoor et al., 2023), (Carloni & 

Colantonio, 2024), (Flores-Araiza et al., 2024), (Jiang et al., 2024), (Rahim, El-Sappagh, et al., 

2023), (Alomar et al., 2023), (De Aguiar et al., 2024), (Nikolić et al., 2024), (Latha et al., 2024), 

(Rahim, Abuhmed, et al., 2023), (Biswas et al., 2024), (Nazir et al., 2024) and (Shojaei et al., 

2023). 

(Hroub et al., 2024) compare five vision-based explainability algorithms (GradCAM, GradCAM++, 

EigenGradCAM, AblationCAM, and Random CAM) in a lung diagnosis model analysis to provide 

local explanation on interest areas. Grad-CAM++ algorithm is applied to a CNN model in (Akay 

et al., 2023) in their stroke diagnosis image system using SmoothGrad to produce saliency maps, 

(F. Mahmud et al., 2023) also present a model using the same composition (CNN+SmoothGrad). 

Grad-CAM++ plus CNN is also the choice for (Deepanshi et al., 2023). (Thapar & Tiwari, 2024) 

have applied Score-CAM and SmoothGrad as XAI mechanisms to explain their CNN model in 

their study about cancer lesion classification. (Mukhtorov et al., 2023) explored a list of Grad-

CAM variations, such as Grad-CAM++, Layer-CAM, Hires-CAM and XGrad-CAM to explain their 

endoscopic image classification model. (Akhlaq et al., 2024) refer the usage of a YOLO object 

detection model in study of bone anomalies but using a variation of Grad-CAM, EigenCAM, to 

explain the model. According to the paper, EigenCAM generates heatmaps for each model layer 

to highlight the areas the more active areas. (Chaddad et al., 2024) also applie multiple CAM 

methods variations (such as XGrad-CAM, Layer-CAM and Grad-CAM++). 

(Alkhalaf et al., 2023) present a cancer classification model built using RNN (Recurrent Neural 

Network) and applying LIME (Local interpretable model-agnostic explanation) as XAI method. 

The authors state that this method provides a clear explanation for black-box classifiers. The 

algorithm works by perturbing the input dataset (removing specific words, hiding part of the 

image, and adding random noise) and seeing how prediction changes. One advantage of this 

method is that it’s model agnostic working on top of variations in the dataset and analysis of 

the correspondent variation in the output. LIME is also the choice in (Kim et al., 2024) at their 

ADPKD (Autosomal Dominant Polycystic Kidney Disease) model study using DCNN (Diffusion-

CNN). CNN and Lime is also the choice of (R. Rahman et al., 2023), (Islam et al., 2023), 

(Rahimiaghdam & Alemdar, 2024), (Pereira et al., 2024), (Zahoor et al., 2023), (Alami et al., 

2024), (Harikumar et al., 2024), (Ghnemat et al., 2023), (Alomar et al., 2023), (Laguna et al., 

2023), (De Aguiar et al., 2024), (Ullah et al., 2024), (Nikolić et al., 2024), (Hassan et al., 2024), 

(Nazir et al., 2024), (Biswas et al., 2024) and (Lo et al., 2024). 

(Singh et al., 2023) present a different approach, they propose a framework using PyRadiomics 

(a Python package to extract features from radiographies images) and make usage of a random 

forest classifier to predict the diagnosis. They use SHAP (SHapley Additive exPlanations) method 

to find out which features was more important in each prediction, helping to explain the system 

output. The usage of SHAP on top of a CNN model is also referred by (Srinivasu et al., 2024) in 

their study about diabetes diagnosis. It was also the choice in (Lo et al., 2024), (Alami et al., 

2024), (Nazir et al., 2024), (De Aguiar et al., 2024), (Biswas et al., 2024), (Zahoor et al., 2023), 

(Tanone et al., 2025) and (Islam et al., 2023). 
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(Mahamud et al., 2024) present a mixed approach where they make a mix of multiple 

explainability models: SHAP, LIME, Grad-CAM and Grad-CAM++, to provide explanations on 

how their lung diseases classifier inferences. According to the authors, SHAP and LIME provided 

insights on the decision-making process while the Grad-CAM and Grad-CAM++ was used to 

present how specific areas in the radiographies activated the classifier. 

(Hussain et al., 2024)  refer the usage of seven different interpretation techniques (Saliency, 

XRAI, Integrated Gradients, Smooth Gradients, Smooth Integrated Gradients, Grad-CAM, 

Smoothgrad-CAM) to explain their CNN model. The results are that Saliency Maps were able to 

match closer the experts annotations. 

(Pereira et al., 2024) benchmark multiple XAI methods to evaluate how they could provide 

explanations for two different CNN chest X-Ray classifiers (DenseNet121 and ResNet50). 

GradCAM, Grad CAM++, EigenGrad-CAM, Saliency maps, LRP and DeepLift were applied and 

compared with radiologists’ annotations. According to the paper, Grad-CAM++ and Saliency 

methods offer the most accurate explanations and that the effectiveness of visual explanations 

is found to vary based on the model and corresponding input size. Grad-CAM and Saliency maps 

are also the choice in (Barua et al., 2023).  

Grad-CAM and Guided Grad-CAM are referred by (Vairetti et al., 2024) in their study about 

retina images analysis. According to the paper, Grad-CAM offers a coarse visual justification, 

highlighting regions where retinal damage may be located, such as the central zone of the 

macula or fovea centralis while Guided Grad-CAM provides a fine-grained visualization of the 

different retinal layers. They also mention this two-step analysis is equivalent to the diagnostic 

process of an ophthalmologist: first examining the area of interest, then inspecting the retinal 

layers.  

(Oliveira et al., 2024) present a novel where multiple XAI methods are utilized to benchmark 

the performance of many pre-trained MR image classification models: Integrated Gradients, 

Gradient SHAP, LRP, DeepLIFT, Saliency Maps, Deconvolution, and Guided Backpropagation. 

(Pisarcik et al., 2024) also utilized Integrated Gradients and Saliency Maps as explainers to CNN 

models. LRP is also referred by (Saeed et al., 2024). (Ellis et al., 2023) refer the usage of LRP and 

Saliency to provide explanations in their neuroimaging system. 

(Akbar et al., 2024) utilized Attention Mechanism method to visualize interest areas in their 

COVID-19 detection through radio-X images. This method allows to visualize graphically which 

areas were more important in the model analysis. They also use charts to visualize the weight 

per pixel (Figure 5). (L. Wang et al., 2023) also uses an Attention Mechanism (Deformable 

Attention) to overcome limitations of Grad-CAM methods, according to the paper, those 

methods fail these methods do not adequately capture fine-grained information regarding 

object boundaries, and as external extensions, they do not offer an intrinsic understanding of 

the decision-making process. 
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Figure 5 Attention Mechanism in place to visualize regions with more relevance to the model 

(Akbar et al., 2024) 

Occlusion sensitivity is used by (Heng & Abdul-Kadir, 2023) along with other two methods 

(GCAM and LIME) in their study about hair disease detection through image analysis. As other 

mechanisms already mentioned here, it relies on how the model reacts to small perturbations 

in the input images. In the Figure 6, it’s possible to visualize the sensitivity map for a given input 

and prediction (alopecia).  

 

Figure 6 Occlusion sensitivity charts for two input images (Heng & Abdul-Kadir, 2023) 

(Wickstrøm et al., 2023) make usage of RELAX, another occlusion-based method, to provide 

explanations in their CBIR deep-learning system of liver images. It’s an explainability framework 

that provides input feature importance in relation to a vector representation, as opposed to a 

classification or similarity score. The core idea of RELAX is to evaluate how the representation 

of an image changes as parts of the image are removed using a mask. They apply this method 

on top of their deep-learning model (CNN ResNet50 architecture) that uses Simple Siamese 

(SimSiam) to represent learning, a core feature for a CBIR system that needs to represent 

knowledge from a given image and find similar instances in a database.  
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Figure 7 Representation of RELAX workflow in the CBIR system (Wickstrøm et al., 2023).  

(Singhal et al., 2024) present a novel about how XAI can improve not just the trustworthiness 

of healthcare models but also their performance and accuracy once they can help to identify 

and visualize key features and patterns that can assist in the model optimization. They propose 

a explainability framework using many techniques categorized by them in end-to-end 

explainable evaluation (SHAP, Lime and Integrated Gradients), rule-based explanations 

(Sequential Covering Rule-based Learning algorithms, Association Rule Mining, or Decision 

Trees using  open-source libraries such as EBM – Explainable Boosting Machine or Rule Fit) and 

user-adaptative explanations (integration of specialists feedback to improve the explanations 

using Reinforcement Learning Techniques). 

(Mu et al., 2024)refer the usage of Counterfactual Reasoning to explain their distributed model 

inferring causes and effects and generating visual explanations in CNN. Through causal 

reasoning, AI model can understand how different factors interact with each other, enabling 

more accurate predictions or decisions.  

(Parola et al., 2024) propose a Case-Based Reasoning (CBR) methodology to provide 

explanations in their cancer identification model. They utilize a k nearest neighbour (kNN) 

algorithm to find similar cases in the data set and use that similarity explanation. According to 

the paper, doctors feel more confident in the system output checking other cases that the same 

system has identified as similar. The similarity is calculated according to the instance features. 
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Table 8 XAI methods summary 

XAI method Number of papers 

GCAM 42 (60%) 

Lime 21 (30%) 

SHAP 14 (20%) 

GCAM++ 10 (14,29%) 

SaliencyMaps 6 (8,57%) 

LRP 4 (5,71%) 

Integrated Gradients 4 (5,71%) 

EigenCAM 3 (4,29%) 

Attention 2 (2,86%) 

LayerCAM 2 (2,86%) 

XGrad-CAM 2 (2,86%) 

DeepLift 2 (2,86%) 

Guided Backpropagation 2 (2,86%) 

CBR KNN 1 (1,43%) 

Guided GCAM 1 (1,43%) 

ScoreCAM 1 (1,43%) 

HiresCAM 1 (1,43%) 

RandomCAM 1 (1,43%) 

AblationCAM 1 (1,43%) 

Relax 1 (1,43%) 

Deconvolution 1 (1,43%) 

Smooth Integrated Gradients 1 (1,43%) 

Smooth Gradients 1 (1,43%) 

Occlusion sensitivity 1 (1,43%) 

User-Based (RL) 1 (1,43%) 

Rule-Based 1 (1,43%) 

Counterfactual Analysis 1 (1,43%) 

  

2.2.3 RQ 3: Are there use-cases using Gen-AI being applied to leverage reliability of 

image system models? 

Diagnosis systems using image models are normally implemented using deep learning classifiers. 

As discussed in the research question 1, CNN and RNN are used to infer the likelihood of specific 

disease or diagnosis. According to this literature review, with the advent of Gen-AI (Generative 

Artificial Intelligence Gen-AI), this scenario starts to change with those techniques being applied 

to medical solutions. 

(Metta, Beretta, Guidotti, Yin, et al., 2024) proposes the usage of generative artificial 

intelligence techniques to overcome some blind spots of the XAI methods. They refer saliency 

maps can be fragmented and challenging to be interpret in an urgent medical situation while 

LIME and SHAP lacks reliance in image models. Their propose is the usage of ABELE (Adversarial 

Black Box Explainer Generating Latent Exemplars), a local, model-agnostic model tailored to 

image classifiers. ABELE explainer works by providing exemplar and counter-exemplar images 
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to be classified by the model alongside an input image, a saliency map is generated to highlight 

decision making areas. Their proposal advances in the usage of generative AI techniques as long 

they make usage of AAE (adversarial auto-encoder) to generate similar (exemplar) or different 

(counter-exemplar) instances that are used to fulfil the explainer and provide explanations 

through similarity to the final user.   

 

Figure 8 ABELE explainer example with an input image and their exemplar and counter-

exemplar (Metta, Beretta, Guidotti, Yin, et al., 2024) 

(Bardozzo et al., 2024) refer the usage of GAN (Generative Adversarial Network) to enhance the 

quality of microscopic images. The paper states this model was able to improve the quality of 

kidneys samples achieving high-resolution images that allows the visualization of microscopic 

structures. To prove the effectiveness of the model, besides the specialists’ opinions, they use 

activation maps of the Grad-CAM family to unhide features importance for the model in real 

and generated images. 

(Grillo et al., 2024) mention the usage of ChatGPT-4 (generative model developed by Open AI) 

to provide textual explanations to the final user. They have used the system API to train an 

ChatGPT agent to identify tumours in MRI images using labelled data and leverage the text 

generation capability from the same to provide explanations about the reasoning behind a 

classification (Figure 9). 
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Figure 9 XAI tool using ChatGPT-4 (Grillo et al., 2024) 

2.2.4 RQ 4: How has XAI been integrated to the current medical systems? 

This literature review presents several use-cases of how XAI can increase the confidence of 

medical systems, bringing clarity to the black-box pattern that many ML models present. 

However, multiple articles keep their focus in theorical frameworks only applying XAI methods 

to explain how their model generalizes while this research question try to address how XAI has 

been (or might be) applied to real medical systems. 

(Lamba & Rani, 2024) present a novel about a neurorehabilitation program using deep learning 

models applying Grad-CAM as explainer. The paper presents a fictional patient, Alex, taking part 

of this program. According to the paper, Grad-CAM not only improves the BCI and Neuron-

Electronics system’s interpretability, but it also gives Alex and the medical team valuable 

insights into the rehabilitation process. This openness in the decision-making encourages a 

collaborative approach between the multiple professionals involved. The paper refers the 

creation of the heatmaps in real time to bring insights about specific brain regions to the doctors 

and physicians. The system workflow can be visualized in the Figure 10. 

(Bouabdallah et al., 2024) propose a classification model to identify and catalogue thorax 

lesions that leverages Grad-CAM as part of the final system, not only as the explainability 

mechanism. They built a pipeline to identify thorax lesions that uses Grad-CAM to localize areas 

in the X-ray images where there is significant likelihood of a lesion exists. The process starts 

with a CNN model that classifies X-ray images as healthy and unhealthy, after that, Grad-CAM 

saliency maps are used to crop parts of the images where the lesions can be identified. It’s 
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possible to see the entire process in the Figure 11. The usage of XAI techniques to improve the 

model performance helping specialists to identify key features is also referred by (Singhal et al., 

2024). 

 
Figure 10 Grad-CAM heat maps being generated in real-time to produce valuable insights to 

the medical team (Lamba & Rani, 2024) 

(Metta, Beretta, Guidotti, Yin, et al., 2024) proposes an explainability module using ABELE 

explainer that relies on exemplar and counter-exemplar synthetic images to provide how a give 

image was classified. It could be integrated for a diagnosis system justifying the black-box model 

classification. The Figure 12 presents a screenshot of the proposed explainer module. 
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Figure 11 Overview of thorax diagnosis system using Grad-CAM (Bouabdallah et al., 2024) 

 

Figure 12 Example of how a real image classified as melanoma is explained by synthetic 

images generated by ABELE (Metta, Beretta, Guidotti, Yin, et al., 2024) 
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(Thiruvenkadam et al., 2024) refer the need of an Explanation Interface to enhance the 

trustworthiness in clinical image systems by the clinical staff and patients to overcome the 

black-box problem of ML models. The Figure 13 presents how this workflow with explainability 

would lead to an increase in the system reliability. 

 

 

Figure 13 Explainable interface addressing reliability issues in black-box models 

(Thiruvenkadam et al., 2024) 

(Lo et al., 2024) speak about the integration of XAI into a vascular wound diagnosis system. To 

improve the confidence by the medical staff, the system presents importance heatmaps to help 

the users to understand which region was more relevant in the classification.   The system also 

presents SHAP charts to provide a better understanding of how the model considered features. 

In the Figure 14, it’s possible to see how the system interface looks like. 

(Chest Radiographic Findings in COVID-19, n.d.) mention how the usage of heat maps produced 

using LIME can be integrated in a fetal analysis model based on ultrasound images. Beyond 

bringing more transparency to the system output, the paper refers how the heat maps can help 

clinicians to identity interest areas. They also mention, as future works, the integration of other 

XAI methods to health care analytics system. 

(Hroub et al., 2024) mention the creation of lung disease diagnosis tool to support less-

experienced clinicians using activation maps in x-ray analysis. Their tool has an “interpretation” 

module integrated with the inference model to support the model conclusions and highlight 

the interest areas (Figure 15). 
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Figure 14 XAI visualizations integrated to the vascular wound classifier (Lo et al., 2024) 

 

 

Figure 15 lung diseases analysis system with Interpretation module. 

 

(Grillo et al., 2024) propose a MRI tumours detection system using ChatGPT-4 to classify images 

and generate textual explanations. The text-generation features available in LLM (Large 

Language Models) can be integrated to explainability models providing user-friendly 

explanations. The XAI tool proposed by in the article can be found in the Figure 9. 
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2.3 Discussion 

The research has identified the importance of XAI techniques to accelerate the adoption of AI 

in healthcare systems. As concluded in the first research question, machine learning models are 

commonly identified as ‘black boxes’ since their decision-making process is complex and not 

intuitive usually based on mathematical relationships extracted from a historical dataset. This 

lack of transparency is referred by most of the analysed papers as an obstacle to be overcome 

in medical system using AI, and XAI techniques have been mentioned as key factors to achieve 

this improving the reliability and trustworthiness of clinicians in the system decision. 

In health-care image systems (focus of this research), visual explanations providing local 

explanations (about individual inferences) are a clear tendency according to the analysed 

papers. Methods such as Grad-CAM (and many other variations), LIME and Saliency are referred 

to generate heat-maps presenting which areas in each classified image are more relevant in the 

model’s decision making. Figure 3 presents an example of heat-maps using Grad-CAM. The 

highlighted areas in the visual explanation map are connected to the internal neural network 

layers nodes weight presenting how important each image pixel was to the inference.  

Beyond the need for more transparency and details about the models’ decision-making process, 

other challenges are also mentioned in the analysed papers. The necessity of bias identification 

and mitigation, one relevant ethical aspect, is very important to build reliable systems with the 

ability to generalize and predict with accuracy for a diverse group of patients and conditions. 

According to the research, more clarity about the decision-making process can highlight blind 

spots or lack of representation for some specific groups. XAI global methods that do not explain 

specific decisions but bring light to internal statistics and characteristics of the model. Many 

methods rely on the concept of perturbation where some small changes in the input are 

produced to check how they influence the output, it can also uncover the decision-making 

process helping to identify sources of errors or bias. SHAP can be used to generate statistics 

about how each feature is important to the model. This level of internal detail can help to 

identify not expected correlations or distortions. SHAP can also be used for local explanations 

(providing feature importance for individual predictions) as referred by (Srinivasu et al., 2024) 

and other analysed papers. 

The same characteristics in XAI methods can also help with other recurrent challenges: legal 

and regulatory standards. Health care systems deal with critical decisions that can affect directly 

people’s lives, that’s why they are continuously audited and regulated (Patel et al., 2024) and 

(Chaddad et al., 2024). XAI methods can disclose details about why some specific decisions have 

been made. For example, Grad-CAM (and other similar methods) generates heat maps to 

highlight which areas for a classified image was more relevant to the model. It can be used as 

evidence to prove how the system is deciding between positive or negative diagnostics. (Metta, 

Beretta, Guidotti, Yin, et al., 2024) reinforces that the XAI domain in medical imaging is 

governed by a complex web of regulations and standards and ensuring compliance with these 

regulatory frameworks is both challenging and labour-intensive. 
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The research presented deep learning classifiers (using CNNs) as the most used method in 

healthcare diagnosis per image systems, but some papers also present the usage of Generative 

AI methods such as GAN being used to solve medical problems. Not specifically about XAI 

(Bardozzo et al., 2024) cite the usage of GAN to improve the quality of microscopic images 

improving the overall system accuracy. Gen AI is also referred to enhance explainability 

solutions, for example (Grillo et al., 2024) cite the generation of textual explanations using 

ChatGPT 4 API about MRI images classification (Figure 9). (Metta, Beretta, Guidotti, Yin, et al., 

2024) refer the usage of GAN to generate counter-factual images to explain decisions using 

ABELE method (Figure 8). 

Another important aspect to highlight is how XAI can be used not only for enhancing AI systems 

reliability and trustworthiness but also for enhancing their performance and accuracy. 

(Bouabdallah et al., 2024) and (Singhal et al., 2024) refer that details about how the model is 

making decisions can help scientists and engineers to tune hyper-parameters and adapt model 

architecture. Heat maps can, for example, disclose important or non-important areas to the 

model, according to the specialist’s analysis, the model or the data set must be adjusted if some 

important features have been disregarded. 

The research also provide insight into the usage of XAI in healthcare systems. Many papers keep 

their focus in academical studies, but some articles provide hypotheses or real examples of how 

XAI could be integrated into real systems. Those articles refer some sort of explanation module 

attached to the diagnosis system to provide heat maps, feature importance, exemplars and 

counter exemplars, textual explanations, etc, about a specific diagnostic by image. According to 

the same papers, all those tools enhance the reliability of the system by the medical staff.  

Another interesting aspect mentioned by  (Harikumar et al., 2024) and (Lamba & Rani, 2024) is 

the fact of that heat maps presenting activated regions according to the relevance into the 

model can also be used as tool to guide the diagnosis process. Activated areas can also be used 

by experienced medical professionals to evaluate specific lesions or formations accelerating 

decisions. 

As described in the Research Methodology section, the research analysed about 800 recent 

papers from 4 renowned sources checking textually about 70 to answer research questions 

about the adoption of XAI techniques in health care imaging systems. The outcome presents 

clear concerns about the lack of transparency in deep learning models setting this as challenge 

their widely adoption in medical areas. Visual explanation maps (highlighting Grad-CAM as the 

most used) are referred as solutions to solve this and other challenges (with many other XAI 

methods). As already mentioned, local XAI methods are the preferred since they can clearly 

explain what, in a given image, makes the system made a specific decision (or diagnosis). Even 

though the majority of the papers refers normal image classifiers models as the main 

technology, Gen-AI is also referred by some papers to solve quality image problems but also to 

provide explanations. The research also provides a panorama of XAI integration in health care 

systems highlighting the creation of an explanation module to provide local explanations about 

any system diagnostic. The research was able to provide answers for all the four research 

questions and conclude that XAI has been used to enhance the reliability and transparency of 
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image model systems, addressing legal and ethical questions, making more feasible their 

adoption in real world critical systems.  
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3 Methods and Materials 

This chapter provides an overview about methods and materials employed in the development 

of the experimentation for this work. The dataset will be presented with some key categories 

and preprocessing steps. It also presents the methods applied to evaluate the effectiveness of 

XAI in health care systems. Additionally, privacy concerns are addressed. 

3.1 Datasets 

In order to explore the effectiveness of XAI methods in the Experimentation chapter, some 

Datasets need to be selected to feed DL models training. As long image healthcare systems are 

the focus of this work, the datasets should be image-based containing medical exams samples 

(radiographies for example). Public and verified datasets were also preferred as long they were 

already utilized in other scientific studies. Datasets only containing non-sensitive data were also 

preferred.  

A radiography database with chest images labelled with COVID-19 positive or negative diagnosis 

proposed by (Chowdhury et al., 2020) and (T. Rahman et al., 2021) was picked to train the DL 

model target of the explainers experiment. The sub-set of the dataset used by the DL model is 

composed of 13,808 chest images categorized in two classes: 3,616 positive COVID-19 cases 

and 10,192 negative COVID-19 samples. The dataset also contains images classified as Lung 

Opacity and Viral Pneumonia that were not included in the experimentation. 

The dataset is composed of PNG images with 299x299 size and was created by a team of 

researchers from Qatar University, Doha, Qatar, and the University of Dhaka, Bangladesh along 

with their collaborators from Pakistan and Malaysia in collaboration with medical doctors. The 

datasets presented good quality, images have enough resolution to be used in the training and 

are standardized in terms of the chest positioning, so no need for major pre-processing steps, 

the unique step was the images resizing to 70x70 pixels. 
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To complement the experimentation, HAM10000 dataset (Tschandl et al., 2018) containing skin 

lesion images is also used to train another classification model. This is a dataset consisting of 

10,015 dermatoscopic images which are released as a training set for academic machine 

learning purposes and are publicly available through the ISIC (The International Skin Imaging 

Collaboration - https://api.isic-archive.com/collections/212/) archive.  

 

Figure 16 Samples of the radiographies in the Data Set selected to train the model 
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Figure 17 Samples of HAM1000 dataset 

The images are classified in seven classes: melanocytic nevi, melanoma, benign keratosis-like 

lesions, basal cell carcinoma, actinic keratoses, vascular lesions and  dermatofibroma. The 

dataset also contains a metadata CSV with additional information about each case: sex, age and 

localization (in the body, such as back, face, etc).  

3.2 XAI Methods 

In the systematic review more than 20 methods have been identified to explain deep learning 

models. In order to explore how they work, experiment and produce a comparison, three 

methods have been selected. In the end, this work aims to propose an Explainability module 

that could be integrated into any medical system, the methods selection considers how they 

could complement each other.  

Grad-CAM is the most relevant according to the systematic review referred by 60% of the 

papers and, more than it, other CAM family methods such as Grad-CAM++ and ScoreCAM are 

also mentioned by many other articles. This is a local method that highlights the more important 

pixels in a given image after an inference. It’s done according to the weights in the last 

convolution layer in the model. The choose of this method is justified by their relevance mainly. 

ABELE is referred in the systematic review as a method using Gen-AI techniques to provide 

counterfactual images to explain the output of a DL method. It’s one of the only methods that 

does not produce only heatmaps, so it could be a relevant complement for a Explainability 

module using Grad-CAM. 

SHAP is also relevant (mentioned by 20% of the papers) and can produce feature importance 

values not only to the predicted class but also for all the other classes, this ability is the 
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justification for its selection. These feature importance values can complement the explanation 

providing global and local statistics about how the model consider each feature. 

3.3 COVID-19 Model 

In the experimentation chapter, XAI will be applied to DL models to explore their capacity to 

disclose decision-making details about the classification process. The first chosen model is a DL 

model built to predict the presence of COVID-19 in chest’s radiographies images. The selected 

model is built on top of a CNN architecture using ADAM optimizer. One of the goals for this 

work is the production of a complement to this model in the form of an Explainability module 

providing more details about the decision-making process of the system what should bring 

more transparency and reliability from any clinicians adopting the system. The training was 

done using the dataset described in the Data Sets section achieving satisfied results after 47 

training epochs. 

 

Figure 18 COVID-19 prediction CNN model architecture 

The train has followed a train & test split approach considering 20% of the samples to evaluate 

the system performance. The model achieved the following performance metrics considering 

the test data: 
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Accuracy on Test Data:  0.9627 

Precision on Test Data:  0.9359 

F1 Score Test Data:  0.9257 

 

Figure 19 Model accuracy evolution during the training epochs 

3.4 Skin Lesion Classifier Model 

To complement the experimentation chapter, another model was selected: a DL classification 

model to classify skin lesion. As the COVID-19 example, it’s a CNN model that receives individual 

skin lesion images (coloured and resized to 100x100 pixels) and calculates the likelihood for 

each of the seven classes: melanocytic nevi, melanoma, benign keratosis-like lesions, basal cell 

carcinoma, actinic keratoses, vascular lesions and  dermatofibroma. 

The model was trained using HAM 1000 skin lesion image dataset and a train split random 

method was used to segregate the samples into 33% to test and the remaining to train. After 

100 epochs of training, it achieved accuracy of 84%.  
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Figure 20 Skin lesion classifier model architecture 

3.5 Ethics and Privacy 

Privacy and confidentiality are two relevant aspects in any medical system. Artificial intelligence 

systems rely on historical data to be trained, so producing a good dataset to train a machine 

learning model in healthcare can be a challenge. 
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For this work, the Dataset described in the section 3.1 Dataset will be used to train a 

Convolutional Neural Network model (presented in the section 3.3 Model) that will, in the end, 

be used to explore XAI methods. 

The dataset proposed by (Chowdhury et al., 2020) and (T. Rahman et al., 2021)  is composed of 

PNG images with 299x299 size and was created by a team of researchers from Qatar University, 

Doha, Qatar, and the University of Dhaka, Bangladesh along with their collaborators from 

Pakistan and Malaysia in collaboration with medical doctors. The dataset does not have any 

kind of personal identification that could be used to track any specific x-ray image to a real 

person. It mitigates any kind of data breach issue that could expose sensitive data trackable to 

people.  

According to the authors, the dataset is composed of a couple of other public datasets. Public 

repositories usually consider the user consent to share their medical images, but it’s important 

to refer that this topic is not explicitly expressed in the paper that presents the Dataset. 

As stated before, the HAM10000 dataset is public and maintained by ISIC to be used in ML 

models related to skin cancer studies. The dataset does not contain any kind of personal 

identifier or information that could be used to correlated samples with real people.  

The dataset contains images in the PNG format of micro lesions in many sizes and also a CSV 

with metadata about each sample (age, sex and localization in the body), none of them can be 

used to identify people. 
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4 Implementation 

This chapter covers the implementation details of the XAI methods selected to explain the 

decisions produced by COVID-19 CNN and Skin lesion models. Specific pre-processing steps 

needed by each method, details of the implementation made and some evidence of the 

outcome for each algorithm will be disclosed in the next sections. 

4.1 Grad-CAM 

According to the systematic review conducted in this work, Gradient-weighted Class Activation 

Mapping (Grad-CAM) is the most mentioned method used to explain DL models in medical 

systems. Grad-CAM is a local method once explain a specific inference and is model specific, 

only works with CNN.  

One possible outcome of the method is a heatmap that can present which pixels was more 

relevant in each inference. This outcome is precisely one of the reasons behind it widely 

adoption. The possibility of checking visually how a model analysed an image and what it 

considered more relevant can make easier for a clinician understand the decision and trust on 

it according to (Burgos et al., 2024).  

For a given CNN model, Grad-CAM works analysing the gradients in the last convolution layer 

for a given target class (target of the explanation). This is the driver to conclude that specific 

positions in this layer output (representing pixels in the image being analysed) with more weight 

are more relevant to the final classification. This is the input to create an activation map that 

can be transposed in the classified image to provide a visualization about the more important 

pixels. 

As described in the Methods and Materials methods, this work aims to explain two CNN models: 

COVID-19 and Skin lesion. The first step to integrate Grad-CAM to this model was to identify 
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the last convolution layer. A model is generated to associate this layer output with the final 

output allowing to calculate the gradients between the top activated class (a.k.a. model 

prediction) and the last convolution layer output. A correlation map is calculated between the 

feature map and this model allows to conclude which features (or pixels) are more active 

allowing to create a final heat map.  

 

Figure 21 Last convolution layer highlighted 

To experiment the method, four images from the target dataset have been selected (two from 

each class), predictions were created for each of them generating heatmaps to highlight which 

areas have been more relevant to the final output. The outcome can be analysed in the Figure 

22. It’s possible to see how the model considered some specific regions in the lungs to conclude 

the presence or not of COVID-19 aspects. Below it’s possible to see the implementation using 

Keras: 

def make_gradcam_heatmap(img_array, model, last_conv_layer_name, pred_index = 

None): 

    grad_model = tf.keras.models.Model([model.inputs],  

                                [model.get_layer(last_conv_layer_name).output, model.output]) 

 

    with tf.GradientTape() as tape: 

        last_conv_layer_output, preds = grad_model(img_array) 

        if pred_index is None: 

            pred_index = tf.argmax(preds[0]) 

            class_channel = preds[:, pred_index] 
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            grads = tape.gradient(class_channel, last_conv_layer_output) 

            pooled_grads = tf.reduce_mean(grads, axis=(0, 1, 2)) 

 

            last_conv_layer_output = last_conv_layer_output[0] 

            heatmap = last_conv_layer_output @ pooled_grads[..., tf.newaxis] 

            heatmap = tf.squeeze(heatmap) 

            heatmap = tf.maximum(heatmap, 0) / tf.math.reduce_max(heatmap) 

 

            return heatmap.numpy() 

Code 1: Grad-CAM implementation 

 

 

Figure 22 Heatmaps for each of the predictions 

The method was able to present some details about which areas were more relevant to the 

model output. In order to evaluate this evidence, (Chest Radiographic Findings in COVID-19, 

n.d.) has been analysed to verify which areas medical experts consider more relevant while 

evaluating a lungs radiography in a potential COVID-19 diagnosis. The paper provides guidelines 

to help clinicians identify visual indicators in radiographs that may suggest a positive or negative 

COVID-19 diagnosis. 

As it’s possible to see in the Figure 23 the areas highlighted in some of the steps in the guide 

corroborate the influence regions detected by the Grad-CAM. Peripheral areas in the lungs can 

provide visual signs about the presence of COVID-19 according to the paper. Those areas were 
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also activated in the GRAD-CAM samples investigated in the Figure 22. It can give some signals 

that the model considered relevant the same areas a specialist would do. 

 

Figure 23 Lung radiography analysis according (Chest Radiographic Findings in COVID-19, n.d.) 

The same XAI method was also applied to the skin lesion model. The first step was to identify 

the last convolution layer in the CNN model: the fifth one. The Figure 24 presents four samples 

along with their classifications and Grad-CAM heatmap. The results were satisfactory, the 

algorithm was able to identify and highlight specific points in the lesion area and surroundings, 

although in some cases such as Melanoma sample, some areas far from the lesion was marked 

as relevant to the model what could reduce the trustworthiness in the final classification. 
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Figure 24 Heatmaps for some skin lesion samples 

4.2 ABELE 

ABELE, referred in the systematic review, was studied as an additional tool to provide details 

about the decision-making process behind the DL models target of this work. The usage of 

Generative AI techniques may reveal additional aspects about the model inference process with 

graphical and visual support as in the other methods. 

According to (Gezici et al., 2024) and (Metta, Beretta, Guidotti, Yin Yuanand Gallinari, et al., 

2024), ABELE - Adversarial Black Box Explainer Generating Latent Exemplars, ABELE is a model-

agnostic explainer that operates locally, taking an image as input along with a black-box 

classifier to generate a set of exemplar and counter-exemplar images, and a saliency map. 

Exemplars and counter-exemplars are artificially generated images where exemplars share the 

same classification as the input image, while counter-exemplars are assigned a different 

classification. These images can be visually analysed to understand the reasoning behind the 

classification. The saliency map highlights the areas of the input image that contribute to a 

specific class and those that push it toward an alternative classification. One important concept 

behind the ABELE ways of working is the usage of latent space concept, it’s used to compare 

two samples and conclude how close or not they in the problem space. To establish a 

neighbourhood in the latent feature space, ABELE employs an Adversarial Autoencoder (AAE). 

The encoder processes the input image through the AAE, extracting its latent representation 

based on key features. A genetic algorithm is used to generate the neighbourhood, optimizing 

a fitness function. In order to generate counter factual exemplars, ABELE uses LORE decision 

rules mechanism.  
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Figure 25 ABELE general flow 

LORE is a robust framework designed to generate localized and interpretable explanations for 

machine learning models. LORE’s explanations are composed of two primary elements. First, it 

generates a decision rule derived from the logic of the black-box model. This rule highlights the 

key factors influencing the model’s decision, bringing light on the most relevant features and 

their impact. Additionally, LORE provides a set of counterfactual rules, offering alternative 

scenarios in which changes to the input features would result in a different outcome. By 

presenting actionable suggestions for modifying input variables, LORE allows users to explore 

"what-if" scenarios and understand how small adjustments can affect the model's predictions.  

To summarize, the ABELE method generates explanations based on a given sample (local 

method) and a black-box model. It uses the concept of latent space to conclude proximity 

between instances, so the autoencoder is also relevant and fundamental to the method. 

Explanations are generated through three evidences: 

• Feature importance saliency map (visual explanations highlighting the more relevant 

areas in the predicted image) 

• Set of positive synthetic neighbours’ images (with the same classification) 
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• Set of negative synthetic neighbours’ images (with different classification) 

 

To implement the ABELE model to this work, an open-source library named XAI-Lib, that 

implements many other XAI methods, was used https://github.com/kdd-lab/XAI-Lib. In the 

following sections, all the details about each implementation blocked will be described. 

4.2.1 Auto-encoder 

According to (Bergmann, n.d.), a latent space in machine learning algorithms is a compressed 

representation of samples that keep only essential features, this representation is enough to 

reconstruct the original data point with some level of proximity. Latent space modelling is an 

essential part of deep learning solutions. The concept is connected to dimensional reduction 

and is mandatory to make it possible to execute highly cost computation operations during 

machine learning training and inference reducing the complexity of data points. 

 

Figure 26 Latent space representation (Bergmann, n.d.) 

 

The COVID-19 model represents an image of 70x70 pixels coloured in 3 channels as a 3-

dimensional array (70x70x3) but as long ABELE extracts conclusions about the model decision 

making process navigating in the latent space and inferring proximity between samples (real 

and synthetic), an auto-encoder is needed. In the experimentation for this work, an adversarial 

auto-encoder was implemented.  

An adversarial autoencoder is a type of encoder that integrates adversarial training to enforce 

a structured latent space. It consists of an encoder that compresses input data into a latent 

representation and a decoder that reconstructs the original input. AAEs add a discriminator, 
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like a Generative Adversarial Network, which intents that the learned latent representations 

follow a predefined prior distribution (Gaussian for example). The encoder is trained to 

generate latent representations that fool the discriminator, resulting in a structured latent 

space. This adversarial regularization makes AAEs more stable compared to variational 

autoencoders while still allowing control over the latent distribution.  

Encoder, decoder and discriminators are implemented as neural networks. The encoder 

receives an image representation (70x70x3 array) and generates an essential representation in 

a single dimension array of 64 positions. This representation is used in several parts of the 

following actions during the ABELE execution. The decoder is dotted with layers that receive 

the latent space representation and convert it in an image in the original format (array of 

70x70x3). The discriminator is used during the training to determine validity of encodings. 

Below the piece of code that initializes the auto-encoder model: 

optimizer = Adam(0.0002, 0.5) 

self.discriminator = self.build_discriminator() 

self.discriminator.compile(loss='binary_crossentropy',optimizer=optimizer, 

metrics=['accuracy']) 

 

self.encoder = self.build_encoder() 

self.decoder = self.build_decoder() 

 

x = Input(shape=self.shape) 

lx = self.encoder(x)   # latent representation (latent x) 

tx = self.decoder(lx)  # reconstructed record (tilde x) 

self.discriminator.trainable = False 

 

validity = self.discriminator(lx) 

self.autoencoder = Model(x, [tx, validity]) 

self.autoencoder.compile(loss=['mse', 'binary_crossentropy'], loss_weights=[0.999, 0.001], 

optimizer=optimizer) 

Code 2: Adversarial auto-encoder implementation 
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Figure 27 Encoder, decoder and discriminator neural networks architectures 

During this experimentation work, some hyper parameters were adjusted to achieve the 

presented results: 
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• latent_dim: latent space dimension, basically defines the proper size of the latent space 

array, for this work it was defined as 64. 

• hidden_dim: hidden dimension of the autoencoders layers, 1024 was selected for this 

work. 

• num_filters: number of filters to use in the convolutional, 32 was selected for this work. 

• ephocs: number of epochs in the train, 2000. 

4.2.2 Balanced population generation 

The following step in the ABELE process is to generate a balanced generation with samples with 

the same classification of the sample target of the explanation (positive) and samples with a 

different classification (negative). The data points are not just generated randomly, for the 

positive samples, feature proximity is considered to prioritize those are closer to the target 

sample, on the other hand, for negative data points, feature distance is prioritized. The final 

goal is to generate a population well-balanced (with positive and negative samples) considering 

the prioritization mentioned before. 

To tackle this challenge, a genetics algorithm is used to start from a randomly create an initial 

generation and, according to the evolution process, mutate instances to generate more samples 

and keep the best ones according to fitness functions for positive (equal instances) and negative 

(not equal instances). 

Both fitness functions make usage of feature similarity (or difference) calculated using the 

target sample encoding and a random synthetic sample. It uses Euclidean distance metric to 

calculate feature proximity. Bellow the code of both fitness functions: 

def fitness_equal(self, x, x1): 

        feature_similarity_score = 1.0 - cdist(x.reshape(1, -1), x1.reshape(1, -1), 

metric=self.metric).ravel()[0] 

        feature_similarity = sigmoid(feature_similarity_score) if feature_similarity_score < 1.0 

else 0.0 

 

        y = self.bb_predict(self.autoencoder.decode(np.array([x]))) 

        y1 = self.bb_predict(self.autoencoder.decode(np.array([x1]))) 

 

        target_similarity_score = 1.0 - hamming(y, y1) 

        target_similarity = sigmoid(target_similarity_score) 

        # print(target_similarity_score, target_similarity) 

 

        evaluation = self.alpha1 * feature_similarity + self.alpha2 * target_similarity 

 

        return evaluation, 

 

def fitness_notequal(self, x, x1): 
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        feature_similarity_score = 1.0 - cdist(x.reshape(1, -1), x1.reshape(1, -1), 

metric=self.metric).ravel()[0] 

        feature_similarity = sigmoid(feature_similarity_score) 

 

        y = self.bb_predict(self.autoencoder.decode(np.array([x]))) 

        y1 = self.bb_predict(self.autoencoder.decode(np.array([x1]))) 

 

        target_similarity_score = 1.0 - hamming(y, y1) 

        target_similarity = 1.0 - sigmoid(target_similarity_score) 

        # print(target_similarity_score, target_similarity) 

        evaluation = self.alpha1 * feature_similarity + self.alpha2 * target_similarity 

 

        return evaluation 

Code 3: Fitness functions to calculate proximity in the problem space 

 

The final outcome of this step is a balanced population of synthetic images selected according 

to their proximity (positive) or distance (negative) to the target image. 

4.2.3 Decision tree 

Using the set of synthetic encodings selected in the last step along with their classifications, a 

decision tree is derived to find positive and negative rules that correlate features in the latent 

space, thresholds and results, for example: 

r = { 35 > -0.91 } --> { class: 1 } 

c = { { 35 <= -0.91 } --> { class: 0 } }     

It means that if the feature 35 is greater 0,91 our result is positive. This rule set try to capture 

mathematically how the decision-making process behind the decision is made. The usage of 

decision trees to derive rules from samples and classifications is not exclusivity from ABELE, 

(Singhal et al., 2024) also cites the same idea in their article about cancer classification images. 

4.2.4 Feature importance 

This is one the outcomes of the ABELE method. Using a set of synthetic samples that are 

compliant with the same rules discovered in the last step and have the same classification of 

the target sample, a feature importance map is calculated and plotted in the target image to 

highlight attention areas from yellow (affecting negatively) to blue (affecting positively) (Figure 

28).  
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Figure 28 Example of a saliency map generated by the ABELE method 

The positive hottest areas (strong tone of blue) can be corroborated by (Chest Radiographic 

Findings in COVID-19, n.d.) Figure 23. Peripheral areas in the lungs can provide visual signs about 

the presence of COVID-19 according to the paper. Those areas were also activated in the 

Saliency map. 

The same method also produced saliency maps for the skin lesion classifier model, in the 

samples analysed, the lesion areas was properly identified along with some small spots in the 

skin. In the Figure 29, two  saliency map produced evidence that on which areas affected the 

prediction positively (blue) and negatively (yellow).  
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Figure 29 Saliency map created for a skin lesion sample 

4.2.5 Generate positive exemplars 

To make transparent the model decision-making process to the final users another outcome of 

ABELE is generated: set of positive exemplars or a group of synthetic images that are compliant 

with the same rules derived in the Decision tree step.  
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Figure 30 Set of synthetic positive examples for both models 

The idea is to present a couple of examples to the final users that are classified with the same 

class of the target sample and more than it, have the same rules activated. 

4.2.6 Generate negative exemplars 

The last outcome of ABELE a set of synthetic images classified initially positively (as the target 

sample) and then converted into negative samples after applying small perturbations to the 

features values according to the rules derived in the Decision Tree step. For example, one rule 

says that if feature 38 is greater than 0,91 the class is 1, in this case, if this feature is set to 0,90 

most likely the model outcome will change. 

  

 

Figure 31 Synthetic negative examples 
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The idea is to present negative samples in the border line of the space problem as long they 

were generated manipulating the features that were significant to target sample prediction. 

4.3 SHAP 

The last XAI method explored was SHAP - SHapley Additive exPlanations. It’s an agnostic 

method than can be used to explain predictions in any ML model. It’s based in the games’ theory, 

and it evidences how each feature contributed for a given classification. SHAP method basically 

works calculating Shapley values for each feature. To do so each feature value is considered a 

‘player’ in a ‘game,’ while prediction value represents the “reward.” (Molnar, 2024) presents 

an example connected to an apartment prediction’s regression model: according to the model 

outcomes, an apartment’s worth to be €300,000 while the rest of the model’s predicted price 

for all the other apartments is €310,000. It is essential to understand how features like area, 

floor number, distance from a park, and banning cats led to this €10,000 difference. With the 

Shapley value method, this difference is allocated among the features which contributed to the 

Shapley value, ensuring each feature has an explanation to support the prediction. For instance 

to analyse the contribution for “cat-banned”,  predictions are calculated by incorporating and 

excluding the feature in conjunction with other features that are randomly filled in apartments 

where values are not available. The change in prediction is used as the feature's marginal 

contribution for the specific coalition. The entire process is done across all possible coalitions, 

and the average is calculated to determine the Shapley value. 

The two models analysed in this work were image models, so the features are basically the 

image pixels. Using SHAP we can see visually how each pixel impacted the prediction positively 

or negatively. An interesting feature that can be explored with images classifier using SHAP is 

the feature importance calculation for more than one class.  

It’s possible to see, for example, that a given image how the model considered a given region 

not only to the predicted class but also how that given region contributed pushing the 

prediction towards other classes. Both models needed to use the GradientExplainer available 

in the SHAP library to generate meaningful Shapey values. The implementation is very simple 

using the mentioned library: 

class_names = ["0", "1"] 

explainer = shap.GradientExplainer(model, x_train) 

shap_values = explainer.shap_values(x[:10]) 

shap.image_plot([shap_values[i] for i in range(2)], x[:10]) 

Code 4: SHAP Gradient explainer implementation 
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Figure 32 Shap values calculated for some Skin lesion and COVID-19 model samples 

For the COVID-19 model, a binary classifier, SHAP method was applied to four positive samples, 

the SHAP values for the positive class can be visualized in the right image while the images in 

the left present the values for the same images in the negative class. It’s possible to see some 

common areas such as the lungs perimeter in the negative and positive classes evidencing the 

model decision making.  
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For the skin lesion classifier, a multi-classifier model, it’s interesting to highlight the first sample, 

a melona case where other two classes, melanocytic nevi and benign keratosis-like lesions, were 

closed to be chosen what becomes evident since the three first images have features similar 

importance map. 

4.4 Discussion 

So far, after the systematic review and the initial experimentation, it’s possible to conclude that 

XAI such as Grad-CAM can enhance the trustworthiness of medical systems. In the 

experimentation, it was possible to visualize how the DL model analysed chest images, 

identifying correctly the lungs and which areas were crucial to the prediction (COVID-19 positive 

or negative).  

According to (Harikumar et al., 2024) and (Lamba & Rani, 2024), visual explanations generated 

by Grad-CAM can not only bring more confidence and reliability to the system output but also 

help the technical staff to identify specific regions that they haven’t checked before. As long the 

heat map highlights specific areas in images used to diagnosis, these regions might contain 

some relevant information (micro-lesion, color, etc) according to the model training (so 

considering the dataset) that a doctor could not note without this assistance.  

When it comes to compliance or auditing questions, the heatmaps can be a tool to provide 

more details about the decision-making process when analysed by medical experts that assess 

if the areas considered relevant by the model are correct and, more important than it, if no 

other important region has been missed.  

Speaking about ethical concerns, the heat maps can also be useful to identify bias when if the 

model can just predict considering as relevant some specific regions in the image disregarding 

other relevant areas according to medical experts (Patel et al., 2024). It may be caused by some 

unbalance in the dataset containing much more samples where just that region is relevant. 

Even though heatmaps can provide relevant information about the decision-making process for 

individual inferences, it cannot bring clarity about the entire model that could made possible to 

check some important factors with no need of multiple individual predictions assessments. The 

expectation is that some global method such SHAP could help to address this issue. The 

expectation is the Explanation module that will be integrated to the DL model will count with 

the three XAI methods complementing each other to fulfil many aspects of the decision-making 

process in the COVID-19 model. 

The Grad-CAM method was applied to the COVID-19 model in order to clarify their decision 

model process and bring transparency to its decisions. The experimentation could produce 

satisfactory evidence about how the COVID-19 make decisions. Using the state of the last 

convolutional layer after an inference, GRAD-CAM produces a visual heat map with the key 

areas in each prediction. 
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The visual evidence produced on top of the COVID-19 model was corroborated by (Chest 

Radiographic Findings in COVID-19, n.d.) in terms of relevant areas to visually inspect during a 

chest x-ray evaluation for COVID-19. Another relevant aspect is that the heat map generation 

is not computation expensive, what means that adding this feature to a potential explainability 

module would not face many technical challenges or increase deeply the cost of the solution. 

The heat map is generated according to the weights of the last convolution layer, no new 

calculations or complex routines need to be executed after the model prediction. 

While experimenting GRAD-CAM with the Skin lesion model, the connection with convolution 

layer block size was evident. In the CNN model architecture, the last convolution layer has a 

block size of 5 resulting in a heat map of 5x5 transposed in the analysed image. This small 

heatmap is calculated using the layer gradients and after some final rounding and normalization 

operations a heatmap with 0 values were produced for some images, it could affect the usage 

in a real system since no region was highlight. 

The ABELE method was applied to the COVID-19 model to explore what kind of evidence about 

the model decision making process it would bring. In order to explain why a given image was 

classified positively with COVID-19, ABELE applies Generative Artificial Intelligence techniques 

to generate positive exemplars (synthetic images also classified as positive with proximity in 

terms of key features) and negative counter factual exemplars (synthetic images classified as 

negative after small perturbations in key features to the sample being analysed). 

In the experimentation section, the process of integrating ABELE to the COVID-19 was described. 

ABELE has three outcomes: set of positive exemplars, set of counter factual exemplars and a 

saliency map. The saliency map was able to present visually which areas most activated and 

attracted attention from the model, peripheral areas were activated what makes sense 

according to (Chest Radiographic Findings in COVID-19, n.d.). Saliency maps present the same 

benefits of Grad-CAM heatmaps in terms of compliance (producing evidence about each area 

were relevant for each inference) and bias mitigation (helping to identify areas overrepresented 

in the dataset). 

Positive exemplars (or synthetic images classified with the same class of a target sample being 

explained compliant with the same rules that activated the class prediction) were generated to 

present visual support to the rules that were fundamental to the inference. For example, if a 

specific format of a micro lesion produced a specific model outcome, other images with the 

same lesion would be generated to support the model decision. For the COVID-19 model, 

although, the exemplars weren’t so effective due to the quality of images generated after the 

encoding/decoding process and due to the fact of the images used to train and predict 

represent a medium size area (human-chest in this case) so evidence small characteristics can 

not be simple. (Metta, Beretta, Guidotti, Yin, et al., 2024) present a study related to skin cancer 

detection using micro lesion images, in this situation, the positive examples seem to be more 

effective. 

Negative counter factual exemplars (or synthetic images not classified with the same class of a 

target sample explained and generated with small perturbations on key features for the 
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activated prediction) were also generate to disclose details about the decision-making process. 

For example, if a micro lesion is significant to generate a specific diagnosis the counter factual 

samples would be images with a slightly different lesion to make it clear how the model made 

the decision. According to the same points listed for positive samples, it was not so effective for 

COVID-19 model due to the image’s characteristics.  

One relevant aspect of integrating ABELE to any explainability module is that all the three 

outcomes rely on heavy computation processes that could be complex to execute in real-time 

(along with the prediction for example). To derive the decision tree, ABELE requires a balanced 

population of synthetic images with the same and opposite classification of a target sample (the 

one being explained), this population is generated using a genetics algorithm. The counter 

factual and positive prototypes generation also rely in some iterative methods that can take 

time to present results. 

While experimenting ABELE in the Skin lesion model, the importance of the auto-encoder 

become even more evident, skin lesion images are more sensible to quality loss caused by the 

AAE in the synthetic samples generated, that’s why only the salience map could have some real 

meaning in a health system, the synthetic positive and negative samples produced didn’t have 

enough quality to be understood by the medical staff. Many attempts have been made to 

increase the quality of the generated images such as changing the latent space representation 

size, update the internal layers size, adapt the optimizer learning rate but nothing produced 

some visible improvement. 

SHAP was also applied to both models producing heat maps for each possible class in the model 

(not only to the predicted class) to evidence which pixels contributed (positively or negatively) 

to that given classification. This feature (heat maps for all classes) can be interesting to show 

boundaries between two classes when more than one has relevant likelihood according to the 

neural network output. In terms of integration in real systems, SHAP images can be generated 

with reduced computational effort what would simplify its usage in a given explainability 

module not compromising the overall system performance.  

The Skin lesion classifier is a multi-class model that brings more value to the SHAP analysis, as 

long inferences closed to more than one class can evidence which areas push the classification 

towards each of them bringing more clarity about what made the model decide by one of them. 

The SHAP images evidence how the model decided between multiple classes in the model and, 

as Grad-CAM and ABELE Salience Maps could be beneficial to improve the confidence in the 

system output mitigating trustworthiness issues. 

 

 

 

 



 

54 
 

4.5 Explainability Module 

One of the goals of this work was idealize how an explainability model could be integrated to 

any real health care system using AI to boost the confidence in the system results. According to 

the experimentation using COVID-19 and skin lesion classifier models, it was possible to 

conclude this module would use two of our the analysed methods: Grad-CAM and SHAP.  

These two modules were able to produce meaningful evidence for both models while ABELE 

presented as the better result the saliency map, the positive and negative samples had their 

impact affected by poor quality of the images generated by the AAE. 

While designing a module to be integrated in a real system, computational resources and mainly 

the time required to generate the evidence are also factors to be considered so it also 

contributed to the choice of Grad-CAM and SHAP that can produce evidences and artifacts in a 

reduced timeframe not compromising the system overall performance or requiring significant 

amount of extra wait for the system output. 

As explained in more detail in the initial section of the Discussion chapter, Grad-CAM would 

evidence the high attention areas for a given diagnosis analysis providing more information 

about how the model predicted the output. SHAP would complement the analysis, providing 

more information about how the model differentiate the chosen classes from the other possible 

classes. 

In the Figure 34 the proposed module interface is presented highlighting the analysed image in 

the top left corner and the classification in the center. To disclose details about the decision-

making process the Grad-CAM heat map is presented in the left top corner and the SHAP images 

are presented in the bottom. 

In this sample, the classification is Dermatofibroma, the SHAP images present how other classes 

were evaluated in the same image and how specific points (in red) pulled the decision out of 

that class. It’s possible for example to see that other classes such as Benign keratosis and Basal 

cell carcinoma were relevant in the decision-making process. 

As long Grad-CAM is not agnostic (can just be connected to CNN models) as SHAP, this module 

could be integrated into convolutional models. The module would disclose more details about 

how this given model predicted some specific diagnosis boasting the confidence in the system 

output and providing evidence that could be used to mitigate trustability questions. The module 

could also be used to produce artifacts in a regulatory audit to attest the systems well-

functioning mitigating legal questions.  

Grad-CAM and SHAP are also methods that can be integrated into DL models not requiring any 

change in the model architecture, so with no risk of impacting the model performance. This 

condition is not true for all XAI methods, some of them can impact the model design and 

performance. 
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Another contribution of the this module is the fact of the heatmaps can be not only to confirm 

diagnosis but also to support the treatment highlighting areas that should be analysed by the 

medical staff in the course of the treatment, this aspect was referred by  (Harikumar et al., 2024) 

and (Lamba & Rani, 2024) as some hidden benefits of this kind of XAI method. The idea is simple, 

if the model paid attention in a given area it can be a hint for the medical stuff check it. In the 

same direction, (Hroub et al., 2024) mentioned this characteristic, high importance areas being 

highlighted could also be beneficial for less experienced professionals. 

It's important to reiterate that this proposed explanation is scalable in the sense it does not 

affect the overall system response time. As mentioned before, Grad-CAM and SHAP are not 

compute intensive methods, so they could be integrated with no risk of making the medical 

staff to wait too long for the system output. The explainer module could also run both 

explainers in parallel (SHAP and Grad-CAM) to save even more time. 

 

Figure 33 Explainer module integrated into a real system 



 

56 
 

 

Figure 34 Proposed explainability module 

4.6 Results Comparison 

The systematic review presented in the second chapter of this work reviewed several works in 

the health care field using images to support diagnosis decisions. This section aims to compare 

the achievements and conclusions from this work with other academical work. 
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(Metta, Beretta, Guidotti, Yin, et al., 2024) presented a paper to boast the confidence in a skin 

classification system using ABELE XAI method as it was done by this work. They highlighted the 

same challenges we identified in this area: the fact of DL systems are usually black-boxes bring 

challenges in their adoption as long the decision-making process is obscure. They decided to 

apply ABELE to produce multiple evidence and artifacts related to model decision making 

process. As this work concluded, they also referred to the importance of the AAE being able to 

produce high-quality images: “the efficacy of ABELE heavily relies on the quality of the encoder 

and decoder functions used; the more effective the autoencoder, the more realistic and valuable 

the explanations become.”. They also presented the ABELE explanations to a group of health 

professionals to assess their effectiveness to improve or not the trustworthiness and concluded 

that the confidence gain varied according to the professional level, experienced professional 

felt more comfortable with more detailed explanations while novice prefer less detailed 

evidence. 

(Thapar & Tiwari, 2024) used the same dataset explored in the experimentation chapter, 

HAM10000, to create skin lesion classification models. Their focus was more on the 

classification models using multiple architectures than in XAI methods so the paper didn’t 

present strong conclusions about the explanations. Anyway, they experimented some methods 

to explain the classifiers output: Faster Score-CAM and SmoothGrad, both producing some 

variations of heat-maps as Grad-CAM explored in this work. The same choices were made by (F. 

Mahmud et al., 2023) using HAM10000 to explore skin cancer classifiers and selected Score-

CAM and SmoothGrad as explainers also without big focus on the explainers performance. In 

general, all the studies decided to use XAI to disclose more details about some DL model central 

focus of the pager bringing more transparency adding visual explanations on top of the normal 

performance metrics what corroborates the conclusion of this work that XAI methods are 

important and effective for health-case image systems. 

(Akbar et al., 2024) presented a study to classify chest radiographies into positive or negative 

COVID-19 cases. As the model experimented in this work, they also built a CNN model to 

inference the diagnosis and used Attention mechanism to produce heatmaps to evidence areas 

with high or low influence in the decision. In this work, one of conclusions was that XAI methods 

based in heat maps can produce good evidence about image healthcare decision making 

process. It’s also corroborates this work conclusions, that visual explanations offer a strong 

support for clinicians understanding how the model decided for some classification. 

(Hassan et al., 2024) also presented a paper related to COVID-19 diagnosis prediction but their 

choice to explain their model was LIME transposing the feature importance into a heat map. 

(Ukwuoma et al., 2023) also presented a paper related to COVID-19 detection using ML models, 

it also uses lung x-ray images to train a CNN model and relies on Grad-CAM heatmaps to explain 

the model output exactly as experimented in this work. 

The analysis of the related work presented a clear tendency in health-care systems based on 

image inference: the usage of heatmap like solutions to explain CNN models. As discussed 

earlier, visual explanations can bring insights into the model decision making process, 
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highlighting and lowlighting areas according to the importance to the model disclosing details 

to the medical staff. It’s also corroborated by the Systematic Review conducted in the second 

chapter of this work, the question “RQ 2: How can XAI leverage trustworthy for image 

classification use cases?“ was replied elucidating the XAI methods most recurrent in the 

literature: Grad-CAM and other heatmap solutions are the most used. 
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5 Conclusion 

This work aimed to investigate how Explainable Artificial Intelligence (XAI) can contribute to 

mitigating legal, ethical, and trustworthiness issues in medical imaging systems, a field where 

transparency and reliability are essential due to its direct impact on human lives. 

To address this goal, the research began by identifying the most recurrent challenges within 

medical imaging systems. Through a systematic literature review, it was found that the 

predominant concern is the lack of transparency in deep learning (DL) models, often described 

as "black boxes." This opacity reduces clinicians’ ability to trust and validate the outputs. Other 

significant challenges include bias in data and models, data privacy, the quality of datasets, and 

compliance with regulatory standards. 

XAI has emerged as a promising solution to address these challenges. The review revealed a 

wide adoption of visual explanation methods like Grad-CAM and its variants, as well as feature-

based methods such as LIME and SHAP. According to the explored literature, these techniques 

have been used to provide mainly local interpretability, offering insight into individual 

predictions, for health-care system using images usually the feature importance is translated in 

a heat-map transposed in the input image what make simple to any human understand which 

areas were more relevant in a given decision. Global interpretability is also referred but this 

usage in the context is limited. Such transparency not only improves trust among clinical 

professionals but also supports compliance with legal standards. (Patel et al., 2024) refers the 

fact that regulatory bodies often need comprehensive documentation about decision-making 

process what could be achieved through XAI evidence that shows the reasoning behind the 

system output. (Chaddad et al., 2024) also referred how graphical evidence produced by Grad-

CAM could be integrated into regulatory frameworks. 

XAI methods are also recurrently mentioned to identify bias, (Alomar et al., 2023) refer that 

methods that reveals more important areas in a given input image producing a heatmap such 

as Grad-CAM can be used to determine which attributes the model is employing, this helps on 
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spot any possible biases or inaccuracies in the model’s predictions. (Ueda et al., 2024) also 

corroborate this fact but refers a relevant concern: bias confirmation, when people only favour 

explanations that confirms their beliefs. XAI heatmaps, for example, could be mis interpretated 

by medical staff that just look for confirmation if specific regions were analysed that could 

confirm their own belief disregarding the fact that other “non-expected” areas were also 

relevant in the inference. (Andrade & Alves, 2024) reinforces that XAI saliency maps solutions 

can disclose details about the decision-making process for a given prediction in order to 

understand how any unethical or unexpected connections is being made. 

Independent and regular audits using performance metrics and XAI explanations on top of well-

distributed test datasets are necessary to address potential bias and ensure the system remains 

fair over the time. 

The thesis identified and evaluated over 20 XAI methods, narrowing the focus to three 

particularly relevant techniques for experimentation: Grad-CAM, SHAP, and ABELE. These were 

chosen based on prevalence in literature and their complementary characteristics—covering 

visual, statistical, and generative explainability approaches. These methods were then applied 

to DL models trained on COVID-19 chest radiographs and skin lesion classification datasets. The 

practical implementation of these explainers showed that Grad-CAM effectively highlighted 

relevant image regions influencing model decisions. SHAP provided quantifiable feature 

importance values supporting local explainability not only in the predicted class but also 

evidencing how each area in the image pushed to the decision in or out every possible class. 

ABELE introduced a generative approach using exemplars and counter-exemplars to justify 

decisions, but the experimentation concluded that its explanations were not so effective due 

to the quality of the images produced.  

Finally, the thesis proposed an explainability module that integrates these XAI methods into 

real-world medical systems. Such integration could enable clinicians to receive not only a 

diagnosis but also a justification backed by visual evidence, increasing system transparency, and 

fostering trust in AI-assisted healthcare. Supported by the experimentation results, the 

proposed module would use Grad-CAM and SHAP images to explain the system output. Both 

methods are complementary since Grad-CAM explains how the model choose the predicted 

class while SHAP also helps to explain why the system does not chose the other classes. They 

are also less time-heavy in terms of the amount of time required to generate the explanations, 

ABELE for example relies on some iterative methods such as genetic algorithms that take time 

to produce results. 

In conclusion, XAI is not merely a technical enhancement but a critical enabler of responsible AI 

adoption in medical imaging. Its integration into DL-based systems is vital for aligning with 

ethical standards, fulfilling legal obligations, and most important ensuring clinicians and 

patients can trust and act on AI-generated insights.  

As described in the experimentation section, the quality of the synthetic images generated 

during the ABELE implementation wasn’t enough to produce meaningful and interpretable 

results. It happened due to the auto-enconder implementation that wasn’t able to represent 
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the image in the latent space in way that could be possible to have an enough quality 

representation back. In order to make the ABELE output more effective, some investment 

would be required in the AAE, testing other models and implementations.   

As described earlier, hyper-parametrization adjustments were tried (batch-size, latent space 

size and hidden layers size) with no success. Exploration took place using an adversarial auto-

encoder architecture (AAE), so other kinds of auto-encoders such as Variational or 

Convolutional could be explored.  

Another aspect that could be explored is some sort of qualitative feedback about the evidence 

produced by explainers from health professionals. As discussed in the Results comparison 

section, this is one common path to evaluate the quality of the explainers outcome. A general 

feedback survey could be conducted in a group of professionals to hear their point of view about 

the effectiveness of the explainers and more importantly understand how they improved or not 

the trustworthiness of the system output. To make it even more complete, feedback from legal 

professionals could be used to attest the effectiveness of the explainer's evidence as proof for 

auditing purposes for example.  

During the experimentation process, the focus was only on the explanation of 100% image-

based models, but healthcare models commonly also use patient data such as age, sex, weight, 

etc. as model inputs. For example, a given lung cancer detection model could rely on 

radiography images but also in the patient age and if smoker or not. It would create additional 

opportunities for explainers: analyse how each of these features influenced in a given inference 

(local analysis) and even how they affect the whole model (global analysis). SHAP would be 

interesting to calculate SHAP values in the feature level producing strong evidence about how 

each feature contributed.  

While this work was being written, Agentic AI emerged as a hot topic in the market to 

orchestrate AI agents using LLMs to produce a desired output. In this field, this study only 

identified (Grillo et al., 2024) where ChatGPT model is used to generate textual explanations 

about MRI images to support image segmentation results but nothing related to agents has 

been mentioned. This kind of orchestration solution might be explored in the context of 

interpretability of machine learning (ML) models in healthcare by providing detailed, context-

aware explanations for their outputs. Leveraging an AI Workflow concept, these agents can 

autonomously gather domain-specific knowledge from scientific articles, technical reports, and 

medical databases to build enriched narratives around model predictions. For instance, when 

an ML model identifies a high probability of skin cancer from dermatological images, an AI agent 

can consult recent dermatological studies, clinical guidelines, and expert analyses to produce a 

thorough explanation of the model's decision-making process. This would include highlighting 

key features such as lesion asymmetry, border irregularities, and color variations while cross-

referencing these characteristics with documented medical literature. This automated 

knowledge synthesis not only augments the interpretability of ML outputs but also bridges the 

gap between technical model outputs and actionable clinical insights, thereby enhancing 

decision support for healthcare professionals.  
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Additionally, the integration of AI agents into the AI Workflow would enable a continuous 

learning mechanism where agents iteratively refine their explanations based on new medical 

findings and model updates. For example, in the case of skin cancer detection, the agent could 

autonomously update its reference knowledge as new research emerges, ensuring that the 

generated explanations remain current and clinically relevant. This dynamic adaptation is 

particularly valuable in healthcare, where scientific advancements are frequent and critical for 

accurate diagnostics and treatment planning. 
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