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Problem description:

Local economies can no longer be protected by thétural isolated condition in a global and
technological world. After researching several doeuts available about the subjeudustrie 4.0

in a global view, the opinion and vision of theigas participants in direct targeted strategy that
could exist on the theme in the German nationalityeat’s difficult to find any common
operational model to be implemented. Only recomragads.

As yet the theme of the object of study is in atiahphase, is an opportunity for exploring new
and emerging ideas for reflection and insights,raggh, role and potentialities. Understanding
how the interaction between the several playersaltaborative industrial projects performed
occurred along the entire value chain includingt@uer, operator, supplier allow conducting a
reflection about interactive business relations mldistrial reorganization needed in the German

industries reality for the future.

Objectives:
* Research and strategic dissertation of the framewarallenges and perspectives of the
Industry 4.0
» Literature study, screening of research documentthe field, evaluation of the concept,

summary and outlook of steps to come.



Abstract

The world is increasingly in a global community.eThapid technological development of
communication and information technologies allotws transmission of knowledge in real-time.
In this context, it is imperative that the mostealeped countries are able to develop their own
strategies to stimulate the industrial sector tefxeip-to-date and being competitive in a dynamic
and volatile global market so as to maintain itsmpetitive capacities and by consequence,
permits the maintenance of a pacific social statemeet the human and social needs of the nation.
The path traced of competitiveness through teclyicdd differentiation in industrialization
allows a wider and innovative field of researchredldy we are facing a new phase of
organization and industrial technology that begionschange the way we relate with the industry,

society and the human interaction in the world ofkvn current standards.

This Thesis, develop an analysis of Industrie 4&htework, Challenges and Perspectives. Also,
an analysis of German reality in facing to approattie future challenge in this theme, the
competition expected to win in future global maskegioints of domestic concerns felt in its
industrial fabric household face this challenge aptbposes recommendations for a more
effective implementation of its own strategy.

The methods of research consisted of a compreleemsiiew and strategically analysis of
existing global literature on the topic, either @atly or indirectly, in parallel with the analysts
guestionnaires and data analysis performed by iestitepresenting the industry at national and
world global placement.

The results found by this multilevel analysis,wld concluding that this is a theme that is only in
the beginning for construction the platform to eggathe future Internet of Things in the
industrial environment Industrie 4.0.

This dissertation allows stimulate the need of azbinents of more strategically and operational
approach within the society itself as a whole w@rify the existing weaknesses in this area, so that
the National Strategy can be implemented with efie@pproaches and planned actions for a

direct training plan in a more efficiently path @ducation for the theme.

Keywords: Industrie 4.0,Cyber-Physical-Systems, Internetrohds, Smart Factories
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“The world as we have created it is a process aftbinking.
It cannot be changed without changing our thinking.

Albert Einstein
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Industrie 4.0 Framework, Challenges and Perspectives

1. Introduction
1.1. Contextualization
2013 marks the turning point on the focus of aitenbn the theméndustrie 4.0

Industrie 4.0 is a term with reference to th& &ndustrial Revolution shaped by German
Government and industry leaders, researchers, iaisos, and unions, for describing a
joint National Strategy to improve the industry ci#sing the fundamental paradigm shift
from a centralized production to a decentralizemtipction and control (BMWi, 2013).

A quick global search reveals the lack of inforroatio understand all the implications and
repercussions that this matter will awake in Gernmaustrial society. In this context, the
author of this research has accepted the challemgesearch on this topic in order to
provide not only a comprehensive understanding &ls recommendations to help and

contribute to all the interested parties, undestamd approach to the concept.

1.2. Objective
The aim of this Thesis is to allow an understandighe framework, challenges and

perspectives of thimdustrie 4.0theme, in a global industrial perspective.

1.3. Organization of the report

This report is organized as follows: in Chapters2considered a historical review of the
Industrial Revolution, presented the need that vated the development of Germany
National Strategy, and its considerations. In @, is presented the concept of Internet
of Things, with their constructive characteristarsd technological interactions that allow
the new industrial philosophy. In chapter 4, isspréed the digital and physical media that
will be involved in industrial reorganization inl alalue-added chain. In chapter 5, are
listed some of the most important challenges that éntire community will have to
overcome to implement this new philosophy. In cbaf, are stimulated some of the
benefits generated with this new industrial phifgspthrough different perspectives of the
stakeholders. In chapter 7, are some applicatiohsthe concept to a practical
understanding in the industry level. In chapters8carried out some example fields like
automotive, energy and mobility as examples of nbe philosophy. In chapter 9, are
presented some alerts, warnings and concerns ifotireof recommendations. In chapter
10, the conclusions obtained along the realizadiotnis Thesis on the thentedustrie 4.0

and its current momentum.
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2.Industrie4.0

The industry is beginning to absorb the integratedtions allowed by the Internet of
Things and Services. This obligate the entire ittalsorganization prepares itself for a
change of its concept of business model. The iategr of networks for sharing data and
knowledge through a direct integration at its pitke system, allow a new creation of
added value and benefits in a comprehensive maonall the interested parties. This
allowed reacting to changing global markets indregg uncertain.

2.1. Historical review

The basis of the economy in Europe, as well agylé ©f life, is based in the industrial
revolution (Flegel's, 2009). This also has ledria@aonomic growth au pair of some social
and environmental disasters in some nations (Jova&®©®9). The technological
development allowed over the time a globalizatioh irdustrial technologies. The
consequence was economical and social developnfentaay countries shaping the
current world market.

The term Industrial Revolution, has caused a livéigcussion about its genesis and
applicability over the recent times in the sciaatdommunity (Coleman, 1983). However,
it has been widely accepted as a representativeeele of differentiated phases as a
development of productive technological capacitptigh creativity as a key factor for the
growth, development and change of the conditionuphan society and the environment. It
can be argued that the Industrial Revolution haoime a set of macro inventions that
allowed an acceleration of micro inventions. Thisated events that changed irreversibly
the face of society in a global sense even in scases, no scientific basis supporting a
pragmatic knowledge about how things worked (Mok@35).

The First Industrial Revolution emerges with thenguon between the mechanical
capabilities allowed by kinetic energy with the rthal energy at the end of the 18
Century. Up to this time, it seemed impossible ittea that one could lead to another in
order to increase the productivity (Cipolla, 1965he first mechanical looms created by
Henry Cort in 1784, emerged the starting contextaabn of the First Industrial
Revolution in time frame.

The Second Industrial Revolution is usually datetiieen 1870 and 1914 (Mokyr, 1998).
This was a consequence of fertile period in inniovabetween 1859 and 1873 (Mowery

and Rosenberg, 1989). With profound impact on aatarganizational methodology in
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production system, the emergence of electrical ymtide technological systems allowed
scale production of goods based on the divisiolaldr. This resulted in an evolutionary
continuity of First Revolution (Huges, 1983).

With the ability to use the first Programmable Lo@iontroller in 1969, it was able to join
the synergies between information technologies wiéittronics. This allowed classifying
this industrial reorganization as the Third IndiastRevolution. Also, the increased use of
automation in manufacturing processes up to theepteday, in a constant spiral of
technological innovation, solidifies equipment stgac position in the productive chain.
The Four Industrial Revolution will represent thieallenge through the technological
integration of Cyber Physical Systems using the hietogies of Information and
Communication in industrial processes of manufacguand logistics. This integration
will allow increasing the business value-added rhaiso, it will represent a change in
classical organization of industrial work methodpés and development of new business
models (acatech, 2013). It's not required only dmwag the productive systems to
manufacture of goods or maintenance of services Wik profoundly changing the
working relationship with the human being. The @msnces once more will have
reflexes in the structure of society and the emrirent.

Once more, the formal designation of Four InduktRa&volution is not a universal

recognized consensus term in a single format adneall communities.

The four stages of

) 2
the Industrial Revolution E ” I ‘ f D @ D

4, industrial revelution

fTITITITITIITIINL
! based on Cyber-Physical
Systemss
3. industrial revolution
uses electronics and IT to

achieve further sutomation

of manufacturing :
. 2. industrial revolution 2
follows introdustion of 8
electrically-powered mass
production hased on the
division of labour
1. industrial revelution
follows introduction of
water- and steam-powered
mechanical manufacturing :
farilities time Jp
End of Start of Start of 19705 today
18th century 2Mth century

Smr: TEK] 20

Figure 1. Phases of the Industrial Revolution (seubDFKI, 2011).
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For some people in Scientific Community, this teapresent the integration of the digital
world with the physical designated by Internet dfifgs. For others it means Third
Industrial Revolution especially for those who ¢ the mechanical production of goods
in the First Industrial Revolution and do not calesithe existence of a Third Industrial
Revolution located in the automation of digital méatturing processes.

Terms such as Smart Production, Smart Manufactui$mart Factory, and Advanced
Manufacturing among others that may exist are symsnfor the same technological

expression used.

The new productive philosophy

Today’s competitive pressure in the global markemmposed by the presence of industries
in emerging countries. These industrial companievehcapacity of technological
absorption and presents low operating costs. Bhis threat to develop countries such as
Germany. It leads to the need to develop and dawational strategies with joint future
visions in society to minimize this external compet effect with reflexes in the domestic
economy. The goal is to boost the national indalstsector in international markets
through the creation of economically high valueedidelements through innovative
products and services. These elements will allowamering companies and institutions
in creation of new markets, differentiating it frasther competitors at the same time that
minimize their costs by using their resources wiibre efficiency (Costa, 2009). This way,
it is possible to protect and maintain the society stabilized environment.

Industry should concentrate its industrial operaithrough a customization of products
and put them in market niches of high profitabilifihis will have consequences like the
need for amendment of the classical productivectira through an increasingly complex
introduction of variables and specifications ondutts and services available. This will
require direct investment in the area of innovatimie able for optimizing the productive
systems (Westkamper, 2009).

It is expected that the investment on this new pectide philosophy will provide a
technological innovation capable of providing assoeconomic boost through intelligent
productive systems built for flexible production.aMrials and products with highly
optimized processes, inserted in supply chains arésvwill be managed through fast
reaction to potential changes in requirements reduby client. Products will be tracked
throughout its life cycle in service and monitot®da capable and specialized workforce,
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allowing a sustainable development (SMLC, 2011).tihdé same time, will be possible
managing resources efficiently in a safety andiguahvironment for all.

As concerned to those future needs, the Germanr@meat in conjunction with all the
interested parties, has elaborated and developggalcommon national strategy. This
national strategy should create a new dynamismenim@n Industry so that the industry of
manufacture of equipment could be able to keepaHilty to position itself in leadership
in a global market. Through a consistent integratd Information and Communication
Technologies in Cyber-Physical Systems, will previat the same time, the ability to
create and serve new markets for these producthidrcontext, the wordéhdustrie 4.0
represents the description of the fundamental pgmadf transition from a control applied
in industry in a centralized manner for a deceideal production. This allow being
extremely flexible and individualized, where clasproductive barriers disappear creating
new technological areas and forms of cooperatian fad to a change of value-added

processes and require a reorganization of theidivig labor (Bmwi, 2012).

2.2. The Global Competition

The migration and relocation of a portion of thdustrial fabric of the most developed
technologically nations in the weaker economiesjirag at the reduction of costs of
domestic production and trying to increase thellet/@roductivity, allowed the expansion

and elevation of competitive industries in the lgstrs on the global level. These
companies had an active role in changing the Wienkel competitiveness to claim for

itself a part of the implementation of value addedhe global marketplace (Hausmann,
2011). This was only possible because the abihty the knowledge acquired through the
industrial production of goods were allowed by ttamsfer of foreign technology from the

most industrial countries. As a consequence, weearegl the construction and

development of internal capacities of knowledgeeasible by developing productive

processes with the consequent social changes deftiwen the prosperity created. This
prosperity creates and develops a middle classuocogs and self sustained due to
employment generated. In this context, the econalaielopment in parallel with other

key factors, it becomes the engine for a currertelacated globalization since the
development of information and communication tedbgies. These technologies allow
streamline the process of industrial technologgdfer through allocations and deployment
of financial and productive infrastructures. Thisemtional global way is permitted by

complexity created around the network of sumplgins that allow the satisfaction of the

5
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Source: (Hofstra, 2013)

Figure 2. Global Production Networks (source: afs2013).

customer needs through a productive capacity lodtsted in universal way in the most

various strategic locations of production in thetfo

The global competitiveness came compel the mostldped countries in reorganize their
industrial national strategy to keep themselvea imarket increasingly volatile with the

rising of emerging competitors that are also clagma space in it. However, today is still
the model of Taylor that guides the organizatiohef management of production in most
industrial organizations. This keeps companies $amu a level of high efficiency for the

use of available resources in order to maximizedpectvity at the same time that

introduces a rapid adaptation of productive systeetessary tasks (Bessey et al., 2009).

Manufacturers under tremendous pressure

Innovation

e N “Cost™ ~._
A5 P 2y reductions.
4 = = 3

Manufacturer

Cnmpetitoi: ' :
rivairy “Continuous
improvement

initiatives

Source: (Mehra, 2013)
Figure 3. Global industrial pressure (source: MeBfd 3).
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The new competitors are emerging increasingly clogbe classic leadership in the global
market, occupying a space that allowed maintenahsecial peace through the existence

of jobs who maintained a social class self sustharel contributory.

2.3. The Potential ofindustrie 4.0

The concern with the future competitiveness of Garrimdustry is already inserted in the
German Government Strategic Agenda by a few yegos Since 2006 that the Internet of
Things and Services have been promoted and accéedpavith some technology
programs with positive results (acatech, 2013). phbtential developed by this type of
strategy will allow the national industry to be alb develop procedures at the level of the
competitive differentiation. Introducing the abylito satisfaction of specific requirements
of customers in design, configuration, planning,nafacture and changes needed in
productive systems all at the same time, makeslgedke production in micro scale be
profitable. This flexibility allows a dynamic cogfiration of different aspects of the value
chain at the same time that combines an optimizaifathe decision model to cope with
the real needs of the market. The capacity of iefiicmanagement resources, increasing
productivity with the consequent creation of addedue and ability to generate new
business models by helping the employment markidtallow a better balancing of the
social system. These will be able to create a lbathrpersonal development in order to

allow a greater longevity in the workplace withantinuous professional development.

Q Social Web

-ﬁ

.. Smart Grid s U

@ A Business Web
R Smart Factory .- ¥

Smart Building B

Smart Hnme @ @

Source: Bosch Software Innovations 2012

Figure 4. Relations between Internet of Thingsghke&ervices (source: Bosch Software Innovatio0322.
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2.4. Germany and the new Industrial Era

The growth of the economy in Germany is dependentth® recovery of the World
economy, the strengthening of confidence in theoEamd the relations with the partner
countries for export of goods. They are still icoeery from last financial crisis and are
not contributing fully to the growth of German exgaion. So, there is an urgent need to
find new markets for maintenance of growth of thietinal economy.

The measures taken at the level of reforms in tegpears, through the restructuring of the
banking system and the German labor market hawedl@a rapid recovery of the nation.
However, for the purpose of technological differatidn, it means that should not be
overlooked the need for investment in the spe@tbn of new workers or creation of
conditions for the maintenance of a long periodactivity of most currently in service.
This is refereed especially for the workers withllskable to create added value in new
industrial working environment, dominated by digifgocessing of data by means of
information and communication technologies, tramsfog the human relationship with
the world of work and breaking with the known waonkethodology.

Germany, in parallel with other most developed ¢oes, reveals the taking of initiative in
the pursuit of objectives such as the demand fomter@ance of leadership in some
industrial sectors. In this way, the country wik lable to maintain a stable economic
climate in an increasingly volatile global envirommh which may put into question its
social stability. This will compensating the naturansfer of industrial technology to the
outside and will boost policies of differentiatian the level of innovation of products,
services and technology platforms. It's a respdoskmited natural resources and at the
same time maximizing the value added availabletedeso as to maintain its leadership in
the global marketplace (Westkdmper, 2011). To enshat this objective is achieved in
full, the industrial companies must undergo foiharge of mind set with the new Digital
Era.

This mind set requires a radical change in the stréhl structure, organization and
operations models and it will not be the bet onsr@asduction or in product diversity but,
in the new paradigm of production. This paradigm based and oriented to the
optimization and creation of value on products tdigtmout their life cycle with the
consequent change in the manufacturing procesabinological products which will
require a redesign of the entire business model.

The amendment of the chain of industrial processisgally inserted in a line of

operations, should be changed to the introductfotomplex networks of production that
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cross different levels and geographical spacessd haust be integrated in the production
processes in networks of added value in a dynamag and synergetic through a
standardized global communication and enabling het $ame time, the removing
everything that is not necessary for production.

These new production technologies allow a permadewtlopment in order to overcome
technological limits in a continuous manner throtigh reduction of operating time, costs,
raw materials necessity, waste generated, defeckseaergy consumption. These means,
through innovative and self optimized solutionsll Wwoost companies being ready for a
rapid growth of this type of technology in orderdieate a competitive advantage in the
global marketplace. This new way of operating ia thdustry will oblige companies to
adapt their own structures as quickly as possibleet able to integrate all these industrial
innovations increasingly complex so as to not lmm@apetitiveness.

The response to this challenge has emerged thraughesent concept in a strategic
initiative stimulated by the government in ordetbting all the interested parties in a way
that would share the same long-term vision. Als@stablished coherent and targeted
lines which would lead companies to pursue a comoipective, establishing goals for a
better monitoring and more rapid implementationis™ill bring together the critical mass
available for an investment dedicated to the intiomasector, capable of creating a high
added value through the product engineering andsinidl process that will cause the

differentiation in markets available.

Networking in Manufacturing: Activating Potentials of Synergy

Product Engineering
Network

Manufacturing

: : Product-
Engineerin :
Market & - 8 Suppliers

Metwork
CHEme Manufacturing

System

Manufacturing System
Suppliers Network

Source: Westkdmper, 2008

Figure 5. Networking in manufacturing: activatingt@ntials of synergy (source: Westkdmper, 2006).
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2.4.1. The National Strategy

Germany has not stayed immune to the global firguaeisis that began in 2008. In spite
of its rapid reaction to reduce their effects, Isasved as a warning to some internal
weaknesses as also for the recognition of somerattthreats in the global market in the
medium term with internal consequences. As an el@nipe loss of competitiveness for
the emerging nations will lead to an inevitable lahecin the labor market which will
disrupt the social tissue leading to a loss ofama prosperity. The response to this
concern emerges with a joint initiative betweenttadl interested parties for the preparation
of a strategy. This strategy is capable of defirtimg technological direction of the nation
for the next few years at the level of investmentasearch and development of innovative
technology capable of maintaining the leadershifaiget markets.

The strategy is based primarily on research an@ldpment of innovative technological

activities in eight key areas:

1. standardization and construction of a referenchit@ature for which it is possible
an integrated value chain to the various nationaiganies in a common network;

2. the ability to manage and planning complex systelready that the products and
production systems are increasingly technologithke existence of these models
could serve as a basis for managing this complexity

3. the deployment of reliable and of high quality astructure for data transmission
to the industry;

4. an investment in security in order to ensure that groduction facilities and the
products themselves are not a threat to peopleecertvironment;

5. the reorganization of work environment through @tecal and social approach in
order to allow a more efficient personal developtnen

6. implementation of training strategies for a const@chnological upgrade in the
workplace;

7. organize the regulatory and legal framework of tieav business models and
innovations obtained;

8. an investment in improving the efficiency of themagement of energy resources
and raw materials in order to allow a reductionoptrational costs to increase

productivity (acatech, 2013).
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Figure 6. Shaping the future of manufacturing (seuBosch, 2013).

The approach of this strategy focuses on the needh& stimulation of economic and
scientific potential of Germany should being pungua common path in the meeting of
innovative solutions geared for target marketssi$idone through core missions engaged
in a consistent sharing of information by all tleehnological partners and interested
parties. This aiming is to allowing that the nati@nable to increase its competitive
capacity so as to differentiate themselves fromnerircompetitors and the future emerging
ones through the specialization in production adasigh added value. These strategies
will becoming able to maintain a leadership staind at the same time protect its own
domestic industry from the threat of volatility glbbal markets (acatech, 2013). However,
this is a long-term strategy, and will have to beplemented in a gradual and
interdisciplinary manner in strict collaborationtiwvall stakeholders.

The strategy also includes technological develognrefive key fields of activity such as
the climate and energy, health and nutrition, nityhikecurity and communication. This
will allow also create attractive conditions foetkstablishment of synergies between the
most diverse technological partnerships for coltabon in research and development of
solutions in order to allow raising the technol@jicpotential and commercial.
(Forschungsunion, 2009).

2.4.2. The fundamental new approach

The strategy in course, discusses the introdudianfirst widespread concept of national
scope in which the interested parties, are involaed committed to a joint vision. This
sharing the desire toward common development iasamd innovation, where all are

accepting and participating in a strategic pathai@athe future, through the formulation of
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objectives and establishment of goals to be atfaiidese result in the definition of
priorities, by introducing new economic instrumeatsd able to formal commitment in
innovative alliances with focus on social dialog.

This new joint form of approaching a national conmpwoblem, was establishing a set of
recommendations where must be accepted by alldhéeep concerned, to enable a rapid
and effective integration of systems of innovatinrithe entire social and economic plan.
This will allow also an internal self-regulation #ite same time that interacts with all
elements capable of producing innovation. This wation will be in a standardized
language of communication through all social, ecoieo political and industrial tissues,
for the dissemination and use of own innovationsdpced (Carlson and Stankiewicz,
1991). As soon as the conditions are met for thaton of a capable dynamic innovation
system at a national level, will become a key faétw the maintenance of a sustained
economic growth, in any environment and market d¢@ming by competition, even the
most emerging and with potential for development.

The changes necessary for the success of thismahstrategy requires the unconditional
acceptance and sharing of all the interested gathiough a common path. It will be
allowed to insert the society in strategy by cormgrirade-related aspects with economic
and social potential. It not will be allowed thedmentation of economic sectors in an
environment already conditioned by the presencethef variables of the market,
competition and the legislator itself, where shouhdke the process interactive and
cumulative to exchange of ideas between the diffeeements present as creators, users

and producers of knowledge and technologies.

\

" 2 R "

Source: (BMBF, 2010)

Figure 7. Innovation Strategy Goals for Germany(se: BMBF, 2010).
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This approach in sharing common information wilbal an exchange and analysis of vital
knowledge to all interested parties to perform Ilme tsame way toward sectors
recommended as the target markets. This will allbviechnological development in
continuous protection of national industrial fabaied as a consequence, the maintenance
of social welfare.

The implementation capacity in society and stimatabf shared synergy of capabilities
will make the difference in the performance obtdiriEhis will be responsible for affecting
national state of survival or maintenance of thatust of Germany as international

leadership.
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3. Internet of Things

The temporal evolution domain of Internet of Thingsially refers to a first phase between
1990 until 2005. The desired goal remained in #ri®f miniaturization and integration
of physical sensors with the objects of the daylag basis in such a way that are not
visible and could be understood as computerizetheatés in a sensorial level (Streitz,
2001). The second stage began in 2005 (ITU, 2008)sastill up to the present day. The
developments of the technologies that will compib® universe are the main concern in
this issue.

Several decades that are being debated the pdgsthét the miniaturization and the
ubiquity allowed through the use of sensors wouldriag the relationship between the
human being and the environment (Weiser, 1991 &hentually would lead to the visual
disappearance of computational elements in a aginptasence in our day by day basis.
Even after years of researches and papers prodtieedinternet of Things while theme,
continues to be a confusing matter and subjecheophilosophical debate (Uckelmann,
Harrison, Michahelles, 2011). All the work relatitg this theme usually starts through a
discussion of their previous settings and endinth 8elf reviews of authors (Casagras,
2009).

Define what can be considered Internet of Thingsesd not bring a common
standardization of terms or acronyms in the sdiendommunity. But at least has a point
in common: the use of technology in a universaifevhere have his omnipresence in day
to day basis through the synergy developed betwbenmost diverse objects and
technological systems that share the transmisdiorfamation independently, interacting
among themselves and with the human being.

20,000,000, 000

gandard® o

Source: (Agraval, 2013)

Figure 8. Internet of Things mind map (source: Agia2013).
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Internet of Things
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Source: (Vermesan et al., 2012)

Figura 9. Internet of Things: the 6 A connectiigpurce: Vermesan et al, 2012).

Expressions used on literature diverse as Physitainet, Industrial Internet, Ubiquitous
Computing, Intelligent Environment, Machine-to-Mawh Communication, Smart Things,
among others, are all concepts that representaime sdea expressed here as Internet of
Things. Also, merge into a common global informstiechnology platform of networks
like Internet of People, Internet of Energy anceinet of Services and others.

Internet of Things can be defined as a concepteélark of dynamic information of
global reach. Its structure presents autonomouahiifies configurations that are based
on standardized communication protocols, wherevihieal and physical entities use of
intelligent interfaces and are perfectly integrat&i$o, its contribution lies in the increase
of the value of the information generated by aifiéid entities as well as the transformation

of information processed as knowledge for the ben&gociety (Vermesan et al. , 2012).

Internet of services

Smali't plant

Horlzontal integration Vertical integration End to end
through value and netw orked engineering across
networks manufacturing system value chain

’ | Internetlof things | |

Source: (Mehara, 2013)

Figura 10. Internet of Services - Smart - Intewfefhings integration (source: Mehara, 2013).
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There is no doubt that the existence of the inteméoday, has a direct influence on the
economy of a country, in evolutionary impact ofoaisty and how this prosperous through
the acceleration of the transmission of knowledgehe near future, these characteristics
will have a greater impact like the integrationte¢hnological systems. This will depend
on the connection in all levels of human societyhtve an accelerated development.
Today still continues to be accepted that this typeechnologies and their application are
still in an embryonic state (Atzori et al. 2010,dvlndi et al. 2012).

At industrial level, this integration of systemsllvallow an interconnection of the digital
world with the physical. The human being can irntenaith the appropriate means of
production during the manufacturing process atsmme time that monitors and controls
the requirements necessary and specification f@ldhe satisfaction of customer needs,
by controlling the logistics units independentlyhi§ allows managing the entire
management of the life cycle of the product or ®erin an instant way (bmwi, 2012). The
union of industrial cyber physical systems withenaictive software integrated with data
networks global infrastructure reveals itself to bepowerful, highly flexible and
autonomous instrument, adaptive to the environmefifective and efficient in their

performance (acatech, 2012).

Food supply chains in the era of Internet-of-Things
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Figure 11. Example of food supply chains in the &rboT (source: Pang, 2013).
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3.1. Pre-requisites
For a successful and sustained introduction ofviinisle new technological industrial step,
becomes mandatory and must be safeguarded thenmaplation of some pre-requisites in

order to make possible the full integration andesgy necessary to the most varied levels.

Business Model

At the level of the business model, it is necessartyave a horizontal integration through
the entire chain of value creation and businessgs® integration. Providing an 'end-to-
end' of engineering, allowing a vertical integratiof the production systems where the
manufacturing structures will not be fixed or pefided, but based on a flexibility that
will allow the companies are able to adjust immtsiatheir present needs in production.
This new business model concept will obligate camgmto reorganize themselves in the
strategically mentalities and how to address toketar
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Figure 12. Business Model reorganization (souréamgns, 2012).
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Industry Level

At the industry level, the necessity on the strradttiechnological development is to be
incorporated in the development of technologicaldpicts and services resulting from the
investment in innovation. These should be madelablai to the market, with particular

emphasis on autonomous systems allowing the opigyadonong them and with the users

through interfaces. All of the added value creatad be managed and monitored in real
time and at same times decreasing the use of @so®ueeded, by softening individually to
production. This will decentralizing the systemeitsn such a way that it is possible to
incorporate new forms of industrial cooperation rdiag processes for the creation of
added value, by reorganizing their operations aban tissue through the management of
systems and complex infrastructures. This will\alk better integration and interaction of
so-called Smart Objects, Smart Services and Smetwdtks, also performing complex

tasks in an autonomous cooperation by creating pr@spects and control more speedy,
effective and a capable way to create efficienugtdal operational units. This need to
manage in complex systems in an efficient mannerafeorrect implementation of this

model, as well as the standardization of a comnperaiing system between the various
interested parties present in the field, allowtth@sfer of knowledge to which it must have
as a consequence the possibility of introductiomesf business models that will need to

be addressed and designed by means of a norm#lizetibnal architecture.

Information Management

All this information must be reliable and availalide use in service. Another pre-requisite
with high importance is the establishment of a degf security in such a way as to permit
a reliable use of these industrial systems autonsimaoy establishing a legal and technical
framework for the more different social levels andustrial. Manage the information in a
clear and secure manner with focus in open syssentisat all could achieve the objectives
and goals in common strategic policy developmehis &lso avoiding or reducing the
potential internal resistances and from the extessators potentially dominated by
lobbies. Accepting and recognizing a common stahgation let's to be a potential
obstacle or impediment to single project of coopenawith claim allegations in technical
difficulties in communication. This is often supped by pressure groups in handling
dependencies of data flows of supply upstream tirothe heterogeneity of unique
software solutions that usually ends up causingop@rating dependence in industrial

systems, resulting in economic difficulties for quemnies that do not use open systems and
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need update. A single and common normalization doeallow a proper integration if the
industry itself and the manufacturers of these samqEpment developed are not in the
same level of technological development and integracapacity in use of communication
and information technologies. It will be necesstorydevelop an initial common effort
between all interested parties for a really longateooperation. Without the accession of
these and of end users of products and serviced| kie difficult for the integration of this

whole technological model and complex organization.

Mentalities Change

A capacity mentalities change should be the comtti pre-requisite for an initial success
of all other. The need for a stimulus in a new wéyhinking about how to integrate the
various disciplines present in this challenge, esitlg to be able to keep up with the
dynamism of this technological revolution, couldthe biggest obstacle. Not only in the
industrial sector, but will be needed in the whaleciety in general to accept the
integration and use of this new form of existendgthout this is not possible an entire
reorganization in successful implementation of tak pre-requisites required for the
pursuit of a common strategy toward leadership afkets and targeted sectors while
maintaining social stability and prosperity of thegion.

The Internet of Things

Biror by Py Vi belany 1

Source: (Cisco & Beecham Research, 2013)

Figure 13. Diagram with IoT eco-system that map the industry sector (source: C&BR, 2013).
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3.2. Reference model and architecture

A quick review of the current existing technologdisgstems, allows understanding that the
use of these products is limited to the use ofimatesystems, commonly called Intranet of
Things. This due to its vertical integration, in ial reference architectures fragmented
without consistent universal concepts with soludioreached only allow specific
applications where only abound many types of sohsti which do not allow an
interconnection and universal standard (Bassi, 012

Exist the need to create a generic model of reberemhose application will allow the
interaction between all the interested parties artdrconnection in its most varied
technologies in use. This by means of a standatdazehitecture framed and integrating
the concepts, axioms, relations and requirementis b&i used as a path of common
communication between all the entities (MacKentziale, 2006). Is vital for the success of
this new way of operating let all be generated feomodel of reference base created that
will promote a common understanding through a perémce of interoperability at the
level of communication and services among the rdostrse platforms and systems. In
this context, it can be noted that the manageménnformation and communication

technologies will be the key element in the contéXactory of the future.
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Figure 14. Metaphorical representation of the i&@cture model of reference (source: Karimi, 2013).
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The drawing up of a reference architecture hasadyrdbeen addressed through explicit
models proposed (Smith et al., 2009; Haller, 20B&veral researchers in the scientific
community display substantial differences betwdwmmiselves, perhaps due to the fact that
they are working and researching through severakldpment areas. However, in the

context of research, there are still questions atheuterms used for the reference model or

reference architecture and should be the objeatqufick explanation.

The Organization for the Advancement of Structurédrmation Standards, regards that a
reference model is an abstract framework for uridedsng of significant relationships

between entities. This allows the development etHj references or architectures using
consistent standards and specifications to suppark environment and education for all

non-specialists. In relation to reference architext this should indicate how a set of
mechanisms and relations allow performing a sqirefletermined requirements. It must
being an orientation for the later development dieo architectures built, but with

different purposes or goals. Also, it may providedglines in the form of best practices
(IoT-A, 2011; Mueller, 2008). It becomes possildatfirm that reference models are basis
for the reference architectures providing a bettescription abstract and inherent to

systems and applications architectures designed parrticular application.

There are already several classifications of refe¥enodels relating to the domain Internet
of Things (Haller et al., 2011). They are distirsiped in models of devices in physical
world interaction sensors, entities for context wavaapplications, technologies for
automatic identification, ubiquitous computing aatso real world service oriented
architectures. Any reference model that is beingvaly used is continuously being

subjected to changes and improvements.
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Figure 15. Generic reference architecturéngustrie 4.0(source: Siemens, 2013).
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Figure 16. Smart Pallets modeling (source: Netestrét al., 2012).

As an example, it can be mentioned a case of comappfication in the management of
the supply chain through the movement of palletdomistics with the system Radio
Frequency IDentification tags based on ElectromadBct Code (Nettstrater et al., 2012).

A pallet contains several boxes that are physictties of interest from the perspective of
the application. These are related with virtualtesst that represent the digital world in the
form of database stored in a network source whei® exposed to queries and updates.
The human user can use the application as intettacheck the status of items to trace
and locate (pallets and boxes). This scenario destis a typical communication scenario
from Machine to Machine, where the intelligent palihat represents the physical entity
and a control program that represents the virtotiyeinteracts with the service.

The use of a model of reference architecture pesvkveral types of benefits. It can aid in
activities of product development to guide linesisicussion between all the involved due
to the use of a common language. This also alldwsritegration of new participants in
this field like the independent developer of prégefor construction of modules of blocks
of work in deployment of this type of intelligenyséems. Above all must provide an
effective common basis capable of capturing thgelstr number of possible advantages by
establishing a definition of entities present oa bhternet of Things. These must describe
their basic interactions and relations in such g that all the following work is carried out

based these common concepts.

22



Industrie 4.0 Framework, Challenges and Perspectives

Internet-
of-
Services

Internet-
of-
Things

Next Generation Process New, Value-Adding Business

Optimization & Efficiency Models ngeratlng New
Businesses
~ ~ (ltem Integrity, Emission Trading, ...}
People-friendly Manufacturing

(Peocple-to-Process Integration, Collaboration, ...}

(Source: SAP, 2011)

Figure 17. Integration of Smart-Virtual-Digital Rades (source: SAP, 2011).

All these systems will be part unconscious of cay th day basis. It becomes necessary to
share an understanding of the situation of its userd their needs by promoting and
designing friendly architectures and networks ofmpmnication. This will convert this
entire relevant information in autonomous and eeliscious actions. (Nettstrater et al.,
2012).

The nature of things is by standard decentralizedl lzeterogeneous. This will force all
interaction architectures linked to be evolutionasgen and flexible. This way is to be
oriented architecture standards that should mirema eliminate trends of natural

programming languages or unique operating systentsder to enable the efficient and
effective use of any energy or technological neknebrailable required. In the context of
the Internet of Things, the construction of arattitee should be included also those
elements in the network that may not have capagibeing permanently connection to the
network or even that not have an intrinsic capaéity that. The systems of remote

information, require elements with transmissionazay of its own location, present status
and communication capacity for data transmissiomfafrmation. This ensure that their

own physical existence can be converted into aaligtate in the system under a virtual

form allowing their monitoring, management and dyi@acontrol.

It becomes essential that the architecture devdlspeuld be able to arrange an effective

action and at the same time ensure a synchronizafithe update of the information in
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both directions of communication. This supports tf@smission real information and
permanent the whole network of support ensuring émdities to control for sharing of
information, even in the form of fragments of mweatied of emission sources, allow an
effective monitoring. It must be guaranteed theigieof a common standardization
capable of satisfying the most different requiretaef all sectors of industry present and
at the same time ensuring access to integratiafi ofterested parties. This can be done by
means of a consensus, platforms and interfacesd#rstanding in a common way as well
as ensure encodings that will avoid ambiguitiesliferent interpretations resulting from
errors or different forms of communications on harfenguage.

Its design must accept the need to use energyegitig and network capacity as well as
other restrictions such as legislation in forcegtrency bands and emission levels for
frequencies of radio communication. These restm&imay limit the full potential of its

development.

3.3. Cloud computing
The Internet of Things will inevitably have to deeith all these issues already presented
behind and there is an assumption in scientific momty that it can use the features of

cloud computing to manage, store and process waviprocessing platform.
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Figure 18. SoA interactions and the behavior ofGR&System of Systems (source: Colombo, 2013).

24



Industrie 4.0 Framework, Challenges and Perspectives

In this respect, this type of platforms already maffer a support in this flexible

management of the data of the most varied sensors.

Cloud computing is one of constructive blocks inrfdations of the internet of the future
which can allow the management of all these syst@mes dynamic manner, swift and
comprehensive, in the most varied volumes andgalibis interaction reveals a change of
paradigm in the integration of the use and appboabf different systems. The new
generation of applications in the industrial arem ®de quickly generated through the
selection and combination of new services and dhigad to the achievement of its
objectives and tasks, which are on offer in thistay of cloud. Those are being
dynamically allowed and accessible to other sulesystof industrial management. These
services can be organized so as to allow a stedtaccess to involvement and integration
through an evolutionary behavior and collaborativections in automation. Also, it can be
configured for the maintenance of independencepatational level and management of
system components.

The next generation of Architecture Systems toramiewith the System Cloud will have to
have the capacity and autonomy to ensure an indepeoperability. This can be achieved
through features that are allocated in autonomoulsystems. It's necessary an
independent management of operational componelusatdd and distributed in cyber
world with a behavior based on their physical amgital properties, adapting it in an
evolutionary way and flexibly to external and imi@revents generated by the environment

or by all interested parties.
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Figure 19. Cloud based Service Oriented Interast{source: Colombo, 2013).
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3.4. Internet of Things in industrial production

For industry achieve creating technological diffg¢igion, it becomes necessary a
reorganization of the entire industrial methodololjys possible to increase its operational
efficiency through the efficient management ofrésources, reducing the time of entry of
the products increasingly more complex to produtehe target market to achieve. With
Internet of Things, industry acquires a new fleipithat permits an individualized
production in large scale with a high level of potivity where the product to be
produced already contains all the necessary infoomgSiemens, 2013). The role of the
human being as generator of creativity, planning) @ecision-maker will continue to exist.
He still is the center who can conceptualize arsighenew products and complex systems,
determining their parameters, rules and requiresni@hierent to this type of complexity.
Industrial benefits and value creation using Ineéraf Things can be achieved with a
contribution for the global benefit of the compaB®pme are as visibility and identification
of products and hardware, location tracking in nfacturing and supply chain,
contributing for safety in dangerous environmergglucing production losses and energy
consumption with an efficient management, allowireyv type of processes. These and
also a new type of long-term maintenance approaefiesreate sustainability at all levels
(Vermesan, 2013).
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Figure 20. Industrial Smart Integration (source:BAR013).
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4. Cyber-Physical Systems

Identifying the differences between the Interneffbings and Cyber-Physical Systems is
not an easy task. In the scientific community, bloeindary between these is not defined
clearly. Both concepts were generated and develapegarallel by means of two
independent communities, often considered unslya®nyms. With the Internet of Things,
some communities have a clear bet in RFID technedognd are for communication
technology management (Koubéaa, 2009). In CyberiPalySystems are addressed for
industrial integration production systems purpose.

In a simple and generic way, it can be defined that Cyber-Physical Systems, are
systems allowing to humans performing complex tasksiiring a minimum of suitability
and specialized education. These systems are nfiiceerg, productive, intelligent and
using computational capacity. Their physical congyds allow integrating and interacting
with the real world in a temporal and spatial s¢aleapture and processing data, using the
Internet and Cloud Computing for a dynamic commatian between the elements in
connection (NIST, 2013). This occurs via integnattbrough software embedded in each
system or physical component, working in variousnownication networks, at the
different levels and multiple scales in a dynamaywit's performing and reconfiguring
adaptive capabilities with a high degree of autemmaaind control ensures the reliability

and security of the system and operation.

Characteristics

The system should be autonomous and self regeverdtmust being based on knowledge
of the productive system in real-time and sensitietext. It should allow that local and

decentralized memories in productive equipment endhe products themselves, can
collecting, store, review and distribute detailefiormation about the entire production

cycle, energy management and other requirementtingl to the management of

production (Spath et al.,, 2012). This must aim amare flexible use of the factory

infrastructure in the reduction of time productenmd to achieve objective zero stocks. This
way can meet the need for customization of theywbdompared to the satisfaction of the
requirements of the Market (Rajkumar et al., 208®), in this context, it can be said that
Cyber-Physical Systems are integrations of computatand physical processes,

interacting in a dynamics continuous time and @iscrevents (Lee, 2008; Zhang et al.,
2013).
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The computing and the existing networks currerdiyes not have sufficient capacity to
improve design of processes at a level of abstmaclihe passage of time in the physical
world is inexorable and intrinsic, making it neaaysto redefine the abstractions to the
level of computing and networks so that they carfyutihe physical process with the

computational to create a hybrid network of impreat in performance.

Could be listed more characteristics especialadidiressed to each sector of the industry in
guestion. However, it will be presented here owye basic characteristics common to all
for a general understanding. In this context, thestems will be based in concepts on
cybernetic, engineering and human life for a hanmas integration of its components.
These allow the use of synergies available in caée efficient, effective and safe during
its use in need to provide a learning capacity apdated information for an efficient
support in decision-making in an autonomous manitewpen architecture and common
standardization, will allow a greater flexibilityn@ adaptation to a customization of
production even more complex and dynamic at varieusls. This also provides basis for
a management of more complex systems, making thera msistant, resilient in various
levels (NIST, 2013).

The main characteristic to take into account shbeldhe creation of an infrastructure able
to meet a wide variety and heterogeneity of ingutsn sensors and also outputs from
actuators. At the same time, enables through dispa interface with the most different
potential users, allowing different systems carxieand interact among themselves in a

same frame of architecture.

Source (Spath et al, 2012)
Figure 21. Evolutions of the concept (source: Seati, 2012).
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4.1. Pre-requisites

Setting pre-requisites while the systems engingeaind software community itself still
does not understand all requests needed due tdyitamic behavior, makes difficult
referred them in a representative common agreefreane (Zhang et al. ,2013). However,

some are proposed already in evolutionary sequersevelopment in this area.

The necessity of being open design architecturejutao and extensible to update, will
permit utilization for the entire spectrum of itstential users in the most varied conditions
of operation. At the same time, should allow a raimg and effective traceability where

access should be guaranteed in a secure way, se@gra solid model and robust.

These systems will have to accommodate a largecitgfar management and integration
of information. These systems also must have cgptmirepeatability of the action at the
same time that supports an integration of afforelaldw technologies and capabilities.
Everything must be done in a collaborative envirentrfor handling data in a continuous
manner without the need to restart or abandon gstes to perform the process
(Campbell, 2007). One of the main requirements nhsttheir need for if they

reconfigured dynamically and autonomously due ® eed to adapt to the continuous

changes in their operating environment.

4.2. Reference model and architecture

Several difficulties contribute to hinder developrhan the field of Cyber-Physical
Systems.

One of the main is consequence of the lack of arthable to establish and manage their
several resources in a single and unified framés frame must be capable of integrating
the operational technology and all technologic&nmation through its various levels of
abstraction. These levels can make them capaldsjpilying a self-adaptive behavior in a
conservative way and allow a capacity for learnthgough their multiple domains
(SUMMIT, 2013). This requires that these types of systems mustebere, interactive
with open interfaces to all interested parts. Thaise allow a better integration while
elements and components with ownership recordedoeaysed, reaching a multiplicity of
systems. This is opposed on use a huge modelirgudge by means of an abstract
semantic, through a multiple form templates, wiylmaimics discrete and continuous in a
parameterized form (NIST, 2013).
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Platform

The global platform must allow interoperability ebto authorize a negotiation of

automatic functions and capabilities through asghire with guidelines targeted for

communication and value added. This must use alistng integrating multiple aspects as
the functioning, behavior, quality of service amhitol among others. Practice through the
connectivity of its components in the way plug grdy should producing predictable

results even when elements are subjects to unpabticinteractions. This must support
the capacity of automatic reconfiguration of arebitire in response to failures and aging

of their own components through networks of mullesecurity.

Intelligence and Cognition

Cyber-Physical Systems must incorporate the alilityecognition and understanding of
the intentions of its human operators in real-tifigese must be done through components
that could act as autonomous entities using a alatanguage and integrated with the
various information in circulation interconnected & basis perceptive and cognitive. This
allow to perform the desired action through therapenal knowledge not enabling real-
time decision making if and when may violate soewsdrictions in order to protect others.
The use of multidimensional applications that qateriact with the real world will induce
the sharing of knowledge of the most diverse ar&snulating the development and
processing of communication between elements dréaotrs limitative of the majority of
required applications and integrating technologi€sese also must be developed in
synergy with a security measurable and predictaibtbe systems to process and manage
huge amounts of data from information in an effitimanner and optimized.
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Figure 22. Integration of CPS and loT Philosopligsirce: RWTH AACHEN, 2013).
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4 .3 Difficulties to overcome

The complexity of Cyber-Physical Systems, when caag with traditional systems
presents numerous difficulties that must be oveedm achieve a streamlined and

effective industrial use in operation.

Modeling

The complexity of the models of systems necessaryséctors such as the automotive
industry, aeronautics or energy obligates the feedhodels that incorporate the dynamics
of the physical system with its controller. Thigiac requires that these systems must be
an abstract representation where the level of attstn is driven by how the model will be
used. This means that scenarios must focus onfctural behavior on the level of correct
abstraction, having as a consequence the needdatian of modeling tools that allow the

controller may imitate the physical task in virtdiatm.

Time, space and complex dynamics

These systems will have to operate through a défoshavior in terms of time and space.
This requires that computing must execute answersal-time. Will be needed resetting a
new form of notions on this subject in such a waat tcan integrate the requirements of
time and space in a uniform way. This will requarelevelopment of this interaction with

their functional dependencies in the location & tperating platform and its respective
surrounding environment and the number of elemprésented among other operational
requirements. This dynamic behavior will have tachptured in hybrid models of systems
in a manufacturing process. Their dynamic behatetween the most diverse cells
presented will have to communicate and organizengnftemselves in an optimized way.

Non-Functional Requirements

One of the difficulties of interpretation of nonnfttional requirements is located in its
subjectivity and importance attributed, allowingried interpretations and evaluations
because they are subjects to a human analysis.hlinian dependence may have as a
consequence a harmful or even beneficial way ingeaonf another non functional
requirement necessary for the development. Thushigncontext, the evaluation of the
dependence of a system must be analyzed in its asables such as trust, security and
maintenance of the system itself in real-time. Tdileire in the operating environment may

entail enormous and irreversible consequencesteytstem in use.
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A wide research in articles reveals that some nuetlogies and tools have already been
proposed for a design these systems. In fact, dhe)still in development because at this
stage we still do not have a complete and real nstaleding of the requirements needed
for an optimization of the complex dynamics of CyBéysical Systems.

Verification, Validation

Understanding how a methodology can be developegetmit the verification and
validation of the entire system will be one of th#iculties to be overcome. Increasingly
complex systems depend on several elements at thtakdue to its complexity and broad
involvement, it becoming necessary for the appbeadf all the phases of these systems
since the design, testing, deployment and opemtioncontinuous. An added difficulty is
revealed in perceiving than human interaction a$ tksue may become a barrier to a
common understanding on this issue. An operatipnadlictive specification it becomes
vital to prevent actions incongruous of system afmes. These may disturb the quality of
evaluation and validation of the action in progré&ssabling these systems can perceive the
capability of recognizing these error intentionsnecessary. The human operators will
continue to be part of the production system afialev This requires a new quantification
of the potential failure mode in addition to thesisadetermination of tolerance 0 or 1, but
one that can include and assume a risk behavienpal, as well as the determination of

the degree of risk in their own analysis.

Software

The traditional capacities of the programming laagges and methodology are not yet
capable to provide a support base for all the diffies and challenges already identified
for the Cyber-Physical Systems. New paradigms a& Mkvel of computing and
programming languages will be needed to establsri@ct structure capable of managing
the complexity required by these systems. The so#wvill be dependent on the hardware
platform, making the entire productive cycle inv@dvmust react as a single entity to be
managed in real-time. This requires the designruha theory of control over the behavior
of the whole manufacturing plant as an integratgthchic model that cannot be dependent
on failures with origin in software. Currently, regent’'s a difficulty already that do not

exist yet real connections and crucial control leemv failures with origin in error in
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computational conditions potential, which will regua survey about what really is the

reasoning of computing in a vertical integration.

All these implications will have consequences irelels of society, through the result of
its impact and acceptance of software in criticgets of design, verification, validation,

usability, privacy, trust and fault tolerance (SUMM2013).

Security

The fact that these systems are composed of cylzkiphysical components oblige the
development community in taking special attentionreélations as the security of the
system. As both elements are likely to fail, théufa of one can directly affect the
functional capacity of the other in the most varsedl complex forms, displaying up to
unpredictable behavior especially in systems tiparate in real-time. These failures can
be caused also by outside intrusions with crimintnt to disrupt the proper functioning
and operation of the system (Mok, 2103). Becomégalr designing these systems in a
resilient way, especially in more critical applicais. This requires that the Cyber-Physical
Systems should being able to adapt to the physoaironment by protecting the
operability and data integrity even when under dffect of failures or external intrusion

malicious.
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5. The challenges

The major difference of this technological New HEraelation to the past lies in the fact
that is still continuing to scroll through an evibdunary path for the improvement of
technological processes. This results in a conseguspeedy result with creation of new
technological structures potentially more effectiVaus, in this context, the technological
management will face a strong pressure especiaitii vegard to a structuring and
development of an operational capability. This éemlthe efficient management of
increasingly complex systems that manage connectibatween components and
equipment. This is one of the most complex chabsrfat will to be overcome in order to
create and implement a type of operating systermishactually operating as a whole. All
intelligent equipment created can interact anchbegrated among themselves and with the
physical environment that surrounds them in an peddently form. This form of
integration will oblige all interested parts tomeent their classic academic disciplines for
the need of transition, fusion and integration e thew models and simulations in
productive processes. These require a reformulatbrknowledge at various levels
dependent on industrial factors such as the apitarecognized by operating units, the
management of configuration options and framewookddions of manufacture. All
geared for a customization of product resultingumninterdisciplinary combination. These
with the inherent costs, logistics, security, fagligy, time of production, the use of
resources in an efficient way and sustainabilitemted to demand the satisfaction of the

need of the human operator.

5.1 Challenges for engineering

The engineering in classic format is sufferingeatt to combine the capacity of innovation
on the function of the materials with the evolutioh manufacturing processes and
production systems. This synergy creates new oppitigs in the field of creating
substantial added value to be able to decreaseyties and times of production by
reducing operating costs and eliminate the erronsrgitted.

Another of the challenges of engineering is inctude the need to create and develop
models that allow for the development of technologneas such as the physical
recognition. This should be able to recognize andeustand the objects, execute an
advance planning in whole or in part in an autonesnmanner, being able to cooperate

and negotiate with other sources of knowledge amubvation at the same time.
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Developing a capacity for self learning in relatiorthe surrounding physical environment
through the development of protocols and strategieself organization with the creation
of risk, conflicts and processes models, allow #malysis, validation, improvement of
processing speed by integrating technologies. ftegiation of a monitoring, control and
effective supervision of functions such as learnamgl the establishment of protocols of
practice in critical situations by compensating dewiations, will be necessary conditions
and inherent to the intelligent products in produectsystems (Bessey et al.,2008hese
will be as a challenge to the ability of creatimgguctive equipment and self adaptive in
optimized structures in real-time. Based on moduoleMechatronics, where knowledge
reaches in multilevel modeling techniques of cdpnttbrough cognitive structures and
actuators supported by a high-level of redundastesys should ensure confidence in the
system and an optimization of the performance efgloduction system under the most
varied conditions of service.

The use of digital technology combined with the mrodproduction processes through the
integration of computer technologies in modelingudation and testing capability in real-
time has as natural consequence the revolutiomdoegs of productive flow. Integrated
Technologies such as Computer Aided Design, Compatded Manufacturing and
Computer Aided Engineering will allow a close coctien between engineering and
industry in its productive systems. Through the oaniof synergies in research,
development and production is starting to be alkbaldor production achievement in
physical spaces in different geographic areas. algs allowing a decentralization of
production and at the same time the replicationany research center or industrial
installation in its full capacity in any locationtrategically desired.This must be
accompanied appropriate technological infrastreéstusf support, necessary to ensure a
correct functioning. These conditions allies todurctive processes such as for example
the Model Base Definition and the Additive Manutaatg System among others, will
allow a productive approach increasingly persoedlizlexible, fast and dynamic. This
allows being able to meet the needs of the markéhex same time that significantly
reduces the need for investment of financial captad resources to build the classic
infrastructure and supply chains. These new progeicdystems, allow reduce the costs
involved in the whole process for the implementatid a line of conventional production
at the same time that allows a customization otlpecd combined with a production of

fewer items, making it more competitive.
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The most immediate challenge that engineering lwéile to tackle in the near future will
be the development of new methods of searchingessing and transmission of data. The
exponential increase in the volume of collectec detd their processing require a quantity
of energy consumed increasing. This will be mangato find new formulas for energy
management mainly for use in the apparatus andligetet systems, increasingly
miniaturized and close to achieve its own limitvofume reduction. The engineering will
have to be able to manage aspects creators ofatinovat the level of energy in a global
trading level. Its conservation and use in integgtadreas such as nano and microsystems
allow being possible to use physical entities ofyvew consumption in the level of
intelligence capabilities such as the self-cons@ss and environmental perception. The
intercommunication between machines can be made @mutonomous manner and secure
with the development of new forms of intelligentdadata acquisition recognition. This
information allows being possible to integrate inew systems of communication in order
to use different interfaces in varied applicaticausd integration of technologies for
identification, inclusion and integration of comnmation networks. This will ensure
reliability in the infrastructure to the level oéaurity and privacy in use of information
through the ability to recognize a personal idédifon of billions of equipment
heterogeneous using technologies of different comeation. The development of
applications and equipment should allow easilyibleeld among themselves to conduct an
exchange of information in an autonomous mannee [Enge-scale modeling systems
concept must comply with a common standardizatiomd aensure a seamless
interoperability among all entities present throaghlear and universal integration of the

requirements for a global identification. (VTT, &)1

Concerns

One of the concerns to be taken into account magllbeated to the limited financial
capacity for investments of some industrial comgsnirhis aspect may become worrying
and put obstacles in accession to the common gyrévevard innovation. It may oblige to
make amendments or internal operations which cputdat risk the investments already
made in assets such as equipment, physical infrdste and also in human capital that
has been a pillar of success up to the present day.

This new systematic approach requires consideratidghe ecosystem of the market as a
whole for the technological opportunities createey factor for market leadership. In this

context, it is necessary an agile, dynamic andct¥e articulation among all interested
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parties through stimulating a new way of living ahthking in the industry. In industry,
many companies still use a vision that the corgosttiategy must be based on first step in
the designing a product, service or technologicat@ss even before consider what market
were want to insert it. One of the problems witls thtrategy today, is that this may no
longer be effective enough to be able to identifgl aapture new opportunities and market
trends with effect creator of value added increglgirlimited. This because the full
satisfaction of the requirements desired by segsneftdemand in today’'s market, is
increasingly more competitive and global.

One of the errors derived from this lack of linkagay be committed in some companies
that tended to focus on a perspective of creatitmhdevelopment of the act of innovation
through use only their own resources. These wheufficient for the tasks in question
may disperse potential synergies with externalngastin order to share risks, the costs and
the gains. This attitude is mainly for fear of rming able to maintain a position of
dominance in the monitoring of the innovative psxéeading to that often, abandon the

joint project in development phase with the resultosts for all parties.

5.2. Challenges in industrial environment

One of the biggest challenges that the industsffitgill have to overcome is reflected at
the level of getting and streamlines an effectiveroperability between the products, the
infrastructure of production and their processksirtcontrols and direct applications. All
of this through the use of information and commanan technologies, in an autonomous
and independent manner through methodologies, ,toatsl software capable of
synchronizing all these elements ensuring a cargisind secure exchange of information
of data.This represent an exponential increase in the cexitgland volume of transmitted
present data which oblige the industries to upgrémdé technologically at all levels,
including the organization to allow the managemaintomplex systems in an efficient
way and not saturate@his way it can improve a competitive performanoepetition in
such a way that each element will receive onlydésired information and individualized
to complete its task characterized in physical nmiation converted and processed into a
digital form (Sauer, 2013).
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5.3. Challenges in Industrial Security

One of the items most tricky and objects of greadflection should be the guarantee of
formulation and implementation of a security lewalpable. This must be capable of
creating comfort to users of productive systems\atdcles of information transmitted to
full acceptance of all the interested parties. danis of invasion of privacy may cause
serious damage since the miss of capacity of tlséesyin use, decrease of productive
performance, manipulation or loss of informatioskrof damage to the infrastructure or
productive tissue among other that might call igteestion the financial health of the
company. A concern inherent to its common architecteflects the need to constitute a
differentiation in the model between the securifi@sthe industrial environment of the
other standard. This way it becomes necessarythtigaproductive systems must have
ensured a constant operability in real-time, penmce and protection in its data base of

information available throughout the value chain.

Not only the physical infrastructure of the planishbeing effectively protected, but also
the operating network and all integrated systentl aivareness that security in industrial
area only will result in an effective manner if theés a synergy between the collaboration
between all manufacturing operators, system integgaand manufacturers of integrated
components. This will be possible only if thereaisnanagement process that ensures for
example, a contemplation of a risk analysis thaings emphasize the necessary level and
create a form to be able to reduce to an acceplabdd At the same time, it must allow
for the elaboration of policies and measures inoatance with the technical goals to
achieve, in order to validate and improve contiralp(Siemens, 2013).
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Figure 23. Levels of industrial security (sourcergens, 2013).
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The management of industrial safety should notdsnsas a mere question of technical
implementation, but should be understood as a reedntegration in a process of

continuous task. This task must depend on the ¢ypesk associated with the systems in
use beyond adopting and maintained organizatiomasnres and appropriate techniques

in close collaboration with all the parties invalve

5.4. Challenges in the new decentralized productiophilosophy

The new philosophy of decentralized production Hkiagasis in the technological
collaboration through an operational network. Thessic physical space already is not
crucial to the competitiveness of a company to toelyctive in an economic way. In its
replacement will be implemented the integrationacaty of a level of technology with the
consequent virtualization of the entire structuesdvironment by introducing a new
concept, the existence of a virtual factory. Trsual factory should have the capability
of managing the systems integration with logistosl supply chains through productive
systems prepared and organized by providing a nsgpto the fast needs. Also, must be
flexible and efficient at all levels technology waed, until the procedure for delivery of
final product in programmed destination can sattely need of the market. This type of
response requires integration between the propedfianaterials and their functionality
through the systems of production. These are managd monitored by technological
systems of communication and information with ilethcapacities in cognitive domain.
This will establish a direct link with the humanevator by means of intelligent interfaces
facilitators that uses technologies developednm@aometric scale with the use of sensors,
actuators and systems integrated technology tHbaNaw a level of operability since size
small to the nano-scale. This will also allow réiate support of the organization and
management of the production through distributioontrol and monitoring of all the

information through a productive network decensedi (Bessey et al., 2009).

A decentralized production through the integratmapacity of technologies and new
productive systems enable the whole structure ebiisiness model may become socially
sustainable to improve in a general manner the itond of life of a whole society,

resulting in a positive cost-benefit analysis fibtlze interested parties.
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6. The benefits from different perspectives

The new Industrial Era presents itself in the rfature, as technological development that
will change irreversibly the sector of industrianepetitiveness. This sector has remained
up to the present day with a competitiveness furesaally based on production capacity
and protection of stocks of value added in orddyd@ble to deliver the satisfaction of the
demand side of the market. Cycles of life of pradymesent in the market are increasingly
short due to technological accelerated developm&ht management capacity and
effective control of flows logistics and productiowill determine the degree of
competitiveness of the company in the new realitywhich will be conditioned by
decreasing product functionality which arises wieeim use. The problem is users and
consumers tend to value their own functionality awad the product itself (Yoshikawa,
2008). Whereas in these terms, it may be possiblmdasure the potential value of a
product by its full functionality in service, whictwill directly influence the
competitiveness of the management of the econoffi@eacy of enterprises to measure
the relationship of costs relating to the use sfré@sources together with other variables
such as the inefficiency of processes. With thaueradf the products generated in the
satisfaction of the market will create conditioriscompetitiveness directed to a reduction
of this same added value and the profitabilityagital invested (Westkamper, 2009).

The companies that will accompany this industrearganization will have more benefits
in comparison with the today’s companies. The cwttus improvements of productive
systems and the introduction of innovative techgiae will allow a more efficient
management of the time through reductions in operatand times waiting in production.
This brings the consequent reduction of time tokeiaentry for new products or services.
Also, will have the ability to stay in a proper &vof efficiency by presenting a
consistency in the quality of their products pragtlianvolving the client as an indicator of
its own level of performance. The exploitation ohexging markets in a differentiated
manner or even create new business models willwalaintenance of leadership
integrating the operational process with the ofbectional areas managing to remain in
an industrial market through a sustained growtlidimg a reputation for reliability in the
market near of the competitors. This can be acHdieteough the incorporation and
integration of added value innovations through lzsporate strategies.

This all achieved through the union between thénelogy strategy with the strategy of

satisfaction of the requirements of the needs nfumers or customers in focus.
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End-to-end solutions: Personalized Healthcare Manufacturing

Implant Manufacturer
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Figure 24. End to End solutions in all fields (smurSiemens, 2013).

The introduction of Cyber-Physical Systems in pdte chains makes possible the direct
interaction with the customer and surrounding eminent. This brings benefits to both
parties since the production may managing this widly satisfy the real needs of the

market, with the consequent economic benefits dohn pparties.

Must be referenced the need of more analyses tposupo the industry through state
programs. This question is raised because it isconsensual at all specialists in
economics because in Economic Theory in the breades suggests that this kind of need
for intervention at this level in the private secthould be justified by failure on the
viability of the market where the private interégfers from the interests of the society.

For this reason, this should be strictly reguldiefbre being stimulated.

6.1. Productivity and the Internet of Things

The rapid growth of the communication capacityh® system machine-to-machine is an
indicator of the future of the Internet of Things a present reality in industrial

productivity of the future (GSMA, 2011). The iddmation of the elements most varied
through codes that can represent and also inteecorgroups and individual entities in

real-time, using sensors to perceive the surrogndimvironment variables with actuators
controlled by other autonomous equipment allowsarease in productivity (VTT, 2013).

These represent the union between these three svmtiegrated. Requires also that all
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those present in the value chain, from supplierseo¥ices to all the other that are present,

must have the technical capability and technoldgaaollaborate with the network.

Productivity

The concept of productivity does not reflect a cammpinion among the whole scientific
community but to the topic discussed in this thesisused the definition of the OECD
productivity. OECD claims productivity as the ratbetween a measured volume of
outputs and entries. This becomes understandabteséimsitivity of productivity directly
depends on the purpose of the measurement, quantityeliability of the data available
even when some of these are impossible to obtaia quantitative measuremenithe
companies attempt to capture all the opportuniiesapitalization that this New Era can
bring, especially to reduce the time required fecision making. This can be achieved
through the use of computer programs based ortinealinformation for decision making,
operational control, process optimization, evatmtiand optimized management of

resources capable of processing all the informatidapendently and global.

This whole interconnection possible will increaswlustrial productivity through the
implementation of a capacity for flexibility of paction. To become relevant in real-time,
all the information necessary for operation proothecbetween the most diverse sectors
and production volumes must be availabléhe production locals may themselves be
relocated geographically within a strategic glop&n. These releases the need from
physical location of equipment to support the pdun line, but manage to capture the
entire value added necessary. This also allowsa@i@nt can be involved in the process of
creation and development of desired product inmt@ebtain a personalized response for
productive requirements.
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Figure 25. Growth of M2M communications (sourceNG'§ 2011).
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All these variables will allow an improvement irdurstrial performance, through a more
efficient production already that can mention tha productivity improves when it is

possible to eliminate waste or operational capaslinot vital to production (VTT, 2013).

Maintenance

Another way to increase the level of productivéyréduce or eliminate the non scheduled
production stops, through maintenance more effectivhis ubiquitously presence can
interact in a dynamic way and omnipresent withwii®le productive system through the
use of sensors that allow to monitor the statepafration during the process. Also, allow
to share information with partnerships of maintergawith capacity of physical distance
acting that can act directly on the issue througktavork of shared information scheduling
predictive and preventative maintenance actionss Wil allow the equipment to be able
to identify them for intervention as well as notiérors in case of intervention need,
making them less dependent on the base infrasteucdli these sensors implemented will
empower automation systems react flexibly and tgptd changes of programmed
conditions of production. Through warnings andtaler the most varied functional fields,
these will help avoid future costs and make mofecéfie decisions. Currently, it is still
needed a technological development at the levéh@fsensors so that these can become

autonomous in the level of energy storage and argsecurity the data transmitted.
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Figure 26. The evolution of the interaction betwdnelements (source: VTT, 2013).
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Figure 27. Increase of productivity to the mostiegievels (Siemens, 2013).

Product

At the level of the product itself, this will betegrated with a dynamic storage of digital
data. This gives the ability to communicate witke #mvironment in the improvement of
the productivity. The product passes to be itselehicle of information throughout the
supply chain and of its life cycle. This way hasaative role in its environment through
self-monitoring in order to become more efficiemits value added.

The potential capabilities in the Machine-to-Maehicommunication will allow a
simplification of manual actions and automatic @as$i during production. These allow to
continually updating information, tracking the siif the process using the information
provided by the environment to trigger actionsealrtime. These capabilities increment a
better and more dynamic process capacity. Thigssiple if ensuring that such equipment
can ensure cycles of use relatively long througlsa robust and durable with minimum
need for use of hardware updates, but high capalidr software updates. This allows
integrated solutions, but brings implications & kkvel of coverage of the networks of ICT
and upgrading of their own communication equipn{&@8MA 2012b).
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6.2. Business opportunities

Smart equipment systems can allow integration fdrmation at several levels and can
stimulate applications in varied business modelsis Wwill open opportunities for the
creation of new business (Bohn et al. 2005). Cdyeits potential has not yet been

completely understood to be leveraged (Bucherat. €2011).

A business model is represented as a company edoerigenerate and obtain economic
gains. This should be done through a structureesgmting the value-added chain
interaction with the industry where the demand nmougximize the pursuit of the economic
profit through the introduction and presentationaohew capacityAt the same time, it
should minimize company exposure to the risk oftehpvested by focusing on obtaining
the optimization of realization of economic valuer fits shareholders and all key
stakeholders, as a competitive response to thefaaion of the needs of the market
(Porter, 1979). The industrial companies may ingésitegically in its capacity to create a
high adding value through a Knowledge based in Caitiye Sustainable Manufacturing
as a goal to achieve. This should empower thenesatr the threat of the increasingly
competitive market and maintain their sustainapititglobal markets, through the creation
and development of new business models, produassarvices of high added value
(Jovane et al., 2009). These are capable of wittsig the economic, social and
environmental challenges at the same time thatutiles the efficiency and creativity of
its own employees and meets the market differeanily in order self sustained (Willians,
2009).
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Figure 28. Manufacturing scenario involving diffetstakeholders in the supply chain (source: VTOL3).
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Figure 29. The usage of Networked Devices Enabitalligence (source: Sundmaeker, 2010).

These new strategies assumed, obligate to a whtdenal reorganization in which the
entered value by supply chain ceases to be mergiyoeess of internal management
focused on cost reduction, but start to be an pateananagement where the flexibility and
consequent management of risk assumed will haum@amental role. With the looming
future of generalization of technology, are credtssel conditions for the introduction of
new business models and reorganization of existem&nly of those who suffer
stagnation. New strategic alliances through the raipty in new technological
environments of complex systems makes possible dévelopment maintenance of the
capacity the creation of added value although exdastraints on actuation for the creation
of these new models will continue to exist. Thippens because they are subjects to
public debate in order to justify its nature andditions of satisfaction of the needs of the

market.
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Figure 30. Value networks in business innovatioagh, 2013).
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Design and develop new business models in thig@mvient makes obligatory having the
ability to exchange information between all netwetements in presence and between all
the stakeholders in order to be able to leveraggefutl economic potential (Bucherer et al.
2010). This have vital importance in manufacturgport and value creation, where the
manufacturers want benefiting from the possibildytrace their products and get support
to gathering the data necessary to allow the aweaif added value in the entire value
chain and the customer (Mejtoft, 2011). Thesewvalkxtivities that involve financial
procedures or trade between companies and othdreerat the level of production,
logistics, services, intermediaries and even gawental authorities will be more rapid

and facilitated.

6.3 Jobs creation

In the chain of value creation of a model of busshé society, whenever a company
carries out purchases of goods or services staat@on. This action has just generating an
indirect impact on employment creation, resultinguiimultiplier effect, in the most varied
sectors due to the need for interaction betweethalchains functional to the satisfaction
of the need as supplier (Immelt, 2011). This effealy have as a consequence the return of
millions of unemployed back to work activity. Withe decentralization of production, the
factories are becoming increasingly technologicallivanced. This will allow a greater
breadth productive due to access technological letye allowed by communication and
information networks by fostering the indirect emyhent. This will have as a
consequence an increment of the multiplier effeot employment creation (Milken
Institute, 2013).

This can be understandable since for example, éeaurrescent use of computers in a

factory creates the need for a support of senatdise level of information technologies.
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Figure 31. Employment Multiplier Effect (source:rBaden, 2013).
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6.4. Risks and approaches to manage them

The creation of added value always involves ridks. not possible eliminate risks in
financial investments which may put into questidre teconomic sustainability of an
irreversible manner in many companies. Only thromghwv forms of constructive and
cooperative interaction between society, politind andustry will be able to successfully
implement a national common strategy in Germanye Titegration of a digital and
physical world with autonomy and control in decahzed way will occur with the merger
of the systems. Although anticipate a huge patkrthis synergy, also comes with
enormous risks, mainly at the level of security ioformation technologies through
necessity in sharing and transmission of dataodrstics dependence, in industrial nations
such as Germany with few material resources inmea#terials, can lead to a loss of value
added generated internally to suffer from pricaease of some materials vital to supply
its domestic industry. This will be an increasingigital world vulnerable and magnified
by high complexity of networked systems, by virtzalion of some business processes
and the automation of production processes espeiadensitive areas such as the energy
resources, transport, communications, and raw makdor industry. The independence of
systems becomes increasingly more expensive totamaiand can affect the competitively

of the nation in the global markets.

Increased Complexity

The increase expected of corporate growth and ecmneenterprises through the
mobilization in this national common path introdsi@factor to be taken into account in
the management of risk. The increased complexitthefsystems. This can become very
difficult for monitoring of the process due to tlaek of organizational capacity, flexibility
and adaptation of some organizations. This happecause it will continue to be the
human being, the element responsible for buildhmey ltridge between the current world
labor and the expected future. This constant upgatieed will be so omnipresent that
uncertainty will be a constant variable in indudtenvironment being managed, both at a

competitive level as in markets.

Volatile Markets

Studying possible market opportunities and riskéowal a vital and consequent

improvement in the management of risk. These astinorease level of predictability and
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can predict and prevent rapid changes, violent radlical as those that Germany has
suffered in recent years due to the meager stahfiinternational markets increasingly
dynamic. The industry is avoiding the classical pefition in international markets.

Industrial companies are no longer to be mere mecuof economical scale competitive
products, but pass to be suppliers of integratddtisns, where the line between the
services and products cease to exist avoiding atethimarkets. Differentiation is located
in maintaining an emotional connection with the endtomer in order to achieve a long-
term customer loyalty since the potential for mpesduction for the mature markets is
already saturated. One of the risks of this invesitnlies in the fact that a product or
service oriented to the customer requires knowledde knowledge needs financial

investment. The conventional market is no longdfigent to sustain national society

sustainability in long-term. The industries have develop a capacity of mass

customization to meet individually each consumer.

Reorganization of employment system

At the level of the reorganization of the employinsystem with vision to achieve high
labor flexibility it becomes a necessary conditicreating a network through a virtual
enterprise. This must allow integration of custosnes co-producers in production system
support. The production system will be managed in an in@eéassk environment of
relational flexible structures and goals. This mbst done in horizontal system of
hierarchies in a temporary time frame. The problerasulting from this type of
organization are difficult to calculate. Some na#b forecasts allow previewing the
decline the labor force in the next few years wibhnical skills especially in the area of
Mathematics, engineering, science and technololgis dan put into question the technical
full capacity of innovation in the technology Gemmmdustry. There is also the risk of
addressing need for relocation of business straktunits in other countries. This necessity
has consequence the risking losing this domestieddalue. This fact will decrease the
industrial domestic capacity maintenance as welthascompetitiveness with countries
where there is not the decrease of this factor. ddresequence results in an increase of

industrial costs and even the labor market costs.

The strategy applied to a development of Cyber-ieAysSystems with support in
Information and Communication Technologies, allovedlucing the impact of this

reduction of technical ability in the workplace.
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Security

The accesses increasingly facilitated by inforrmatand communication technologies
allow the possibility to suffer acts of cyber tersm or technical failure at critical points.
This can even induce a cascade effect due to tbgration of systems needed, decreasing
the confidence in systems in use. The securityhfrastructure can enable viability of a
society and it represents the society itself. bermet of Things, the risk is latent in all the
institutions, in the business processes, industaaiplexes and transport systems based on
information technologies. Represents a universgiléabut became common in society
with the evolution of technology. With this poteaitthreat, should be increased the levels
of development and updating of security systemses&hsecurity systems should be
standardized it voluntarily by development entit@sby ensured state regulation. This
common standardization ensures a transparent aretttransmission of data between the
communication terminals. Even though it might reprdg an added cost can be amortized
through security and reliability by the allowed t&ys. The value of knowledge is an asset
that should be safeguarded because it is one afd@ical success factors.

Communication with all interested parts

Risk management requires a global view of all thetdrs in consideration. These are
conditioned by insecurity in most diverse composaitsociety. One of the reasons seems
to be the often inadequate communication betweerscpbers, political, scientific
community with the general public. This often résuh developed technologies never
used, despite the inherent costs technological ldeweent for the whole society. The
European tradition of management in a general wayare susceptible to adopt an initial
rejection of an innovative idea. When accepts megua long and complicated process of
decision before accepting its potential contribmiti®his contributes in some way to not
stimulate a rapid implementation of projects in ddione. This becomes critical due to the
globalization of the media and logistics.

Resources

The lack of natural resources in raw materialsifmlustry use represents a risk to the
maintenance of German industrial capacity. It beg®gritical due to potential formations
of cartels or economic games played by countrigh @&ggressive external policies of

protection of the market. These actions will raise internal costs due to the need of
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import of raw material The research, developmte and application of substitu

technologicalaw materialsand systems can mitigate this risk.

Another resourceisk is already included in thetrategy 2020.t is the investment i
renewable energy and expansion of the nationagrsrstem. Thimust be managed ai
maintained in a more efficient manner (acatech, 32 Emerging countries al
incrementing its own industrial capacity. The poveemsumption in world will als
increase.This will cause prices to increase by a percentaigber than iflation and
raisingthe level of total costsThe industry must anticipate and manage this hsiugh &
policy of efficiency in the management and monitigriof its own energy consumptic
This means having equipment updated aring renewable energy.h&se allow reducin
dependence on external energy and raw mat¢ This can be achieved with focusing
the reduction of non essential materials, with céng and using processes in product

methods that require less expenditure of en

The Gernan industry has a mature industrial culture. It barcompetitive and modern

many areas. With a large network at the level ajistics, suppliers, manufacture
diversified services and a hk-level of skilled workers can maintain a high deguode
technological knowledge and industrialthe future. These allosontinuing the leadership

in global industrials secto
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7. Applications of the concept

Industrial factories are in a general form, orgadiavith emphasis in a hierarchical
structure since the administrative area until dehhique area. This poses some difficulties
of management with the increasing complexity otifatsystems. These require complex
and saturated management systems since produgttenss, maintenance or even the
business models presents. This will entail a saturaf data without value to be managed
in a general way. These systems are multidiscipli@ad have in their majority limited
interoperability.

The future brings with it challenges in the indizdtrarea on the organizational
management level. There is a need for an innovatitegration into full of productive
systems, processes and products to perform wititehlatools in order to synchronize the

product, process and factory life cycles (Wiendsltdl., 2007).

7.1. Advanced Manufacturing

It can be expressed Advanced Manufacturing Engingemlas an improvement in the
creation of materials, production of products arsg@ wf processes through the use of
engineering and information technologies. This gsimethods and tools of high accuracy
through innovative organizational models, able tveh the flexibility and speed in
customizing products in small or large scale inogtimizing the use of resources (IDA,
2012). This is a concept broad and multifaceteth direct and indirect implications in the

whole universe industrial and social.
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Figure 33. Dynamic relations with Advanced Manutgictg Engineering (source: Westkamper, 2006).
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This concept is not a static entity. On the comtrére industrial innovations of todays are
the classical processes in the future. The pergasile of information in the models of
production will allow an assertive use of modelagd simulation in the manufacturing
process. This information’s can accelerating theowation phase in the supply chain
management and adapt for the reaction in real-tiroen the changes of customers
requirements or productive setbacks. This can fimgfea more sustained and integrated
production among all levels of the process alrghdythe utilization of information allows
to accelerate the productivity of a general formnaaintain a level of quality able to
efficiently control the entire process (Lorio, 2Q01This has influence at several levels in a
factory, despite what typically describes the exgsparadigms concerning the amendment
of the production capacity of the industrial syssesuch as flexibility, reconfigurability,
transformability and the agility (Najam Sethi, 19@ould 1997; Mehrabi, 2000; Jovane,
2003; Wiendahl et al. , 2007).

With the deployment of a true flexibility by meaos productive equipment capable of
adapting to new materials and designs, it will m#ke business models become more
robust against supply chain disruption (Ehmann,120At the same time, will have the
ability to predict future changes through a sugtditearning (lorio, 2011). This will help
decision-makers and engineers in the reductionoaiesvariables in their work while
maintaining a satisfactory degree of sustainabilityuse non-polluting processes. This
way, it's possible to optimize the management ebuece use and providing a safe and

healthy environment for all the interested partlé#, 2011).
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Figure 34. Schematic of alteration of productiopazity (Wiendahl et al., 2007).
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Figure 35. Framework conditions for integratiortted process (source IDA, 2012).

This type of advanced production begins with thedeliog and simulation in order to
minimize the time required from the design untik tdelivery of the product. The
technologies of information and communication all@xpedite the supply chain to
respond to fluctuations in demand through an optahiproduction. This can be possible
because uses intelligent materials with new andvative internal structures (Mathaudhu,
2011).
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Figure 36 Advanced manufacturing enterprise comscgsuturce: Adapted from SMLC, 2011).
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The Additive Manufacture Systems in production wétluce the waste resulting from the
removal of the material in classical productiontegss as well the necessary amount of
stock of raw materials for components needed. Thdyzts will be produced just in real
time with the multiple custom products with all tteguirements of demand.

7.2. Smart Plants

To predict the requirements to organize the faesomwf the future it is necessary to
understand how to operate the factories of today fjeneral way, operate at the level of
process control using cycles of control to maintag variables within defined limits. The

disturbances normally expected are managed on ebel lof the process through a
hierarchy based on tools of decision making modigsigned to maximize the profit

generated through the creation of value of itsvdws by planning actions and protocol

reactions through a set of alarms (Bagajewicz, 009

In the future, the monitoring of the factories Wik essentially based on the analysis of
data transmitted by sensors in an optimized wagdonomic considerations at various
levels and areas. This will be done in order taabhe¢ the maximum profit through an
optimized operability with the need to comply witte legal requirements and interests of
all the parties concerned. All possible throughr@arctiveness automated and in real-time
using the infrastructure and assets in optimizedl sustained way (Christofides et al. ,
2007). In this way will be possible to each aseetdntribute directly in implementing its
own basic function in providing feedback informatiavith a predictive knowledge to
management decision-making system. This will mazéhe performance under any type

of productive or requested environment.
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Figure 37. Smart Factory connectivity in Indus#ié (source: acatech, 2013).
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Figure 38. Smart Factory global view (source: Bo&€H 3).

Currently, the development of methodologies to essc control must manage non
linearity’s, predictive uncertainties among othestrictions at the level of optimization of
the industrial organization. Already is possiblgyibaing to allow a reaction in some
automated systems. Future systems will be capablmanmitoring the process in an
autonomous manner through emissions of actionsiraetligent reactions to overcome
problems adapting to new situations. This will benel within the time useful and
sustainable pro-actively interacting with humansotigh cybernetic tools (Bagajewicz,
2009). The infrastructure can be managed independentlyparational decision-making
with the less human intervention. Will be gatheaed analyzed all information in order to
predict potential problems and acting in accordanceffective and efficient form in the
use of their resources. This will maximize all ffessible added value of production. The
greater part of these activities requires consigied accurate data by which the sensitivity
of the same will be conditioned by the quality bé tinstrumentation and sensors used.
These are elements that oblige always to an ooftletlative decision in the company due
policy of acquisition costs. Each information istaibed from each sensor represents an
economic cost that must necessarily be less tremadbed economic value obtained by its
use (Bagajewicz, 2000). W.ithout the economic aersitions, it is not possible an

implement efficient smart factory.
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These will allow a better and more flexible glolratonfiguration and integration of
mobile devices in the core system for human aidelation to control and monitoring
activities. These are capable of producing a mapedrand effective decision-making. A
research case study is presented in appendix B.

7.3. Digital Virtual Plant

A Digital Virtual Plant can be described as a fagtto be operating as a whole in an
integrated simulation environment, through an adednplanning, a decision-making

support and capability of validation (Jain, 2001).

The development of systems and production processewell as its products resulting
from, known as Co-evolution, obligates companig¢sgrate the different methodologies in
action. This will allow digital tools available cdrecome effective and efficient since the
rapid changes, often unpredictable and extrematypbex, are not yet properly addressed
by existing today solutions (Tolio, 2013). Virtuatganization can be described as a
flexible network of independent interconnected tesgi by means of information
technologies to share skills, knowledge and acbesseen themselves in non-traditional
forms (Dumitraceh, 2013). This problem exists innofacturers of industrial equipment.
These have to provide the industry with a prodagiable of satisfying their productive

needs, mainly at the level of the design, deployrfieribility and reconfigurability.

A factory integrated must have as its main objecbieing a workplace where is possible to
perform a multiplicity of analyzes through integrattools in different disciplines of
knowledge. These interacting with each other thhoagcommon path in a consistent
manner through the same type of system used bypteuétlements involved in industrial
infrastructure.

The new complexity introduced by new systems afifeiproduction, reveals the need to
become easer using the current digital tools. Traigéal tools per tradition, were

designed to intervene in specific tasks, with itgnotemplates and not are capable of
integrate in open sources. Must be needed creatisgmmon platform for integrated

operational systems for all models to be used idustry. These allow a better

collaboration.
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Figure 39. A conceptual Framework of Integratedi¢igcDesign (source: Tolio, 2013).

These digital tools must manage the entire typmfofrmation related to the trade-related
aspects on design, operation, phase, processesesmgrces in a coherent and updated
manner. This must be done by integrating the kndgdewith the information available
from various sources and origins with technology vatious levels of detail. The
knowledge can slow down the operating cost at Hraestime that maintains a virtual
representation synchronized with the operatioreai-time (Tolio, 2013)This type of tool
lets advantage for the models of decision makinthaut the need for investment in
infrastructure costly and little flexible. Also, v& the ability to exchange data and
knowledge for a speedy, shared and joint decisgtwden all the interested parties.

The paradigm present for this type of facilityhe t@ability to draw up a response capable of
solving some essential factors such as the redudfigoroduction time and waste of raw
materials. This can be achieved through the videaign of new products at the same time
that develops storage of digital knowledge susbéptof being consulted and used by
those involved in the process of production. This/ws possible improving the efficiency
and safety of all parties involved due to the pdalr of using a virtual education in
productive systems in an interaction network betwaiéferent disciplines (Saeco, 2013).
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Figure 40. Cyber Physical Production System (soWbé«l, 2013).

The complexity of these types of problems requaregffective response in the creation of
support tools and global support capable of intaggaall the phases of the life cycle of a
manufacturing plant. By means of software tools meanaging the life cycle of the
product, known as Product Life Management, becoosgsble manage planning, the
manufacturing design and remaining stages. Unig thoment, are still ineffective
functionally at this level in nowadays Knowledge.

The elaboration of a generic frame basis must pterie reduction of costs and times for
an optimized production. At the same time shouldvwad, an improvement of the
performance of the management, monitoring and fegumation of existing facilities and

supporting the simulation of complex behavior anghaimic in its entire life cycle
industrial.

Source: (Svemen; 2013)

Figure 41. Digital software to assist and suppwetdecision makers (source: Siemens, 2013).
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7.4. Smart Manufacturing

The Smart Manufacturing can be defined as the egapdn and use of advanced intelligent
systems in rapid production of new products in@ess optimization in real-time and the
supply chain, through a dynamic response to theadenby the market (SMLC, 2011).
This way is interconnected all aspects of productoining the ability of industrial
automation with the capacity of information tecltogyl. This increment the optimization
and efficiency in productivity throughout the eatichain of value creation with the
consequent flexibility and effective managememntesburces (Bernaden, 2013).

The benefits resulting from this type of productaan be identified as the reduction of the
time for entry into the market of the products #mel ability to reach markets differentiated
by providing a global capacity of competitiveneBiis allows an advantage of integrated
management of resources at the same time that sallogv implementation of a custom
response in order to satisfy the needs of the ecoasu

This type of manufacturing allows the executiortrahsactions in products per batch with
only some inputs of raw materials and ongoing dpmara of production or assembly of

discrete operations through a large number of comapis.
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Figure 42. Integrated Smart Manufacturing (souktehara, 2013).
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Figure 43. Smart Manufacturing 3 I's (source: ARG13).

Some prerequisites must be addressed in relatiemaft manufacturing. For this to be a
reality, it must be necessary to create commumtustrial platforms for the virtual
manufacturing enterprise. These must have a toolbbxsoftware and computing
architectures with capacity of manufacturing dexismaking. Also, must integrate human
factors and decision software through user intedacapable of understanding diverse
required skill levels.

Flexible Production: More Customer orientation

... profitable production for lot size 1
Source: (Bosch, 2013)

Figure 44. Smart Manufacturing flexible productigource: Bosch, 2013).
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Figure 453D Printing and integrating forms (source: Cargf13).

One of the manufacturing processes that integrit@fathese concepts is the three
dimensional impression. This process enables taceedhe time required between the
phase of design and production, through maintenahqaality and reduction of defects in
manufacture. This process avoids the use of eledonachanisms of manufacture at the
same time that allows a reduction of waste gengrayereducing material process system.
This happen because operates by adding materayans, resulting in the desired shape.
At the same time, enables the implementation ofpgermforms of structures very difficult
to reproduce or even impossible through classidymtive systems (Cooper, 2001). This
makes possible any form be created. This allows alsustomization of the product and
satisfaction of manufacturing requirements conséaiby demand, representing one of the

key factors for the creation of high value-addeadpiction.

7.5. Smart Industrial Design
For Smart Manufacturing can reach its full potdnpieductive, the designers must have
scientific knowledge as a basis for the developmno¢mtapable CAD models products and

adopt common as a form of direct communication wWithproduction (Bennet, 1992).

Source: (Dassault Systémes, 2013)

Figure 46.Software to support Smart Industrial Design (souB@ssault Systémes, 2013).
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7.6. Smart Manufacturing Enterprise

Understand the smart manufacturing enterprise baa h challenge to the present day. It
Is anticipated that these modern factories musinterconnected in a smart way with

suppliers, distributors, customers and businestesygs These interconnections will be

made via information and communication technolagits needs to create an effective key

competitive business skill capable to achieve titidritelligent Cyber-Enterprise.

To optimize performance in all aspects, businessagament must be closely linked with
all supply chain in an agile way. These supporghéi product availability and minimal
inventories to fast response to changes in prodasts customers demand. Inside the
operational field, plant operators use knowledgsetaapplications to make the decisions
necessary to optimize production and minimize cbisits is done in real-time information
that flows between production and distribution. sThway is possible manufacturing
products to the customer in a traceable way througtheir service life if needed (SMLC,
2011).
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Figure 47. Smart Manufacturing Enterprise relatiapproach (source: Dumitrache, 2013).
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7.7. Smart Technologies involved

The release of the need to have a physical steictquired for an efficient network of
communication and transmission of data allows atgrefreedom of action in the most
diverse industrial contexts. The existing comphexit industrial equipment and layouts

obliges to a continuous reorganization of means.

Establish a Wireless Sensor Network becomes ad@ynblogy enabling the Internet of
Things (Li et al., 2013). These allow connectingssgs and actuators in network through
wireless communication, integrating this networtoia higher level system through the
network gateway. These equipments are generalywigght, inexpensive, easy to deploy
and maintain. These exhibit a functional capadityted only by resources required for its
correct functioning as the available processors thedsources of energy among others
(Akyildiz et al., 2002). For that be possible iEeded to establish a correct functionality.
Becomes necessary the development of architechut@m@tocols able to allow satisfy the
needs especially at the level of communicatiorabglity (Yick et al., 2008). This allows a
full development of a Ubiquitous Sensor Networkbseve their main functional elements
are housed in its Sensor Area Network. Its funct®the collection and transmission of
information about their surrounding environmenteTWide Area Network gathers the
information from sensors as intermediary in comroaton with external entities or

central control.

There are some technologies that allow convertcthrecept in to reality, by which are
present below some of them as example. An anadgsiksl be found in appendix A.

Blue- Proprietery

NFC | RFID | Bl | 1oom® | ANT | (Sub-GHz | Wi-Fi® | Zigee® | Zwave | KNX |25 |sLowpan| wimax | 2335
LE & 2.4 GHz)
Metwork FAN FAN FAN FAN FAN LAM LAN LAN LAN LAMN LAM LAMN hAAN WAN
P2R
= Mash. S Mash Mzl
Topology P2P P2P Star Star ?rfg Star, Mash Star "‘C‘T':;;w' Mesh Qli‘c‘} . ‘g;‘: Mesh, Star Mash Mash
Meash
Vi vere | e e
Powar Vary Low “;r_f Low | Very Low “;_’: «cryl .'—.?:' te Low-High | Viery Low | Very L |:-w Very Low | Viery Low | Very Low High High
1 00 BT2
Speed 400 Kbs | 400 Kbs| 700kbs [ 1 Mbs | 1 Mbs 250 kbs f :J::SO 250kbs | 40Kbs | 1.2Kbps | 250 kbs | 250 Kbs 1:_“16' ! 1&3’
A . . . . - . - . .- . 800 m . Cellular
Ranga <10cm | <3m <30m | 5-10m 30m 10-70m 4-20m | 10-300m 30m B00m 200 m (Sub-GHe) 50 km netw ork
Sansor -
Matwork Health | Spons networks, | o dential Industri ne:r?.I;?L Metro area | Callular
P salt Spons oo . i Residen — strial Works, -
Application|  initiata '.'gcc::—ng cxcchgﬁlg_c and and pc:>:'":t"cct||:\fcl;r |'r:mC "rnccéa bu;lgldng lighting and aﬁ?é:lﬁa:ii:" sensing | building and Drh:tacdrE?z?d pha%nc&
scr:’D:. hearsat fitness | fitness industrial | AHtomation networks . "::Iwir_:d connectivity | talemetry
oasy automation automation
satup T
Cost P P . . . ' . "
Adder Lo Low Low Low Low Medium Medium Medium Low Medium | Medium Madium High High

Source: (Karimi, 2013)

Figure 48. Communication Technologies (source: iar2013).
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For a full development of the concept, it requitlest all systems have to be at the same
level of development among themselves in the tkegevariables: integrated Intelligence,
infrastructure of communication and interactions@l it should be understood that the
elements smart are not smart because these haaetgapreated by preconceived actions
by humans. These are smart because they are imtercted among themselves and across

all networks in an integrated and autonomous way(P010).

As an example, radio wave communications like NEmid Communication, allows
communication between devices by means of a pHy&ioah or entering in the zone of
proximity (Medaglia, 2011). Radio Frequency IDeioation, uses electronic frequency in
radio waves electromagnetic field to transfer tla¢adapplied by approximation of the
reader, in real-time without the need for a physe@nnection or visual range (Atzori,
2010). These will be some of the support commuianat technologies allowing the

integration of physical elements on the Internetlmhgs.

Industrial Cyber-Physical Systems will integrate isthintegrated network of

communication. This potential will bring the opéoatl capability required to enable real-
time management of all equipment and systems rmges3hese allow autonomy,

flexibility and ability to rearrange whenever iscessary without the need for direct
intervention of a human operator. These also walNeh ability to communicate among
several industrial equipment, vehicles, machinarg aollaborative systems through the
use of sensors connected to the base network (Bopg911). These make possible two
types of communication: the direct communicatioreclly between physical elements or
the communication of the physical element with $hrecture, being this type of integrated
communication the part of the structure of thelligent management system (Rooyen,

2011). This done with embedded processors, acgjatevices or computers (DYE, 2008).
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Figure 49. M2M Communication integration (sourcelifise, 2013).
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7.8. Smart Education

The European Technology Platform for Future Mantuifidélg Technologies noted that the
training of skilled workers through a new educatiloapproach is a key factor for the
success. For the new requirements of knowledgedbamsanufacturing it becomes
necessary to introduce multidisciplinary and inatgd skills in the field of engineering
with the change of business models in virtual,tdlgand industrial processes. This makes
able to keep up the increase in productivity thiotlee management of ever more complex
tasks, more effectively in the production of highlue-added products. The objective of
this type of environment is reflected in the needptovide qualified personnel for the
integration of physical systems with digital, sdeefive and competent to work in the
industry. The dynamic development of new solutiand the improvement of the existing
becomes a basis principle throughout the businesdelncoupled with a capacity for

information and knowledge exchange in a horizostiaicture.

The factories will become a platform for directegtation of the industrial environment
with academic one. Through a paradigm in knowletligmgle between the activities of
research, education and innovation in a commonédveonk will provide educational and
industrial experience in real-time. This will bendousing physical and virtual didactic
equipment so that can be used at the same time labosatory for research and
experimentation for resolution of real industriablplems with the consequent benefit to

the level of innovation.
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Figure 50. The extended concept of the TeachingpRaparadigm (source: Chryssolouris, 2013).
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8. Automotive, Mobility and Energy as examples oftte new philosophy

Automotive

Future cars will be connected to the Internet efifer This will make them as an integral
part of the global network of information able tontmunicate autonomously with the
infrastructure and among them and optimizing ite aad autonomous capacity to take
decisions without human intervention based on ancomregulatory and standardization.
The deployment of a strategy at this level requaeshange to the way of thinking in
traditional industries in this sector where thaliianal business models based on return
generated by the sale of new vehicles must be ugtitoMust be thought and structured a
new corporate strategy through the entire valuencbanerated. Also, must be able to
maintain a technological flexibility and adaptatyilin their ability to manufacture as well
as impose the same condition to its suppliers. AB&%6 of suppliers still are traditional
companies of medium or small size contributing op70% the value added to the
automobile market. In future is expected the dgualent a technological improvement at
the level of the management of energy efficienside internal combustion engines and
reduction in carbon emissions. Through the devetapnof alternative technologies
including mobility electric and hybrid adapting hilgveight materials and electronics for
the improvement of performance will result the depment in the management of
trafficking in a smart management way. At the lesethe vehicle itself, the devices which
allow to monitoring all the variables in action @nthe tire pressure until the own
production will improve the ability of track in l@ical terms of all the elements in the
entire supply chain. This will optimize the entim®rkflow, managing and analyzing the
data in real-time in an effective manner with theolvement of stakeholders.

OEM's and End Customers PLM Processes

Source: (Siemens, 2013)

Figure 51. Smart manufacturing enterprise tradiégalsource: Siemens, 2013).
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Mobility
The mobility in all aspects will be the great camsence of technological development
allowed by integration of communication structurasalysis of data and equipment in

society of the near future.

Despite still not be able to predict in fact théealatives to the traditional combustion
engine it becomes increasingly perceptive in whichctions are being taken by means of
a dynamic and innovative development (Glockner,320These are continuing in open
and influenced by characteristics such as the \egaf human behavior and all the

interested parties. However, it can be convertad/ianscenarios resulting from.

If there are no technological innovations capahlehis area, the continuous increase of
energy prices, legal and environmental constranmssadso urban congestion will require a
redesign of the role of private transport. Thigl ¥atce the state to take a more active role
in urban environments through tighter controls amxtease private taxes on the sector.
This also can cause a differentiation between boldases. One social class with access to
use private mobile elements and another with ormgess to massive use of public
transportation systems or private non-motorizedesys. These might cause entropy in
social stability at the same time that discouraties demand for new technological
innovations due to low consumption of productsgdnvate sector. This makes impossible

the support of the cost of research and development

The other scenario can be expected will be produmedhe environmental awareness
increasingly present in today's society, it candbabe speeding up of the implementation
of new technological solutions and mobility sergicenot only in terms of energy
efficiency, but also in supporting structures thall allow a traffic management more
effective in reducing congestion through the analysd autonomous management of
information transmitted between all equipment inaégd present, in real-time both in the
public and private. These elements will be in symsis with systems of supports for
driving ability in autonomous and heterogeneous momcation among themselves on an
open architecture, with remotely problem-solvingligh The man-machine integration
leverages all the possible synergies for an effeatesponse.

This will entail the development of a mobile sogiet all its dimensions social and labor,
where the borders will no longer are watertighte3édn allow adapting to the need of each
one integrating their will with the need to achiem® objective defined in their personal

mobility, corporate or social in all aspects irelif
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Energy

In the future, the energy infrastructures shouldabsociated with the intelligent systems.
These are capable of coordinating in real-time amdintegrated into dynamic models of
analysis and decision-making as well as in safefjo@itheir own security. The investment
in renewable energies and the management of itsaggobecomes ubiquitous and
economically efficient at level of the industry argbsidential in a reliable way and self
sustained by balancing the demand with the supgghacity. This makes the infrastructure
is more robust, flexible and adaptable to accomn®oadkhthe new technologies and current
forms of consumption. This new form of managemettitprovide the ability to achieve
the objectives established without having to chalifgstyles at the same time that can
stimulate economic growth through innovation andestment in low amount (Martens,
2011). The level of research in some areas areingoto be a potential form of
improvement in the use of energy as the searchef@rgy storage in new types of
batteries, capacitors and superconductors as ther&nducting Magnetic Energy Storage
Systems designated by SMES that use magnetic fieldsiperconducting coils. Other
development are in managing the fleet of electrehieles connected to central
management system at heights of energy peaks additional capacity of storage or the
concerted use of renewable energy and Hydrogenras lbasis for the supply of energy
demand of the moment. This development will be & generation of renewable energy
with organic origin provided by biotechnology desfginent among others.

The speed with which all stakeholders will embréneeintegration of elements with a view
to the reduction of environmental pollution willctite the speed in implement these
innovations. This will require investment in infragtures needed by encouraging the
creation, development and implementation of newises in the whole society, ensuring
itself sustained economic and social. However foihees present on the market alone will
not be sufficient to stimulate the rapid growthdsvelopment. These will force all the
necessary parties to a direct intervention witharégo legislation, incentive policies and
monitoring the costs and benefits of these investsare being aligned with the models of
life required by society.

For now it seems obvious that probably a single@®of energy will not be able to fill all
the space needed for an efficient supply of enerdlge future. Probably the response will
be in an integration of the management of the udseach one of these energies in a
balanced way, in spite of its pros and cons.
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9. Recommendations to promoténdustrie 4.0

The permanent threat in global increased complegitythe level of technology in
manufacturing processes as well as a possibledtigt in the lack of updating of internal
human resources can be a consequence to declinéaitum@ of any current industrial
project. Companies must accompany the dynamismvolugon of the global market.
Basic Changes in strategy of internal actuatior witternal reflexes should be taken into
account to accompany this new philosophy of stratagtions. It's necessary not continue
to manage the problem how can be increased theigiioidy in an industrial company, but
address how can it compete with more effectivelye industrial organization must worry
about the implementation of a management baseteogfficiency of the entire industrial
structure and not only in the directly workforcéni§ in most cases often represents only a
small percentage of the total costs. The indusbrigénization managers must learn how to
focus in a limited and concise, but flexible wayaiiset of products, services, technologies,
volumes and markets. This must be done in ordachdeve a structure basis of production
and support services focused on a task of produciistead many others order
inconsistent that are in conflicting with othersks consumers of resources. Usually in
traditional companies, the product development eoncis obtaining the Ilowest

manufacturing price in market and not being thd fmesthe customer (Skinner, 2006).
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Figure 52. Cyber Physical Systems integratingetgdisource: JAIST, 2013).
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This is contrary to the attitude taken by the nadlostrategy proposed by the German
government. This requires a new approach in mampemies in the industrial sector. The
investment on a market with innovative productshwittegration capacity as the critical
element of competitive advantage must be stimulabedard a market leadership. This
provides the maintenance of the technical capadfityhe same leadership in the markets
where want to act. It is impossible to achieveratustrial company acting with success in
all areas of the market. Companies should maintarfocus on internal strategies at the
level of short cycles of market delivery of prodsjcsuperior quality and reliability of
products into service. Also, production capacityd dlexibility for the satisfaction of
customer needs in markets involved should allowcldyiadapting it and adjusting the
volumes of production with low investment. Thesgamrizations strategies result in lower
costs and higher profitability through the creatairhigh added value. This should be the
goal to achieve in this new approach. Due to thevitable limitation of equipment,
resources and technological processes, some custeategic tasks will need to be
compromised in enterprise policy in favor of otheore effective and efficient. Thus, the
new approach in industrial management may not beskd only on production. It should
be seen as a global structural process interndi external reflexes. Analysis to all
available resources involved, weaknesses and #ireitherent in the organization in the
position to achieve and maintain market observimg dtrategic moves of competitors at
the same time trying to understand the behavior thedfuture needs to be met the
customer by integrating the entire organizationtha same vision. This must be done
toward a same strategic objective of sharing bgsirerporate in line and involvement
with the common national strategy. In this contesgme concerns, alerts and

recommendations could be addressed as:

Allocation of funds

A financing strategy of innovation is a dynamicatenship with associated risks. Projects
financing not predicts that consequently will ldadyood product development. Especially
if there are no valid rational criteria and monitgrof investment plans through the results
obtained. Understand the relationship between iations, funding and economic growth
is to accept the character of initial uncertainfytioe innovation process. It must be
acknowledged that the technological changes produotimate of uncertainty for all
economic factors involved in the process and spanegeneral. Without the existence of a

71



Industrie 4.0 Framework, Challenges and Perspectives

strategic commitment to long-term of all, the sscis not guaranteed. The typical vision
of German capitalism stakeholder and interesteddoreveals that are more patients to
risk of investment in innovation. This allows toh&éve a strategy more sustained than in
countries with a type of shareholder capitalismtivaded by speculation and rapid return
on investment that affect the process of innovation the long-term (Tylecote and

Visintin, 2008). Thus, the investors and legislatarust understand that the relationship
between the financing and the innovation must bayaed in a dynamic context. This

must be capable of dealing with the heterogenaityendments and the entire type of
imbalances in processes likely to be influencedoAmust predict if companies are able to
survive and grow in global market. This becomesrésailt of processes of selection both

in markets for products and services such as finarffometimes these are in conflict.

Understanding what type of investment becomes sacgsfor an appropriate financing
becomes a very important issue to be addressediziRgahow can help innovation in
small business, stimulate the creation of start-apd rearrange the small and large
undertakings through policies devoted, should ke dhject of distinct attention. Even
companies with the same size may have different siosctures, operating in different
types of markets, face different types of compmiitand being in different cycles of
business life. These differences affect differgmies of need in financing and strategic
alliances to accomplish goals. The industrial comgsthat invest more in research and
design will inevitably have a greater risk. Thidleets a need for funding stratified by
business realities with monitoring of targets thiace. It should not address a single to
financing approach based only in administrativecpealings or political interest, too
concentrated in stabilizing the financial sectoeaonomic crisis. The stimulating agent of
the national strategy should seek in create amdutdie the construction of a bridge of
connection between the demand for and supply oéreat financing for innovative
industrial companies. Some studies refer that somast the problem in innovation
financing comes from the demand side more tharotfeg. This is due to the reason of
many companies financial stable do not want toease their profile of operational risk
(NESTA, 2009). Create liaison officers sensitizedhis theme, can increase the interest
of frightened companies in accession to path obwation. Understand that collaborative
companies are those that generally have a greatpact on economic system and
technological progress. In addition, a reading led tecent literature on innovation in
companies reveals that firms that innovated onge kize highest probability of innovating

again in subsequent periods. This is due to thstemte of a persistence potential in the
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path of innovation as reveal some studies of thei@onity Innovation Survey (Duguet et
Monjon, 2004; Raymond et al., 2006; Peters, 2008)s suggests that demonstrate the
need to be aligned with the dominant technologiegime collaboratively, which may be a
valuable aid in the understanding of structuring plnocess of funding required to achieve

the same goals at the level of the Innovation.

Market focus

The stimulation on the vision of a market leadgrsiti the global level in the industrial
sector should continue to be encouraged by thelawguand agents of support. It is
suggested that the market leaders have a tendenaett more market power and
competitive advantages than their rival's competit¢Ormerod, 1994). In terms of
strategic management, obtaining and maintainindeth@ership position may be a key goal
of management. The effort to reach the top maybeothe same to keep on top. Thus,
strategists responsible for these financial pdidie companies should pay attention in
industrial markets that the leadership could becomoee persistent. This way can allow
companies local leaders who possess strong capebidif international competitiveness

can achieve internationalization.

Becomes desirable understand that instant plaremtrges in markets in a global society, it
is increasingly difficult to achieve in a safe wapd weighted. The uncertainty and
instability has become the new normality of the petitive environment. The prices of
raw materials fluctuate unpredictably. The politisrategies can change without prior
notices. The economic cycles become shorter widegrby changing with accelerated
economic growth. One of the ways that the industhiave to react to the volatility of the
markets is in rearrange themselves in order tosadgelf. This is done through monitoring
these to improve and produce a structured reaeatmohrapid adaptation. This requires the
abandonment of the methodology of classical plaprprocess. It must readjust to a
methodology for monitoring the growing complexity the new reality. This is done
moving away from linear hierarchical structures @oavthe management of the flow of
capital, goods and materials in decentralized nedsvavith a focus on point of value

creation in the direction of demand and deploynoémiew business models.

It must be taken into account that this new formcofporate reorganization must be
empowered to be able to create, introduce andrie seew markets. New and powerful

competitors emerge with consequences in a consgarddeling of the chains of industrial
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supplies. These will influence the macroeconomimglexity and induce geopolitical
changes with exposure of some weaknesses in exsistems such as unstable economic,
social and market pressures. Some protectionigtipslin some nations may result in fail
to have access to the new emerging markets foomadtiindustrial companies. These
conditions of uncertainty must be safeguarded &vemt disruption in economic growth.

It can become threats to the maintenance of tlietship in some international markets.

Communication

Stimulate cooperation between sectors is a crifmetior for the success of any common
strategy. Especially for the creation of innovatsystems that create added value. Linking
traditional industrial areas with innovative sestallows the production of innovation and
the stimulation of new business models. The treamsghould be managed in such a way as
fluidly, but normalized in the adoption of a commlamguage, which all share the same
orientation for the success of the deployment akt8y 2020. This should require
platforms with different skills and the ability tstimulate innovation in products and
services in an organized manner. This should beptmmented and geared to the success
of the whole German industrial universe. Historpwh the failure of isolated policies in
attempt to reach and establish a sustained pofioyaoket. Only the vital involvement of
all interested parties can ensure the successatégies. The common policy may be the
best policy to stimulate the development of intearad external expertise at all levels of
society in a transparent, flexible and geared Wéne investment in research centers and
development of innovation must be the object ofeftdr analysis by investors and
regulators. Stimulate the deployment of structupgecesses and mechanisms to support
able to ensure timely decision-making. Stimulatibve creation and development of
knowledge, technologies and new products shouldesemt a challenge sustained,
coordinated and efficient. The assessments of ,riksefits, costs are complex and
ambiguous. The potential solutions often resulimfreociological and political processes
ineffective induced by pressure groups, lack oftifor sustaining or integration between
the interested parties. It should not be forgottext innovation carried out in an effective
way is fundamentally based on the transfer of tetdgy and knowledge, in an effective
way. Constraints on communication, organizationapersion or rigid hierarchical
functional structures in the management of thessentives may be obstacles of

innovation.
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Figure 53. Communication integrating society (seutntel, 2013).

These can also lead to ineffective or inappropriageisions for the needs. These may
cause loss of focus and waste of resources. Stade lme a stimulator agent of innovation
in regulatory actions. The whole industry is wagtiior the desired common framework in
order to involve and compromising with the commtmategy. A concern for stability and
continuity should be taken into account to enshat the strategic objectives to achieve do
not change at the highest level. This may disthebetixpectations and local industrial skills

leading to an abandonment or lack of motivatiootbkr interested parties.

Internal infrastructures

The volatility in futures markets will make diffituthe maintenance of social stability in
the medium term. This can cause social tensionis kepercussions and implications in
industrial capacity for a self-sustaining the natiofhe continuous reinvestment in
infrastructures efficient and competitive in thaistry should be a critical point to keep it
in full harmony. This should be done through a puhinding of support in synergy with
effective private partnerships. Despite the infiadures alone are not able to produce an
added value, a scarce supply or deficient prodedtivcapacity installed will produce an
effect and negative impact on the competitivendédtie country. This can create serious
obstacles mainly in the internal supply chain nekwo
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Innovations management

The management of some dilemmas for the investiatetite level of innovation must be
clear so that there is no entropy capable of dsspgrthe resources involved or introduce
mistrust of the interested parties. The local dewelent must be done with stimulation by
processes or in hierarchical form, based on crigatdr in the discipline. This should be
directed to the control and open-source, integgaitinto direct relational communication
or supported by information and communication tetbgies in the short or long-term.
The innovation in complex environments should netdeen as a linear process. The
processes of research and development cannot bsuradaas the repetitive processes
carried out in production units. These innovativecesses require a broader vision in their
management and decision-making. If there is nabpgy planning and management of the
stimulation of innovation can lead to results tlaten do not intersect with the
expectations created. The tight control with aspoee constant in temporal frames geared
to the production of results may lead to developnegules more prolonged. The critical
factor for success in innovation tends to be thenty in the introduction of a new product
or service on the market. The pressure for devedmprshould not be seen solely in a
prospect of short-term. Becomes desirable the #ion in dynamic and effective
investment for education of all interested partidsis should encourage and motivate all
elements in a desire to anticipate the goals aj-lenm strategic goals in order to qualify

for all the competitive advantages.

Knowledge

In a global economy, the knowledge is increasinghgt to acquire through the

homogenization of the world capacity of technolagicetworks of communication.

Countries should try to attract foreign direct istreent as a way of updating and
maintenance of its technological innovation cagadihis will induce a strong competitive

pressure among the countries with the consequemtogjgcal crises. However, this desire
should be object of careful analysis. The needtt@a foreign investment should be
applied by means of an effective organization. ld&hing investments in wrong places
without contributing enough to the evolution andwth of the domestic industry through
the stimulation and development of the competikils may have impacts and negative

consequences in the medium or long-term and difftoureverse. This entails greater risks
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in a decision making policy incremented by the neédnational strategic decisions

increasingly complex.

From the regional point of view in order to allowveable economic growth complex,
access to global markets and movement of produet®rbes essential as engine of
prosperity. This allow mainly accelerate the introtilon of innovative products that
represent a plus value added. To accelerate this oy introduction and capitalization, the
civil society, political and industrial must accdpe need to recognize these benefits of
potential strategic cooperation agreements. Shalglol commit it to transform plans into
actions already that a formal agreement alone doégguarantee the real cooperation.
Always keeping compliance with rules and principtleat determine the sustainability of
cooperation in innovation fields and finding comma@@oints in their divergences
regulations and administrative requirements witliesv to synergy bilateral. Also, keeping
the awareness that sometimes these agreemenigragd enly with political purposes and
not for the reasons of economic benefit that mayide. It should be in mind that some
countries may try to influence the market or aftuenced by corporations and domestic
pressure. Representative domestic political interean be used later as convenient
excuses for failures of agenda in investment astido innovative technological
knowledge. This should be observed because thtegitally decision to install a new
production unit in other country is always expoded direct factors that normally
accompany the globalization. Factors such as tHeig® of domestic protectionism,
economical adjustments, less transparent natiohed and potential exposure to currency
fluctuation that may incur costs not covered inrtsepply chains. These impacts should
be analyzed and differentiated so that it is pdsdib develop different strategies to each
necessity in order to mitigate potential impact.eTimore competitive and less

differentiated the product is, the greater arerigles of exposure.

The role of the state should contemplate the dsapport in research and development of
technology and basic systems without commercigbgees. This type of technology is not
radar of interest for development of private comgsarwhose need for the creation of
economic added value for their own survival theiat®@g from this interest. The state must
ensure the use of efficient way of their own av@daresources such as public scientific
institutions already existing, making them capabiesuch creation of scientific value.

Simultaneously should monitor and measure the pubivestment made for the

development of innovation in regional clusters rdey to determine whether the entities
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present there are able to share knowledge ane r@tabng them at a lower cost that would
be possible finding in the market. This way it iBspible to increase their capacity for

innovation (Porter, 2001).

Human resources

One of the most important features of differentiatfor national capacity is maintaining
the level of innovation required will be the cagt@and maintenance of human capital. This
will be until a critical feature. Globally it is #ated that 10 million jobs in world
industrial community are not met due to lack ofliskielated to the place needed to be
occupied. With the growth of the emerging countrigdl grow also the need for
specialized technicians. This will cause an inceeiasnecessity of skilled human talent
which will have implications for the acquisitioncamaintenance of talented specialists at
a national level. This means that the interestetigsashould stimulate effective actions in
order to attract and retain the talent in directrezxtion with the German industrial fabric.
This way is possible ensuring a specialized te@lrmapacity that will allow maintenance
of leadership in target markets. This concern isg@onsidered a critical point. A country
with few natural resources of value added, therteeth talent will be the most valuable
natural resource as the key to success of industirapetitiveness and not the access to
labor costs cheaper, as one of the ways to redtalecosts. The explicit knowledge can be
transferred easily by senses sensory but the itivevinowledge requires an effort of
consumption of time and resources. This resultdifficulty and constraints to the
development process. The specialization in keysangth be the capability for the creation
and development of knowledge applicable that alltvesdifferentiation and leadership of

markets.

Policy-makers

The involvement of policy-makers should be in dii@t of the stimulus for the economy.
This should be done, in order to create jobs aintusite the development of the domestic
industry to face global competition. Stimulatingtezxal help to industries stagnant in
order to seek new markets and re-balance the egomnaith the new generation of
industries with the potential for a strong growthhee level of technological jobs. All these
actions in order to promote thiedustrie 4.0 Also, differentiating it in the global market

place through the maintenance of leadership indtegs. This attitude is reflected in the
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ability to respond to political pressures in certaectors, especially in matters of
competitiveness and learning with the strategictakiss committed in the past. Is less
likely failing attempting to follow the market aing as target industries that have already
demonstrated comparable and measurable advantagesampetitive way than funding
technology companies with no real effective redaitivate institutions create resistance to
undertake investments in Research and developriviaihly internal value investments
due their investment concern in internal trainirfigh® workforce. These institutions are
aware that may not recover this investment if tloekers themselves choose to move to a
competitor. Other threat is created by market doowl putting this same innovation
obtained can become obsolete when introduced.

The policy should not try to defy the natural faad the market, but rather stimulate the
simulation of these same forces in order to withdaafavorable effect. Since that is clear,
understandable and stable in the medium and lang-tevill be transparent enough to
allow all interested parties may engage in stratgiecisions and investments in favor of
social welfare and economic. The role of the governt should be entered as a facilitator
to industrial activities and fomenting the compeginess effective without interfering with
the market. This interference may result negatiffects, unexpected consequences for
society or its external partners. The governmergtrbe also sensitive to the need to raise
awareness among their own institutions for issugsgarch licenses and build bridges to
the innovation legal procedures in order not tagelr establish barriers to the process of
innovation. It should not be forgotten that thetaumability refers to the ability to ensure
continuity in human society of trade-related aspéoteconomic, social, institutional and

environmental.

Internet of Everything
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Figure 54. Integration of the Internet of Evermtiisource: Cisco, 2013).
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10. Conclusions

Several conclusions were drawn along this Thesigheir direct and indirect relations
between the most diverse characteristics that eyntiosl theme.

Themes such as the training and the sharing of grestices among all those involved
must be not only encourage, but also monitoredesadliatedlhese allow being possible
to implement a new industrial philosophy capable re&ching the entire efficiency
potential. Also, should create and reinforcing developmenia@bacity the necessary
infrastructures to allow the management of largewams of data and information that
Cyber-Physical Systems will require without forgedtto ensure its integrity and security.
Internet of Things allows to all stakeholders manggin a simple, available and
economically feasible way the entire chain of vatueation. However, the most profound
change will be at the level of the change of celtland mentality in how the
manufacturing, integration and interaction havenb&en in industrial production over the
course of time. This will require a complete rearigation of the concept of work and the
role of the human being as productive element. artsver may be based on effort applied
between the synergistic fusions of human creatigent with the technological
development available. The development of the autgsn Human-machine and Human-
system will require a whole new recasting of sqgciatits legislative adjustment of laws
such as the work and private life. These with inbjmaicthe entire social structure and labor
where the borders will no longer have strict limasd the risks will be managed in the
whole range policy, social and labor aiming at enswn interest. The paths of this new
industrial philosophy already have their foundasi@nd goals defined: concerns such as
the aging of the active population, the loss of petitiveness in the world market in
relation to the emerging countries, the efficieranagement of mainly resources more
critical as the energy and finite raw material, tbasing of industry in search of
optimization along the entire chain of value creatiAll these issue has been the object of
intense research for which Germany is able to nbt continue to improve while economy
at a global level, but maintain a level of stabiiih quality of life and social peace. Some
vital concerns should be the object of carefulraibem as the management of priorities.
The interested parties must accept that not alleriges identified to be exceeded should
be object of equal importance. Exist the risk dfihig focus and energy expenditure in
collective effort undertaken to promote synergy aolthborative understanding in order to

unite around this common strategy.
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12. Glossary
3D Printer- Equipment that allows printing 3-dimensional pdrom digital information (Carter, 2013).

Active Digital Entity- Active code or software program, usually actiogording to a business lodioT-A,
2012).

Actuator- Mechanical device for moving or controlling astsm (Sclater, 2007).
Adaptivity- Ability of a system and its behavior in a sitoatilacatech, 2012)

Additive Manufacturing Process of three-dimensional construction oflia sdject from a digital elevation
model (Carter, 2013).

Agility - Strategic capacity of an entire structure inedeping production capacity needed (Wiendahl et al.
2007).

Application Platform Technical and organizational operation and deueknt platform (acatech, 2012).

Architectural Reference Model Describes the methodology with which the refeeermodel and the
reference architecture are derived, including tbe of internal and external stakeholder requiresg@oT -
A 2012).

Architecture- Fundamental organization ofsgstemembodied in its components, their relationshipsaoh

other, and to the environment, and the principlédigg its design and evolution (IEEE-1471-2000)

Association- Establishes the relation betwegserviceandresourceon the one hand andRhysical Entity
on the other hanfloT-A, 2012).

Augmented reality Systems that can report context-sensitive informmatvhen people come into proximity

with other people, places and things (SRI, 2013).
Autonomy Ability of a system to decide and act indepenlyefaicatech, 2012).
Best Practice Proven best or exemplary method or procedure (elca®912).

Business model A simplified representation of a company and bstiaction of how its business and value
added work.

Business to Busines8usiness relations between at least two companies
Business to consumeRelations between businesses and consumers.
Business WebNetwork of companies with create partial servicesiplement each other.

Capability architecture Description of the functionality of a system, adlvas the structure of the system

and their interactions from terms in functions.

Changeover ability- Operational Ability that a machine or workstatimas to perform a certain operation at
any height that is required using the minimum eféord delay (Wiendahl et al. , 2007).

Cloud - Elastic execution environment of resources imwvig multiple stakeholders and providing a metered
service at multiple granularities for a specifiegid| of quality of service (CORDIS, 2010)

Cloud Computing The use of Informatics Technologies resourcems filoe cloud.
Cluster -Group of values or data objects with similar proigsr

Context awarenessAbility of systems to capture, identify and presesituation knowledge.
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Customization- Processo pelo qual se altera um produto basendemaneira especifica para satisfacédo dos

requisites e especificacdes de uma procura (Ca0é&R).

Cyber Crime- Non-legal activities or allowed with a view tanéincial gain that exploit vulnerabilities of

electronic systems (Oracle, 2011).

Cyber-Physical SystemEmbedded systems, logistics, co-ordination and gemant processes as well as

Internet services (acatech, 2012).
Data Mining- Procedure for recognition of relationships irgamounts of data for specific purposes.
Data Model- An abstract model able to describe how the datapgesented and accessed (VFF, 2013).

Device - Technical physical component (hardware) with oamication capabilities to other Informatics
Technology system@oT-A, 2012).

Digital Entity - Computational or data element of an Informafieshnology based systegioT-A, 2012).

Digital Factory — Various activities of a plant through a virtzeli environment, capable of sharing data
among themselves and information relating to ressjrproductive activities and integrated knowleiiga

collaborative simulation in designing, planningpguction and management between all actors (VFE3R0
Energy efficiency Ability of a system to provide its functionalityith minimum energy consumption.

Flexibility — Agility in the amendment of a whole area logistie production in less time possible to operate
with a new and similar family of elements throudte tamendment of the production process, flow of

materials or logistics (Wiendahl et al. , 2007).

Functional safety Absence of unacceptable risks due to hazardslgmsa behavior of a system.
Human-machine interaction (MM})Design of interactive systems and their humanhimecinterfaces.
Human-machine interfacelnterface between people as users and competkesizstems.

HSM- Cryptographic coprocessor and provides a secigeution environment for cryptographic operations.

Intelligent Device- Physical object with an embedded processor, mrgnamd a network connection with

the ability to interact with its physical environnie

Intelligent Infrastructure -Technical infrastructure components and systemsyedlsas embedded control

components for monitoring and analysis of complecpsses.
Intelligent Embedded SysterERmbedded System with adaptive or autonomoussskill

Intelligent Sensor A sensor with actual input value capturing, locedgessing of the measured data and

signal processing in a housing together.

Internet - A global computer network providing a variety ioformation and communication facilities,
consisting of interconnected networks using stafidad communication protocol§Oxford English

Dictionary).
Internet of Things (IoT) The global network connecting any smart ob{&xT-A, 2012).

Interoperability - The ability to share information and servicestisp or more systems or components
(TOGAF 9).

IP - Internet Protocol, method or protocol by whiatalis sent from one computer to another on thexriet
(Rouse, 2008).

90



Industrie 4.0 Framework, Challenges and Perspectives

Machine Learning- Generic term for techniques, with which the cotepiwcan generate knowledge from

experience.

Machine to Machine (M2M} Automatic communications betweelevices without human intervention
(COMPDICTM2M).

Mixed Reality (MR)}-Combination defined between the real environmemtgeed by humans and the

virtual environment created by a computer (Milgrd®94).
On request indicating that requests to a desired time by 8&r or customer can be met (acatech, 2012).

Open Source Readable program code of Open Source Software pedoticly viewed and under the

conditions of open source licenses used, modifietdastributed.

Personal data A specific natural person associated or indiseatlocable data.

Physical Entity- Physical object that is relevant from a useamplication perspectiv@goT-A, 2012).
Plug-and-play- Technology, without user interaction in a dewicesystem that it works out of the box.
Policy - Regulatory framework, definition, directive.

Reconfigurability— Agility of a system of production or assemblyaidapt and operate with certain families
of products using the minimum delay, through thditamh or removal of functional elements (Wiendahl
al., 2007).

Reference Architecture Architectural design pattern that indicates hanwabstract set of mechanisms and

relationships realizes a predetermined set of reqqentgloT-A, 2012).

Reference Model Abstract framework for understanding significaglationships among the entities of some
environment (OASIS-RM)

RFID - Electromagnetic or inductive coupling in theicaftequency portion of the spectrum to communicate
to or from a tag through a variety of modulation @mcoding schemes to uniquely read the idenfign RF
Tag (ISO/IEC 19762).

Real-time capability Ability of a system, guaranteed response times.

Requirements SpecificatienSets the requirements for a system from the mdiatew of the user and other
Stakholder (acatech, 2012).

Requirements traceability processbility to meet specified requirements in theigasimplementation and

further development of systems, subsystems and aoemps (acatech, 2012).

Robustness Ability of a system to respond to errors and we$een conditions so that there is no faulty

actions.

Safety- Absence of unacceptable risks in the operatigdh®fystem (acatech, 2012).
Security- Ability of a system to expected to be fault-fieaed safe operation.

Self AwarenessAbility of systems or processes, to analyze tbain condition.

Self Healing- Ability of systems or processes, to correct fauitdependently.
Self-organization Transition from a disordered condition in an ahgeondition.

Semantic Interoperabilit- The ability of computer systems to the mutual hexge and matching

interpretation of information.
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Sensor- Devicethat perceives certain characteristics of the vealld and transfers them into a digital
representatiofloT-A, 2012).

Service -An abstract concept for functions and serviceg/sfesns, and people.

Shared Control Between man and System shared control of a higilgmated system.

Simulation— Mathematical modeling and tomography for the indtatof a system during a specified time
period with the purpose to understand its behaasiolr assess at the same time the system itself QUAR).
System A collection of components organized to accosipk specific function or set of functions (IEEE-
1471-2000).

Smart Environment It is an environment that uses information amsnunication technologies to
optimize, manage and make more effective interacttystems management components of critical

infrastructures (Forrester, 2010).

Smart Grid- Intelligent electrical grid able to anticipatedareact to the behavior of the needs of all the

electrical components interconnected (Oracle, 2011)

Smart Label Is an item identification slip that contains m@advanced technologies than conventional bar
code data (Rouse, 2008).

Smart Meters Gauges capable of storing and communicating inftoman both directions, in real time
(Oracle, 2011).

Smart Object Device able to sense or interact with the emvitent, and uniquely identifiable (Kranenburg,
2011).

Smartphone Cellular telephone with an integrated computed ather features not originally associated
with telephones, such as an operating system, Welvsing and the ability to run software applicagon
(Rouse, 2008).

Stakeholders Any natural or legal persons or interest grogps,affected and thus an interest in the progress

and outcome of its development and use.
Tailoring - Tailored to a specific request or application.

Technical architecture Presentation of the concrete technical dimensmniealization and structuring of a

system.
Technical interoperability The ability of computer systems to exchange data.
Telematics- Interconnection of communication technology with computing science (Acatech, 2012).

Things - Active Participants in the processes of infoinrat communication, social and business model
where are interconnected through the exchange taflmztween themselves or between the environmeénts a
the same time that react autonomously through peasewith actions to events triggered with or witho
direct human intervention (CERP IoT, 2010).

Transformability — Agility tactic of an entire industrial structufer changing the family of products
(Wiendahl et al. , (2007).

UID - Unigue IDentifier, is a numeric or alphanumeridng associated with a single entity within a give

system, so that it can be accessed and interadtedRouse, 2008).

Ubiquitous Computing Omnipresence computerized information processing
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Upgradeability - Ability of a system through updates of data andgmms with the latest technical or

substantive progress (acatech, 2012).
Usability —Suitability for the task (ISO-standard 9241-110).

Validation - Check the explicit or implicit requirements obgstem during or at the end of the development

process, in order to check that the system meetexpectations and needs of stakeholders.

Value Chain- Model of value added than sequential, graduatddgsof activities or processes, from

development to production to marketing and services

Virtual Engineering- Education of engineers through the work withugt products (Acatech, 2012).

Virtual Environments- Realistic Simulations of scenarios interactive (YB613).

Virtual Entity - Computational or data element representifipgsical Entity oT-A, 2012).

Virtual Reality— Interactive simulation of real or imaginary envins@nts(Lanier, 2010)

Wireless- Telecommunications in which electromagnetic veaearry the signal over part or all of the
communication path (Rouse, 2006).

X-awareness- Ability of perception and interpretation of @tions and contexts, with the inclusion of
objectives, states, intentions of actions and tides of the people involved in the system or pssce
(Acatech, 2012).
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Appendix |

Technologies involved in visiorindustrie 4.0.

The complete success of the integration of therieteof Things will be dependent on the
capacity of development and the organization ofsgous technologies. This work will

have as a consequence the natural integrationl agisabciated items like the sensors,
actuators, among all the others. This requires ficiemt use of the technologies

considered. It's possible to group them in to thme@in groups: technologies that will

empower the things to acquire contextual infornmgtiother that process the contextual
information gained and those will enable the segwmd privacy of this same information

gained. It is possible to group the first two ifuactional block, whose main function is to
support the intelligent interconnection between tlaious things integrated, which

basically ends up being what differentiates therimgt of Things in the future from the

Internet of today. The other block is not functiprmut a mandatory requirement, without
which, the assimilation and acceptance by all therested parties will be severely
impacted if not guaranteed (Vermesan, 2013).

For a possible general understanding of some of tdohnologies involved in the
integration of the Internet of Things and Cyber-§tbgl Systems, it will be described
below a generalized explanation of their potenéiatl current limitations for a better
understanding of the topic in question.

ETHERMET

PRINTED
ELEETRONICS

0OR CODES LIGINEL-fREE

ENODGEAN

Source: (Postscapes, 2013)

Figure 55. Technologies integration (source: Pagtss, 2013).
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Communication Technologies

The technologies with transmission capacity fortasise applications, designated by
Wireless Power Transmission or simply WPT, aresif@sl as simple as short, medium
and long-distance. These being defined by it fraqudoand where they operate and the
main principle of operation used. In this contektjs possible to describe the short-
distance as normally using inductive magnetic dogplo Low Frequency designated by
LF, or High Frequency designated by HF and allow thansmission up to a few
centimeters. The applications of transmission ditamedia using an Ultra High
Frequency and are known for UHF, in which are upasdsive transponders placed in
typical distances of 10 meters in spite of alredd@yng in research and development
technologies for the transmission of data involirethsers and microwave operation that
should allow accomplish great distances in ther&utu

Another factor that influences the capacity foradansmission is its operational work
environment, located in the most diverse existirgamals that may disrupt or even inhibit
their ability to transmit or maneuvering the daquired.

In the case of materials not conductors of elatyrids insulating influence through their
relative electrical permissively, can degrade theppgation of the field by introducing
failures in transmission. However, the conductivaterials of electric energy are usually
more problematic for the wireless systems becausdtan acts under electromagnetic
interference alternating magnetic fields that caed@y currents program in the material,
which will create opposite magnetic fields to thesided. These making impossible in
some cases the transmission of information andrigaalso to a heat not desired of the

material resulting in a consequent loss of enekdgyprdomo et al., 2013).

Near Field Communication System

Near Field Communications System or NFC, is a teldygy that uses radio frequencies to
transmit data and normally operates in a frequemayd of 13.56 MHz's. Until this
moment, it is not required licenses for use on fil@guency band by which its use remains
free and deregulated, but using a communicatiotopob

A device that uses this technology, need to beamge of another in a short distance
because it develops through a process in whichitiator sends waves for a target need to
connect to. This allows the use of receptors tavg#tout the need of having batteries

coupled in communication, only needed from NFger-to-Peer networking because the
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Figure 56. NFC Communication Modes (source: NFQrkr2013).

initiator generates a field of radio frequency thah provide sufficient power to wiring
harnesses needed to connect to target to commenidas allows achieving ratios of data
transmission in the order of 106.212 or 424 kbpsegally dependent on the requirements

and operating environment surrounding.

It is possible two environments of communicatiorthis system. One is the active mode in
which both the communication apparatus generatevits radio signal frequency with
data. Another is the passive mode where only theliaae initiator generates the
broadcast signal and the target tool shapes tloemaftion back to the initiator of the
original signal. However, it may be submitted thmeedes of communication: those from
NFC Reader or Writer where the data are transmitted message format that is not
secure, NFC Card Emulation where data are traresnitith a behavior of a Smartcard
secure and finally the NFC Peer-to-Peer where tita dre transmitted by connection
protocol between apparatus appliances (Vermaas})28Iready there is standardization
currently accepted by some organizations such @s EEMA and ETSI (Tamura, 2013).
Are being implemented in various Smartcards, Srharip among others and even for use
in services for payment and identification as asa@mtrol, consumer electronics, health

care, transport, payments among others (Wachs,)2013
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Radio Frequency IDentification Systems

This system also uses the energy produced by thgnetia field to emit an
electromagnetic signal in order to be able to emghanformation between the RFID Tag
and its Reader. This system is generally compotadR®ader, who send these signals and
receives back the response issued by the Tag witjue information contained. Due to
the standardization already existing afforded by timternational Organization for
Standardization or ISO and Electronic Product CadEPC, makes it possible to run this
operation getting the reading of multiple tags. $Jaesingle code as a URL, where the
entire Electronic Product Code number can be usedentification in a database to
identify a single product (Burlington, 2009).

Can be considered the classification of tags iedtstates: active tag with its own energy
source that allows to generate and issue the famstibn signal, the semi-active tag,
despite using an own supply of energy to activegecircuit does not uses to send the
identification signal; the passive tag without d@gge of own energy and uses the energy
provided by reader to send the signal (Sangkil.e2@13).

The operational capability of this system has ugdee a rapid evolution due to the
current development of Radio Frequency Integrateduis and antennas. These making
them ever more economical manufacture and conseaqisenwith the development of

manufacturing technologies and the simplicity &f drchitecture for operation where it
becomes popular in typical applications of systeshsthis level of the area of the

identification and traceability of objects (Kimadt , 2013).

) (o

Transponder receives signal

Reader broadcasts signal

through antenna Transponder is charged with
enough energy to send back
an identifying response

Reader sends info/data to
Computer computer system for

System collecting, logging and
processing

Source: (Saarthi, 2012)

Figure 57. RFID Communication system (source: $382012).
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Figure 58. Bluetooth device configuration (sour€badha et al., 2013).

Bluetooth Systems

The Bluetooth system is based on a technologyHherttansmission of radio waves at a
frequency of 2.4 GHz, but using a technique calfiejuency hopping. This allows
minimizing the potential interference from othetwerks that are operating in the same
frequency band. This system offers three classearge transmission and is defined in
devices allowing managing different distances (Kueina, 2013). Its use is related to the
level of control and communication for data transfemode wirelessly between devices,
in places where it is desirable to use low bandwaitd a low cost of deployment (Chadha
et al., 2013). New development such as the BluktbotvEnergy allows it to be up to 15
times more efficiently in the management of energrysumption.

ANT System

The ANT system uses the radio frequency wavesisalthrough a proprietary protocol
operating in the industrial sector, scientific anddical band, 2.4 GHz, to transmit signals,
data, endorsements and detection of errors. Tlugslthree types of messages: Broadcast
messaging, through a track of single one way conication from one node to the
receiving node without return of information; ackrnedged messaging, where the
transmitter is informed of the success or failufettee transmission, but without the
possibility of retransmission; finally the third dsti transmission technique where it is
possible to use the entire band where and whennecessary to ensure the integrity of
transmitted data (Smith, 2011).
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This is an ultra low power consumption efficient magement system in network

applications. In a simple and efficient way cannuditely maximize the time of use of

energy of support systems with capacity of nodes laging able to act as transmitters,
receivers or transceivers to route traffic to othedes. However, it should be noted that
this system has a lack of interoperability with thtber due to the use of a proprietary
protocol (Buratti et al., 2009).

Wi-Fi System

The system of network Wi-Fi use the emission oicaglaves by means of antennas to
create magnetic fields of sign up access poingdgide communication and transmission
of data in a quick way that the devices can dedadttune. Often wrongly designated by
Wireless Fidelity, the acronym Wi-Fi only represetite trademarked term of company
W-FI Alliance to designate a Wireless Local Areatwmk or WLAN, based on the
Institute of Electrical and Electronics Enginee@2 8.1 standards (Wi-Fi Alliance, 2013).

Wi-Fi is a technology that allows an electronic idevto exchange data wirelessly (using
radio waves) over a computer network, includinghksgeed Internet connections. The Wi-
Fi Alliance defines Wi-Fi to any "wireless localear network (WLAN) products that are
based on the Institute of Electrical and Electrsiitagineers' (IEEE) 802.11 standards".

ZigBee System

This system is geared primarily for wireless peat@mnea networks applications as systems
of heating, lighting, fire and intrusion detectiorentilation and air conditioning among
others, being compatible with the majority of tleehnologies in use and the ability to

manage up to 255 devices on a single network (Kin2@03).

TEXT INTERNET/AUDIO COMPRESSED
. VIDEC

diis 802.11b 802.15.3/WIMEDIA
over Tkm+
el 802.11a/HL2 & 802.11g

PA/LNA

MULTI-CHANNEL
DIGITAL VIDEQ

module

Q Bluetooth 2
Bluetoothl

LOW < ACTUAL DATATHROUGHPUT > HIGH

SHORT < RANGE > LONG

Source: (ZigBee, 2012)

Figure 59. Wireless Network Technology (sourceB&g, 2012).
99



Industrie 4.0 Framework, Challenges and Perspectives

With a capacity for self-healing mesh networkinipwas the nodes may find new routes
through the network whenever there is a failuréh@nroute of action. The ZigBee IP is the
first open standard and is an IPv6-based full wgglmesh networking solution (ZigBee
Alliance, 2011).

Z-Wave System

This system uses a protocol based on low powersaemications technology via Radio
Frequency. Was designed for the control, monitohgapplications in residential and
commercial and significantly interoperable wirelsgpporting full mesh networks without
the need for a coordinator node. The band of aégidhe sub-1GHz in which there is no
risk of interference from other systems, this beag important advantage (Z-Wave
Alliance, 20012). However, this band is limited Byropean regulations for operability up
to 1 %, which for this system, allows the managdamoéthe majority of their applications,

with the possibility of creating mesh up to 232 es@Buratti et al., 2009).

6LowPAN

The organism known by Internet Engineering Taskc€oruns in 2007 an open standard
called 6LOWPAN. This allowing the use of protocBvb6 standard over 802.15.4 layers at
low power, data rate, cost in personal area netsvaith the ability to use Simple Network

Management Protocol (Buratti et al. , 2009). Thasérthe ability to communicate with

other devices through the interoperation between s allowed through defined

encapsulation and header compression mechanismalliha IPv6 packets to be sent to

and received from over IEEE 802.15.4 based netw(@ksth, 2011).

Its main advantages are located in its populagi&gily application and available space for
address, support stateless address in auto-coatiigir of easy and affordable way,

allowing an appreciable expansion (Ma et Luo, 2008)

WIMAX System

This system is based in the IEEE 802.16 standaading the ability to cover several
amplitudes of different frequencies in a convergeldition for single band radio emission
by providing flexible network architecture in ordéw withstand high ratios of data
transmission due to profile based on Orthogonabuacy Division Multiple Access

Server.
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Figure 60. WIMAX & Wireless Infrastructure EquipmeBlock Diagram (source: Texas Instruments, 2013).

Using an antenna that allows downlink and uplinkaltiple-Input and Multiple-Output
way as well also beam forming, along with flexildab-channelization schemes and
Advanced Coding and Modulation. This system alggpstis tolerance to Multipath and
Self-interference, Scalable Channel Bandwidth, &eegy Reuse and Error Correction
Techniques (Burnette, 2009).

WirelessHART System

This protocol was developed especially for operetim industrial environment. Have an
architecture for five levels: physical, data linketwork, transport and application
(Dalssoto, 2013).

The Utilization of band emission at 2.4 GHz in ttiensmission of data, their Field
Devices have the ability to also monitor, storeesetain number of data which allow then
transmit under certain conditions. They are patha system the adapters whose function
is the integration of network HART on wireless gystwhere Routers are the bridge of
connection with the network of automation for than be analyzed and managed
throughout the system information. There are alsoeAs Points where the access to the
wireless network is allowed for the Network Managed the Security Manager. These
may have available access points for a communicaith the field devices or Handheld
Devices that allow a control of perform maintenarae the network, the well the

installation and control of network devices.
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Appendix Il

The SmartFactory" Vision Research Case Study

The Internet of Things, by means of information amnmunication technology, will
enable to integrate the Cyber-Physical Systemsugjtrosingle architecture for data
transmission between themselves. These would ath@vmost diverse components and
systems being interconnected in a perfect synengly kmarmony in which will be with
autonomy to perform tasks independent of contextoih self sustained, flexible and

capable of adapting to ever more complex tasks.

In 2005, in Kaiserslautern, a group of companieA§B AG, DFKI GmbH, KSB AG,

Pepperl, Fuchs GmbH, ProMinent GmbH, TU Kaiserglauand Siemens AG) founded
the project SmartFactoryKL. These had as its imento prepare the development of
integration of technologies in an industrial loomioward the Four Industrial Revolution,
through a vision where they could integrate thehnetogies of information and

communication with the productive physical systdorsthe development of an industrial
intelligent environment. This way they could britng real world melting the physical with

digital world.

Some requirements are present in the developmefttteofirchitecture of research: the
integration of equipment through the technologypohciple Plug & Play for a more
simple and rapid integration into a productive emwinent; through holistic view of
production planning and control; and also reduc¢hmey effort of integration necessary for
upgrades of industrial automation systems throughitorm communication model based

on a Service Oriented Architecture.

.....

Source: (DFKI, 2013)
Figure 61. SmartFactdfy Vision Research Case Study Living Lab (source: DRR13).
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Manage the huge amount of data and information igeal by all these sensors and
interconnected components present in this typendtistrial organization, will be an

essential condition for effective management in ithabustry. The concern is providing

semantic context annotation based data of produati@rder to increase efficiency in the
management of the process and decision making.irfffbemation can be screened and
provided contextually as well as the use of semdntihnologies. The growing philosophy
complexity in the future can be controlled by meaha filtering and analysis effective in

the control of information flood is handling complgask in the use of a correct
architecture is the use of spatial context inforamain factory systems to optimize mobile
and adaptive processes. However, the human beihgamtinue to be the sore point of
decision-making ever more complex tasks by whiclwiit be necessary to develop
interfaces capable of supporting the user throinghsearch for principles Model Based
User Interface Development used in science infaomatdapted for automation

technology. Also, as a formalization and integmated usability-norms in the use where
development process, which would allow an intuitivee and secure with the fields
devices in an ubiquitous industrial environmenttba basis of task-oriented knowledge

models lead to controllability of complex technisgkstems.

The Production Model

The production model is located in German Rese&ehter for Artificial Intelligence
(DFEKI), based on a highly customized production hwjgroduction capacity to low
quantities but, presenting the possibility of ahhiginge of varieties of product to be
manufactured. This way their requirements can beé dne to a high flexibility of the
system in which it is possible a customization @fduct in the batch size one to customer
specification. Also, all their functional compongntare from various different
manufacturers, but are all working on a single ekwthrough the various levels of

communication to form wireless in a simple struetand able to be updated.

Source: (DFKI, 2013)

Figure 62. SmartFactdfy Vision Research technology integration (sourceKDR013).
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Robotic Order Picking Station

In this model, the product has contained all theessary information on its semantic
memory in the whole life cycle, by means of a Raéiequency IDentification chip where
it uses an Object Memory Model for the represeomatof information. Thus, the
production process must start at the station assgh where a central control emits the
requirements necessary production for the satisfaatf the production order through
parameters of specific production. This way to b&e do be transmitted to the various
operational components present in the system aymtion constituting a vertical and
horizontal integration of information through theffetent systems present, being
registered and updated throughout the moment alstaiges of the process on the product
memory. In this model, the robot acts as a conngatiement between storage, milling

machine and automated assembly.

Model Milling Station

This model use the Computer Numerical Control Zamilling machine with a pneumatic
bench vice and the fully automated loading throtinghrobot arm, and is to be managed by
means of an industrial computer. This controlsitallactivity in which information for

production through the milling program is includadRFID tag embedded in the product.

Model Automated Assembly Station

After completing the milling process the parts loé fproduct in production, it follows the
assemble through a unit Pick & Place in which Wwal assembled by different influence
pneumatic and electronically driven units. Theseoating to the information of the

customer's requirements stored in digital memosgtiited in the product, which triggers
the information on which the mounting medium on ¢ireuit will be enabled to perform

the task as the requirements embedded in each argiem product to produce.

Model Manual Working Station

The model presents a station of human interventionthat might be the target of a
management at the level of quality control or paidactivation. Here, the operator by
means of information and communication technologied using an interface for easy
visualizing can enable rapid analysis, decisionin@kand subsequent submissions of

instructions.

104



Industrie 4.0 Framework, Challenges and Perspectives

Model Route Guidance Service Building Technicians

Any industrial unit needs to ensure the maintenas®eices so that your process of
creating added value can be the most efficientiplesdn this model, the convergence of a
mobile maintenance through a positioning, commuiunaand integration of technologies

into service allows a real-time interaction witle thperator at any point in the process.

Source: (DFKI, 2013) Source: (DFKI, 2013)

Figure 61. SmartFactdfy Vision Research maintenance service (source: DEKI3).
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