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DECISION SUPPORT SYSTEM WITH
INCOMPLETE AND DOMAIN INCOHERENT
INFORMATION MANAGEMENT

N. Malheiro,* Z. Vale,” C. Ramos,* M. Cordeiro,”* A. Marques,*** and V. Couto****

Abstract

Many of the most common human functions such as temporal and
non-monotonic reasoning have not yet been fully mapped in de-
veloped systems, even though some theoretical breakthroughs have
already been accomplished. This is mainly due to the inherent
computational complexity of the theoretical approaches.

In the particular area of fault diagnosis in power systems how-
ever, some systems which tried to solve the problem, have been
deployed using methodologies such as production rule based expert
systems, neural networks, recognition of chronicles, fuzzy expert
systems, etc.

SPARSE (from the Portuguese acronym, which means expert
system for incident analysis and restoration support) was one of the
developed systems and, in the sequence of its development, came the
need to cope with incomplete and/or incorrect information as well
as the traditional problems for power systems fault diagnosis based
on SCADA (supervisory control and data acquisition) information
retrieval, namely real-time operation, huge amounts of information,
etc.

This paper presents an architecture for a decision support
system, which can solve the presented problems, using a symbiosis
of the event calculus and the default reasoning rule based system
paradigms, insuring soft real-time operation with incomplete, incor-
rect or domain incoherent information handling ability. A prototype
implementation of this system is already at work in the control

centre of the Portuguese Transmission Network.
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1. Introduction

Modern power system control centres (CC) enable the op-
eration and control of electrical networks using real-time
information acquired through a complex SCADA (super-
visory control and data acquisition) system. The SCADA
system provides information about devices, alarms, mea-
sures, states, etc. in the electrical network and presents
this information in the form of event lists, graphics and di-
agrams. The CC operators use this information to perform
the actual real-time network operation and control.

CC operators are skilled professionals who receive the
SCADA information, and, based on it, on their knowledge
of electrical power systems and on their inherent temporal
and non-monotonic reasoning abilities as human beings,
assess the network’s state. However, these operators have
some human setbacks which are the difficulty of acting
in extremely stressful situations and the inability to cope
with very large amounts of information.

In a recent past, a new generation of computer appli-
cations started to be included in the CCs [1]. This new
generation, based on artificial intelligence paradigms and
techniques, aimed at complete decision-making support,
promising full fault diagnosis and accurate restoration aid.
These systems, implemented using techniques like expert
systems (ES), artificial neural networks or fuzzy expert sys-
tems [2, 3], seemed adequate to solve the problems arising
in the CCs. In fact, these applications could solve several
of their predecessors’ problems, but they were still unable
to handle with both incompleteness and incoherence of
information in the domain.

This paper presents an architecture, which tries to
solve the presented problems, based on the knowledge (but
not on the techniques) acquired during the development
of SPARSE (from the Portuguese acronym, which means
Expert System for Incident Analysis and Restoration Sup-
port) [4, 5]. This new architecture is based on a symbiotic
approach using two paradigms, which are based on solid
theoretical backgrounds: the Event Calculus (EC) and the
Default Logic (DL). On one hand, such a system is required
to take actions in the absence of some information or when
incoherence is detected, being the DL paradigm appro-
priate to map these requirements. On the other hand,



temporal reasoning and non-monotonic behaviour are also
important issues which are well dealt with using the EC.
The architecture presented in this paper links these two
techniques together, producing a knowledge-based intelli-
gent fault diagnosis system, robust to both information
incompleteness and domain incoherence.

2. Event Calculus

The EC formalism exists for some time now and was firstly
introduced by Kowalsky and Sergot in 1986 [6]. It is
basically some sort of logical machinery which, given the
narrative of events or “what happens and when” along with
our world’s mechanics or “what actions do”, can properly
assess “what is true and when” [7]. This logical machinery
is based on first-order predicate calculus, using some spe-
cial predicates for the representation of events and their
consequences in the temporal dimension. The EC com-
prises events (or actions), fluents and time points, being a
fluent some entity, whose value changes its value over time.

The choice of the EC over the situation calculus was
due to the time being explicitly represented in the former.
As it is known, one formalism implies the other [8]. As
pointed out in [9], the full EC can be computationally
very heavy and a simpler variant, the simple event calculus
(SEC), has proved to be more useful in practice, because it
is of a polynomial order of computational complexity [10].
Nevertheless, the use of this variant loses a relevant feature
which is the representation of the flow of time between
events. In the SEC, reasoning is made only through the
events, and hence the flow of time does not affect the
reasoning. In SEC the statement “If 3 minutes have elapsed
since event E, then ...” cannot be made. To maintain a
simple complexity and represent the flow of time, a new
variant of the SEC was created: the Simple Event Calculus
with Timeouts (SECT).

2.1 Simple Event Calculus with Timeouts

In this paper, the SEC is extended, incorporating special
events: the timeout events. The extended paradigm was
named SECT. The SECT timeout events are added to the
existing fact base whenever a new event arrives. The pair
(E,timeout(E)), in which F is an event and timeout(E)
its corresponding timeout, captures the time window in
which FE is relevant for reasoning. This time window
can be represented by a fluent, dependent from its event
and corresponding timeout. The alarm correlation will be
based on the intersection of these fluents, thus increasing
chronology robustness. Additionally, the words “event”
and “action” are used henceforth interchangeably in this
paper (as well as in some of the literature), to represent an
instantaneous event or action.

SECT has four axioms (SECT1 to 4), whose meaning
will be clarified. SECT1 is used to prove that a certain
property holds at a given time point if it is initially held
and no event has interrupted it since then. SECT2 states
that a certain property holds at a given time point if it has
been held due to action A and has not been interrupted
since that action occurred. The interruption includes both

the termination due to another action or the timeout of
the initiating action. SECT3 is a representation of the
termination of a fluent due to a termination action, mean-
ing that a fluent has (or has not) been clipped between
time points 71 and T2. A fluent is interrupted if some
action existed, which terminated it. SECT4 represents the
timeout of an initiating action. If one action A initiated
a fluent and this fluent can be timed out by the initiating
action A, the fluent will be terminated by the event time-
out(A ), which is added to the knowledge base at the same
time of the addition of A, to represent the limited temporal
persistence of the action.

holdsAt(F,T) « initiallyP (F) A
—clipped(0,F,T)

holdsAt(F,T2) « happens(A,T1) A
initiates(A,F,T1) A

T1< T2 A —clipped(T1,F,T2) A
—timedout(T1,A,F,T2)
clipped(T1,F,T2) <« 3 AT
[happens(A,T) A

T1<T < T2 A terminates(A,F,T)]
timedout(T1,AF,T2) < isTimedout(A,F) A (SECT4)
3T [happens(timeout(A),T) A

T1<T<T2]

The ontology of the items in the SECT is:

e happens(A,T) means that action A happens at time
point T

e initiallyP (F) means that fluent F is valid (true) from
the beginning of time;

e holdsAt(F,T) means that fluent F' is valid at time
point T

e initiates(A,F,T) means that action A initiates the
validity of fluent F' at time point T7;

e terminates(A,F,T) means that action A terminates
the validity of fluent F' at time point T

e clipped(T1,F,T2) means that fluent F' has become
invalid (false) between time points T1 and T2;

e timeout(A) represents the action added to the knowl-
edge base together with action A, to represent its
limited temporal persistence;

e isTimedout(A,F) means that action A is able to
time out fluent F;

e timedout(T1,A,F,T2) means that action A times
out fluent F' between time points T1 and T2.

(SECT1)

(SECT?2)

(SECT3)

3. Default Logic

The DL was initially introduced by Reiter [11] and is
considered by some authors [12] to be one of the main
approaches to non-monotonic default reasoning to be used
in real applications.

DL theory is based on two sets, one of predicate
logic formulae and another of default rules (or rules of
thumb). The set of predicate logic formulae represents
certain information about the world (W). Usually the
known information is incomplete. The set of default rules
(D) maps plausible assumptions, which aren’t necessarily
true. A default theory T is normally represented as a pair
of the two described sets T'= (W, D ).



A default rule is composed of three parts: the pre-
requisite, the justifications and the consequent. A default
rule is graphically depicted as in Default 1, where ¢ is the
prerequisite, 11, ...,1, are the justifications and y is the
consequent of the default rule. Any default rule can be
read as “if prerequisite ¢ is known (p is a consequent of
the current knowledge or assumptions), and it’s consistent
to assume justifications 1,2, ..., 1, (this consistency is
based on the inability to prove the negation of each of
the justifications by the predicate formulae joined with the
consequents of other default rules previously assumed to
be true) then the consequent y can be concluded”.

®: 1/)13 s 71/)71
X
Default 1

The objective of the DL is not only to draw the fully
derivable conclusions from the knowledge representation
but also to expand these conclusions with plausible as-
sumptions given by rules of thumb. Notice however that
two (sets of) default rules can be inconsistent with each
other. This will lead to two or more possible sets of assum-
able conclusions (usually called expansions). These expan-
sions represent different conjectures based on the available
knowledge and default rules. As an example, assume a the-
ory T= ({animal(pat), bird(pat)}, {Default 2, Default
3} ), which presents pat. pat is both an animal and a bird.
Default 2 intends to present the default rule: “if X is an
animal and it can be assumed that it does not fly, then
we can assume that it really does not fly”. In other words
“animals do not usually fly”. Default 8 shows the default
rule: “if X is a bird and it can be assumed that it flies, we
can assume that it really flies”. In other words, Default 3
means “birds usually fly”.

animal(X) : = flies(X) bird(X) : flies(X)
—flies(X) flies(X)
Default 2 Default 3

Notice that this default theory has two extensions, one
including {animal(pat), bird(pat), —flies(pat)} and the
other being {animal(pat), bird(pat), flies(pat)}. The
application of one of the default rules inhibits the applica-
tion of the other and therefore the initially considered rule
prevails. The calculus of the complete set of extensions
involves the application of all the permutations of the de-
fault rules. The calculus of the complete set of extensions
has a formal definition, which can be found in [12]. The
presentation of the intrinsic default reasoning is beyond
the scope of this paper.

4. Architecture

The architecture proposed for decision support (see Fig. 1)
consists of two interconnected subsystems, each specialized
in its own reasoning domain. The use of these two modules,
each of which encapsulating its own paradigm, is due to
the need of commonsense reasoning over knowledge which
include temporal information (for which default reasoning
is used) and fast temporal reasoning requirements (for
which the EC is used).

On one hand, we have the Event Calculus Temporal
Expert (ECTE), whose main goals are to identify the
temporal events arriving to the system and reason with
them, elevating the abstraction level on the knowledge
and filtering both information incompleteness and lack of
chronology. The ECTE reasons based on fluents, which
are entities that change their value over time. These
fluents’ initiation and termination are triggered by events
which occur in defined states. The knowledge base is
hierarchic in the level of abstraction. The increase in
the abstraction level is performed by progressively giving
access only to fluents that contain some event correlation
of lower hierarchy. This component performs the same
inference as the SPARSE original project but the change
of paradigm improves the temporal and non-monotonic
abilities of the production rule based ES. In the cases where
information incompleteness or inaccuracy does not result

Event Calculus Temporal Expert

Default Reasoning Incoherence Management

Event Calculus Axioms Engine

EC Fact Base EC Rule Base

Query Answer | Fact Inclusion | Fact Alteration

1l

Interface

Fact Inclusion | Fact Alteration

Default Reasoning Engine

I DR Fact Base

1 =l

DR Rule Base

11

Interface

Il

Il

Graphics User Interface

SCADA
(INFORMATION
SOURCE])

Figure 1. Architecture of the decision support system.




in information incoherence the ECTE will ensure correct
decision support.

Besides the proactively delivery of inferred conclusions
from the ECTE to the user, he can also access the ECTE
and query it directly. In this architecture, this module
performs temporal and non-monotonic alarm correlation.
The main problem of the ECTE is that it does not have
any semantic knowledge to handle information incoherence
in the domain.

The Default Reasoning Incoherence Management
(DRIM) acts as a component using the ECTE services.
The DRIMs objective is to feed the ECTE with temporal
events and intelligently query it to maintain knowledge of
the network in a higher level of abstraction. This higher
abstraction level is reached not basing the DRIMs premises
directly on alarms, but on temporal ECTE fluents, which
already contain some temporal reasoning.

The implementation of this architecture is done in
a distributed environment, using a subset of KQML [13]
as the means of communication between the intelligent
components ECTE and DRIM.

4.1 Event Calculus Temporal Expert

This module is an implementation of the cached event
calculus [14], changed to incorporate the SECT instead
of SEC. Nevertheless some new knowledge representation
issues have arisen. Due to this problem’s specific require-
ment, the events have a limited time window of usefulness,
or in other words, a limited temporal persistence. This was
a problem because in the SEC only events can cause change
and the simple flow of time doesn’t cause anything to hap-
pen. This posed two options: either time was mapped as
an event such as an alarm, which would go off at specified
instants, or each event had to have a complementing event,
which was its timeout. The later option has been chosen
for efficiency and practicality in the rules representation
of the fugitive meaning of each event. Each event is now
transformed in two events and a fluent, which is true in the
interval defined, by the event and its timeout. This is an
extension of the EC presented in Section 2.1.

This module on its own can already answer every query
needed for decision support, such as what state is a partic-
ular device in; if there is an incident; where the incident
is located; identification of the incident type, etc. It has
already proved by validation that this module can provide
more reliable data than its predecessor SPARSE due to its
robustness in the presence of chronological disorders and
information incompleteness. A temporal flowchart of the
ECTE can be found in Fig. 2.

4.2 Domain Incoherence

The DRIM has as a main function the criticism of the
ECTE. In fact, it feeds the ECTE with events (this is
merely done due to synchronization as both the ECTE and
DRIM could be receiving data directly from the SCADA
source) and then queries it using metaknowledge about
the events it sent (only some specific queries will be de-
manded, opposed to the inference of all the possible in-

start
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"l orQuery
Has Timeout? yes-
yes

no no
1 v

L | |AddEventand Add Event Apply Axioms to
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Figure 2. Temporal expert flowchart.

formation, thus limiting the number of applicable default
rules). Criticisms come from internal representation of the
domain and therefore allow the DRIM to conclude that,
even though logical, the ECTEs conclusions can be domain
incoherent. The DRIM can also add its own hypotheses
(default events) to the list of events it sends to the ECTE.
These default events can be added and removed to test
“what-if” scenarios.

Some absolutely logic conclusions can be illogically
given a domain. If, for instance, a rule says that premise A
at time instant T can derive conclusion C' at time instant
T1, it seems logical that two events A at T1 and A at
T2 will infer conclusion C' at instants T1 and T'2. Let us
now additionally assume that nothing else was concluded
between T'1 and T2. It is logical that the conclusions still
hold. But what-if semantics is included, giving premise
A the meaning of an event, which informs of a device
state change (e.g. the opening of a breaker) and giving
conclusion C' the meaning of internal representation of the
device state change. In this case it would be assumed that
C is true at T1 and T2 and that nothing happened in
between, so the breaker opened at 7'/ and again changed
from open to open at T2, which involves some kind of
error. This kind of behaviour could be restrained (imposing
restrictions on state change), but the information included
in it is far more useful. Given that situation, the human
reasoner can think that either a malfunction occurred or
that information is missing. Notice that this case can
also occur with higher levels of abstraction. It is, in
fact, desirable that these hypotheses are considered in
higher levels of abstraction as the ECTE can better reason
in the lower levels (in which time and alarm correlation
are prioritary issues), providing higher abstraction level
conclusions, which will be the DRIMs base for conclusions
and hypotheses.

The DL can handle hypotheses very well and presents
non-monotonic behaviour, thus being able to update its
beliefs, given additional knowledge. Hypotheses that were
once valid can easily be discarded and new ones are gener-
ated, ensuring that all the possible knowledge for decision
support is available to the user.

To ensure that the reasoning about actions represents



reality, time is an issue and it has to be present in the
system as it is definitely present in the electrical network.
Therefore, some of the rules of default rules will be de-
pendant on how much time has elapsed, for instance, be-
tween the occurrences of events T1 and T2 (notice that
an event in the DRIM can be a state change in an ECTE
fluent). Another example is a default rule which assumes
some consequence if an event arrived at instant 77 and
no other event of a particular type have occurred in the
last T2 time units since T1. The former introduces the
need for temporal constraints, present as the special pred-
icates: less_ than(T1,T2); more_than(T1,T2). These
predicates test whether T1 is lesser or greater than T2
respectively.

4.3 Real-Time Operation

Real-time events arrive from the source (SCADA system)
and are handed to the DRIM. The DRIM sends them to
the ECTE and, based on the metaknowledge it has about
the event, it will find a subset of applicable default rules
(this is already an efficiency factor) and creates this set’s
expansions. These expansions originate on the DRIMs
default rules and other predicate logic rules, which can be
based on the ECTEs possible conclusions. This allows the
DRIM to check domain coherence and possible hypotheses
for unusual sequences of conclusions from ECTE, leaving
the ECTE with the hard task of temporal correlation
between events.

Real-time operation (even soft real-time) must ensure
small and limited response times. This has required the
introduction of some improvements made in the paradigms,
namely the inclusion of metaknowledge in the DRIM and
the use of a cache in the ECTE.

The module which presents the most processing time
consumption is the DRIM. This module queries the ECTE,
when the default knowledge base requires it and these
queries are time consuming, so they must be minimal.
On the other hand, the expansion generation can also
be very time consuming. The expansion generation issue
is dealt with metaknowledge, giving each new event a
set of meaningful default rules, which is then expanded,
keeping default rules, and hence their premises are minimal.
The expansion generation is limited through the use of
Prioritized Default Logic (PDL) [15]. This is a restriction
on top of DL that assigns pairs of default rules with a
priority among them, reducing the number of extensions
and thus their processing time.

5. Example
5.1 Event Calculus Temporal Expert

As an example, the identification of the simple tripping
will be presented. The simple tripping is composed of a
tripping signal, usually emitted by a protection device, and
the opening one or more breakers, signalling the actual
performance of the tripping order. The necessary rule base
for the identification of the (simplified) simple tripping
situation is depicted below in ECEX1 through ECEXS.

This identification is based on three SCADA message types:
device tripping, device opening and device closure. The
complete identification would have to contain additionally
reclosure and bypass information which, for simplification,
will not be included in this example.

This rule base is not an ordinary production rule based,
as it has been stressed in the paper, but a collection of
PROLOG rules and facts concerning the initiation and
termination of fluents. In this case, the incoming events
are represented by PROLOG terms which are composed of
two arguments: the device identification and the type of
alarm. This is obviously a simplification of the real case.

initiates(fact(ID,">>Trip’), (ECEX1)
tripFluent(ID), T).

isTimedout(fact(ID, >>Trip’), (ECEX2)
tripFluent(ID)).

initiates(fact(ID,‘Open’), (ECEX3)
openFluent(ID), T).

isTimedout(fact(ID,'‘Open’), (ECEX4)
openFluent(ID)).

terminates(fact(ID,‘Closed’), (ECEXS5)
openFluent(ID), T).

initiates(fact(ID, >>Trip’), (ECEX6)
simpleTripFluent(ID), T):-

holdsAt(openFluent(ID), T).
initiates(fact(ID,‘Open’), (ECEXT)
simpleTripFluent(ID), T):-

holdsAt(tripFluent(ID), T).
terminates(fact(ID,‘Closed’), (ECEXS)

simpleTripFluent(ID,L),T).

This particular rule base has three subcomponents, each
of which is identified with a particular fluent. The first
subcomponent (ECEX1 and 2) identifies the trip fluent.
A SCADA message with tripping information initiates the
fluent and its respective timeout terminates it. The second
subcomponent is related to device opening information
(ECEX3, 4 and 5). ECEX3 and 4 are similar to ECEX1
and 2. The only enhancement is that ECEX5 states that
the fluent mapping device opening can also be terminated
by closure information. Finally, the third subcomponent
is related to simple tripping. ECEXG6 states that simple
tripping occurs if tripping information has arrived and the
device is open. ECEX7 maps the situation in which device
opening information arrives when the device has recently
tripped. The simple trip is, of course, terminated by device
closure as depicted in ECEX8. The arrival of opening
(OP) and tripping (TP) information activates the simple
trip fluent, which is only deactivated by a device closure
(in this small knowledge base example).

For a better comprehension an example, an instantia-
tion of the arrival ordered set of events will be presented.
The usual order of events is: a TP signal which is due
to the detection of some malfunction in a line, associated
with its timeout TPTO. Afterwards the device affected
by the malfunction should open to insure the isolation of
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Figure 3. Trip and open fluents.

the line, included with the timeout OPTO. This incident
eventually ends when the malfunction is resolved and ser-
vice can be restored. The arrival information in this order
can be shown initially in Fig. 3. Both in Figs. 3 and 4
the ordinate axis represents boolean values for each of the
fluents: open, trip and simple trip. These fluents can only
be true or false, but the use of only one truth value in the
ordinate axis confused the graphs in the authors’ opinion.
The False value is equal for all of the fluents, coinciding
with value zero of the ordinate axis.

The events of Fig. 3 are as follows:

e Initially event TP arrives and is included in the KB
with its respective timeout TPTO. This originates the
trip fluent by ECEX1 and 2.

o Afterwards event OP arrives and is included in the KB
with its respective timeout OPTO. This originates the
open fluent by ECEX3 and 4. It also originates the
detection of an area where the open and trip fluents
are valid and by ECEX7, and hence the simple trip
fluent presented in Fig. 4.

e The simple trip fluent is finally terminated by a closure
event by ECEXS as is also presented in Fig. 4.

Simple Trip
Simple Trip
Trip
Open
OP TP  OPTO TPTO CLOSED

Figure 4. Simple trip fluent.

This example shows one usual alarm correlation per-
formed by operators in CCs. It is robust to lack of chronol-
ogy because only the overlapping of the temporal relevance
windows is used.

Notice also the non-monotonic abilities of the EC. If
other information arrives, or information in the fact base is
altered for any reason, the fluents change accordingly and
new information is derived to explain the actual events.
This can be seen in this particular example. If closure
information is received and its time stamp places it before
the opening timeout, the fluents change.

5.2 Default Reasoning Incoherence Management

The DRIM is used to fill information when incompleteness
occurs. An example will be presented for a better under-
standing of the handling of incompleteness. Consider the
following defaults (Defaults 4, 5 and 6):

RTpT(T1): TpT(T2) Nless_than(|T2 —T1],1000)
DTpT(T1)

Default 4

RTpT(T1)ATrip(T2) Amore_than(T2,T1):
Open(T'3) Nless_than(|T3 —T2]|,300)
TpT(T2)

Default 5

RTpT(T1) A Open(T2) Amore_than(T2,T1):
Trip(T3) Aless_than(|T3 — T2, 300)
TpT(T2)

Default 6

Default 4 means that if there has been a reclosed three-
phase tripping (RTpT) and is possible to assume that
another three-phase tripping (TpT) has occurred within
a 1000 ms neighbourhood, then it is possible to conclude
that a definitive three-phase tripping (DTpT) took place.
Defaults states that if an RTpT happened followed by
a trip, and it is possible to assume that the tripping de-
vice is open within a 300 ms neighbourhood of the trip,
then it can assume that there was a tripping. Default6
means that if there has been both an RTpT and an open-
ing, and it is possible to assume that the opening device
has tripped within a 300 ms neighbourhood, then it can
assume that there was a tripping. Both default theories
Thi=({RTpT(T1), Trip(T2) }, { Defaults, Default5,
Default6 }) and Th2=({RTpT(T1), Open(T2) }, { De-
faults, Defaults, Default6 }) will yield include DTpT in
their single extension. In other words, if the ECTE has
concluded RTpT and due to information incompleteness
one and only one event the set {Trip(T2), Open(T2)}
arrives, instead of the normal occurrence of both events,
the DRIM can assume the other event in the absence of
contrarian information and therefore infer one of the possi-
bly correct diagnosis, which is D T'pT. Notice however that
as one and only one event the set { Trip(T2), Open(T2)},



with the inclusion of additional default rules, other diag-
noses would be possible. These additional diagnoses could
include, for instance, a falsely generated alarm, due to
generator device malfunction, which is an easily achievable
conclusion.

The interaction of the ECTE and the DRIM allows
default reasoning to be performed over an arbitrarily com-
plex temporal inference, raising the abstraction level and
allowing the direct representation of the expert’s views on
the task. As an example, Defaults 4, 5 and 6 capture
the sentence “If an RTpT occurred, and shortly afterwards
another tripping can be assumed, then the diagnosis is one
of DTpT”.

6. Application

The application of the described techniques was imple-
mented in the Portuguese Electrical Transport Network,
in Vermoim. The Component-Based Development [16] was
performed using a development environment based on the
PVM (Parallel Virtual Machine) [17]. Upon PVM were
developed the following components:

e ECTE, deployed in PROLOG

e DRIM, deployed in PROLOG

e GUI, deployed using X/Motif

e SCADA interconnector, deployed in C+-+
The interaction with the SCADA system SIEMENS Sinault
Spectrum was achieved, integrating the system in the
Sinault Spectrum data network. This system’s Graphical
User Interface (GUI) network representation is a replica
of the actual network representation used in the SCADA
GUI. Nevertheless, this GUI has the ability to be event
driven and to adapt to incident situations, allowing an
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automatic zoom on incident areas, based on the intelligent
components inferred conclusions. The GUI can be seen in
Fig. 5.

A deeper study on the computational complexity of
this approach is needed but nevertheless, the application
has performed very well in the validation scenarios. The
validation scenarios available include the simulation of
previous occurrences, using alarm files which have been
generated by the SCADA system in previous incidents and
recorded for future use. The other validation scenario is
the real, online diagnosis of the SCADA alarms in the
Portuguese Electrical Transport Network.

7. Conclusion

An architecture for a decision support system applied
to incident analysis in an electrical power transmission
network has been presented. It has the ability to deal with
temporal, incomplete and domain incoherent information.
The objective is to be able to deploy a system, which can
intelligently reason about time and action and do so with
a response time neglectable for a CC operator. For this
purpose, an hybrid architecture was designed, using the
EC for temporal reasoning and robustness to chronological
incoherence and the DL for domain incoherence detection
with hypotheses generation for a more accurate decision
support.

A prototype implementation is being tested and val-
idated in the Portuguese Electrical Network Company
(REN). It is important to refer that its results are more
reliable than those of SPARSE, its predecessor (in cases
where events have chronological problems, or some in-
completeness like one missing event). The DRIM, raises
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Figure 5. Graphical user interface.




reasonable doubt and presents the various scenarios when
information is incomplete, allowing the CC operator to
be advised for all possible incidents. With the reception
of more information the scenarios can merge, originating
only one incident. In every case, the CC operator gets
all the possible decision support: conclusions when the
information is complete or reasonable assumptions when
information is incomplete.

In terms of future directions, the paradigms and its
interconnection could easily be used as the bulk of an
intelligent agent, applicable to any area in which real-time
information, temporal knowledge and decision support are
needed. Also both the existing intelligent tutoring and the
validation systems will be adapted (or redesigned) for this
new architecture.
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