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Abstract

Federated Learning (FL) has established itself as a leading paradigm for collaborative machine
learning, allowing participants to train models collectively without sharing their private data.
Despite its privacy-preserving design, the periodic exchange of model updates leaves these
systems vulnerable to information leakage. Notable threats include Membership Inference
Attacks (MIA), which exploit model overfitting to determine if specific data samples were
used during training, and Gradient Inversion Attacks (GIA), which attempt to reconstruct the
exact training images from shared gradients. While existing literature has proposed various
active defenses and investigated privacy risks within star and mesh network topologies, a
systematic evaluation of how attack effectiveness evolves across training rounds over a
diverse spectrum of network topologies remains a critical research gap.

This dissertation presents a comprehensive empirical analysis of how different network
topologies influence data privacy in centralized and decentralized FL systems over time.
By isolating the network topology as the primary variable, we evaluate the vulnerability
of six distinct topologies, star, tree, line, ring, full mesh, and partial mesh, against three
MIA variants and a GIA. The experiments were conducted using the MNIST and CIFAR10
datasets under both Independent and ldentically Distributed and Non-Independent and
Identically Distributed (Non-11D) data distributions to capture the temporal evolution of
these attacks across the training rounds.

Our findings show that network topologies fundamentally dictate the severity and localization
of privacy leakage. For instance, intermediate aggregation in the tree topology acts as a
native privacy shield, effectively hiding memorized features from a central root node, though
it inadvertently shifts the primary risk to intermediate edge nodes. Furthermore, the analysis
reveals that extreme data heterogeneity (Non-lID) significantly aggravates vulnerabilities
across all topologies, heavily increasing MIA and GIA success rates on complex visual tasks.
Moreover, the results establish that restricting an adversary's awareness of the broader
network topology severely impedes their ability to accurately execute GIA, as successful data
reconstruction depends heavily on precise knowledge of the aggregation phase in federated
systems. Ultimately, this research highlights that network topology can be strategically
leveraged as passive defense mechanisms.

Keywords: Collaborative Machine Learning, Federated Learning, Privacy, Topology, Mem-
bership Inference Attack, Gradient Inversion Attack






Resumo

O Federated Learning (FL) € um paradigma de referéncia para a aprendizagem colaborativa,
permitindo que os participantes treinem modelos de machine learning em conjunto sem
partilharem os seus dados privados. Apesar da sua premissa orientada para preservacao de
privacidade, a troca regular de atualizacdes dos modelos faz com que este tipo de sistemas
sejam vulneraveis a fugas de dados. Ameacas importantes incluem os Membership Inference
Attacks (MIA), que exploram o overfitting do modelo para determinar se amostras de dados
especificas foram utilizadas durante o treino, e os Gradient Inversion Attacks (GIA), que
tentam reconstruir as imagens exatas usadas no treino a partir dos gradientes partilhados.
Embora a literatura existente tenha proposto varios mecanismos de defesa e investigado os
riscos de privacidade em topologias de estrela e malha, uma avaliacdo sistematica de como
a eficacia destes ataques evolui ao longo de todo o ciclo de treino, em diferentes topologias
de rede, continua a ser uma lacuna na investigacio.

Esta dissertacdo apresenta uma analise empirica abrangente sobre o modo como diferentes
topologias de rede influenciam a privacidade dos dados em sistemas de FL ao longo do
tempo. Ao isolar o grafo da rede como variavel principal, avaliamos a vulnerabilidade de seis
topologias de rede distintas, estrela, arvore, linha, anel, malha completa e malha parcial,
contra trés variantes de MIA e um GIA avancado. As experiéncias foram conduzidas uti-
lizando os conjuntos de dados MNIST e CIFAR1O, sob distribuicdes de dados Independent
and Identically Distributed e Non-Independent and Identically Distributed (Non-11D), com o
objetivo de capturar a evolucao temporal destes ataques ao longo das rondas de treino.

Os resultados obtidos mostram que as propriedades estruturais fundamentalmente definem
a gravidade e a localizagdo da fuga de privacidade. Por exemplo, a agregacao intermédia em
topologias em arvore atua como um escudo de privacidade nativo, ocultando eficazmente as
caracteristicas memorizadas de um servidor central raiz, embora transfira inadvertidamente
0 risco principal para os nés intermédios. Além disso, a analise revela que a extrema hetero-
geneidade dos dados (Non-/ID) agrava significativamente as vulnerabilidades em todas as
topologias, aumentando fortemente as taxas de sucesso dos MIA e GIA em tarefas visuais
complexas. Os resultados sugerem ainda que ao restringir o conhecimento do adversario
sobre a topologia global da rede se impede a sua capacidade de executar GIA com precisao,
uma vez que a reconstrucdo bem sucedida dos dados depende fortemente do conhecimento
exato dos caminhos de agregacdo. Em ultima andlise, esta investigacdo destaca que a
topologia da rede pode ser estrategicamente usada como mecanismos de defesa passivos.

Palavras-chave: Collaborative Machine Learning, Federated Learning, Privacy, Topology,
Membership Inference Attack, Gradient Inversion Attack
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Chapter 1

Introduction

This chapter establishes the foundation for the research presented in this thesis. It begins by
providing the context and motivation, highlighting the evolution from centralized Machine
Learning (ML) to Federated Learning (FL), and subsequently to Decentralized Federated
Learning (DFL), driven by increasing data privacy concerns. Following this, a specific re-
search problem regarding the influence of network topology on privacy risks is defined. The
chapter then outlines the research questions and specific objectives of this work. Finally,
the main contributions of this work are summarized, concluding with an outline of the doc-
ument’s structure.

1.1 Context and Motivation

With the rapid proliferation of Artificial Intelligence (Al) and ML, modern applications re-
quire vast amounts of data to train robust ML models [1]. As this demand for data grows,
so do concerns regarding data integrity and privacy. A distinct manifestation of this concern
is the implementation of the General Data Protection Regulation (GDPR) by the European
Union [2], which aims to protect user data privacy. This regulation governs the collection,
storage, and sharing of personal data, granting individuals rights over their own data, includ-
ing the right to access, rectify, and request the deletion of their personal information. These
kind of regulations present a significant challenge for traditional ML, which relies on central-
ized data aggregation, a practice that often violates GDPR principles. Furthermore, data is
frequently siloed across multiple institutions (e.g., hospitals, banks, insurance companies),
where cross-institutional sharing is prohibited by legal or competitive constraints.

To address these challenges, Google researchers proposed FL in 2016 [3]. This paradigm,
now referred to as Centralized Federated Learning (CFL), allows participants to collabora-
tively train a ML model without sharing raw data. In this architecture, each participant acts
as a client node, training a local model using their private data. After training, the nodes
send their model updates (gradients or weights) to a central server that aggregates them
into a new global model. This global model is then distributed back to all nodes for the next
round of training. This process is repeated until convergence is reached or a certain stopping
criteria is met. By keeping raw data local, CFL achieves a performance comparable to tra-
ditional centralized training while mitigating many of the privacy risks associated with data
centralization [4]. However, while CFL addresses the primary challenges of raw data central-
ization, it introduces architectural vulnerabilities. The reliance on a central server creates a
Single Point of Failure (SPoF) [5], because, if the server fails or is compromised, the entire
system is jeopardized. Additionally, the server can become a communication bottleneck as
it must manage traffic from thousands or millions of nodes simultaneously [6].
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To mitigate the reliance on a central server, DFL was proposed. In this paradigm, the central
server is eliminated, instead, nodes communicate directly via Peer-to-Peer (P2P) protocols.
Each node is responsible for training its local model, exchanging updates with a specific
set of neighbors, and performing local aggregation. This decentralized approach eliminates
SPoF and alleviates the communication bottleneck inherent in CFL.

Unlike the star topology characteristic of CFL, DFL systems employ a diverse range of net-
work topologies that dictate how nodes are interconnected. These decentralized topologies
can be structured into line, ring, or tree topologies, as well as various configurations of
mesh topologies [5], [7], [8]. In these setups, the chosen topology dictates the specific
paths which model updates propagate. Consequently, the arrangement of the network not
only influences training convergence and communication overhead, but also reshapes these
pathways, thereby altering the exposure of shared updates to potential adversaries.

Despite the structural advantages of DFL, this paradigm remains susceptible to privacy
attacks [9], [10]. Adversaries can exploit shared model updates, with Membership Inference
Attack (MIA) and Gradient Inversion Attack (GIA) representing two critical vulnerabilities.
On one hand, MIA attempts to determine whether a specific data sample was used to train an
ML model. This poses a severe privacy risk by potentially exposing sensitive associations, for
instance, an adversary could determine whether an individual’s medical record was included
in a hospital's training dataset, thereby revealing their status as a patient with a specific
medical condition. On the other hand, GIA represents another severe threat, which an
adversary attempts to reconstruct the original training data directly from the exchanged
model updates. This exploit is highly critical, as it allows the adversary to recover the
private training samples of the ML model.

A critical yet underexplored factor that influences these privacy risks is the network topology.
Prior works have evaluated the effectiveness of MIA across training rounds in different FL
systems [11]-[15]. However, most studies focus on the star network topology, with limited
attention given to alternative topologies [16]. Similarly, the effectiveness of GIA across
training rounds remains underexplored. Most existing literature on GIA focuses on the star
topology [9], [17]-[19]. While a few studies have investigated different network topolo-
gies [16], [20]—[23], they primarily focus on the mesh topology, leaving other structures
largely unexplored.

To address this research gap, this work systematically investigates the temporal evolution of
both MIA and GIA efficacy across diverse FL systems following different network topologies.
By evaluating the performance of these attacks over consecutive training rounds, we provide
a comprehensive analysis of how the network topology impacts participant privacy and overall
system resilience.

1.2 Problem Statement and Objectives

Privacy risk is a major concern in FL systems, as malicious nodes can exploit the network’s
topology to obtain private data held by other nodes. The choice of network topology in FL
systems plays a significant role in determining the privacy risks inherent to these systems.
Different network topologies possess distinct structural properties, that can mitigate or
exacerbate these risks.

The primary purpose of this thesis is to investigate how different network topologies in FL
systems influence these privacy risks. The main research question this thesis aims to answer
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is: “How can the choice of network topology in Decentralized Federated Learning influence
the privacy risks inherent to these systems?”. To answer this central question, the following
sub-research questions are proposed:

e RQ1 - Which network topologies are commonly used in DFL systems and how do they
differ from each other?

e RQ2 - How does the choice of a network topology affect the system vulnerability to
attacks?

e RQ3 - How does the temporal progression of the federated learning process affect the
efficacy of privacy attacks across different network topologies?

Considering the problem stated, the main objective of this thesis is to analyze the impact
of different network topologies on privacy risks in FL systems and to identify structural con-
figurations that inherently mitigate these risks. The specific objectives required to achieve
this goal are:

e O1 - Identify and categorize the structural properties of distinct network topologies
commonly utilized in Decentralized Federated Learning systems.

e 02 - Evaluate and compare the susceptibility of these network topologies to prominent
privacy threats.

e O3 - Analyze the temporal evolution of these privacy attacks across training rounds
to determine the impact of network topologies on the efficacy of these attacks.

1.3 Thesis Contributions

This dissertation provides several key contributions to the field of FL, specifically focusing on
the intersection of network topologies and data privacy in both centralized and decentralized
environments. The primary contributions are outlined as follows.

First, it delivers a comprehensive systematization of the distinct network topologies utilized in
FL systems. This contribution categorizes and details the structural characteristics, practical
advantages, and inherent limitations of configurations such as the star, tree, line, ring, full
mesh, and partial mesh topologies.

Second, it presents a review of the state-of-the-art regarding identified privacy threats and
existing countermeasures in DFL. By synthesizing recent literature, this analysis exposes
the complex dynamics between network topology, node connectivity, and privacy leakage.
Furthermore, it highlights how the current defensive landscape heavily relies on active cryp-
tographic or perturbation-based mechanisms. Doing so explicitly identifies a crucial research
gap regarding the native, unadulterated privacy boundaries provided by the network struc-
tures themselves.

Third, this dissertation conducts a empirical comparative analysis of the aforementioned
topologies against prominent privacy threats. By strictly isolating the network graph as the
primary independent variable, the thesis evaluates the vulnerability of each system to three
variants of MIA and one advanced GIA. This evaluation provides a detailed breakdown of
attack effectiveness across different training stages, dataset complexities, data distributions,
and adversary-victim placements within the network.
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Finally, the work presented in this dissertation resulted in a research paper titled “Evaluating
Membership Inference Attacks in Hierarchical Federated Learning”. This paper has been
submitted to the Workshop on Hot Topics in Distributed Security (HotDiSec 2026), co-
located with the European Symposium on Research in Computer Security (ESORICS 2026),
and is currently under review.

1.4 Thesis Outline

This thesis is structured as follows: Chapter 1 presents the context and motivation for this
work, the problem in question, objectives to be achieved, and the contributions of this thesis.
Chapter 2 provides the necessary background to understand the concepts and techniques
used throughout this work. Chapter 3 presents a systematic literature review regarding
the state of the art on the topic of this thesis. Chapter 4 details the experimental setup,
describing the selected network topologies, the datasets and data distribution strategies uti-
lized, and the specific model configurations adopted to evaluate privacy leakages under both
centralized and decentralized environments. Chapter 5 presents and analyzes the experi-
mental results concerning MIAs, discussing how different structural configurations and data
heterogeneity influence model susceptibility across various training rounds. Chapter 6 fol-
lows a similar structure to evaluate GlAs, detailing the extent to which private training data
can be reconstructed under specific topological bottlenecks and communication protocols.
Chapter 7 explores the broader concepts of data privacy and security within FL systems.
It examines the legal implications of decentralized roles under the GDPR, analyzes how
network structures alter trust boundaries and attack surfaces for passive adversaries, and
discusses the ethical dimensions of collaborative learning. Finally, Chapter 8 summarizes the
main findings of this dissertation, draws concluding remarks regarding the impact of network
topology on FL privacy, and outlines potential directions for future research.



Chapter 2

Preliminaries

This chapter presents the background necessary to understand the concepts and techniques
used in this thesis. In Section 2.1, we describe the CFL paradigm, its architecture, and
its main characteristics. Section 2.2 introduces the DFL paradigm, highlighting its differ-
ences from CFL. Section 2.3 defines the mathematical frameworks for network topologies.
Section 2.4 outlines Secure Aggregation protocols used to protect model updates. Finally,
Section 2.5 discusses the privacy threats relevant to these systems.

2.1 Centralized Federated Learning

CFL is a collaborative ML paradigm that allows a set of nodes / = {1,2,...,n} to train
a global ML model, without disclosing their sensitive local training dataset D; [24]. This
paradigm relies on a central server, that coordinates and manages the system. Each node
i trains their local model w; with their private dataset D;. After the node finishes training,
it sends the new model update, in the form of gradients or model weights, to the central
server. The central server after receiving all model updates from every node, aggregates
them into one global model w(,,,.;, where t denotes the current communication round, and
distributes this global model back to all participants. This process is repeated until a fixed
number of training rounds is completed or a consensus is reached [25]. Figure 2.1 depicts
the network topology of a CFL system.

Figure 2.1: Centralized Federated Learning
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This aggregation process is most commonly performed using the Federated Averaging (Fe-
dAVG) algorithm [25], [26], which computes the weighted average, proportional to the
volume of data used in training, of all received model updates. The aggregation process can
be mathematically represented by:

t+1 ni - t+1
Wolbat = D Wi (2.1)
€St
where W_;fg%a, is the updated global model after round t 4 1, S; is the set of selected nodes

that participated in round t, n; is the number of data samples used by node / for training, n
is the total number of data samples used by all selected nodes, and W,-H_l is the local model

update from node i after round t + 1.

2.2 Decentralized Federated Learning

DFL is an emerging paradigm that eliminates the need for a central server, therefore elim-
inating the SPoF and bottleneck issues present in CFL [8]. Instead, nodes communicate
directly via P2P, as shown in Figure 2.2. This new approach has gained significant attention
in recent years, as it solves some major problems present in CFL [27]-[30].

Figure 2.2: Decentralized Federated Learning (Full mesh topology)

In DFL each node i € {1,2, ..., n} trains its local model w; with their own private training
dataset D;, and after a training round is completed the node achieves an updated local model

W,-t+%. Instead of sending the model updates to a central server, the node will exchange its
model updates with a select number of neighboring nodes, N;, determined by the defined
network topology. After this exchange, the node aggregates the received model updates
from its neighbors finally achieving a new state of their local model Wf“, which will be used
to continue training on their local data. Similar to in CFL, this process is repeated until a

determined number of training rounds is completed or a consensus is reached [31].

Mathematically, this aggregation step is typically defined as a weighted sum of the neigh-
bors’ models following Decentralized Parallel Stochastic Gradient Descent (D-PSGD) pro-
tocol [32]:
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witt= )" W,JW 2 (2.2)
JEN;U{i}

where N; represents the set of neighbors of node i, and Wj; is the weight (or mixing value) as-
signed to the connection between node i/ and node j. This process repeats until convergence
is reached [31].

2.3 Network Topology Definition

The network topology in a DFL system defines the structural interconnection and com-
munication pathways between participating nodes. Formally, we represent the topology as
an undirected graph G = (V, E), where V = {1, ..., n} denotes the set of n nodes in the
system, and E C V x V represents the set of active communication links [5]. Within this
structure, the neighborhood of a specific node i, denoted as N; = {j € V | (i,j) € E},
consists of all peers with whom node / can directly exchange information. The size of this
neighborhood is defined as the node's degree, d; = |N;|. This metric is particularly relevant
in decentralized privacy analysis, as the degree determines the number of adversaries that
may directly observe a specific user's updates.

Another way of describing network topologies is through matrix representations, which fa-
cilitate the algebraic analysis of the aggregation process. The structural connectivity is
captured by the Adjacency Matrix A = [a; ;] € M,({0,1}), where a;; = 1 if a connection
exists between nodes / and j, and 0 otherwise. However, to perform the actual consensus
algorithm, the system employs a Mixing Matrix (or Weight Matrix) W €. This matrix is
fundamental to algorithms such as the D-PSGD. protocol [32], where each entry Wj; deter-
mines the weight node / assigns to the update received from node j. For the decentralized
training to converge to the true global average, this matrix is typically designed to be doubly
stochastic, meaning that both the rows and columns sum to 1 (ZJ ii=1and > ;W =1).

2.4 Secure Aggregation

While FL allows for data to remain local within each participant’s system, the transmission
of model updates exposes nodes to privacy attacks, as sensitive information can be recon-
structed from individual gradients. To mitigate this, Secure Aggregation (SA) protocols are
employed to ensure that the central server computes only the aggregated result (e.g., the
weighted average) of the user updates, without ever inspecting the individual contributions
[33]. The state-of-the-art protocol for FL, proposed by Bonawitz, Ivanov, Kreuter, et al.
[33], relies on Secure Multiparty Computation (MPC) designed specifically to handle high-
dimensional vectors and the unreliability of mobile devices. The core mechanism is pairwise
additive masking. For every pair of users (u, v), a common random seed s, , is negotiated
via Diffie-Hellman Key Exchange [34]. When masking their local model update w,,, user u
adds the expanded mask of s, if u < v, and subtracts it if u > v. In a perfect execution
where all users participate, these pairwise masks cancel out in the final summation, leaving
only the sum of the private updates:

Y=y (Wu P ey ) Y w, (23)

ueld ueld u<v u>v uelU
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However, a major challenge in FL is that devices frequently drop out during training. If a
user drops out after exchanging keys but before uploading their update, the corresponding
pairwise masks of surviving users would not be canceled, rendering the aggregation incorrect.
To resolve this, the protocol integrates Shamir’s t-out-of-n Secret Sharing [35]. During the
setup phase, users distribute shares of their private secrets to each other. If a user drops out,
the server can request these shares from the surviving users to reconstruct the necessary
masks and subtract them from the aggregate.

To ensure privacy during this recovery phase, the protocol employs a “double masking”
scheme. Users add a personal mask b, in addition to the pairwise masks. The server is
permitted to reconstruct the pairwise masks (s,,,) only for users who dropped out, and the
personal masks (b,) only for users who survived. This guarantees that the server never
possesses enough information to recover an individual honest user's update w,, provided
that at least a threshold t of users remain honest and online. Despite these cryptographic
guarantees, the protocol remains efficient for deep learning, incurring a communication
expansion factor of less than 2x compared to sending plaintext updates [33].

2.5 Privacy Attacks

Despite the collaborative nature of FL systems, they remain vulnerable to various privacy
attacks that aim to infer information or recover the original training data directly from the
exchanged model updates [9], [36]-[38]. In this section, we address two critical privacy
threats within FL systems, MIAs and GlAs.

2.5.1 Membership Inference Attacks

MIAs exploit the extent to which an ML model overfits to its training data. This phenomenon
is reflected in the model's output, which typically exhibits higher prediction probabilities for
data seen during training than for unseen data. Consequently, these attacks are formulated
as a binary classification problem where an adversary aims to determine whether a given
data sample x is a member or non-member of the training dataset D; [39].

Depending on the adversary’s access level to the victim model, these attacks are categorized
into black-box and white-box approaches, and they rely either on training an auxiliary attack
model or on evaluating prediction output against defined thresholds. In this dissertation,
three distinct variants of these approaches are considered, the black-box attack introduced
by Shokri et al. [40], the white-box approach developed by He et al. [41], and the metric-
based modified prediction entropy method proposed by Song et al. [42].

Black-Box MIA

In a black-box scenario, the adversary can only observe the final output of the victim ML
model, such as prediction logits, probabilities, or the predicted label, to infer member-
ship [39]. This type of attack fundamentally exploits the extent to which an ML model
overfits to its training data. Typically, an overfitted ML model produces systematically
higher and more confident prediction probabilities for data seen during training (members)
than for unseen data (non-members).

To capitalize on this behavior, the foundational black-box MIA proposed by Shokri et al. [40]
relies on training class-specific binary classifiers, known as attack models, for each class
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in the dataset. Each individual attack model is designed to perform membership inference
exclusively on data samples belonging to the specific class it was trained to evaluate. These
attack models are trained on a dataset containing the prediction vectors produced by an ML
model, alongside their corresponding membership status (member or non-member). One
way to generate this dataset is when the adversary has prior knowledge of some training
samples from the victim. In this scenario, the adversary can train a local model with a
similar architecture to the victim's model on these known data samples, subsequently query-
ing it with both member and non-member data to extract the required prediction vectors.
However, in more realistic cases where the adversary does not know any data samples from
the victim, they must instead employ a shadow training technique. To do so, the adversary
leverages a disjoint, private dataset, D,4,, to train N shadow models.

The data generation process operates as follows, for a given shadow model k (where
k € {1,...,N}), a unique shadow dataset D%, .., is assembled. This dataset is evenly
partitioned into a training set DY2"X and a testing set D5k both randomly sampled
from D,4, with no overlap. Each shadow model is then trained relying solely on its respec-
tive Dézz’jo’;v Following this training phase, the full dataset DY, _ ., is passed through the
model to collect softmax prediction vectors for member samples (originating from DL2%
and non-member samples (from D;Zig’gw). These resulting prediction vectors, combined
with their true class labels and binary membership status, are aggregated into a comprehen-
sive dataset. Because this specific attack architecture evaluates membership on a per-class
basis, this global dataset is ultimately partitioned by class label. Subsequently, individual
class-specific attack models are trained to accurately map the input prediction vectors to

their corresponding binary membership status.

Once the class-specific attack models are fully trained, the adversary can evaluate any target
data sample against the actual victim model. To perform the inference, the adversary queries
the victim model with the target sample x, extracts its final softmax prediction vector, and
identifies its corresponding class label. This prediction vector is then passed to the specific
attack model trained for that particular class. Finally, the selected attack model processes
the vector and outputs a prediction regarding the sample's membership status.

White-Box MIA

In contrast to black-box methods, white-box MIAs assume the adversary has privileged access
to the victim model’s internal parameters, such as weights and gradients. A prominent white-
box attack, proposed by He et al. [41], leverages not only the victim model’s final prediction
outputs but also its internal state. By exposing these finer traces of data memorization
embedded within the parameter updates during training, this approach enables significantly
more powerful and accurate membership inference attacks.

Unlike the black-box approach, which requires multiple class-specific classifiers, this white-
box attack utilizes a singular, global attack model to evaluate membership across all classes
simultaneously. To train this comprehensive attack model, the authors assume that the
adversary already possesses prior knowledge of a subset of the victim's actual training data
(member samples). Under this assumption, the adversary instantiates a local model with
the exact same architecture as the victim and trains it using these known data samples. By
querying this local model with both the member samples and a disjoint set of non-member
samples, the adversary can directly extract the necessary training features.
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This attack extracts a richer set of features compared to black-box methods. Specifically, the
adversary captures the parameter gradients originating from the layers which carries the most
amount of information, typically the final convolutional layer and the last fully connected
layer [41], alongside the final softmax prediction vector. Given the immense dimensional-
ity of the raw gradient space, Principal Component Analysis (PCA) is applied to compress
these gradient values into their two primary principal components [41]. These reduced,
two-dimensional gradient summaries are subsequently concatenated with the corresponding
softmax prediction outputs to form a definitive, unified feature set. These concatenated
feature vectors function as the direct inputs for the global attack model, mapping the intri-
cate correlations between the model’s prediction confidence, its internal parameter updates,
and the final membership status.

Once the global attack model is fully trained, the adversary can evaluate any target data
sample against the actual victim model. To execute the attack, the adversary queries the
victim model with the target sample x, extracts the resulting gradients from the specified
key layers, and captures the final softmax output. Following the exact same preprocessing
steps, the adversary applies PCA to compress the gradients and concatenates them with
the prediction vector. Finally, this unified feature vector is fed into the attack model, which
evaluates the extracted data to accurately infer the sample’s membership status.

Modified Prediction Entropy MIA

While the previously discussed methods rely on training a dedicated attack model, alternative
approaches utilize purely metric-based comparisons. A prominent example is the black-box
attack proposed by Song et al. [42], which eliminates the need for a trained attack classifier.
Instead, it evaluates a model's prediction uncertainty using a modified prediction entropy
metric (Men¢r), formulated as follows:

Mentr(x,y) = —(1 = F(x),)log(F(x),) = > (1 = F(x);)log(1 — F(x),) (2.4)
i#y

Here, x is the target data sample, y represents its ground-truth label, and F(x) is the
prediction vector outputted by the victim model. Consequently, F(x), denotes the confi-
dence probability assigned to the correct class y, whereas F(x); captures the probabilities
distributed among the incorrect classes. While traditional entropy quantifies overall pre-
diction uncertainty, Men+ explicitly factors in the true label, transforming it into a highly
precise metric for detecting memorization. The underlying principle is that an overfitted ML
model will exhibit significantly lower modified entropy for data it memorized during training
compared to unseen data.

To execute this attack, membership is determined using class-dependent thresholds, if the
computed Meptr for a target sample falls below the specific threshold established for its
class, the adversary classifies the sample as a member. To derive these optimal thresholds
without access to the victim's actual training data, the adversary relies once again on the
shadow training technique [42]. First, a shadow model is trained on a dataset disjoint from
the victim’s. The adversary then queries this shadow model with known member and non-
member data, calculating the Megp¢, for every resulting output. By analyzing the distribution
of these values, the adversary can identify the best threshold that best separates members
from non-members for each individual class.

10
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Once these class-specific thresholds are established, the adversary can evaluate any target
sample against the actual victim model. To perform the inference, the adversary queries
the victim model with the target sample, extracts the prediction vector, and computes its
Mentr. Finally, this value is compared against the corresponding shadow-derived threshold
for the sample’s class; if the computed modified entropy falls below this threshold, the target
sample is classified as a member, and is otherwise classified as a non-member.

2.5.2 Gradient Inversion Attacks

A GIA represents a more severe form of privacy-disrupting attack specifically designed for
collaborative ML paradigms, where it is common practice for participants to exchange model
updates rather than raw data. Unlike MIAs, which merely attempt to infer whether a
specific data sample was used during training, GIAs aim to completely reconstruct the original
training data solely from these exchanged updates [9], [17], [38]. To demonstrate this
vulnerability, we rely on the prominent attack proposed by Geiping et al. [9], which was
explicitly developed to operate and compromise data privacy within FL systems.

The attack process begins when a victim node trains it's local ML model on its local training

data and subsequently shares the resulting model update, wf. However, to successfully

execute the reconstruction, the adversary must first isolate the specific updates originating

from the victim's local training data. Because clients in FL transmit updated model weights

rather than raw gradients, the adversary deduces this individual contribution by computing

the difference between the previous global model and the newly submitted model from the
t—1 t

victim, w; Wy

Once these individual updates are extracted, the adversary initiates the reconstruction pro-
cess. First, the adversary generates a set of “dummy” inputs and labels, typically composed
of random noise, which are then passed through a copy of the previously shared local model,
W,f;jmmy. By performing a forward and backward pass on this synthetic data, the adversary
computes the corresponding dummy gradients. Next, the adversary calculates the cosine
similarity to measure the distance between these generated dummy gradients and the vic-
tim’s extracted updates [9]. Using this metric, the adversary iteratively updates the dummy
data to minimize this distance. This optimization process is repeated over several iterations
until the distance is minimized and the resulting dummy weights begin to get closer to w/},
indicating that the dummy inputs have successfully converged to match the victim's original

private training data.

11






Chapter 3

Literature Review

This chapter presents a comprehensive literature review conducted to answer the research
questions outlined in Chapter 1. This review followed the Preferred Reporting ltems for Sys-
tematic Reviews and Meta-Analyses (PRISMA) guidelines for systematic reviews to ensure
a rigorous and transparent approach [43].

3.1 Search Strategy

The search strategy for this literature review was designed to comprehensively capture rel-
evant literature on the impact of network topologies in FL systems and their implications
for privacy. The process involved several key steps: identification of databases, definition
of search terms to address RQ1 and RQ2, establishment of inclusion and exclusion criteria,
works selection, and a supplementary snowballing method to gather literature for RQ3.

3.1.1 Identification

The first step in the literature review process involved identifying and defining the search
sources to be used while executing the literature review. For this work, four distinct academic
databases were used to gather relevant articles, namely IEEE Xplore, Web of Science, the
ACM Digital Library, and ScienceDirect (Table 3.1), considering works published in journals
and conference proceedings.

Table 3.1: Databases Used for Article Search

Database URL

IEEE Xplore https://ieeexplore.ieee.org
Web of Science https://www.webofscience.com
Association for Computing Machinery https://dl.acm.org
ScienceDirect https://www.sciencedirect.com

3.1.2 Definition of Search Terms

To investigate the impact of network topologies in FL systems and their implications for
privacy, and specifically to gather literature to answer RQ1 and RQ2, a systematic search
query was constructed. The search terms were derived to cover three distinct dimensions,
the FL paradigm, the network topology, and privacy attacks.

13
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To ensure a comprehensive retrieval of different network topologies, specific topologies such
as “mesh”, "ring”, “tree”, and “star” were explicitly included alongside general terms like “net-
work topology” and “network structure”. This approach was taken to ensure that studies
focusing on individual configurations, rather than only the generic concept of network topol-

ogy, were adequately captured.

Furthermore, to filter for results relevant to the security-centric research question, the query
mandated the inclusion of terms related to privacy preservation and adversarial threats (e.g.,
“inference”, "leakage”, and “attack”). This constraint was applied to exclude research focused
solely on the convergence speed or communication efficiency of topologies, thereby narrowing
the results to those specifically discussing the intersection of network topology and securi-
ty/privacy. Finally, the search was executed across all available metadata fields (including
titles, abstracts, and keywords), requiring that the specified keywords appear in at least one
of these metadata fields. The resulting query string is presented below:

(‘“decentralized federated learning” OR ‘topology* federated learning” OR
(“topology” AND “federated learning”))

AND

(“topology” OR “network structure” OR “mesh” OR “ring” OR “tree” OR “star”)
AND (“privacy” OR “attack” OR “inference attack” OR ‘leakage”)

3.1.3 Study Selection

In order to filter and select the most relevant articles for this literature review, specific
inclusion and exclusion criteria which are detailed in Tables 3.2 and 3.3 respectively. Articles
which met at least one of the inclusion criteria were considered, while those that met any
of the exclusion criteria were disregarded.

Table 3.2: Inclusion Criteria for Article Selection

ID Inclusion Criteria

IC1 Papers published between 2019 and 2026.

IC2 Papers that explicitly analyze or compare specific network topologies (e.g.,
mesh vs. ring).

IC3  Papers that address privacy implications, attacks, or defenses related to
the network structure.

IC4 Papers providing quantitative measurements of privacy or data leakage.

Table 3.3: Exclusion Criteria for Article Selection

ID Exclusion Criteria

EC1 Studies focused solely on convergence speed or communication efficiency
without a privacy analysis.

EC2 Studies focused exclusively on centralized topologies (standard FL) with-
out decentralized comparison.

EC3 Papers where “topology” refers to the neural network architecture (Model
Topology) rather than the communication graph.

EC4 Non-English papers, abstracts, or non-peer-reviewed pre-prints.

14



3.2. Results

3.2 Results

Figure 3.1 illustrates the article selection process following the PRISMA guidelines. The
methodology was split into two primary avenues to address the different research questions.

To address RQ1 and RQ2, database searches were conducted, resulting in an initial total
of 1116 articles. The screening phase began with the removal of duplicate records, leaving
702 unique articles. Subsequently, a screening of titles and abstracts led to the exclusion of
652 articles, resulting in 50 articles being assessed for full-text eligibility. After applying the
defined inclusion and exclusion criteria during the full-text review, 35 articles were excluded,
yielding a set of 15 articles from the database search. To address RQ3, an alternative iden-
tification method was employed using snowballing, which successfully identified 4 additional
relevant records. Combining the 15 records from the database searches and the 4 records
from the snowballing process, a final set of 19 articles was included in this review.

Identification of new studies via databases | | Identification of new studies via other methods

Association for
Science Direct Computing |IEEE Xplore Web of Science Records identified from
(n=31) Machinery (n =369) (n=132) Snowballing (n = 4)
(n=584)

| [ |
I

Records identified through
database searches:
(n=1116)

Identification

Records excluded in title and abstract
screening:
(n=652)

Records after duplicates
removed: (n = 702)

|

Records assessed for Application of EC1, EC2, EC3, EC4,
igibi IC1,1C2 and IC3:
(n=50) (n=35)

Eligibility | | Screening | |

Records included in Review:
(n=19)

| Include |

Figure 3.1: PRISMA Flow Diagram of the Literature Review Process

3.3 Network Topologies in Decentralized Federated Learning
and Their Structural Properties

Within the context of DFL, the network topology defines the structural arrangement of nodes

and the specific pathways used for communication, as explained in Chapter 2. The choice

of a network topology is a critical factor, as it heavily influences the privacy, robustness,
generalization capabilities, and overall performance of DFL systems [44]. Literature on the
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subject generally categorizes these architectures into five primary types: star, line, ring,
mesh, and tree.

It is important to note that while the systematic review process yielded a total of 15 pri-
mary studies, Table 3.4 focuses exclusively on the eight papers that address in detail these
topological structures.

Table 3.4: Network topologies identified in the selected literature

Paper Star Tree Line Ring Mesh
Yuan, Wang, Sun, et al. [8] v’ v v v’
Martinez Beltran, Pérez, Sanchez, et al. [44] v v’ v’
Jin, KannengieBer, Rank, et al. [10] v’ v’ v’
Khan, Khan, Rizwan, et al. [45] v’ v’ v v
Wu, Dong, Leung, et al. [5] v’ v’ v’
Majeed and Hwang [7] v’ v’

Chen, Wang, Long, et al. [46] v v v’

3.3.1 Star topology

The star network topology, the one used in CFL systems, is characterized by having a
central node that connects to all participants and each participant only communicates with
this central node. This topology is present and discussed by Wu, Dong, Leung, et al. [5],
Majeed and Hwang [7], Yuan, Wang, Sun, et al. [8], Jin, KannengieBer, Rank, et al. [10],
Martinez Beltran, Pérez, Sanchez, et al. [44], Khan, Khan, Rizwan, et al. [45], and Chen,
Wang, Long, et al. [46]. This topology, despite being a centralized architecture, can be
implemented in a decentralized manner by rotating the role of the central node among
all nodes in the network over different training rounds, as happens in the swarm learning
framework [47]. In DFL this topology is characterized by the fact that only one node acts
as an aggregator, while all other nodes train their models locally and send their updates to
this aggregator node. Figure 3.2 presents an illustration of the star topology.

These previous works describe this topology as the most simple and straightforward to im-
plement, since all nodes communicate exclusively with the central node, simplifying network
management. However, having a central node introduces a SPoF in the system. Fur-
thermore, this central node can become a significant communication bottleneck, creating
scalability challenges as the network expands [45].

3.3.2 Tree topology

The tree network topology is characterized by a hierarchical structure where nodes are
organized in distinct levels. This network topology is presented and discussed by Wu, Dong,
Leung, et al. [5], Jin, KannengieRer, Rank, et al. [10], Khan, Khan, Rizwan, et al. [45],
and Chen, Wang, Long, et al. [46]. In a DFL system, this network topology involves leaf
nodes which perform local training and send their model updates to an intermediate edge
node. This intermediate edge node aggregates the received updates from its leaf nodes
and then forwards those aggregated updates to its own parent node; this process continues
recursively until the root node is reached. The root performs the final aggregation and sends
the new global model back down the tree. As noted by Wu, Dong, Leung, et al. [5], if a
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Figure 3.2: Star topology

Figure 3.3: Tree topology

tree network topology is reduced to fewer than two hierarchical levels, it effectively becomes
a star topology. Figure 3.3 presents an illustration of the tree topology.

These previous works describe this topology as a way to enhance scalability by distributing
communication loads across multiple hierarchical layers, thereby reducing the burden on any
single node. However, just as with the star topology, these studies emphasize that the tree
network is susceptible to a SPoF, as the failure of the root node can disrupt the entire
system. Furthermore, they point out that if an intermediate node fails, an entire branch of
the network becomes isolated, preventing the downstream leaf nodes from participating in
the training process.

3.3.3 Line topology

The line network topology arranges nodes in a sequential manner, forming a linear chain.
This specific configuration was only discussed in detail by Yuan, Wang, Sun, et al. [8]
among all works found in the literature. In a DFL context, this topology is characterized
by a sequential communication pattern where each node performs local training and shares
its model updates exclusively with its immediate successor in the chain. This propagation
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00000

Figure 3.4: Line topology

continues node by node until the end of the line is reached. Figure 3.4 presents an illustration
of the line topology.

This previous work describes this topology as simple to implement and maintain due to its
linear structure. However, the authors point out that it suffers from significant drawbacks
in terms of robustness and performance. They note that this topology is still vulnerable
to a SPoF due to its sequential nature, since the failure of any single node will interrupt
the communication chain for the entire system. Additionally, the study highlights that the
sequential propagation of updates can lead to slow convergence rates, and updates from the
nodes at the beginning of the line may become diluted by the time they reach the nodes at
the end of the line.

3.3.4 Ring topology

The ring network topology addresses the connectivity limitations of the line network topology
by establishing a cyclical connection among nodes. This topology is present and discussed
by Majeed and Hwang [7], Yuan, Wang, Sun, et al. [8], Martinez Beltran, Pérez, Sanchez,
et al. [44], and Khan, Khan, Rizwan, et al. [45]. Similar to the line network topology, each
node performs local training and shares its model updates with its immediate successor.
However, in this configuration, the final node in the sequence connects back to the initial
node, forming a closed loop. This cyclical exchange allows updates to circulate repeatedly
until the system reaches convergence or completes a predefined number of full rotations.
An illustration of the ring topology is presented in Figure 3.5.

Despite solving the convergence issue from the line network topology, the ring topology still
suffers from the SPoF problem. If any single node fails, it breaks the communication cycle,
effectively isolating parts of the network [8].

3.3.5 Mesh topology

The final primary network topology identified in the literature is the mesh network topology.
This topology is distinguished by the absence of a rigid hierarchical or sequential structure,
instead, nodes interconnect with multiple peers to form a complex, web-like arrangement.
This topology is present and discussed by Wu, Dong, Leung, et al. [5], Yuan, Wang, Sun, et
al. [8], Jin, KannengieRer, Rank, et al. [10], Martinez Beltran, Pérez, Sanchez, et al. [44],
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Figure 3.5: Ring topology

Khan, Khan, Rizwan, et al. [45], and Chen, Wang, Long, et al. [46]. Implementations of
this topology spectrum from partially connected meshes, where nodes maintain links with a
specific subset of peers, to fully connected meshes, where every node is directly connected
to every other node in the network. lllustrations of both fully and partially connected mesh
topologies are presented in Figures 3.6a and 3.6b, respectively.

Previous works note that this topology improves fault tolerance, as there is no SPoF in the
system, the failure of an individual node rarely disrupts overall communication. However,
it also introduces new challenges, such as more complex implementation and maintenance,
especially as the network size increases. Furthermore, the communication overhead can
increase significantly, as nodes are required to manage multiple simultaneous connections [8].

Beyond the general classification of fully or partially connected meshes, the specific degree
distribution within the network topology fundamentally influences both system robustness
and privacy guarantees. Li, Yu, Ji, et al. [21] differentiate between mesh topologies follow-
ing a Poisson distribution and those following a Power Law distribution. Poisson network
topologies resemble random structures with a relatively uniform degree distribution, where
most nodes possess a connection count close to the average. Conversely, Power Law net-
works, which mirror many real-world social and internet architectures, are characterized by
a few highly connected "hub” nodes.

In Table 3.5 is presented a summary of key aspects of every network topology discussed.
This comparison highlights that no single architecture offers a perfect solution for DFL.
While hierarchical and sequential structures such as star, tree, and line, often provide sim-
pler implementation and lower initial overhead, they remain vulnerable to bottlenecks and
system wide disruptions caused by a SPoF. Conversely, distributed topologies like the ring
and mesh offer superior robustness and fault tolerance, which are essential for truly decen-
tralized environments, but they introduce significant implementation complexity and higher
communication costs. Consequently, the choice of topology represents a strategic trade-off
that must align with the specific constraints of the deployment environment and the scenario
of application, such as bandwidth availability, reliability requirements, and the desired level
of decentralization.
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(a) Mesh topology (fully (b) Mesh topology (par-
connected) tially connected)

Figure 3.6: Mesh Network Topologies

3.4 The Impact of Network Topology on System Privacy

Despite being designed as a privacy-preserving approach for ML, DFL systems remain sus-
ceptible to diverse privacy attacks due to the exchange of model updates among partici-
pants. Generally, these attacks aim to infer sensitive information regarding the local training
datasets of honest nodes by analyzing shared model parameters or gradients [46]. These
types of attacks can be influenced by the network topology adopted in the DFL system.

Li, Yu, Ji, et al. [21] studied the relationship between network topology and privacy leakage
in DFL, under the assumption that the system can compute the average of gradients without
the presence of any privacy-preserving mechanism, such as Differential Privacy (DP). The
authors modeled a scenario featuring an “honest-but-curious” adversary who colludes with
other nodes to intercept shared updates. The study's core contribution is that privacy loss
in DFL is dependent on the "honest component” of the network topology, this being the
subset of nodes that participate honestly in the training phase. The authors mathematically
demonstrated that an adversary inevitably learns the partial sum of gradients within the
honest component. By quantifying the size of this component as the number of nodes in
the connected honest subgraph, they concluded that a larger honest component leads to
lower privacy loss, as individual contributions are more effectively masked. To validate their
theoretical findings, the authors compared two mesh topologies, one following a Poisson
distribution and another following a Power Law distribution. Experiments were conducted
using MIA and GIA on the CIFAR-10 dataset [48]. Their experimental results align with their
theoretical analysis, as the honest component decreases, the effectiveness of both attacks
increases. They also concluded that network topologies following a Poisson distribution
provide better privacy guarantees.

Pasquini, Raynal, and Troncoso [16] present a critical re-evaluation of the privacy claims
surrounding DFL, arguing that decentralization inherently expands the attack surface rather
than reducing it. They refute the belief that DFL offers better privacy than CFL, show-
ing that a decentralized adversary can achieve capabilities equivalent to a malicious central
server. The authors identify two conflicting leakage sources, “local generalization” and “sys-
tem knowledge”. In sparse topologies (where nodes have few number of neighbors), updates
propagate slowly, causing nodes to overfit to their local data (local generalization) in early
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Learning

Table 3.5: Synthesis of Network Topologies in Decentralized Federated

Topology Structure &

Communication

Key Advantages

Key Limitations

Star Central Node connects  Simple to implement. Central node is a
to all nodes. Straightforward SPoF. Communication
Participants network management. bottleneck. Scalability
communicate challenges.
exclusively with the
central node.

Tree Hierarchical levels Enhances scalability. Root node is a SPoF.
(leaves — Distributes Intermediate node
intermediates — root). communication load failure causes branch
Aggregation is across layers. isolation.
performed recursively.

Line Sequential linear chain.  Simple implementation ~ SPoF (any node failure
Nodes share updates due to linear structure.  breaks the chain). Slow
only with their convergence. Dilution
immediate successor. of updates.

Ring Cyclical connection Solves the SPoF (node failure
(last node connects to  convergence/dilution breaks the
first). Updates issues of the Line communication
circulate repeatedly. topology. cycle/isolates parts).

Mesh Non-hierarchical, High fault tolerance. Complex
web-like structure. No SPoF. High implementation and
Nodes connect to robustness. maintenance.

multiple peers (partially Significant
or fully). communication
overhead.

stages of training, which significantly increases vulnerability to MIA. Conversely, in dense
topologies, adversaries gain “system knowledge” by observing multiple distinct neighbor up-
dates. This increased visibility allows the adversary to approximate the baseline model of the
system, by computing the difference between this baseline and the received updates, they
can isolate and calculate the individual update from victim model. Furthermore, the study
extends beyond the passive “honest-but-curious” model to analyze active adversaries. They
introduce novel attacks such as the “echo attack”, where an adversary reflects a victim's
parameters to force overfitting, and the “state-override attack”, which allows an attacker
to gain full control over a victim’'s local model aggregation. They conclude that a funda-
mental trade-off exists: increasing network density to mitigate local generalization inevitably
increases the adversary's system knowledge. Consequently, they argue that no network
topology can provide better privacy than CFL without incurring communication costs that
negate the efficiency benefits of decentralization.

In contrast to these findings, Ji, Heusdens, Maag, et al. [23] challenge the notion that de-
centralization does not bring privacy benefits. Instead, they argue that the privacy of DFL is
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rigorously upper and lower bounded by the capabilities of CFL. Adopting the same “honest-
but-curious” threat model, and considering a malicious central server in the case of CFL. Four
distinct configurations were tested: CFL and DFL, both with and without Secure Aggre-
gation (SA) (CFLy/sa CFLy osa, DFLy sa, DFLy, 054). Through theoretical analysis,
they concluded that DFL,,/,s4 consistently leaks less information than CFL,, /,s54. Fur-
thermore, they found that when SA is applied, CFL,, /s provides the strongest theoretical
privacy guarantees, whereas DF L, s offers a robust middle ground. These results were
validated experimentally on the CIFAR-10, CIFAR-100 [48], and MNIST [49] datasets. By
quantifying the quality of reconstructed images using Structural Similarity Index Measure
(SSIM), they confirmed that image reconstruction is most successful in CFL,, /554, While
DFLy  0sa and DFL,, 54 maintained better privacy preservation. Finally, they highlighted
the role of network topology density in DFL. They also studied the effect of graph den-
sity concluding that increasing the topology density leads to higher privacy leaks as each
node exposes its gradients to more neighbors, the extreme case is a fully connected mesh,
which approaches the leakage levels of CFL,, ,54. However, if SA is applied, this trend
is reversed, SA inputs from additional neighbors effectively mask individual contributions,
thereby enhancing privacy.

Shifting the focus to optimization-based DFL protocols, approaches that formulate the col-
laborative learning task as a constrained optimization problem Yu, Li, Lopuhaa-Zwakenberg,
et al. [20] offer a counter-narrative to the vulnerabilities exposed by Pasquini, Raynal, and
Troncoso [16]. The authors investigate distributed solvers, such as Alternating Direction
Method of Multipliers (ADMM) and Primal-Dual Method of Multipliers (PDMM). In these
methods, an auxiliary variable is initially exchanged between neighbors through a secure chan-
nel. During training, each node uses this variable to update its local model. Subsequently,
the variable is updated, and the nodes only exchange the difference between the old and
new values across the network. This mechanism makes it unnecessary to directly exchange
the model weights or raw gradients. Conducting a rigorous information-theoretic analysis,
they demonstrate that the privacy loss in these DFL schemes is theoretically upper bounded
by the loss in CFL. The authors argue that unlike standard approaches where direct local
gradients are exposed, these optimization-based protocols only reveal gradient differences
and aggregated sums. This effectively breaks the direct mapping between model updates
and training data, obscuring the label information necessary for high-fidelity reconstruction
and rendering analytical label reconstruction infeasible. This theoretical stance is supported
by empirical validations using logistic regression and Deep Neural Networks (DNNs). While
the authors observed no privacy advantage for simple logistic regression models, their ex-
periments on DNNs showed that GIA and MIA were significantly less effective against DFL
than CFL. In particular, SSIM measurements indicated a notable degradation in reconstruc-
tion quality within the decentralized setting. Finally, they highlight a topological advantage
similar to SA; as the number of honest neighbors increases, the aggregation of updates
acts effectively as an increased batch size. This dilutes the specific information available to
adversaries, further widening the privacy gap between DFL and CFL.

Continuing the analysis of gradient-based attacks, Lu, Xiong, Li, et al. [22] investigated the
resilience of DFL against reconstruction techniques like GIA, proposing a framework named
DEFEAT. They argue that the structural absence of a central server in DFL creates a
fundamental barrier to gradient inversion compared to centralized approaches. By analyzing
the attack surface where malicious nodes attempt to recover data from their neighbors, the
authors emphasize that privacy is heavily modulated by network topology. Notably, their
findings regarding graph density contrast with the baseline results of Ji, Heusdens, Maag, et
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al. [23]. While the latter found that density increases leakage in the absence of SA, Lu, Xiong,
Li, et al. [22] observe that increasing graph density actually enhances privacy protection.
They attribute this to the aggregation process itself, as a node aggregates parameters from
a larger number of neighbors, individual contributions are obfuscated within the sum. This
effectively creates a “hiding in the crowd” effect, a benefit that Ji, Heusdens, Maag, et al. [23]
only observed when SA was explicitly enabled. Furthermore, the authors identify a critical
trade off between convergence and privacy. They demonstrate that schemas prioritizing
rapid global consensus (via multi-hop communication) degrade privacy by allowing attacker
models to closely approximate victim models, whereas single-hop communication schemas
maintain significantly higher resistance to data reconstruction.

In conclusion, the relationship between network topology and privacy in DFL remains a
subject of active debate, as summarized in Table 3.6. While some studies argue that decen-
tralized structures inherently expand the attack surface specifically by allowing adversaries to
exploit high connectivity for “system knowledge”, others demonstrate that dense topologies
can actually mitigate leakage through a “hiding in the crowd” effect, when applying mech-
anisms like SA, ADMM or PDMM. Consequently, there is no single “optimal” topology for
privacy, rather, the security of the system depends on a complex interplay between graph
density, the presence of honest neighbors, and the specific aggregation protocol used.

3.5 The Evolution of Privacy Risk During Training

Analyzing how privacy threats like MIAs and GlAs evolve across training rounds is essential, as
vulnerability in distributed systems changes dynamically with the model’s state. MIA success
is tightly coupled with generalization [16], [39], these attacks present higher accuracies on
overfitted ML models. Conversely, reconstruction threats like GIAs depend on the magnitude
of shared updates [38], which carry less invertible information as the model approaches
convergence and updates shrink. Consequently, tracking these distinct risks over successive
rounds is critical to identifying periods of peak vulnerability in FL systems.

Yin, Li, Bai, et al. [11] explicitly acknowledge that the accuracy of a MIA in FL, following a
star topology, is highly dependent on the training round. Their research demonstrates that
attack accuracy peaks at a specific intermediate “key round”. The authors identify this key
round as the exact stage of model overfitting, typically occurring in the middle to late stages
of training, where the difference in prediction confidence between member and non-member
data samples becomes most pronounced. At this level of overfitting, the model’s accuracy
on training data continues to rise while its performance on unseen data staggers. Because
of this difference, evaluating the model at this intermediate stage allows an adversary to
separate members from non-members far more effectively than if they only analyzed the
final model.

The work of Pasquini, Raynal, and Troncoso [16] aligns with this previous idea. Evaluating
their work on DFL systems following mesh topologies, they demonstrated that as local
models are overfitted to their training datasets, MIA becomes more effective, even though
they did not evaluate the attacks directly across sequential training rounds. This behavior
dictates the accuracy of the attack. In the early-to-middle phases of training, when models
across the system have not yet finished training, MIAs executed directly on the received
updates are successful because the parameters are biased toward the local training sets.

While decentralized systems exhibit early-stage vulnerabilities due to local parameter biases,
the risk of continuous training is equally evident in standard FL. By tracking the evolution
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Table 3.6: Summary of Literature on Network Topology and Privacy in De-

centralized Federated Learning

Paper Focus Impact of Topology / Key Conclusion
Density
Li, Yu, Ji, et Topology- Privacy improves with Privacy loss is mathemat-
al. [21] dependent larger ~ “honest  compo- ically tied to the size of
bounds (No nents". Uniform degree the honest subgraph, larger
DP) distributions offer better honest groups mask individ-
protection than skewed ual contributions better.
ones.
Pasquini, Critical Re- Sparse topologies lead to Decentralization expands
Raynal, and evaluation local overfitting. Dense the attack surface. No
Troncoso & Active topologies increase adver- topology  offers  better
[16] Attacks sary “system knowledge”. privacy than CFL without
prohibitive costs.
Ji, Heusdens, Info. The-  Without SA, higher den- DFL, /o5 leaks less than
Maag, et al. oretic Analy- sity increases leakage. With  CFL, /o54. SA provides
[23] sis (DFL vs SA, higher density improves a strong middle ground for
CFL) privacy via neighbor mask- privacy in DFL.
ing.
Yu, Li, Optimization- More honest neighbors Optimization protocols (re-
Lopuhaa- based (AD- effectively increase batch vealing sums/diffs rather
Zwakenberg, MM/PDMM) size, diluting information than gradients) break direct
et al. [20] available to adversaries. data mapping, making DFL
safer than CFL for DNNs.
Lu, Xiong, Li, DEFEAT Higher density enhances Structural absence of a
et al. [22] Framework privacy (“hiding in the server hinders inversion.
(Gradient crowd”) via aggregation. A trade-off exists be-
Inversion) Multi-hop schemas degrade tween convergence speed
privacy. (multi-hop) and privacy
(single-hop).

of model updates across successive rounds, Gu, Bai, and Xu [50] and Zhu, Li, Gu, et al.
[51] demonstrated that the effectiveness of MIAs grows rapidly during the early phases of
training as the model starts to memorize training data. As the global model continues to
train and reaches a high degree of overfitting, the attack accuracy eventually stabilizes at
its peak in the later stages. However, despite providing valuable insights into how continu-
ous observation over time enhances MIAs, these studies predominantly limit their scope to
centralized star topologies.

Huang, Chen, and Roos [52] investigated GlAs in FL systems under a standard star topology.
They found that these attacks are more accurate during the early rounds of training. In
these initial phases, the gradients shared by a client are representative of their raw local data
because the model parameters have not yet been heavily affected by the global model updates
of other users. As the training progresses, local updates become increasingly entangled with
the network’s global state, which diminishes the reconstruction capabilities of the attacks in

later rounds.
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In conclusion, the relationship between the training process and privacy vulnerability remains
highly dynamic, as summarized in Table 3.7. While some studies demonstrate that MIAs
reach their peak effectiveness during intermediate key rounds or the later stages of training
due to accumulated model overfitting, others show that privacy risks can maximize much
earlier. For instance, in decentralized partial mesh topologies, early-to-middle rounds expose
clients to severe leakage due to local parameter biases. Furthermore, across all topologies,
reconstruction threats like GIAs, which remain under-explored in comparison to MIAs, are
consistently most dangerous at the very beginning of training before gradients are diluted
by model aggregations. Consequently, there is no single safe phase during training, the
security of the system depends on a complex interplay between the current training round,
the underlying network topology and the specific attack being executed.

Table 3.7: Summary of Literature on the Temporal Evolution of Privacy Risks
During Training

Paper Stage of Highest Attack Accuracy Topology
Studied

Yin, Li, Bai, et al. MIA accuracy peaks at a specific intermediate “key  Star
[11] round” that marks the exact onset of model overfit-
ting, where the confidence gap between members
and non-members is the most pronounced.
Pasquini, Raynal, MIAs are most effective during the early-to-middle Partial Mesh
and Troncoso [16] phases of training, before the network has con-
verged, because the model parameters are still
heavily biased toward the local training sets.
Gu, Bai, and Xu The effectiveness of MIAs grows rapidly during the Star
[50] initial rounds, but the accuracy ultimately peaks
and stabilizes in the later stages of training once
the global model reaches a high degree of overfit-

ting.
Zhu, Li, Gu, et al. Corroborates that MIA effectiveness grows early on  Star
[51] and peaks in the later stages of training, utilizing

the temporal tracking of client updates across mul-
tiple sequential communication rounds.
Huang, Chen, and GIAs achieve higher accuracy during the early Star
Roos [52] rounds of training, as the shared gradients are
highly representative of the raw local data and have
not yet become heavily entangled with the global
state of the network.

3.6 Summary

This chapter presented a comprehensive Systematic Literature Review (SLR) following the
PRISMA guidelines, analyzing 15 selected articles to understand the intersection of network
topology and privacy in DFL. The review was structured around three key dimensions, the
typology of network topology, their inherent privacy implications, and the adaptation of
privacy-preserving mechanisms.
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Regarding the first research question, the literature classifies DFL topologies into five pri-
mary categories: star, tree, line, ring, and mesh. The analysis reveals a fundamental trade
off between structural robustness and management complexity. While centralized topologies
(star, tree) offer simplicity, they are plagued by SPoF and bottlenecks. Conversely, decen-
tralized topologies (mesh) provide high fault tolerance but incur significant communication
overheads. Linear and ring topologies serve as intermediate solutions but often suffer from
latency and slower convergence rates.

In addressing the second research question, the review highlights that there is no consensus
in the literature regarding whether centralized or decentralized topologies offer superior
privacy. The findings present a polarized landscape, while some theoretical analyses argue
that DFL inherently expands the attack surface, suggesting that its privacy is strictly upper-
bounded by CFL capabilities, other studies demonstrate that specific DFL configurations
can outperform centralized approaches by obscuring the direct mapping between gradients
and raw data. Consequently, the literature indicates that neither topology is universally
advantageous, instead, privacy guarantees are highly contextual, depending on the interplay
between topology density, the presence of secure aggregation mechanisms, and the size of
the “honest component” within the network.

Finally, concerning the third research question, the review demonstrates that the temporal
progression of the training process affects system’s vulnerability to privacy attacks. The
literature reveals that there is no universally “safe” phase during training. For MIAs, which
exploit data memorization, the risk is intrinsically tied to overfitting. In centralized star
topologies, MIA accuracy typically peaks at intermediate training rounds or stabilizes at high
levels during the later stages of training. However, in decentralized mesh topologies, MIAs
are highly effective much earlier, during the early-to-middle rounds, because model parame-
ters remain heavily biased toward local training sets before the network reaches consensus.
Conversely, reconstruction threats like GIAs, which remain under-explored in the literature
compared to MIAs, pose the greatest risk at the very beginning of the training process across
all topologies. During these initial phases, shared updates are highly representative of raw
local data and have not yet been entangled or diluted by global aggregations. Ultimately,
the efficacy of privacy attacks evolves dynamically as the model trains, dictating that robust
defense mechanisms must be both topologically and temporally aware to secure FL systems
across their entire training.

Despite the valuable insights provided by these studies, this literature review reveals a critical
gap in the current research landscape, there is no thorough, empirical evaluation of these
privacy attacks across different network topologies. While theoretical frameworks identify
various structures, such as ring, line, tree, and mesh, and debate their implementation com-
plexity and characteristics, a dedicated privacy evaluation of these configurations is missing,
with existing concrete attack implementations still defaulting to the standard centralized
star topology. Furthermore, the few studies that do explore decentralized architectures of-
ten limit their scope to comparing a star topology against mesh topologies, largely ignoring
other topologies found within the literature. Consequently, the complex, real-world interplay
between the specific network structure, the temporal stage of the training process, and the
practical execution of both MIAs and GlAs remains deeply under-explored. This fundamen-
tal gap underscores the need for comprehensive, cross-topology vulnerability assessments to
accurately measure, understand, and mitigate privacy risks in practical DFL deployments.
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Chapter 4

Assessing Privacy Risks Across
Network Topologies

This chapter presents the experimental methodology designed to evaluate privacy risks across
diverse network topologies. It first defines the problem statement and the proposed solu-
tion, establishing the scope of the empirical evaluation. Subsequently, it details the experi-
mental setup, the selected topologies, datasets, and data distributions, before defining the
threat models and evaluation metrics utilized to systematically quantify system vulnerabilities
against both MIAs and GlAs.

4.1 Problem Statement

While FL inherently minimizes data exposure by keeping training data localized, the exchange
of intermediate model updates introduces significant vulnerabilities to privacy threats, specif-
ically MIAs and GIAs. To mitigate the bottlenecks and single points of failure inherent in
standard CFL, the research community has increasingly shifted towards DFL, introducing a
variety of network topologies such as rings, lines, trees, and meshes. These structures of-
fer distinct trade-offs regarding communication overhead, fault tolerance, and convergence
speed. However, as established in the previous chapter, the privacy implications of deploying
these alternative network structures remain highly debated and empirically under-explored.

The fundamental problem is that current privacy evaluations in federated environments pre-
dominantly default to the star topology. The literature often evaluates the meshes topology,
ignoring other topologies such as the line, ring and tree topology. Consequently, there is no
consensus on whether decentralization inherently expands the attack surface or mitigates
leakage through the aggregation of multiple honest neighbors.

Furthermore, this topological ambiguity is compounded by the temporal dynamics of the
training process. Privacy leakage in FL is not a static metric, it fluctuates continuously as
the global model converges. Existing studies indicate that GlAs pose the highest risk in the
initial training rounds before gradients become entangled with the global state. Conversely,
MIAs peak at different stages depending on the topology, exploiting local model biases
during early to middle rounds in decentralized meshes, while relying on model overfitting
during intermediate or late rounds in centralized stars.

Despite these isolated insights, there is currently no unified, empirical study that system-
atically evaluates how these variables intersect. The lack of comprehensive, cross topology
vulnerability assessments leaves a critical blind spot in the deployment of DFL systems.
Therefore, this dissertation aims to solve this problem by designing and executing a robust
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empirical evaluation to quantify the efficacy of both MIAs and GlAs across different network
topologies. By evaluating these threats at various stages of training, this dissertation seeks
to uncover the precise interplay between network structure, temporal progression, and pri-
vacy leakage, ultimately guiding the design of more secure and resilient federated learning
systems.

4.2 Proposed Solution

To address the limitations and ambiguities identified in the current literature, this disser-
tation proposes a comprehensive and systematic empirical study to evaluate the impact of
network topology on privacy in FL. Unlike existing studies that predominantly focus on the
standard star topology, our solution provides a comparison across a diverse network topolo-
gies. Specifically, we will evaluate six distinct network topologies: star, tree, line, ring, full
mesh, and partial mesh.

To execute this evaluation, we implemented six different FL systems, each following a distinct
network topology, under controlled and identical environmental conditions. This approach
ensures that the structural configuration is the sole independent variable, allowing for an
accurate isolation of its effects on privacy leakage.

Within each FL system, the training process will be conducted using two standard machine
learning benchmarking datasets, MNIST [49] and CIFAR-10 [48]. These datasets provide
a baseline to evaluate attacks on both simple and more complex data distributions. Fur-
thermore, to accurately reflect the real-world heterogeneity of decentralized environments,
the experiments will be executed under both Independent and Identically Distributed (1ID)
and Non-Independent and Identically Distributed (Non-11D) data distributions. Incorporat-
ing both distribution types is critical, as data heterogeneity directly influences convergence
speed, the degree of local overfitting, and the distinctiveness of shared gradientsall of which
are primary drivers for the success of both MIAs and GlAs. By systematically deploying these
attacks across the six topologies, multiple datasets, and varying data distributions through-
out different stages of the training lifecycle, this proposed solution will provide a definitive,
empirical understanding of how network structures govern privacy risks in FL.

4.2.1 Federated Learning and ML model

To assess the data leakage associated with various network topologies in FL systems, as pre-
viously mentioned, six FL systems following distinct network topologies were implemented.
In these implementations, the line and ring topologies are strictly unidirectional, model up-
dates propagate sequentially from node 0 to node 1, then to node 2, and so on. Every
configuration was tested using different datasets under both IID and Non-1ID data distribu-
tions. Specifically, in an IID scenario, the data is uniformly shuffled and distributed, ensuring
that each client’s local dataset contains a balanced, representative sample of all classes from
the global distribution. Conversely, the Non-IID scenario reflects a more realistic, heteroge-
neous environment where clients hold highly unbalanced subsets of data. By altering only
the network topology across these systems while keeping other variables constant, we can
effectively isolate and evaluate its specific influence on data privacy.

To ensure a fair comparison, the training protocol is kept strictly uniform across all imple-
mented systems. The base number of training nodes is set to six for every configuration.
However, the star and tree topologies require additional nodes. Specifically, the star topology
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incorporates a seventh node that functions as a central server dedicated entirely to model
aggregation. The tree topology requires three extra nodes, two edge servers designated for
intermediate aggregations, and one central server that exclusively aggregates the models
received from these edge servers. Every node holds a specific local partition of the global
dataset, which is utilized to execute local training on its corresponding model.

To examine the impact of irregular connectivity, the partial mesh topology was designed
using a non-uniform configuration. In this setup, node 0 connects to nodes 1, 3, and 5,
while node 1 links with nodes 0, 3, and 4. Node 2 communicates with nodes 3 and 4,
whereas node 3 connects to nodes 0, 1, and 2. Additionally, node 4 maintains connections
with nodes 1 and 2, and finally, node 5 connects solely to node 0. Resulting in node degrees
ranging from one to three, this configuration provides a rigorous foundation for evaluating
how localized structural bottlenecks influence both model weight synchronization and the
resulting privacy leakage. This partially connected structure is depicted in Figure 4.1.

Figure 4.1: Partially connected mesh topology used in simulation

The ML model employed in our experiments is based on the architecture adopted by Shokri et
al. [40]. It consists of a Convolutional Neural Network (CNN) comprising two convolutional
blocks (each featuring a 3 x 3 kernel, a Tanh activation function, and 2 x 2 max pooling),
followed by a fully connected layer with 128 units, and a final classification layer producing
a logits vector.

To assess the vulnerability of these setups to MIA, we apply two different aggregation
algorithms suited to the specific architecture of each topology. The FL systems using the star
and tree topologies, which rely on a centralized aggregation, use the FedAVG aggregation
method. In contrast, the decentralized topologies, specifically the line, ring, full mesh, and
partial mesh topologies, utilize D-PSGD. For this assessment, model training is conducted
with the Adam optimizer, utilizing a learning rate of 1 x 1073, a batch size of 64, and
the cross-entropy loss function. Regarding the overall training duration, systems employing
FedAVG are evaluated over 36 training rounds, with clients configured to execute 5 local
epochs prior to each aggregation step, whereas systems utilizing D-PSGD are trained for
3500 rounds.

On the other hand, evaluating GIA necessitates specific modifications to the experimen-
tal configuration. Within the literature, the majority of GIA implementations depend on
satisfying particular conditions to function effectively [9], [17]-[19], [38]. These prerequi-
sites include reducing the batch size, restricting models to train on individual batches while
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sharing gradients, possessing knowledge of the true labels for the target data samples, and
most notably, adopting a simpler optimizer such as Stochastic Gradient Descent (SGD).
Consequently, a primary adjustment is switching from the Adam optimizer to SGD, config-
ured with a learning rate of 1 x 1072, a weight decay of 5 x 10™%, and a momentum of
0.9. Another significant modification is lowering the batch size from 64 to 8, which helps
mitigate the impact of duplicated labels [19] within the chosen datasets, both containing
10 classes. When multiple samples in a batch share the same label, their features become
entangled, preventing standard gradient inversion methods from distinguishing between the
individual samples, typically resulting in the reconstruction of blended, meaningless features
rather than distinct images. Since a batch size of 64 across only 10 classes guarantees se-
vere label collisions, reducing the batch size to 8 minimizes this probability and preserves the
unique feature representations required for successful reconstruction. Ultimately, the final
adjustment alters the core mechanics of the FedAVG aggregation method, training nodes
are now restricted to training on a single batch prior to the aggregation phase, effectively
replicating the experimental design of Pasquini, Raynal, and Troncoso [16]. Finally, to ensure
a consistent and comprehensive evaluation, the total training duration for all topologies in
this GIA setup is standardized to 27,000 rounds.

4.2.2 Datasets and Data Distribution

To train the ML models across the previously established FL systems and evaluate potential
privacy leakages, two standard datasets were utilized. The first is the MNIST [49] dataset,
which contains 70,000 images of handwritten digits ranging from 0 to 9. The second is the
CIFAR-10 [48] dataset, comprising 60,000 32 x 32 color images categorized into 10 distinct
classes.

Regarding data allocation, the global training dataset is partitioned into mutually exclusive
subsets among the six training nodes, ensuring that each node operates entirely on its own
private local data. In contrast, a common, fully balanced testing dataset is shared among
all nodes. This global test set is held out strictly for validation purposes and does not in-
fluence the training process, providing an unbiased benchmark to assess and compare the
generalization capabilities of the models as they train. To evaluate the impact of data het-
erogeneity, the local training datasets are allocated using two distinct distribution strategies.
The first approach utilizes an |ID setup, in which the data is evenly distributed across all
participants. Although this ideal distribution is uncommon in practical FL deployments, it
serves a precise experimental function: by removing data heterogeneity as a variable, this
baseline enables the isolation and quantification of privacy vulnerabilities stemming solely
from graph connectivity and topological structure.

Conversely, the second approach employs a Non-lID partitioning scheme to replicate the
realistic, heterogeneous environments typical of practical FL deployments. To simulate this
scenario where participants possess highly unbalanced data subsets, the label skew across
local clients was generated using a Dirichlet distribution [53] configured with a concentration
parameter of a = 0.5. This methodology naturally yields varying data volumes and skewed
class representations, creating a substantial discrepancy between local and global data dis-
tributions. By forcing the models to adapt to highly client-specific features, this challenging
learning environment inherently induces local overfitting. Consequently, it provides a rigorous
test to evaluate how data skewness aggravates privacy risks and impacts the performance
of MIAs and GlAs against unique, non-representative data samples.
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4.2.3 Threat Model

We consider an honest-but-curious adversary who faithfully executes the defined training
protocol while actively attempting to infer private information from other participants. Strict
data isolation is enforced across all systems, consequently, no node, including the adversary,
has direct access to, or prior knowledge of, the local datasets held by other nodes. Instead,
the adversary relies entirely on the model updates transmitted during the training rounds
to execute the attacks. Because the adversary's capabilities are inherently linked to their
position within the network, we evaluated these topologies through mutually exclusive test
runs. In each iteration, exactly one node was designated as the adversary, strictly targeting
the incoming updates from its direct topological neighbors.

Throughout the training phase, the designated adversary independently assesses the vul-
nerability of each adversary-victim pair by analyzing the intercepted model updates. The
formation of these pairs is strictly defined by the network’s topology. In decentralized se-
tups, the adversary targets its connected nodes. In hierarchical topologies, such as the
star and tree topologies, central, root or edge nodes act as the adversaries targeting their
neighbor nodes.

To comprehensively evaluate privacy leakage across these diverse architectures, we subjected
the intercepted updates to both MIA and GIA. The specific mechanics and implementation
details of these attacks are outlined in the following subsections.

4.2.4 Membership Inference Attacks

To evaluate the different systems against MIA we implemented three different variants of
the attack. The black-box attack introduced by Shokri et al. [40], the white-box approach
developed by He et al. [41], and the modified prediction entropy method proposed by Song
et al. [42]

Black-Box MIA

The black-box MIA follows the methodology outlined by Shokri et al. [40], which necessitates
the creation of class-specific attack models. To generate the necessary training data for
these classifiers, the adversary employs a shadow training strategy.

Specifically, the adversary leverages a disjoint, private dataset, D,q4,, to train 20 shadow
models. Although the original formulation utilized up to 100 shadow models, empirical test-
ing demonstrated that training 20 shadow models achieves comparable efficacy for both the
MNIST and CIFAR-10 datasets while significantly reducing computational overhead. For a

given shadow model k (where k € {1,...,20}), a unique shadow dataset DY, dow 1S as-
sembled. This dataset is evenly split into a training set Dé;‘;’jﬁv and a testing set Dﬁf,gg'f;w,

both randomly sampled from D,4, with no overlap. Each shadow model is then trained for
50 epochs relying solely on its respective Dgzz’;o’f,v Following this training phase, the full
DX, ..ow is Passed through the model to collect softmax prediction vectors for member sam-
ples (originating from DX#%K ) and non-member samples (from DSLX ). These resulting
prediction vectors, combined with their true class labels and binary membership status, are
joined into a comprehensive dataset. Because the attack architecture requires identifying
membership on a per-class basis, this global dataset is ultimately partitioned by class label.
Subsequently, the individual attack models are trained to map the input prediction vectors

to their corresponding binary membership status.
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Architecturally, each attack model consists of a Multi Layer Perceptron (MLP) featuring a
single 64-neuron hidden layer equipped with a RelLU activation function, concluding with a
two-logit linear output layer. The optimization is handled by the Adam optimizer, utilizing
a cross-entropy loss function and a learning rate of 1 x 1073.

White-Box MIA

For the white-box evaluation, we adapted the MIA proposed by He et al. [41], which assumes
the adversary can inspect the victim model’s internal parameters. While the original attack
assumes the adversary possesses a subset of the victim’s actual training data, we constrain
the adversary to a more rigorous threat model where only their private dataset is available.
To compensate for this limitation, the adversary once again relies on the previously described
shadow training technique, although the amount of shadow models is reduced to 10.

Different from the black-box method, this attack extracts both the model’'s internal pa-
rameter gradients and their softmax prediction vectors. Specifically, the adversary captures
gradients originating from the final convolutional layer and the ultimate fully connected layer.
Given the immense dimensionality of this gradient space, PCA is employed to compress these
values into their two primary principal components [41]. These 2D gradient summaries are
subsequently concatenated with the corresponding softmax prediction outputs.

Following the exact implementation described by He et al. [41], this white-box attack employs
a singular, global attack model to evaluate membership across all classes, contrasting with
the class-specific classifiers used in the black-box setting. The concatenated feature vectors
function as the direct inputs to predict the binary membership target. To accurately map the
intricate correlations between predictions and parameter updates, the attack model utilizes
a deeper, unified MLP architecture. It incorporates two hidden layers containing 64 and 32
neurons, respectively, both utilizing RelLU activations. The network terminates in a single
neuron with a sigmoid activation, outputting a continuous membership probability score.

Modified Prediction Entropy MIA

In contrast to model-based techniques, we also evaluated the metric-driven attack proposed
by Song et al. [42]. This technique eliminates the need for a trained attack model, relying
instead on a modified prediction entropy metric (Mept), formulated as follows:

Mentr(x,y) = —(1 — F(x),) log(F(x),) — Z(l — F(x);)log(1 — F(x);) (4.1)
i#y

Here, x is the target data sample, y represents its ground-truth label, and F(x) is the
prediction vector outputted by the victim model. Consequently, F(x), denotes the confi-
dence probability of the correct class y, whereas F(x); captures the probabilities distributed
among the incorrect classes. While traditional entropy quantifies overall prediction uncer-
tainty, Mentr factors in the true label, transforming it into a highly precise metric for detecting
memorization.

To conduct this attack, membership is determined using class-dependent thresholds. While
the authors utilized shadow training to approximate these thresholds [42], we opted to derive
the optimal thresholds directly from the victim model’s actual predictions. By doing so, we
bypass estimation errors and establish a theoretical upper bound on the adversarys attack
accuracy. Therefore, the outcomes of this modified prediction entropy attack represent a
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worst-case scenario for data privacy, rather than a strictly practical deployment of the attack.
Assessing this rigorous upper bound is critical for security evaluations, as it guarantees that
any identified privacy risks reflect the maximum potential information leakage of the system,
rather than the limitations of the attacker’'s methodology.

4.2.5 Gradient Inversion Attacks

To evaluate the system’s vulnerability to data reconstruction across different architectures,
we implemented the GIA proposed by Geiping et al. [9]. As detailed in Section 2.5.2,
successfully executing this attack requires the adversary to extract the victim’s individual
pseudo-gradients by computing the difference between a baseline model state and the vic-
tim’s submitted model weights. In our evaluation, the specific method for establishing this
baseline and extracting the difference depends heavily on the underlying network topology.

In hierarchical architectures, such as the star and tree topologies, this extraction process is
straightforward. The adversarial server simply calculates the difference between the global
model from the previous round and the victim's newly exchanged model. Specifically, the
adversary computes w/,,,.,—w; " in the star topology, or w/,,,—w; " in the tree topology,

to precisely isolate the local gradient contribution of node /.

For decentralized topologies, where model aggregation is performed by the D-PSGD ag-
gregation method, the extraction strategy adapts to the adversary’'s visibility within the
network. In a full mesh topology, every node is connected to all other participants. Conse-
quently, at the end of a training round t, the models are effectively synchronized across the
network. This convergence allows the adversary to treat its synchronized state as a baseline,

successfully isolating the victim’s individual contribution by calculating wi;, ., — witt,

In a partial mesh topology, the adversary lacks complete visibility over the entire network. To
adapt, the attacker applies a similar differencing approach but calculates the global model
approximation using only the subset of models received from its direct neighbors. The
victim's contribution is then extracted relative to this partial baseline.

Finally, the line and ring topologies enforce strict connectivity constraints. In these config-
urations, we assume the adversary cannot access or intercept model updates from nodes
beyond its explicitly defined immediate neighbors. Because establishing a global or robust
localized baseline is impossible, the adversary must rely on temporal changes. To approxi-
mate the pseudo-gradients, the attacker computes the difference between two consecutive
model updates transmitted by the same victim node /, expressed as Wf — W,-““l.
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Chapter 5

Membership Inference Attack
Results

This chapter presents the empirical results obtained from the experimental setup described
in Chapter 4 regarding MIA. The primary objective is to quantify how the choice of a network
topology affects the effectiveness of this attack in FL environments.

5.1 Star Topology

Figure 5.1 displays the average training and testing accuracies across all training nodes
during the 36 communication rounds of the FL system following the star topology. It is
evident that model performance is highly dependent on both datasets complexity and data
distribution. On the simpler MNIST dataset, models achieve rapid convergence, reaching
training and testing accuracies close to 1.0 with a negligible generalization gap under both
[ID and Non-1ID configurations. In contrast, the more intricate CIFAR10 dataset presents a
substantial generalization gap, pointing to severe overfitting. Although its training accuracy
consistently near 1.0, testing accuracy plateaus around 0.65 in the [ID environment and
decreases to roughly 0.50 in the Non-IID scenario. This emphasizes that for complex visual
tasks within a FL framework, data heterogeneity strongly impacts the model's capacity to
generalize.

Regarding the attack outcomes, Figure 5.2 depicts the mean attack accuracy averaged
across every adversary-victim pair for the three MIAs tested within the FL architecture.
These findings reveal a clear correlation between the generalization gap shown in Figure 5.1
and the model’s practical susceptibility to membership inference.

On the CIFAR10 dataset, attack accuracies increase rapidly over the first 10 communication
rounds, closely reflecting the model’s overfitting behavior. The modified prediction entropy
MIA stands out as the most effective threat, recording the highest overall accuracy and
reaching a peak of about 0.85 under the Non-IID configuration. Moreover, compared to
the IID setup, the Non-IID distribution typically worsens privacy leakage for both the black-
box MIA and the modified prediction entropy MIA. This suggests that highly imbalanced
local datasets compel the model to intensely memorize client-specific characteristics, thereby
rendering training samples more identifiable. As an interesting exception, the white-box MIA
performs significantly worse in the Non-1ID environment than in the 11D case for CIFAR1O0.

Conversely, the evaluated MIAs prove mostly ineffective on the MNIST dataset, where the
majority of attack accuracies remain close to random guessing (between 0.50 and 0.55). This
observation perfectly matches the previously noted absence of overfitting for this dataset. A
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significant exception, however, is the modified prediction entropy MIA in the Non-1ID setup,
which maintains a stable and relatively high accuracy of about 0.70 throughout all training
rounds. This suggests that even if a model exhibits good generalization, the severe data
heterogeneity of a Non-1ID split produces unique confidence score patterns that a specialized
modified prediction entropy MIA can effectively leverage for membership inference.

5.2 Tree Topology

Figure 5.3 illustrates the average training and testing accuracies for all training nodes
throughout the 36 communication rounds within the tree topology. Much like in the star
topology, the outcomes emphasize a performance difference based on dataset complexity.
On the less complex MNIST task, models achieve rapid convergence with an insignificant
generalization gap, reaching accuracies close to 1.0 under both [ID and Non-IID conditions.
Conversely, the more complicated CIFAR10 dataset demonstrates considerable overfitting,
while training accuracies close in on 1.0, testing accuracies level off at a much lower point.
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Figure 5.3: Training And Testing Accuracies on Tree Topology

Moreover, the effect of data heterogeneity is still very noticeable for CIFAR10, where test-
ing accuracy hits roughly 0.65 in the IID setting but is drastically hindered in the Non-11D
configuration, plateauing near 0.50. This shows that although the tree topology effectively
facilitates collaborative learning, it continues to face the same core generalization issues
when dealing with complex tasks and Non-lID data partitions.

Figure 5.4 displays the average attack accuracy, for each adversary-victim pair, when inter-
mediate edge nodes function as adversaries targeting specific leaf nodes. Under these circum-
stances, the privacy leakages heavily resemble those seen in the star topology (Fig. 5.2).
Since edge nodes obtain direct, non-aggregated model updates from their corresponding
clients, the security flaws continue to be severe. On the CIFAR10 dataset, attack accu-
racies escalate quickly as overfitting begins, and the modified prediction entropy MIA once
more emerges as the most potent threat, reaching a high of roughly 0.85 in the Non-1ID
configuration. Likewise, the MNIST dataset proves mostly resilient to the majority of at-
tacks, except for the modified prediction entropy MIA in the Non-lID environment, which
maintains an accuracy of about 0.70. This verifies that at the foundational tier of the hier-
archy, clients experience the same direct vulnerability to MIAs as they would in a standard
FL system.

On the other hand, Figure 5.5 depicts the threat environment when the central root server
conducts MIAs on the semi-aggregated updates submitted by edge nodes. At this level, the
architectural advantages of the tree topology are clear. For the CIFAR10 dataset, there
is a visible reduction in general attack accuracy, especially within Non-lID setups. Most
prominently, the highest accuracy for the modified prediction entropy MIA under Non-11D
conditions falls drastically from 0.85 (at the edge tier) to about 0.70 (at the root tier). This
decrease highlights that the intermediate aggregation executed by middle nodes functions as
an inherent privacy defense, successfully masking the granular, client-specific memorization
patterns before they arrive at the main server. Nevertheless, this defense is not foolproof;
under the IID configuration, the modified prediction entropy MIA progressively increases to
almost 0.80 across the 36 rounds. This indicates that if data features are evenly spread
among clients, semi-aggregated models can still gradually expose membership details.
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Figure 5.6: Training And Testing Accuracies on Line Topology

5.3 Line Topology

In Figure 5.6 is depicted the average training and testing accuracies of all nodes in the
line topology through several training rounds. Like in previous topologies, the accuracy of
the model depends heavily on the complexity of the dataset. On the CIFAR10 dataset, we
can appreciate that the model stabilizes at around 0.60 accuracy on both data distribution
types. On the MNIST dataset, once again accuracies peak at around 1.0 on the IID data
distribution, whereas the Non-lID data distribution stabilizes at a slightly lower peak of
approximately 0.85. Furthermore, on the MNIST dataset, the training and testing curves
remain closely aligned throughout the entire process, indicating good generalization without
significant overfitting.

Regarding the attack outcomes for the line topology, Figure 5.7 illustrates the average
attack accuracy for the three MIAs evaluated within the line topology. On the CIFAR10
dataset, attack accuracies exhibit a steady increase over the communication rounds, closely
mirroring the model’s overfitting trend. The modified prediction entropy MIA emerges as the
most significant threat, achieving the highest overall accuracy and peaking at approximately
0.75 under the Non-IID configuration. Furthermore, the Non-IID distribution consistently
aggravates privacy leakage compared to the |ID setup, particularly for the black-box and
modified prediction entropy MIAs. The white-box MIA proves to be the least effective on
this dataset, though it is worth noting that it performs marginally better in the Non-IID
environment than in the IID case, remaining below 0.60 accuracy for both.

Conversely, on the MNIST dataset, the evaluated MIAs are largely ineffective, with the
majority of attack accuracies hovering near random guessing (between 0.50 and 0.55). This
aligns seamlessly with the previously noted lack of overfitting and high generalization for this
simpler dataset. However, a prominent exception is the modified prediction entropy MIA
under the Non-IID setup, which maintains a stable and elevated accuracy of nearly 0.70
from the very first communication rounds. This reaffirms that even in the absence of severe
overfitting, the high data heterogeneity inherent to Non-IID partitions generates distinct
confidence score patterns that a specialized modified prediction entropy MIA can effectively
exploit to compromise privacy.
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Figure 5.8: Training And Testing Accuracies on Ring Topology

5.4 Ring Topology

Figure 5.8 presents the average training and testing accuracies for all nodes in the ring
topology across the communication rounds. On the CIFAR10 dataset, we can observe a
pronounced overfitting. While the training accuracy steadily climbs, nearly reaching 1.0 for
the IID setup and approaching 0.90 for the Non-IID setup, the testing accuracies plateau
early on. The IID test accuracy stalls around 0.65, and the Non-IID test accuracy fails to
surpass 0.55, creating a substantial generalization gap. Conversely, on the MNIST dataset,
the model exhibits excellent generalization; both the training and testing curves remain
tightly aligned and quickly converge to approximately 1.0 under both data distribution types,
indicating no significant overfitting.

Regarding the membership inference threat, Figure 5.9 illustrates the average attack ac-
curacies evaluated within this topology. On the CIFAR10 dataset, the continuous rise in
attack accuracies clearly mirrors the growing generalization gap observed during training.
The modified prediction entropy MIA operating in the Non-IID configuration stands out as
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Figure 5.9: Mean Attacks Accuracy in Ring Topology

the most severe threat, steadily climbing to peak at nearly 0.75. Other approaches, such
as the black-box and modified prediction entropy MIAs under the IID distribution, also show
a pronounced upward trajectory, reaching approximately 0.70. Interestingly, the white-box
MIA demonstrates a significant discrepancy, while it shows a moderate upward trend under
[ID conditions (reaching roughly 0.63), it remains mostly flat and ineffective in the Non-11D
scenario, hovering below 0.55.

On the MNIST dataset, the robust generalization of the model successfully mitigates most
MIAs, bringing their accuracies down to a random guessing baseline of approximately 0.50
after a brief spike in the earliest rounds. However, the prominent exception remains the
modified prediction entropy MIA in the Non-IID setting, which persistently sustains an ac-
curacy of roughly 0.70 from the beginning to the end of the training process. This further
corroborates that the extreme data heterogeneity of a Non-IID split causes the model to
produce distinct confidence score distributions that specialized attacks can reliably exploit,
entirely independent of the model’s overfitting status.

5.5 Full Mesh Topology

In Figure 5.10 we can observe the mean training and testing accuracies of nodes in the full
mesh topology. Regarding the CIFAR10 dataset, under IID conditions, the mean node’s
accuracy almost reaches 1.0 at the end of training. However, the testing accuracy for
this same setup stalls at approximately 0.70, indicating some level of overfitting. Similarly,
under the Non-IID configuration, the model struggles with a noticeable generalization gap,
the training accuracy approaches 0.70, while the testing accuracy rounds 0.55. On the
MNIST dataset, by contrast, the training and testing curves overlap almost perfectly, rapidly
converging to near 1.0 accuracy for both the IID and Non-IID setups. This demonstrates
excellent generalization and a complete absence of overfitting.

Turning to the membership inference vulnerabilities, Figure 5.11 displays the mean attack
accuracies within this topology. On the CIFAR10 dataset, the increasing attack accuracies
over the communication rounds heavily reflect the model’s overfitting trend. The modified
prediction entropy MIA under the Non-IID distribution poses the greatest threat, steadily
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Figure 5.11: Mean Attacks Accuracy in Full Mesh Topology

climbing to peak at approximately 0.75. In the IID setting, both the modified prediction
entropy and black-box MIAs exhibit a pronounced upward trajectory, reaching roughly 0.72
and 0.67, respectively. Notably, the white-box MIA diverges significantly in its effectiveness
depending on the data distribution, while it rises to around 0.60 under IID conditions, it
remains mostly flat and fails to surpass 0.50 in the Non-IID scenario.

Conversely, on the MNIST dataset, the strong generalization of the model renders most MIAs
ineffective. After a brief initial perturbation during the early rounds, the accuracies for the
black-box and white-box attacks quickly regress to the random guessing threshold of 0.50.
However, the modified prediction entropy MIA in the Non-IID configuration consistently
maintains a disproportionately high accuracy of over 0.70 throughout the entire training
process. This persistent vulnerability confirms that even when a model generalizes perfectly
without overfitting, the severe data heterogeneity intrinsic to Non-IID distributions produces
distinct confidence scores that a specialized modified prediction entropy attack can easily
exploit.
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Figure 5.12: Training And Testing Accuracies on Partial Mesh Topology

5.6 Partial Mesh Topology

Figure 5.12 depicts the average training and testing accuracies across all nodes within the
partial mesh topology. For the CIFAR10 dataset, a pronounced overfitting pattern is evident.
Under IID conditions, the training accuracy increases to approximately 0.95, while the testing
accuracy plateaus near 0.65. The generalization gap is similarly severe in the Non-1ID
setting, where the training accuracy reaches almost 0.90 but the testing accuracy struggles
to surpass 0.55. In stark contrast, on the MNIST dataset, the model demonstrates robust
generalization. Both the training and testing curves overlap closely and rapidly converge to
near 1.0 under both data distribution scenarios, indicating a complete lack of overfitting.

Regarding the privacy evaluation, Figure 5.13 illustrates the mean attack accuracies for the
partial mesh topology. On the CIFAR10 dataset, the increasing success of most attacks
directly correlates with the widening generalization gap observed during training. The modi-
fied prediction entropy MIA under the Non-1ID configuration represents the most significant
vulnerability, starting high and ultimately peaking at roughly 0.75. Under IID conditions,
both the modified prediction entropy and black-box MIAs also show a steady upward trend,
reaching approximately 0.75 and 0.70, respectively. Interestingly, the white-box MIA again
demonstrates a strong sensitivity to the data distribution; it manages to climb to about
0.60 in the IID setup, but remains relatively ineffective and flat, hovering below 0.55, in the
Non-11D environment.

Conversely, the excellent generalization on the MNIST dataset effectively neutralizes most
membership inference threats. For both the black-box and white-box MIAs, accuracies
quickly settle near the 0.50 random guessing baseline after some minor initial fluctuations.
Nevertheless, the modified prediction entropy MIA in the Non-IID configuration stands out
as a persistent exception, maintaining a remarkably stable accuracy of 0.70 across all training
rounds. This reinforces the conclusion that the extreme data heterogeneity inherent to a
Non-IID partition inherently produces distinctive confidence score profiles, allowing special-
ized modified prediction entropy attacks to succeed even when the model does not overfit.
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Figure 5.13: Mean Attacks Accuracy in Partial Mesh Topology

5.7 Summary from MIA

This section summarizes the maximum accuracy and training round for the black-box, white-
box, and modified prediction entropy MIAs across all evaluated topologies. By consolidating
these results, we highlight how the interplay between network topology and data distribution
affects privacy. This analysis provides a comparative view of MIA across the CIFAR10 and
MNIST datasets under both IID and Non-1ID setups.

5.7.1 Black-Box Attack Analysis

Table 5.1 details the maximum attack accuracy and the corresponding training round for
the black-box MIA. The results highlight a strong correlation between dataset complexity,
data heterogeneity, and privacy leakage. Attack accuracies are substantially higher on the
CIFAR10 dataset than on MNIST. Furthermore, the Non-IID distribution consistently ex-
acerbates vulnerability across almost all setups, with the highest overall leakage occurring
in the Star topology under Non-IID conditions, peaking at an accuracy of 0.817 in the star
topology on Non-IID data distribution.

In the star and tree topologies, which employ the FedAVG aggregation method, the attack
consistently achieves maximum accuracy during the early training stages. The sole exception
occurs when the root node attacks the edge nodes when using the CIFAR10 dataset, where
the peak accuracy is observed at the end of training for both data distributions. In contrast,
for the remaining network topologies trained on the CIFAR10 dataset, the attack accuracy
peaks during later training stages; for instance, in the full mesh topology, the peak occurs at
round 3494 under a Non-1ID data distribution. Notably, the attack in the line topology con-
tinues to peak at early training stages across both data distributions. Regarding the MNIST
dataset, the attack accuracy peaks at later training stages under an IID data distribution,
again with the line topology serving as the sole exception. Conversely, under the Non-IID
data distribution, the attack accuracy peaks during the early training rounds in all cases,
specifically before the 100th training cycle.

A broader comparison between the two datasets reveals that model memorization and sub-
sequent privacy leakage are highly dependent on task complexity. For the simpler MNIST
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dataset, IID configurations effectively neutralize the attack to near-random guessing, yield-
ing accuracies between 0.514 and 0.532. However, the severe data imbalances in the MNIST
Non-IID setup still allow the attack to reach an accuracy of approximately 0.70 across most
topologies. Conversely, the more complex CIFAR10 dataset exhibits high vulnerability even
under IID conditions, maintaining baseline accuracies above 0.70. Finally, the results from
the tree topology on both datasets clearly demonstrate the protective nature of hierarchi-
cal aggregation. The attack is notably weaker when the root targets intermediate edges
compared to when edge nodes target their leaf nodes, confirming that intermediate aggre-
gations successfully dilute client-specific memorization to provide a natural layer of privacy
protection.

Table 5.1: Maximum Attack Accuracy and Respective Round for Black-Box

MIA.
Dataset Setup Dist. Max Accuracy  Round
11D 0.735 6
Star Non-1ID 0.817 4
11D 0.743 4
Tree, Edge attacks Leafs Non-11D 0.809 4
Tree, Root attacks Edges I,\llD 1») 82(7)8 gg
CIFAR10 o :
e 11D 0.771 1268
Non-1ID 0.791 804
ain 1D 0.712 3029
g Non-1ID 0.781 3494
IID 0.713 2603
Full Mesh Non-11D 0.693 2603
_ 1D 0.719 3494
Partial Mesh Non-11D 0.788 3029
1D 0.532 2
Star Non-11D 0.677 0
11D 0.516 2
Tree, Edge attacks Leafs Non-IID 0.624 0
Tree, Root attacks Edges I|\||D 11D 8223 (1)
MNIST o :
e 1D 0.526 1549
in Non-11D 0.700 81
N IID 0.514 3494
ing Non-11D 0.697 40
1D 0.522 3494
Full Mesh Non-11D 0.726 40
‘ 11D 0.517 3029
Partial Mesh Non-IID 0.705 40

5.7.2 White-Box Attack Analysis

Table 5.2 presents the maximum attack accuracy and the respective training round for the
white-box MIA. In contrast to the black-box results, the white-box approach demonstrates
higher effectiveness under [ID conditions for the CIFAR10 dataset, suggesting that the
gradient and parameter information utilized by this attack becomes less reliable when local
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client datasets exhibit extreme heterogeneity. The highest recorded vulnerability for this
method occurs in the line topology under IID conditions, peaking at an accuracy of 0.816.

Regarding the temporal distribution of these peak accuracies, systems employing the FedAVG
aggregation method consistently register their highest attack accuracies during the early
stages of training. The sole exception is observed in the tree topology when the root targets
intermediate edges, where the peak accuracy is delayed to the final stages of the training
process. For the remaining decentralized topologies on the CIFAR10 dataset, the white-
box attack typically reaches its maximum accuracy during the late stages, with the notable
exception of the full mesh topology under a Non-lID data distribution, where the peak is
reached significantly earlier at round 224. On the MNIST dataset, the peak accuracy for
IID configurations is consistently delayed to the late training stages, whereas under the
Non-IID data distribution, the attack peaks during the early training rounds across nearly all
topologies.

A comparative analysis of the two datasets underscores the impact of task complexity on
privacy leakage. For the MNIST dataset, IID configurations largely mitigate the white-
box attack, maintaining accuracies between 0.510 and 0.537. However, the Non-1ID setup
introduces meaningful vulnerabilities, pushing accuracy as high as 0.729 in the full mesh
topology. The CIFAR10 dataset remains highly susceptible across both data distributions,
consistently yielding higher attack accuracies than MNIST. Finally, the results from the tree
topology reinforce the protective nature of hierarchical aggregation, the attack is notably less
successful when the root targets intermediate edges compared to when edge nodes target
their leaf nodes, confirming that intermediate aggregation effectively obscures internal model
states and protects client-specific parameters.

5.7.3 Modified Prediction Entropy Attack Analysis

Table 5.3 details the maximum attack accuracy and the training round for the modified
prediction entropy MIA. This method proves to be the most potent among all evaluated
attacks, consistently achieving exceptionally high accuracy across the majority of configu-
rations. However, it is crucial to reiterate that these results represent a theoretical upper
bound on privacy leakage. Because the attack was executed under optimal conditions for
the adversary, deriving thresholds directly from the victim model, these figures reflect a true
worst-case scenario for data privacy rather than a standard practical deployment. Under
this worst-case scenario, the CIFAR10 dataset exhibits extreme susceptibility to the attack,
reaching a peak accuracy of 0.911 in the line topology under a Non-IID data distribution.
Across all examined architectures, the Non-IID setup consistently results in higher attack ac-
curacy than the [ID counterpart, further confirming that severe data heterogeneity provides
a rich source of information for this inference strategy.

Regarding the training rounds where the attack peaked in accuracy, systems utilizing the
FedAVG aggregation method generally register peak effectiveness during the early to mid
stages of training, typically between rounds 11 and 36. In stark contrast, all decentralized
topologies trained on the CIFAR10 dataset exhibit a persistent and dominant trend, where
the attack reaches its absolute maximum accuracy exclusively at the final training round.
While the MNIST dataset displays more variabilitywith several Non-IID cases peaking almost
immediately at the start of trainingthe decentralized architectures maintain a tendency to
favor late-stage convergence for their maximum accuracy across |ID distributions.
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Table 5.2: Maximum Attack Accuracy and Respective Round for White-Box

MIA.
Dataset Setup Dist. Max Accuracy Round
1D 0.787 9
Star Non-11D 0.692 4
1D 0.801 11
Tree, Edge attacks Leafs Non-IID 0.742 11
Tree, Root attacks Edges I,\llD D 8;@2 ‘;6‘
CIFAR10 on- :
Line 1D 0.816 2215
Non-11D 0.724 1268
Rin 1D 0.723 3494
9 Non-IID 0.635 3494
1D 0.743 3494
Full Mesh Non-IID 0.632 224
_ 1D 0.696 3494
Partial Mesh Non-IID 0.675 1864
1D 0.517 2
Star Non-IID 0.635 11
1D 0.533 4
Tree, Edge attacks Leafs Non-11D 0.665 0
Tree, Root attacks Edges I,\I‘D D 8223 104
MNIST on- :
L 1D 0.533 3029
ine Non-11D 0.647 618
Ri 1D 0.514 3029
'ng Non-11D 0.667 142
1D 0.537 2215
Full Mesh Non-I1D 0.729 3
4 1D 0.523 3494
Partial Mesh Non-IID 0.633 81

Comparing the two datasets, it is evident that even simpler tasks like MNIST are not im-
mune to privacy leakage when subjected to this specialized entropy-based attack. While the
[ID MNIST configurations are relatively robust with accuracies peaking around 0.56 to 0.57,
the Non-IID setup triggers a dramatic increase in success, with most topologies reaching
approximately 0.77. Finally, the tree topology results demonstrate that hierarchical aggre-
gation remains a strong defensive measure. The attack accuracy is consistently higher when
edge nodes target their immediate leaf nodes compared to when the root node attempts to
infer membership from the intermediate edges. This confirms that the hierarchical structure
successfully filters and aggregates confidence score patterns, effectively masking individual
data contributions from top-level adversaries.

5.8 Final Remarks

By evaluating a worst-case scenario for data privacy with the modified prediction entropy
MIA, we establish a theoretical upper bound on system vulnerability. Under these optimal
adversarial conditions, the comprehensive evaluation demonstrates that model memorization
and subsequent privacy leakage heavily depend on the complexity of the dataset and the data
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Table 5.3: Maximum Attack Accuracy and Respective Round for Modified
Prediction Entropy MIA.

Dataset Setup Dist. Max Accuracy  Round
Star 1D 0.847 21
Non-11D 0.898 21
1D 0.851 24
Tree, Edge attacks Leafs Non-1ID 0.902 17
Tree, Root attacks Edges :\IID D 8;2? 22
CIFAR10 on- :
Line 1D 0.889 3494
Non-11D 0.911 3494
Rin 1D 0.784 3494
9 Non-IID 0.819 3494
1D 0.783 3494
Full Mesh Non-I1D 0.773 3494
_ 1D 0.767 3494
Partial Mesh Non-I1D 0.868 3494
1D 0.566 2
Star Non-I1D 0.768 0
1D 0.565 11
Tree, Edge attacks Leafs Non-11D 0.769 0
Tree, Root attacks Edges :\IID D 8223 ﬂ
MNIST on- :
Line 1D 0.561 3494
Non-11D 0.733 0
Ri 1D 0.560 1864
ng Non-11D 0.766 3494
1D 0.572 0
Full Mesh Non-11D 0.769 0
A 1D 0.563 224
Partial Mesh Non-I1D 0.768 3029

distribution. The more complex CIFAR10 dataset consistently aggravates attack accuracy
across all tested architectures compared to the simpler MNIST dataset, ultimately achieving
a peak overall accuracy of 0.911 in the line topology under a Non-lID data distribution.
The pronounced success of this attack at the upper bound highlights its capability to exploit
extreme local overfitting. In highly skewed data distributions, local models produce highly
polarized output vectors with near-perfect prediction confidence for members and high en-
tropy for non-members. By directly evaluating these confidence scores to measure maximum
leakage, the modified prediction entropy MIA effectively distinguishes membership without
requiring prior knowledge of the client’s specific data distribution.

Conversely, the experimental data reveals a counter-intuitive behavior regarding the theoreti-
cally more powerful white-box MIA, which generally performs worse under data heterogeneity.
This performance drop can be attributed to the fundamental mechanics of the attack and
its reliance on shadow models. In an IID setting, uniform data distribution ensures that
the internal gradients of the adversary's shadow models closely align with those of the vic-
tim’s model. However, under a Non-IID setup, local client datasets become heavily skewed.
Because the adversary lacks prior knowledge of this specific client-side data imbalance, the
shadow models fail to accurately mimic the victim’'s internal gradient behavior, generating an

48



5.8. Final Remarks

unrepresentative training set for the attack classifier. Furthermore, reducing these complex
gradients to just two principal components via PCA likely discards the variance needed to
identify membership in heterogeneous environments.

An examination of the training rounds at which these attacks reach their maximum accu-
racy reveals distinct temporal patterns dictated by the network topology and the aggregation
method. In architectures utilizing the FedAVG aggregation method, such as the star and
tree topologies, the attacks most commonly peak during the very early stages of training.
This suggests that membership inference becomes effective almost immediately once local
models begin to overfit. In contrast, decentralized topologies trained via D-PSGD, such as
the line, ring, and mesh networks, significantly delay this peak to the later stages of training,
frequently reaching maximum vulnerability only at the final communication round. However,
severe data imbalances can disrupt this delay, as seen under Non-lID conditions where ex-
treme data skew forces the model to rapidly expose identifiable gradients and confidence
scores during the early training cycles.

Finally, the special case of the tree topology quantitatively demonstrates the defensive prop-
erties of hierarchical intermediate aggregation. The vulnerability footprint of the leaf nodes
when an intermediate edge node acts as the adversary is nearly indistinguishable from that
of clients facing a central node in a star topology. This confirms that without additional
cryptographic measures, edge nodes represent a critical privacy bottleneck. However, when
the root server attacks the intermediate edge nodes, attack accuracies experience a signif-
icant drop across all methods. Moreover, this intermediate aggregation not only weakens
the attacks but also significantly delays privacy leakage, consistently pushing the peak vul-
nerability to the very end of the training process. This temporal delay provides a meaningful
operational window during which a system administrator could detect anomalous behavior
or deploy countermeasures before a top-level adversary can extract actionable membership
information.
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Chapter 6

Gradient Inversion Attack Results

This chapter presents the empirical results obtained form the experimental setup described
in Chapter 4 regarding GIA. The primary objective is to quantify how the choice of a network
topology affects the effectiveness of this attack in FL environments.

6.1 Mean PSNR Across Training Round

In this section, we evaluate different network topologies to the GIA. The effectiveness of
the attack is measured by calculating the mean Peak Signal-to-Noise Ratio (PSNR) of the
reconstructed images across various training rounds for each adversary-victim pair. The
PSNR is a metric used to quantify the reconstruction quality of an image [9]. It measures
the ratio between the maximum possible power of a signal, which represents the original
image, and the power of corrupting noise, representing the reconstruction error, typically
expressed in decibels (dB). In the context of a GIA, a higher PSNR value indicates that the
reconstructed image is highly similar to the original private data of the victim, signifying a
successful attack and a severe privacy leak. Conversely, a lower PSNR indicates a noisy and
unrecognizable reconstruction.

The results of the GIA for the CIFAR10 dataset are presented in Figure 6.1 for the IID
distribution and Figure 6.2 for the Non-IID distribution. Similarly, the results for the MNIST
dataset are shown in Figure 6.3 and Figure 6.4.

When observing the progression of the training process across all datasets, data distributions,
and topologies, it becomes evident that the attack is significantly more effective during the
early stages of training. Specifically between rounds 0 and 5000, model weights undergo
larger updates, resulting in gradients that carry more information about the local training
data. As the training progresses and the models converge, the gradient updates become
smaller and more generalized, causing the mean PSNR to drop significantly. By round 20000,
the PSNR for almost all configurations drops below 10 dB, rendering the reconstructed
images virtually indistinguishable from noise.

The choice of network topology also plays a major role in the inherent privacy of the system.
The tree, star, and full mesh topologies consistently exhibit the highest vulnerability in the
early rounds, reaching peak PSNR values of nearly 18 dB for the CIFAR10 dataset and over
22 dB for the MNIST dataset under IID conditions. This severe vulnerability is directly tied
to the ability of the adversary to accurately calculate the previous model utilized by the
victim prior to their local training step.

In highly centralized topologies or fully connected networks, an adversary can observe all the
necessary incoming model updates either by being strategically positioned at a hub or by
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Figure 6.1: Mean PSNR of reconstructed images across training rounds for
the CIFAR10 dataset under an IID data distribution.

directly receiving updates from all peers in the mesh. This visibility allows the adversary to
perfectly reconstruct the exact starting weights that the victim uses for their local training.
Possessing this precise reference model is critical for cleanly isolating the exact gradient
update produced by the victim, which is a fundamental prerequisite for successful gradient
inversion.

Conversely, the partial mesh topology demonstrates remarkable resilience across all scenarios.
In this decentralized structure, a victim aggregates models from a subset of neighbors of
which the adversary is not fully aware. Consequently, the adversary is unable to accurately
determine the exact previous model used by the victim. This inevitable mismatch in the
reference weights introduces severe calculation errors into the inversion process, inherently
obscuring the gradient information and effectively mitigating the GIA. As a result, the partial
mesh maintains a consistently low mean PSNR even during the earliest and most vulnerable
training rounds.

Falling between these two extremes are the line and ring topologies. In these network
topologies, each node connects to at most two neighbors. When an adversary acts as one
of these neighbors, they can observe their own interactions with the victim but remain blind
to the model updates arriving from the victim's other neighbor. Similar to the partial mesh,
this missing information prevents the adversary from perfectly calculating the victim’s exact
starting weights. However, because the degree of connectivity is minimal, the adversary
Is only missing a single incoming update rather than multiple. The resulting calculation
error during gradient isolation is therefore less severe than the multi-neighbor uncertainty
present in a partial mesh. Consequently, the line and ring topologies offer a moderate
degree of privacy, yielding initial PSNR trajectories that sit noticeably below those of the
fully observable topologies but remain higher than the partial mesh.

Furthermore, the characteristics of the dataset and how the data is distributed influence
the overall success of the attack. The GIA yields higher peak PSNR values on the MNIST
dataset compared to CIFAR10. Because MNIST consists of simpler grayscale images, the
gradients leak structural information much more easily than the complex color images found
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Figure 6.2: Mean PSNR of reconstructed images across training rounds for
the CIFAR10 dataset under a Non-11D data distribution.

in CIFAR10. When comparing the data distributions, the IID configurations generally expose
slightly higher initial PSNR peaks than their Non-IID counterparts. In Non-IID settings, the
high variance in local data distributions may act as a natural noise mechanism, slightly
diminishing the ability of the adversary to perfectly invert the gradients of specific target
classes. Ultimately, utilizing highly connected but non-centralized topologies, such as a
partial mesh, provides a significant advantage in minimizing the risk of gradient leakage in
decentralized learning environments.

6.2 Effects of Isolating Individual Node Contributions

Beyond quantitative metrics, a visual inspection of the reconstructed images provides con-
crete evidence of how network topology and the aggregation process directly impact the
privacy of individual data samples. To illustrate this, we examine the qualitative results of
the GIA executed at an identical early stage of training, specifically at the 111th training
round, across two different network topologies. Figure 6.5 displays the visual output of
the attack within a line topology, whereas Figure 6.6 demonstrates the attack against the
same victim within a ring topology. In both figures, the top row represents the original
images belonging to the victim, and the bottom row displays the images reconstructed by
the adversary.

The success of the reconstruction in the line topology can be attributed to the specific
structural position of the victim. In a line topology, the nodes at the extreme edges of the
network only possess a single neighbor. In the scenario depicted in Figure 6.5, the victim is
located at the edge of the line and its only connection is the attacker. Consequently, the
adversary has complete visibility over every model update the victim receives. This absolute
knowledge allows the adversary to perfectly calculate the exact reference model used by the
victim for local training. Because this occurs at an early stage of training where the model
updates are large and the gradients carry significant structural information, the adversary
can cleanly isolate the victim’s gradient. This results in high quality reconstructions where
the original features of the images, such as the shape and color of objects, are clearly visible.
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Figure 6.3: Mean PSNR of reconstructed images across training rounds for
the MNIST dataset under an 11D data distribution.

Conversely, the ring topology fundamentally alters the connectivity and, by extension, the
knowledge available to the adversary. In a ring structure, every node is connected to exactly
two neighbors. Therefore, the victim receives model updates from both the adversary and an
additional, independent neighbor. Because the adversary cannot observe the model updates
sent by this second neighbor, they are entirely unable to determine the final aggregated
model that the victim uses as a starting point for their training round.

This information gap is critical to the defense of the system. The scenario in Figure 6.6
takes place at the exact same early stage of training as the line topology example, meaning
the underlying gradients still inherently carry a vast amount of sensitive information. How-
ever, the direct consequence of the adversary failing to accurately calculate the previous
model state used by the victim results in a completely failed reconstruction. The inevitable
calculation error in the reference weights propagates through the inversion algorithm, pre-
venting it from aligning the features correctly. As a result, the extracted data is reduced
to a matrix of colorful noise, fully preserving the visual privacy of the victim despite the
theoretical vulnerability of the gradients themselves.

This same fundamental principle extends to the MNIST dataset, as demonstrated in Fig-
ure 6.7 and Figure 6.8. Operating within the line topology at the identical training round,
the adversary exploits their position as the victim's sole neighbor to perfectly calculate the
reference model, achieving a near-perfect reconstruction of the simpler grayscale digits.
However, when the topology is shifted to a ring, the adversary loses absolute visibility over
the victim's aggregation phase.

To further highlight the resilience of decentralized structures, Figure 6.9 and Figure 6.10
illustrate the attack outcomes within a partial mesh topology. In this configuration, the
adversary is only one of several nodes connected to the victim. Because the victim aggregates
models from multiple other neighbors that remain completely hidden from the attacker, the
adversary faces an even greater information deficit than in the ring topology. This multi-
neighbor uncertainty makes it practically impossible to estimate the victim's starting weights.
Furthermore, because this attack occurs at round 111, the models have largely converged.
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Figure 6.4: Mean PSNR of reconstructed images across training rounds for
the MNIST dataset under a Non-IID data distribution.

Figure 6.5: Visual reconstruction results of the GIA on the CIFAR10 dataset
under an IID distribution using a line topology.

The exchanged gradients are therefore significantly smaller and carry far less structural
information about the local data compared to the early rounds. The combination of these
two factors, the topological defense of the partial mesh and the temporal degradation of
gradient information, results in a total failure of the attack. As seen in the figures, the
reconstructions for both the complex CIFAR10 images and the simpler MNIST digits are
reduced to completely unrecognizable patterns and visual noise, ensuring robust data privacy
throughout the entirety of the training lifecycle.

6.3 Effects of the Inability to Isolate Individual Node Contribu-
tions

The structural design of a network topology directly dictates the flow of information and,
consequently, the amount of knowledge an adversary can gather about a victim's state.
When an adversary possesses complete knowledge of the exact model weights used by a
victim prior to their local training step, the vulnerability to the GIA reaches its absolute
maximum. To visually demonstrate the catastrophic impact of this complete knowledge, we
examine the qualitative results of the attack executed at round 111 on the CIFAR10 dataset
under an |ID distribution. The results are shown across three highly vulnerable topologies:

55



Chapter 6. Gradient Inversion Attack Results

Figure 6.6: Visual reconstruction results of the GIA on the CIFAR10 dataset
under an |ID distribution using a ring topology.

Figure 6.7: Visual reconstruction results of the GIA on the MNIST dataset
under an [ID distribution using a line topology.

the star topology in Figure 6.11, the tree topology in Figure 6.12, and the full mesh topology
in Figure 6.13. In all three cases, the top row displays the original private images, and the
bottom row shows the attacker’s reconstructed images.

The exceptional quality of the reconstructed images across these three figures is a direct
consequence of the adversary's ability to perfectly deduce the victim's starting reference
model. In the star topology, the adversary is positioned as the central node. Because all
communication flows through this node, the adversary knows the exact aggregated model
that is sent out to the victim node. Similarly, in the tree topology, an adversary positioned as
a intermediate edge node has total visibility over the model state that is passed down to its
leaf victim. The full mesh topology achieves the same effect through a different mechanism.
Because every node is connected to every other node in a full mesh, the adversary receives
the exact same set of incoming model updates as the victim. This allows the adversary to
perfectly simulate the victim's aggregation phase and independently arrive at the exact same
starting weights.

Possessing this precise reference model is the critical prerequisite for a successful attack.
When the adversary knows exactly what weights the victim started with, they can subtract
this reference model from the updated model received from the victim, cleanly and perfectly
isolating the exact gradient produced during the victim's local training step. Because this
attack takes place at round 111, an early stage in the training process, these isolated gradi-
ents are large and carry rich, undisturbed structural information about the local data. The
combination of early training gradients and zero calculation error in the reference model al-
lows the inversion algorithm to perform exceptionally well. As evidenced by the visual results,
the reconstructed images are nearly indistinguishable from the original private data, clearly
exposing fine details, complex shapes, and accurate colors. This confirms that topological
structures that grant an adversary total visibility over a victim's reference model essentially
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Figure 6.8: Visual reconstruction results of the GIA on the MNIST dataset
under an |ID distribution using a ring topology.

Figure 6.9: Visual reconstruction results of the GIA on the CIFAR10 dataset
under an |ID distribution using a partial mesh topology.

nullify any inherent privacy in decentralized learning, leaving the system completely defense-
less against gradient inversion.

6.4 Final Remarks

The comprehensive evaluation of the GIA across different network topologies provides critical
insights into the privacy vulnerabilities of FL systems. One of the most notable observations
is that the effectiveness of the attack is not strictly dependent on the underlying data distri-
bution. While a Non-IID setup introduces a natural variance that slightly dampens the attack
compared to an |ID setting, the overall threat level remains exceptionally high. The GIA
demonstrates a robust capability to extract sensitive features regardless of how the training
data is partitioned among the network participants, indicating that data heterogeneity alone
cannot be relied upon as a primary defense mechanism against GIA.

The structural design of the network topology plays a far more decisive role in determining the
system's vulnerability, particularly during the early stages of the learning process. Topologies
such as the star, tree, and full mesh exhibit severe security flaws in these initial rounds.
Because these structures centralize information flow or establish complete peer connectivity,
they inadvertently expose the exact model updates circulating through the network. During
the early training rounds, model weights undergo significant adjustments, resulting in large
gradients that encapsulate rich structural information about the local training data. When
these exposed structures are combined with the high information density of early gradients,
the GIA achieves its highest PSNR values, allowing an adversary to reconstruct private
images with near perfect accuracy.

However, the threat posed by the GIA is highly sensitive to the temporal progression of
the training process. As the decentralized models begin to settle and converge towards
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Figure 6.10: Visual reconstruction results of the GIA on the MNIST dataset
under an |ID distribution using a partial mesh topology.

Figure 6.11: Visual reconstruction results of the GIA on the CIFAR10 dataset
under an |ID distribution using a star topology.

a global solution, the magnitude of the gradient updates shrinks considerably. These late
stage updates represent generalized, fine-tuning adjustments rather than the extraction of
core structural features from the raw data. Consequently, the effectiveness of the attack
plummets in the later rounds of training. Regardless of the underlying dataset or network
topology, the gradients eventually lose the specific information required for image inversion,
rendering the adversary’s reconstructions completely indistinguishable from random noise.

A fundamental driver of the attack’s success or failure is the specific position of the adversary
within the network topologies. The ability to successfully reconstruct an original image hinges
entirely on the attacker’s capacity to accurately calculate the exact reference model utilized
by the victim prior to their local training step. If the adversary is positioned strategically as
a centralized node, they can monitor all incoming updates to the victim and perfectly isolate
the victim's subsequent contributions. Conversely, if the attacker's position only affords
them a partial view of the victim's connections, the resulting information deficit introduces
severe calculation errors that are completely detrimental to GIA success.

Ultimately, this reliance on total network visibility highlights the partial mesh topology as a
highly effective, natural defense mechanism against gradient inversion. By ensuring that a
victim aggregates models from a subset of neighbors that remain hidden from the adversary,
the partial mesh structure inherently obscures the victim’s starting weights. This architec-
tural uncertainty proves to be remarkably resilient across all tested datasets and distributions,
successfully degrading the quality of the attack even during the most vulnerable early stages
of training. Therefore, deploying sparsely connected, decentralized architectures stands out
as a critical strategy for preserving data privacy and mitigating the severe risks associated
with gradient leakage.
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Figure 6.12: Visual reconstruction results of the GIA on the CIFAR10 dataset

under an |ID distribution using a tree topology.

Figure 6.13: Visual reconstruction results of the GIA on the CIFAR10 dataset
under an IID distribution using a full mesh topology.
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Chapter 7

Data Privacy and Security

While FL is frequently advocated as a privacy-preserving paradigm due to the retention of
raw data on local devices, it does not inherently guarantee the confidentiality of sensitive
information. The privacy of a FL system is a multi faceted concept encompassing regulatory
compliance, technical security, and ethical considerations, all of which are heavily influenced
by the used network topology that dictates information flow. This chapter analyzes these
risks by examining the legal implications of decentralized roles under the GDPR, analyzing
how network structure alters the trust boundary and attack surface for passive adversaries,
and discussing the ethical dimensions of power dynamics and transparency in collaborative
learning environments.

7.1 Data Protection in Federated Learning Environments

Data protection refers to the legal and regulatory frameworks designed to safeguard personal
information and ensure the privacy rights of individuals. In the context of ML, and specifically
FL, these regulations, most notably the GDPR in the European Union [2] dictate how data
must be handled, processed, and stored. While FL is often proposed as a privacy-preserving
paradigm because raw data remains local, the exchange of model updates still constitutes
the processing of personal data, as these updates can be reverse engineered to reconstruct
sensitive information [9].

7.1.1 Definition of Roles: Controller and Processor

Under the GDPR, it is essential to distinguish between the Data Controller and the Data
Subject. A Data Controller is the legal entity that determines the “purposes and means” of
data processing, essentially deciding why and how the data is used. A Data Subject is the
identified or identifiable natural person to whom the data relates. In the context of CFL,
typically organized in a star topology, these mappings are clearly delineated, the central server
acts as the Data Controller, as it defines the global model architecture and orchestrates the
training rounds. The participating nodes map to the Data Subjects, as they hold the local
training data that pertains to them [54]. In this hierarchy, the central entity bears the sole
legal liability for security and compliance.

In DFL, however, this clear distinction collapses, leading to a more complex legal structure.
Since there is no central server to define the processing means, the participating nodes
assume dual or even triple roles. First, they remain Data Subjects regarding their own local
data. Second, because the group of nodes collectively determines the evolution of the global
model, they effectively map to Joint Data Controllers [55]. Legally, this implies that every
participant shares liability for the system's compliance [2, Art. 26]. Finally, the role of the
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Data Processor, an entity that processes data on behalf of a controller, also falls upon the
nodes. In topologies like the ring or mesh, when a node receives updates from neighbors,
aggregates them, and forwards the result, it is technically acting as a Data Processor for
those neighbors. This creates a significant friction point for DFL deployment, as a single user
device is burdened with the legal responsibilities of a Controller, a Subject, and a Processor
simultaneously.

7.1.2 Data Minimization and Network Topology

The principle of Data Minimization [2, Art. 5] mandates that data processing should be
limited to the minimum necessary for the purposes for which it is being processed. Network
topology plays a direct role in adherence to this principle. In a star topology, minimization
is achieved by ensuring the central server only receives the minimum necessary updates.
However, in DFL, the choice of topology dictates the redundancy of data sharing and the
subsequent privacy risk [21].

High density topologies, such as the fully connected mesh, often challenge the concept
of minimization. By broadcasting model updates to every other node in the network, a
participant node exposes its model updates to all other nodes in the system. This level of
exposure may be considered excessive if the algorithm could converge with fewer connections.
Conversely, sparse topologies strictly limit data exposure. In a ring or line topology, a node
shares its update with only one or two neighbors. From a data protection perspective, this
architecture adheres more strictly to minimization principles [20], as the “need-to-know”
circle is restricted to the immediate neighborhood, significantly reducing the surface area for
potential data misuse.

7.1.3 Compliance Challenges

Ultimately, the alignment of DFL with data protection laws depends on the ability to control
data flow [54]. If the network topology is static and known, such as a fixed ring of hospitals,
legal contracts can establish trust and define liability. However, in dynamic, ad-hoc topolo-
gies, such as mobile devices in a mesh, ensuring that every peer adheres to data protection
standards is nearly impossible [44]. Consequently, while DFL addresses the issue of data
locality by keeping raw data on the device, it complicates the issue of accountability [56].
The more complex and dense the network topology, the harder it becomes to identify the
controlling entity and to ensure that the rights of the data subject are preserved across the
entire P2P network [54].

7.2 Security in Federated Learning Systems

While data protection focuses on the legal rights of the individual, security in DFL addresses
the technical mechanisms required to enforce those rights and protect the confidentiality,
integrity, and availability of the model. The transition from a centralized to a decentralized
architecture fundamentally alters the security landscape. In CFL, security is perimeter based,
focusing on hardening the central server against external intrusion. In contrast, DFL relies
on a distributed security model where the network topology itself dictates the exposure of
sensitive information. This section analyzes how the choice of network structure defines the
trust boundary, the attack surface, and the system's resilience against passive adversaries.
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7.2.1 The Shifting Trust Boundary

The trust boundary defines the perimeter within which data and operations are considered
secure. In CFL, this boundary is explicit, participants effectively enter a trust contract
with the central server, assuming it will not inspect or leak their individual updates. The
network topology is a star, and the security of the entire system relies on the integrity of
that single central node. DFL effectively dissolves this clear perimeter. By utilizing P2P
communication, DFL pushes the trust boundary out to the edge devices. In this paradigm,
a node must implicitly trust its neighbors not to collude or analyze the received model
updates [16]. Consequently, the topology determines the extent of this required trust [32]. A
sparse topology, such as a ring, minimizes the trust requirement to two immediate neighbors,
whereas a dense mesh topology requires a node to extend trust to a significant portion of
the network, thereby increasing the probability of encountering a malicious actor [16] within
one's own trust boundary.

7.2.2 Topology as an Attack Surface

The attack surface represents the sum of all points where an unauthorized user can try to
enter data to or extract data from a system. The choice of network topology creates a direct
trade-off between the availability attack surface and the privacy attack surface. Centralized
topologies exhibit a minimal privacy attack surface because updates are only exposed to
one entity, but they suffer from a massive availability attack surface due to the SPoF at the
central server. DFL topologies invert this risk profile. A mesh topology eliminates the SPoF,
ensuring high availability even if multiple nodes fail. However, this resilience comes at the
cost of a significantly expanded privacy attack surface. Since model updates are broadcast to
multiple peers, the number of potential vantage points for an attacker increases linearly with
the degree of the nodes. Therefore, in highly connected topologies, the vector for privacy
leakage is not a single server, but a multitude of potentially compromised edge devices.

7.2.3 Passive Adversaries and Inference Risks

The most prevalent threat to data privacy in FL systems comes from passive adversaries,
known as “honest-but-curious” adversaries. These adversaries adhere strictly to the training
protocol, performing local training and aggregation correctly, but silently analyze the model
updates they receive to infer private data. The effectiveness of such adversaries is intrinsically
linked to the network topology. Attacks such GIA rely on isolating a victim's gradient to
reverse engineer the training data [38]. In sparse topologies, an adversary may only observe
a simplified or aggregated update, making the isolation of specific data points difficult.
However, in dense topologies, a passive adversary can observe distinct gradient vectors from
multiple neighbors. If the adversary colludes with other nodes in the mesh topology, they can
calculate the specific contributions of a victim node, stripping away the anonymity usually
provided by the aggregation process. Thus, while denser topologies offer faster convergence,
they provide an ideal environment for passive adversaries to execute reconstruction attacks
with higher fidelity [21].

7.3 Ethics Aspects of Federated Learning Systems

Ethical considerations in DFL extend beyond strict legal compliance with regulations such as
GDPR. While data protection focuses on legality and security focuses on robustness, ethics
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addresses the moral implications of system design [1], including fairness, transparency, and
the power dynamics inherent in the chosen network structure. The shift from a centralized
authority to a peer-based collaborative model introduces unique ethical challenges regarding
how participants interact, how the burden of training is distributed, and whether users are
truly informed about the destination of their data.

7.3.1 Power Dynamics and Topological Hierarchy

The selection of a network topology is not merely a technical decision but an ethical one that
defines the power relations within the system [57]. In hierarchical structures, such as the star
or tree topology, specific nodes are elevated to positions of authority, acting as aggregators
or communication bridges for others. This creates a disparity in power: the central node in
a star or the root node in a tree possesses a disproportionate ability to influence the global
model and, potentially, to censor or isolate specific branches of the network [58]. This
raises ethical questions regarding the selection of these key nodes. If a standard user device
is arbitrarily designated as a root node, it assumes a burden of responsibility and power
that may not be ethically justifiable. True decentralization implies an egalitarian structure,
therefore, topologies that enforce rigid hierarchies may contradict the ethical spirit of DFL
by recreating centralized control structures under the guise of decentralization [8].

7.3.2 Fairness and the Free Rider Problem

A core ethical tenet of collaborative systems is fairness: the idea that those who benefit
from the collective resource should contribute to its creation. In DFL, this is challenged by
“free riders” participants who utilize the global model without contributing meaningful local
training [59], or who intentionally submit trivial updates to save their own computational
resources. The impact of this unethical behavior is modulated by the network topology.
In a mesh topology, the negative impact of a free rider is often diluted by the presence
of numerous honest neighbors, distributing the "harm" across the network. However, in
sequential topologies like the line or ring, the ethical violation becomes acute. A free rider in
a ring topology directly degrades the model quality for their immediate successor, creating a
localized unfairness where specific users are disproportionately penalized by the behavior of
their neighbors. Thus, the choice of topology determines whether the burden of unethical
behavior is shared collectively or imposed on specific victims.

7.3.3 Informed Consent and Transparency

The principle of informed consent requires that users understand how their data is being
used and by whom. In traditional CFL, users consent to a trusted service provider processing
their data. DFL fundamentally alters this contract, often without the user’s explicit realiza-
tion [60]. In a P2P setting, a user's model updates, which effectively encode their private
data patterns, are transmitted not to a secure corporate server, but to the devices of other
users. From an ethical standpoint, this demands a higher standard of transparency [61]. A
user in a fully connected mesh topology should arguably be informed that their gradients are
being broadcast to every other participant in the network, rather than being aggregated in a
private enclave. The complexity of dynamic topologies further obfuscates this process, mak-
ing it difficult for users to assess their own privacy exposure. Ethical system design therefore
mandates that the network structure is not treated as a black box, but is transparently
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communicated to the user, ensuring they consent to the specific peer-based transmission
paths that the topology entails [60].
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Chapter 8

Conclusions and Future Work

This concluding chapter synthesizes the empirical findings, structural insights, and over-
all contributions of this dissertation regarding privacy preservation in FL systems. It first
provides an overview of the key conclusions regarding how network topology and data dis-
tribution influence vulnerability to MIAs and GIA. Next, it discusses the limitations of the
current experimental framework before outlining future research to further secure distributed
learning environments.

8.1 Dissertation Overview

This dissertation presented a comprehensive analysis of privacy vulnerabilities within FL
systems, successfully fulfilling its three primary research objectives. The first objective was
to identify and categorize the structural properties of distinct network topologies commonly
utilized in DFL systems, which was thoroughly addressed within the state-of-the-art review.
Building upon this foundation, the second objective sought to evaluate and compare the
susceptibility of these network topologies to prominent privacy threats. Finally, the third
objective aimed to analyze the temporal evolution of these privacy attacks across training
rounds to determine the precise impact of network topologies on attack efficacy over time.
Through extensive empirical evaluations, we demonstrated that network topologies, data
distribution, and the temporal progression of the training process fundamentally dictate the
privacy boundaries of decentralized environments.

Regarding MIAs, our findings showed that privacy leakage is strongly tied to the model's
generalization gap. Complex tasks that induce overfitting, such as the CIFAR-10 dataset,
rapidly escalate attack accuracy compared to simpler datasets like MNIST. This vulnerability
is severely aggravated under Non-IID conditions, where extreme data heterogeneity forces
local models to overfit on local data. Consequently, the modified prediction entropy MIA
emerged as the most impactful threat, achieving an accuracy of 0.911 in the line topology.
Although the adversary did not require prior knowledge of the client's specific data distri-
bution, this evaluation was deliberately modeled as a worst-case scenario, therefore, these
exceptionally high results represent a theoretical upper bound for privacy leakage rather than
a typical operational baseline. Conversely, the theoretically powerful white-box MIA performs
worse under data heterogeneity. Shadow models fail to accurately mimic the victim's skewed
internal ML model state, and dimensionality reduction via PCA discards the variance crucial
for identifying membership in heterogeneous environments.

The temporal peak of MIAs is heavily dictated by the network topology and aggregation
method. In systems utilizing FedAVG, such as the star and tree topologies, attacks typically
peak during the very early stages of training as models immediately begin to overfit. In
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contrast, decentralized topologies trained via D-PSGD significantly delay this peak to the
final communication rounds, though severe data imbalances can disrupt this delay. Notably,
the tree topology quantitatively demonstrated the defensive properties of hierarchical inter-
mediate aggregation. While edge nodes remain a critical privacy bottleneck for leaf nodes,
intermediate aggregation significantly weakens attacks from the root server and pushes peak
vulnerability to the very end of the training process, providing a crucial window to detect
anomalous behavior.

In contrast, the GIA behaves fundamentally differently. Because the optimization process
of gradient inversion operates directly on isolated gradient updates, the overall system data
distribution, whether 1ID or Non-lID, does not significantly hinder the attack. Instead, the
system's vulnerability to gradient inversion is primarily determined by the temporal stage of
training. Topologies that centralize information flow or establish complete peer connectivity,
such as the star, tree, and full mesh, exhibit severe security flaws in the initial rounds.
During these early stages, large gradient adjustments encapsulate rich structural information,
allowing the GIA to reconstruct private images with near-perfect accuracy. However, as
models converge in late stages of training, updates represent generalized fine tuning, causing
the effectiveness of the attack to plummet and rendering reconstructions indistinguishable
from random noise.

Ultimately, GIA success hinges entirely on the adversary’'s position and network visibility.
To reconstruct an original image, the attacker must perfectly isolate the victim's subse-
quent contributions by accurately calculating their exact reference model. While centralized
positions allow this visibility, partial topologies introduce calculation errors. This reliance
highlights the partial mesh topology as a highly effective, natural defense mechanism. By
ensuring a victim aggregates models from a subset of hidden neighbors, the partial mesh
structure inherently obscures the victim's starting weights. This architectural uncertainty
proves resilient, successfully degrading the quality of the attack even during the most vul-
nerable early stages of training.

8.2 Current Limitations

Despite the insights obtained, this dissertation acknowledges some limitations in the current
experimental framework. Primarily, the evaluated white-box MIA demonstrated unexpectedly
low effectiveness, particularly within Non-11D environments where its performance frequently
dropped below that of black-box alternatives. This suggests that the implemented white-
box attack may not fully capitalize on the complete parameter transparency it is afforded,
meaning the true upper bound of white-box privacy leakage remains partially unmapped.

Furthermore, the simulations were conducted using a restricted number of participating
nodes to maintain computational feasibility. While this effectively demonstrates the foun-
dational dynamics of P2P and hierarchical communications, it may not perfectly capture
the complex aggregation behaviors found in distinct networks topologies deployed in the real
world scenarios. Finally, the evaluations were limited to the MNIST and CIFAR10 datasets
paired with relatively straightforward CNN architectures. While sufficient for benchmarking,
these configurations do not encompass the intricacies of high resolution image datasets or
the immense memorization capacities of deeper, state-of-the-art models.
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8.3 Future Work

Considering the conclusions drawn from this dissertation, several promising avenues for fu-
ture research emerge to further secure distributed learning systems. A critical first step
should be the exploration and implementation of more sophisticated white-box MIAs tai-
lored specifically for highly heterogeneous Non-lID environments. Establishing a rigorous
and realistic upper bound for privacy leakage under full adversary knowledge is essential for
understanding worst-case scenarios. Additionally, extending this evaluation to deeper net-
work architectures, such as ResNets and Vision Transformers, and applying them to higher
resolution datasets will clarify how massive parameter counts and increased memorization
capacity influence both MIA and GIA vulnerabilities, as well as how they impact the privacy
shield effect of hierarchical topologies.

While the tree topology provides passive mitigation, active defense mechanisms are necessary
for comprehensive security. Future research could evaluate the integration of Secure Aggre-
gation directly into the most vulnerable nodes. Specifically, investigating the deployment of
these defenses at intermediate edge nodes is suggested to observe whether it can neutralize
localized vulnerabilities while maintaining the inherent architectural protection against root
level adversaries. Finally, scaling the experimental framework to support thousands of nodes
would provide a much clearer picture of how extreme decentralization and massive partial
mesh connectivity behave in production, allowing for the observation of scalability trade-offs
between communication efficiency, model convergence, and privacy guarantees.
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