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Abstract—

The Verification and Validation (V&YV) process states if the software
requirements specifications have been correctly and completely fulfilled.

The methodologies proposed in software engineering showed to be in-
adequate for Knowledge Based Systems (KBS) validation and verification,
since KBS present some particular characteristics.

Designing KBS for dynamic environments requires the consideration
of Temporal knowledge Reasoning and Representation (TRR) issues. ‘Al-
though humans present a natural ability to deal with knowledge about
time and events, the codification and use of such knowledge in information
systems still pose many problems. Hence, the development of applications
strongly based on temporal reasoning remains an hard and complex task.
Furthermore, albeit the last significant developments in TRR area, there
is still a considerable gap for its successful use in practical applications.

VERITAS is an automatic tool developed for KBS verification which
is able to detect a large number of knowledge anomalies. It addresses
many relevant aspects considered in real applications, like the usage of
rule triggering selection mechanisms and temporal reasoning. VERITAS
is currently in development and is being tested with SPARSE, a KBS used
in the Portuguese Transmission Network (REN) for incident analysis and
power restoration. In this paper some solutions are proposed for still open
issues on Verification of KBS applied in critical domains.

I. INTRODUCTION

Knowledge has been recognized as distinguish factor and
added value between the organizations, leading to growing ef-
forts in knowledge maintenance process. Knowledge Engi-
neering (KE) takes a paramount role in this scenario while
Knowledge Based Systems are one of the most effective and
reliable tools in use for KE.

The Verification and Validation process is part of a wider
process denominated Knowledge Maintenance[7] in which an
enterprise systematically gathers, organizes, shares, and ana-
lyzes knowledge to accomplish its goals and mission.

Many authors argued that the correct and efficient perfor-
mance of any piece of software must be guaranteed through
the Verification and Validation (V&V) process and it becomes
obvious that KBS (Knowledge Based Systems) should undergo
the same evaluation process.

The methodologies proposed in software engineering
showed to be inadequate for Knowledge Based Sys-
tems (KBS) validation, since KBS present some particular
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characteristics[5]. Namely, KBS needs to deal with uncer-
tainty and incompleteness; the domains modelled normally do
not underline physical models; it is not rare that KBS have the
ability to learn and improve the KB allowing a dynamical be-
havior and in most domains of expertise, there is no concept of
right results but acceptable ones.

It is known that knowledge maintenance is an essential issue
for the success of the KBS since it assures the consistency of
the knowledge base (KB) after each modification in order to
avoid the assertion of knowledge inconsistencies.

In last decades Knowledge Based Systems became a com-
mon tool in a large number of Power Systems Control Centres
(CC). In fact, the quantity, diversity and complexity of KBS
increased significantly leading to important changes in KBS
structure. Designing KBS for dynamic environments requires
the consideration of TRR (Temporal Reasoning and Repre-
sentation) issues. Although humans present a natural ability
to deal with knowledge about time and events, the codifica-
tion and use of such knowledge in information systems still
pose many problems. Hence, the development of applications
strongly based on temporal reasoning remains an hard and
complex task. Furthermore, in despite of the last significant
developments in TRR area, there is still a considerable gap for
its successful use in practical applications.

Besides the facets of software certification and maintenance
previously referred, the systematic use of formal V&V tech-
niques is also a key for making end-users more confident about
KBS, especially when critical applications are considered. In
Control Centres domain the V&YV process intends to assurce
the reliability of the installed applications, even under incident
conditions.

VERITAS is an automatic tool developed for KBS ver-
ification, it is currently in development and is being tested
with a KBS developed for the Portuguese Transmission Net-
work (REN') in the incident analysis and power restoration,
named SPARSE [18]. VERITAS tool performs KB structural
analysis allowing knowledge anomalies detection. Originally,
VERITAS used a non temporal KB verification approach. Al-
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though it proved to be very efficient in other KBS verification
in SPARSE case some important limitations were detected.

This paper addresses the Validation and Verification of
Knowledge-Based Systems in general, focussing particularly
on the SPARSE’s V&V process, reporting VERITAS last im-
provements. Some solutions are proposed for still open issues
on Verification of KBS applied in critical domains, namely,
we propose an approach for the verification of KBS temporal
properties based on ontologies combination.

The rest of the paper is organized as follows. Section 11
provides a short overview of the state-of-art of V&V and its
most important concepts and techniques. Section ?? presents
VERITAS, an automatic verification tool. Special emphasis
is given to the tool architecture and to the method used in
anomaly detection. Finally, in section V, we present some con-
clusions and topics for future work.

II. RELATED WORK

The problem of Verification and Validation appears when
there is a need to assure that some model (solution) correctly
addresses the problem through the adequate techniques and
methodology in order to provide the desired results. In the
scope of this work, Validation and Verification will be referred
as two complementary processes, both fundamental for KBS
end-user acceptance. The following definitions will be used
for the rest of this paper.

Definition IL.1 (Validation) Validation means building the
right system [1]. The purpose of validation is to assure that
a KBS will provide solutions with similar (or higher if possi-
ble) confidence level as the one provided by domain experts.

Validation is then based on tests, desirably in the real envi-
ronment and under real circumstances. During these tests, the
KBS is considered as a black box, meaning that, only the input
and the output are really considered important.

Definition I1.2 (Verification) Verification means building the
system right [1]. The purpose of verification is to assure that
a KBS has been correctly designed and implemented and does
not contain technical errors.

During the verification process the interior of the KBS is
examined in order to find any possible errors, this approach is
also called crystal box.

Definition I1.3 (Verification & Validation) The Verification
and Validation process allows to determine if the requirements
have been correctly and completely fulfilled in order to assure
the system reliability, safety, quality and efficiency.

More synthetically, it can be said that the V&V process is to
build the right system right [11].
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In the last decades several techniques were proposed for val-
idation and verification of knowledge based systems, like, in-
spection, formal proof, cross-reference verification or empir-
ical tests, the efficiency of these techniques strongly depends
on the existence of test cases or in the degree of formalization
used on the specifications. One of the most used techniques is
static verification, that consists of sets of logical tests executed
in order to detect possible knowledge anomalies. Regarding
that an anomaly is a symptom of one (or multiple) possible er-
ror(s). Notice that an anomaly does not necessarily denotes an
error [13].

Knowledge bases are drawn as a result of a knowledge
analysis/elicitation process, including, for example, interviews
with experts or the study of documents such as codes of prac-
tice and legal texts, or analysis of typical sample cases. Hence,
the KB should reflect the nature of this process. Consequently,
some anomalies are desirable and intentionally inserted in KB.
For instance, redundancy on the documentary sources will led
to redundant KB. a

Some well known V&V tools used different techniques to
detect anomalies. The KB-REDUCER [4] system represents
rules in logical form, then it computes for each hypothesis the
corresponding labels, detecting the anomalies during the la-
belling process. Meaning, that each literal in the rule LHS
(Left Hand Side) is replaced by the set of conditions that al-
lows to infer it. This process finishes when all formulas be-
came grounded. The COVER [12] works in a similar fashion
using the ATMS (Assumption Truth Maintaining System) ap-
proach [6] and graph theory, allowing to detect a large number
of anomalies. The COVADIS [15] successfully explored the
relation between input and output sets.

The systems ESC [2], RCP [17] and CHECK [9] and more
recently PROLOGA [19] used decision table methods for veri-
fication purposes. This approach proved to be quite interesting,
specially when the systems to be verified also used decision
tables as representation support. These systems major advan-
tage is that tracing reasoning path becomes quite clear, while,
the major problem is the lack of solutions for verifying long
reasoning inference chains.

Some authors studied the applicability of Petri nets [10, 8]
to represent the rule base and to detect the knowledge inconsis-
tencies. More recently colored Petri nets were used [21]. Al-
though specific knowledge representations provide higher effi-
ciency while used to perform some verification tests, arguably
all of them could be successful converted to production rules.

Rule based systems are still the representation more often
used in the development of KBS. The scientific community has
studied deeply these systems. At the moment there is an as-
sortment of V&V techniques that allow the detection of many
anomalies in systems that use this kind of representation.
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ITI. THE VERIFICATION PROBLEM

The anomaly detection relies on the computation of all pos-
sible inference chains (expansions) that could be entailed dur-
ing the reasoning process. Later, some logical tests are per-
formed in order to detect if any constraints violation takes
place.

SPARSE presents some features (see Fig.1) that made the
verification work complex. These features demand the use of
more complex techniques during anomaly detection and intro-
duce significant changes in the number and type of anomalies
to detect.

Fig. 1. The verification problem

A. Rule triggering selection mechanism

In what concerns SPARSE, this mechanism was imple-
mented using both meta-rules and the inference engine. When
a message arrives, some rules are selected and scheduled in
order to be later triggered and tested. In what concerns veri-
fication work, this mechanism not only avoids some run-time
errors (for instance circular chains) but also introduces another
complexity axis to the verification. Thus, this mechanism con-
strains the existence of inference chains and also the order that
they would be generated. For instance, during system execu-
tion, the inference engine could be able to assure that shortcuts
(specialists rules) would be preferred over generic rules.

B. Variables evaluation

In order to obtain comprehensive and correct results during
the verification process, the evaluation of the variables present
in the rules is crucial, especially in what concerns temporal
variables, i.e. the ones that represent temporal concepts. No-
tice that during anomaly detection (this type of verification is
also called static verification) it is not possible to predict the
exact value that a variable will have.
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1) Temporal reasoning: This issue received large attention
from scientific community in last two decades (surveys cover-
ing this issue can be found in [20, 3]). Despite the fact that time
is ubiquitous in the society and the natural ability that human
beings show dealing with it, a widespread representation and
usage in the Artificial Intelligence domain remains scarce due
to many philosophical and technical obstacles. SPARSE is an
alarm processing application and its most difficult task is rea-
soning about events, thus, it is necessary to deal with time in-
tervals (e.g. temporal windows of validity), points (e.g. events
occurrence), alarms order, duration and the presence or/and ab-
sence of data (e.g. messages lost in the collection/transmission
system).

C. Knowledge versus Procedure

Languages like Prolog provide powerful features for knowl-
edge representation (in the declarative way) but they are also
suited to describe procedures, so, sometimes knowledge en-
gineers are tempted to use native functions. For instances,
the following sentence in Prolog: min (X, Y,Min) is not an
(pure) knowledge item, as matter of fact, this is a sentence that
should be evaluated in order to obtain the Min value. It means
the verification method needs to know not only the program-
ming language syntax but also the meaning (semantic) in order
to evaluate the functions. This step is particularly important for
any variables that are updated during the inference process.

IV. VERITAS, ONE TOOL FOR AUTOMATIC VERIFICATION

In what concerns SPARSE, there were clearly two main rea-
sons to start its verification. First, the SPARSE development
team carried out a set of tests based on previously collected
real cases and some simulated ones . Despite the importance of
these tests for the final product acceptance, the major criticism
that could be pointed to this technique is that it only assures the
correct performance of SPARSE under the tested scenarios.

Morecover, the tests performed during the Validation phase,
namely the field tests, were very expensive since they required
the assignment of substantial technical personnel and physical
resources for their execution (e.g. transmission lines and coor-
dination staff). Obviously, it is unacceptable to perform those
tests for each KB update. Under these circumstances, an auto-
matic verification tool could offer an easy and inexpensive way
to assure knowledge quality maintenance, assuring the consis-
tency and completeness of represented knowledge.

A specific tool, named VERITAS has been developed to be
used in the SPARSE verification. It performs structural analy-
sis in order to detect knowledge anomalies. VERITAS is basi-
cally composed by a module to convert the rule base, a module
to compute the rule expansions and detect anomalies and an-
other module to produce readable results through the usage of
hypergraphs, notice that user is can interact with all stages of
verification process (see Fig.2).
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Originally, VERITAS used a non temporal knowledge base
verification approach, although it proved to be very efficient
in other KBS verification, regarding SPARSE, some important
limitations were detected.
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Fig. 2. VERITAS Architecture

VERITAS’s main goal is detect and report anomalies, al-
lowing the users decide whether reported anomalies reflect
knowledge problems or not. Basically, anomaly detection con-
sists in the computation of all possible inference chain that
could be produced during KBS performance. Later, the in-
ference chains (expansions) are tracked in order to find out if
some constraint were violated. Notice that an expansion is an
inference chain that could be generated during system func-
tioning. For verification purposes, an expansion could be ex-
plicitly computed and stored.

After a filtering process, which includes temporal reasoning
analysis and variable evaluation the system decides when to
report an anomaly and eventually suggest some repair proce-
dure. VERITAS is knowledge domain and rule grammar inde-
pendent, due to these properties (at least theoretically), VER-
ITAS could be used to verify any rule-based systems.

A. Data Extraction and Classification

An internal database is built for verification purposes based
on the information extracted from rules. VERITAS converter
uses one specific filter for each KB to be verified, this filter
includes the rules for conversion between external and internal
KB.

Some of the tasks performed during this step are:

e Generation of a new rule for each conjunction on LHS;
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e Replacing the variables used in rules and triggers with
VERITAS symbols;

e Representation of rules in a relational form in order to
create indexes to speed up the expansion rules generation;

Consider the following example were one simplified
SPARSE rule d! is converted:

RULE dl:
'three-phase tripping’:
([
msg([I1,P1, [I2,NL]], >>>tripping’,’01l’) AT T1
AND
breaker(I1,Pl, ,unidentified,open) AT T2
AND
diff_less_or_equal (T2,T1,30)

AND

msg([Il,Pl, [I2,NL, _ ]],'breaker’,’00') AT T3
AND

abs_diff_less_or_equal (T1,T3,30)

] OR

| .

=>

—_ I =

assert (breaker (I1,P1, ,tripping,open) AT T2),
retract (msg([I1,P1, [I2,NL]], 'tripping’,’01’) AT T1),

During the extraction and classification stage the following
tuples are created.

The tuple rule/3 stores the relation between the original
rule and all the new converted rules, notice, each conjunction
in LHS generates a new rule.

rule(OldRule, NewRule,Description)

OldRule The identifier for the original rule;

NewRule The identifier for the new rule based on the OldRule
plus the identification for the LHS conjunction;

Description The original rule description;

consider the following example:

rule(dl, ‘dl-11’, 'three-phase tripping’)
rule(dl,’'d1-12','three-phase tripping’)

The tuple literal/3 stores the relation between the internal
label that each literal and the external value.

literal(Label, Type,Functor/NArgs)
Label The identifier for the condition present on LHS;
Type One literal type can have one the following values: time,
status, event or userInterface, meaning respectively that it is a,
temporal operator, literal about the status of an entity,literal
about the an occurrence that changes the status of an entity,
literal about some message used in the user interface.

Functor/NArgs The name of literal and number of arguments;
consider the following example:
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literal (txrl,time,abs_diff less_or_equal/3).
literal (st5,status,disj_aberto_disparo/2) .

The tuple lhs/6 stores the relation between the LHS and the
literals that it contains, notice that there is a tuple entry for
each literal.

Ihs(Rule,Label,Pos,Args, TimeTag,Log Value)

Rule Rule identifier;

Label Literal (Condition) identifier, same as the Label present
on the tuple literal;

Pos Gives the position where the condition appears on LHS;
Args List of arguments used in the condition;

TimeTag Identifier for the temporal argument, just for the time
tagged conditions;

LogValue Logical value of the condition, it can be true or
false;

Consider the following example:

lhs(dl,ev2,1, 4
[[#I1,#P1, [#Inst2,#NL]],  'tripping’,’01'],
#T1, true) .

The tuple rhs/6 is quite similar to lhs/6 but it keeps the
relation between the RHS and the literals that it contains.
Besides that, there is no LogValue since every conclusion is
true.

rhs(Rule,Label,Pos,Args, TimeTag,Group)

Label Conclusion identifier, same as the Label present on the
tuple literal;

Group Used to describe different kind of conclusions, Group
can have one the following values: cf, rf or ui, meaning re-
spectively, asserting conclusions, retracting facts and user in-
terface;

consider the following example:
rhe(dl,st5,7, [/ #I1#', ' #P1#'], ' #T1#', true,cf).

The tuple localMatch/3 contains the relation between every
pair of literals that could be matched during the inference
process.

localMatch(Label,(Rulel,Pos1),(Rule2,Pos2))

Label The label for the literal that matches;

(Rulel,Pos1) The first pair of rule and position where Label
appears;

(Rule2,Pos2) The second pair of rule and position where La-
bel appears;

consider the following example (see Figure 3):

localMatch(st1l, (‘el-L1‘,1),(d2,1)).
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VERITAS considers some types of constraints (also re-

ferred as impermissible sets) during anomaly detection, some
these already described in literature [22]. A constraints can be
one following types:
Semantic Constraints, this type of impermissible set is
formed by literals that cannot be present at the same time in
the KB. Semantic constraints have to be introduced by the user.
The following example concerns an electrical substation oper-
ation mode:

{remote (Time, Installation),
local (Time, Installation) }

Single Value Constraints (SVC), this type of impermissible
set is formed by only one literal but considering different val-
ues of its parameters. Those potential constraints are automati-
cally detected and then can be either accepted, refused or mod-
ified by users. The following example shows an automatically
detected SVC:

{ .
breaker (Time, Installation,Device,open),

breaker (Time, Installation,Device, closed),
breaker (Time, Installation,Device, changing)

}

Logical Constraints, there are just two types of logical con-
straints (where A stands for a literal):

{a and not (a) }
{A and notPhysical (a)}

the designation not Physical is obtained by analogy with log-
ical negation and allows to represent the constraint defined by
a literal and its retraction from the KB.

After generate all the previously described data, VERITAS
can show the rule dependencies through a directed hypergraph
type representation (see Fig.3). This technique allows rule rep-
resentation in a manner that clearly identifies complex depen-
dencies across compound clauses in the rule base and there is a
unique directed hypergraph representation for each set of rules
[14].

In the following example, a set of rules (el1-L1°,d1,d2,d10)
is considered.

B. Anomaly Detection

As it has been described before SPARSE has some specific
features. Regarding these features the used technique is a vari-
ation of common Assumption based Truth Maintenance Sys-
tem (ATMS) [6]. Namely, the knowledge represented in the
meta-rules had to be considered in rule expansions generation.

In the previous work of the authors [16], during rule expan-
sions calculation, one data structure was created for each possi-
ble inference chain. Currently, the local M atch /3 keeps infor-
mation about all predecessors of every literal, more precisely,
the list of all rules that could infer this literal. It means that
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Fig. 3. Hypergraph representation

it is possible with a graph-visiting algorithm to compute the
desired expansions. This approach showed to be more faster
(since some tests do not need to know all rule expansions) and
data flexible (e.g. circular chains became possible to exist in
the verification database).

The VERITAS verification tool is able to detect anomalies
existing in KB in a first step using logic tests. The detected
logic anomalies could be grouped in three groups: redundancy,
circularity and ambivalence Later, the verification algorithm
performs temporal reasoning analysis which allows to filter
previously detected anomalies, providing more accurate infor-
mation, namely by preventing false anomaly reporting.

For instances, in the previous example (see Figure:3), two
expansions would be generated:

(stll+ev2) -»>

'el-L1':(stll+tr2+ev2+trl+ev2) ->
di:(st9)-> d10:(st9)

(stll+ev2) -> ‘el-Ll1’:(stll+tr2+ev2)->
d2:{st9)-»> dlo:(st9)

Notice that both inference chains allow to conclude the lit-
eral st9, but the conditions set used in the first chain includes
the second set, so, if only logical analysis is performed one
Jalse anomaly would be reported, namely, a particular type
of redundancy, named as Subsumed or Duplicate Rule, but
if the following triggers are considered, this report would be
avoided.

trigger (ev2, [breaker openl],
[(d1,30,50), (d2,31,51), (d3,52,52)] )
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Thus, the meta rule selects the specialist rule d1 first and
later the general rule d2.

C. Anomalies Classification

Regarding that the anomalies definition depends on KBS
characteristics, let us consider some definitions for the most
important types of anomalies:

Definition IV.1 (Circularity) A knowledge base contains cir-
cularity if and only if it contains a set of rules, which allows
an infinite loop during rule triggering.

Definition IV.2 (Redundancy) A knowledge base is redun-
dant if and only if the set of final hypotheses is the same in
the rule/literal presence or absence.

Definition IV.3 (Ambivalence) A knowledge base is ambiva-
lent if and only if, for a permissible set of conditions, it is pos-
sible to infer an impermissible set of hypotheses. i

Definition IV.4 (Deficiency) A knowledge base is deficient if
and only if there is not a rule that uses a set of conditions
representing a possible domain knowledge situation.

The considered is based on Preece’s classification [13] with
some modifications.

Namely, the matching values are considered in rule analysis,
meaning that a new set of anomalies will arise. Let us consider
the following circular rules:

RULE rl:[t(a) AND r(X)] ==> [s(a)].

RULE r2:[s(a)] ==> [r(a)].

For X = a some inference engines could start an infinite
loop.

Another situation concerns to redundancy between groups
of rules. Consider the following example:

==> [2].
[z].
[2]

RULE rl:[a AND b AND c]
RULE r2:[NOT a AND c]
RULE r3:[NOT b AND c]

==>

==>

the rules r1, 2 and 73 are equivalent to the following logical
expression:
(aANbAC)V(maAe)V (-bAc) — z (1)

Applying logical simplifications to ((1)), it is possible to ob-
tain the following rule:

RULE rx: [c] ==> [z].

These situations can be detect using an algorithm for logical
expressions simplification. Basically, this algorithm works as
follows:

1. for the conclusion X, compute the set of LHSs of all rules
that allows to infer X;
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2. try simplify disjunction of the set obtained in the previous
step;

3. compare the original expression with the simplified one,
if the former is simpler (less variables or less terms) then
report a redundancy anomaly;

This algorithm also works with multi-valued logic, for in-
stances, consider the following example, notice that there are
just three valid values for the b parameter’s: open, closed and
changing.

RULE r5:[a AND b(open)] ==> [z].
RULE r6:[a AND b(closed)] ==> [z].
RULE r7:[a AND b (changing)] [z].

==3

the rules 5, 76 and r7 are equivalent to the following logical
expression:

a A (b(changing) V b(closed) V b(open)) — z  (2)

Applying logical simplifications to ((2)), it is possible to ob-
tain the following rule:

[a] ==> [z2].

RULE ry:

Notice that redundancy between groups of rules is a gener-
alization of the unused literal situation already studied by Alun
de Preece.

D. Variables Evaluation

Efficient variables evaluation is a crucial aspect during ex-
pansion computation in order to obtain acceptable results dur-
ing anomaly detection. The used technique relies on variable
name replacing in the original rule by a string that uniquely
represents the argument (variable). Later, during rule expan-
sion generation this information will be used to check possible
matches.

Different match types could be used during evaluation (see
Fig.4), notice that Optimal match would correspond to the one
that is obtained during system functioning:

Open In this type of match, free variables could be instantiated
with terminals, consider the following example:

{disconnector (X), disconnector {open) }

where X could take open value. In this type of match, a large
number of expansions is considered and consequently a con-
siderable number of false anomalies could be detected;

Close In this case it is not allowed that free variables would
match with terminals (in opposition to the open previous ex-
ample). The reduced number of rule expansions generated
will make the detection process simpler but the trade-off is that
some anomalies could remain undetected;

VERITAS The used approach intends to obtain the best of the
two previous kinds of options, being Open in order to allow de-
tection of all possible anomalies but at same time generate the
smallest possible number of expansions. How is that achieved?
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First, a free variable could just be replaced by valid values in
the knowledge domain, previously defined in the database (e.g.
breaker(X), in the SPARSE domain could have the following
values: open, close, changing). Secondly, the rules expan-
sion are computed as late as possible and kept in a graph struc-
ture, meaning that, in the graph the following pairs would be
kept (where a «— b means that a matches with b):

(3)
“)

breaker(X) «— breaker(open)

breaker(close) «—— breaker(X)

But later, during expansion rules computation, a similar pro-
cess to Prolog instantiation mechanism is used, so that each
variable instantiation is reflected in the following transitions.
This means that an expansion that uses both relations ((4))
and ((3)) would not be generated, since that, after X becomes
instantiated with open it could not be later instantiated with
close.

Close
Optimal
Veritas
Open

Fig. 4. Match Schema

V. CONCLUSIONS AND FUTURE WORK

This paper focussed on some aspects of the practical use of
KBS in Control Centers, namely, knowledge maintenance and
its relation to the Verification process. It becomes clear to the
development team that the use of Verification tools (based on
formal methods), increases the confidence of the end users and
eases the process of maintaining a knowledge base. It also re-
duces the testing costs and the time needed to implement those
tests.

This paper described VERITAS a verification tool that per-
forms the structural analysis in order to detect knowledge
anomalies. During its tests the SPARSE KBS was used. Some
characteristics that mostly constrained the development and
use of verification tool were pointed like, temporal reasoning
and variables evaluation, hence, the adopt solutions were de-
scribed.
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