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RESUMO 1

RESUMO

O uso simultaneo de medicina complementar e alternativa com medicamentos convencionais pode levar
a interacOes prejudiciais entre ervas e farmacos, podendo até causar fatalidades em alguns casos.
Portanto, ¢ crucial melhorar a compreensio e a consciencializacdo sobre o uso de ervas e suplementos
permitindo, assim, aos profissionais de sadde fornecer orientagSes adequadas aos pacientes. Os sistemas
de suporte a decisdo sdo ferramentas poderosas que podem ajudar os farmacéuticos a tomar decisGes
diagnésticas e de tratamento. Neste trabalho, um sistema de suporte a decisdo foi implementado para
identificar interagcbes entre ervas e farmacos ajudando, assim, os farmacéuticos a converter dados
cientificos em conhecimento aplicavel a pacientes. Por outro lado, a ciberseguranca tornou-se cada vez
mais importante na area da saide, a medida que a tecnologia é adotada para melhorar o atendimento aos
pacientes. Uma area de preocupagio prende-se com a autenticacdo do utilizador em sistemas de
informacdo. A autenticacdo multi-fator ¢ aplicada para aumentar a seguranga e a prote¢ido continua de
dispositivos eletrénicos e servigos criticos. Os dados biométricos, como os padrSes de escrita,
desempenham um papel fundamental na autenticagdo, exigindo que os utilizadores comprovem a sua
identidade através destas caracteristicas unicas e individuais. Este trabalho avaliou a aplicabilidade de um
novo conjunto de dados de padroes de escrita no desenvolvimento de um sistema de autenticagdo
biométrico inteligente com o objetivo de proteger servicos de saude. Envolveu duas abordagens de
classificacdo, nomeadamente multi-classe e binaria, aplicando trés algoritmos de aprendizagem maquina
(k-Nearest Neighbors, Random Forest e LightGBM). O algoritmo LightGBM apresenta o melhor
desempenho na tarefa de classificagdo binaria, minimizando a rejei¢io de utilizadores genuinos enquanto
evita a aceitagdo de potenciais atacantes. Este equilibrio é essencial para assegurar um processo de
autenticagdo eficientes e uma boa experiéncia ao utilizador. No geral, o trabalho serve como base de
referéncia para investigacoes futuras, abrindo caminho para solu¢les avancadas de autenticacdo
biométrica.

PALAVRAS-CHAVE: Interacdes entre Ervas e Medicamentos, Sistemas de Suporte a Decisio,
Inteligéncia Artificial, Sistemas Baseados em Regras, Aprendizagem Maquina, Cuidados de Saude.
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ABSTRACT

The simultaneous use of complementary and alternative medicine with conventional medications can
lead to harmful herb-drug interactions and even fatality in some cases. Therefore, it is crucial to improve
the understanding and awareness of herbal and supplement usage. This will enable healthcare
professionals to provide appropriate guidance to patients and empower users to access reliable
information about these therapies. Decision support systems are powerful tools that can assist clinicians
in making diagnostic and treatment decisions. In this work, a decision support system was implemented
to identify herb-drug interactions and help pharmacists convert scientific data into actionable knowledge
for individual patients. On the other hand, cybersecurity has become increasingly important in healthcare
as digital technologies are adopted to enhance patient care. One area of concern is user authentication
in computer systems. Multi-factor authentication is employed to enhance safety and ongoing protection
for computing devices and critical services. Biometrics, such as keystroke dynamics, play a key role in
this authentication method by requiring users to prove their identity using multiple factors. The study
evaluates the suitability of a novel keystroke dynamics dataset for an intelligent biometric authentication
system that safeguards healthcare services. The benchmark performed involves two classification
approaches namely, multiclass, and binary. Three algorithms (k Nearest Neighbors, Random Forest, and
LightGBM) are used for the analysis. The LightGBM algorithm performs the best in the binary
classification task, achieving the lowest false rejection rate and equal error rate values, minimizing the
rejection of genuine users while avoiding the acceptance of fraudulent ones. This balance is essential for
efficient authentication processes and for ensuring a seamless user experience. Overall, the work serves
as a benchmark basis for future investigations, paving the way for advanced biometric authentication

solutions.

KEYWORDS: Herb-Drug Interactions, Decision Support Systems, Artificial Intelligence, Rule-Based
Systems, Machine Learning, Healthcare.
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1. INTRODUCTION

This chapter provides a concise introduction to the problem being addressed in this thesis, furnishing
both contextual details and preliminary motivations. It highlights the main research questions and
objectives of the study, discusses the methodological choices made, and presents the research center

where this thesis was done. Furthermore, an outline of the document is also included.

1.1. Problem statement

Polypharmacy, the concurrent use of multiple medications, has become a prevalent practice in modern
healthcare. The rise of chronic diseases, an aging population, and advances in medical technology have
contributed to an increase in the number of medications prescribed to patients. On the other hand, in
addition to the medications prescribed by healthcare professionals, patients may also use over-the-
counter herbs, supplements, or food, which can potentially interact with other medications.
Furthermore, the usage of Complementary and Alternative Medicine (CAM), such as herbs and dietary
supplements, has been on the rise in recent years [1], [2].

The term CAM encompasses a wide array of healing philosophies, approaches, and therapies that are
typically not taught or provided within conventional healthcare institutions. While some of these
practices have now become institutionalized, there is still considerable confusion surrounding the
definition of CAM and the role of its various disciplines in relation to conventional medicine. Despite

this confusion, CAM is increasingly being integrated into healthcare practice [3].

The increasing prevalence and acceptance of these products can be attributed to their longstanding
historical usage that predates written records, as well as the common perception that "natural" ensures
safety. Furthermore, the belief that these products are more cost-effective and widely accessible,
combined with the increasing availability of scientific data supporting their benefits for patients, has
contributed to their growing popularity [4].

Nonetheless, a pressing concern in contemporary healthcare is the inadequate communication by
consumers with their healthcare providers regarding the concurrent use of herbal products with
conventional drugs. Such negligence can give rise to the potential for adverse reactions or interactions
between these substances, thereby placing the patient's health and well-being at risk. Concurrent use of
conventional drugs and herbal medicines can result in interactions between the active ingredients present
in the prescribed drugs and the phytochemicals found in herbal products. These interactions have been
demonstrated to trigger Adverse Drug Reactions (ADRs), some of which may lead to fatal outcomes.
The complexity of herbal medicines, which may contain more than 150 distinct ingredients, can make it
challenging to identify the specific molecule(s) responsible for adverse events. Furthermore, adverse
effects resulting from Herb-Drug Interactions (HDIs) are often underreported and poorly documented,
exacerbating the problem of patients' reluctance to disclose such information to their healthcare
providers [5]-[7].

Moreover, the efficacy of herbs and supplements has long been a topic of debate among medical
professionals, with many physicians exhibiting a degree of skepticism regarding their therapeutic
benefits. Consequently, the recommendation of such products to patients is often unlikely. Nevertheless,
it is imperative that physicians advise patients of both the potential risks and benefits associated with
these alternative therapies. Notably, studies have revealed that discussions between physicians and
patients concerning the use of these remedies are infrequent, with many practitioners opting not to
broach the subject at all. It is important to note, however, that the judicious use of herbs and supplements
has been linked to the amelioration of certain medical conditions. Although, the inappropriate
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application of these remedies or their use in conjunction with conventional medication can give rise to
deleterious effects [4], [8]. Regrettably, unlike Drug-Drug Interactions (DDIs), which are widely studied
in clinical pharmacy, HDIs and Supplement-Drug Interactions (SDIs) have not been accorded the same
level of attention within the pharmaceutical community, despite the potential severity of the implications
[9]-[11]. DDIs arise when one drug modulates the pharmacokinetic or pharmacodynamic properties of
another drug, giving rise to alterations in physiological processes or activity. These interactions are
implicated in 2-3% of all hospital admissions, and patients who are hospitalized for this reason tend to
experience longer hospital stays than those admitted for other medical conditions [12], [13] . Likewise,
the concomitant use of a prescription medication with a dietary supplement is reported by almost a
quatter of United States adults. However, certain supplements, such as St. John's wort and goldenseal,
have been linked to clinically significant drug interactions, and their use should be avoided by most
patients receiving pharmacologic therapy [14].

As the utilization of over-the-counter supplements and phytopharmaceuticals continues to expand, it is
crucial to consider the potential drug-supplement interactions that may arise in conjunction with
medications. While many of these supplements are available without a prescription and can be purchased
at pharmacies or para-pharmacies, pharmacists are uniquely positioned to identify and monitor potential
drug-herb and drug-nutrient/food interactions.

Moreover, with the National Healthcare System facing increasing demands and limitations, pharmacies
have the potential to play a vital role in promoting patient safety and improving healthcare outcomes. In
particular, providing proximity services that offer reliable alternatives for monitoring chronic diseases
and promoting general health among the population is crucial. As such, advancing patient safety and
improving healthcare outcomes at the pharmacy is an indisputable priority that deserves further attention
and investment. Therefore, equipping pharmacists with reliable tools and information that keep them
up-to-date on the latest research and recommendations in this area is vital in promoting patient safety,
enhancing healthcare outcomes, and making the most of the potential of pharmacies to offer proximity

services [15].

On the other hand, in today's technologically advanced era, the need for Information Security has
become increasingly important in order to ensure the integrity and security of modern-day systems.
Within this field, authentication holds a pivotal position, acting as a gatekeeper for granting access to
resources or services. A range of systems, such as banking, e-commerce, healthcare, and transportation,
require robust authentication mechanisms to confirm or determine the identity of individuals secking
access to their services [16].

One such mechanism that is gaining prominence is biometric authentication, which offers enhanced
identification, authentication, and non-repudiation in information security. Biometric authentication
relies on unique biological traits such as fingerprints, iris patterns, or facial recognition to establish the
identity of an individual. Compared to traditional authentication methods such as passwords or PINs,
biometric authentication offers advantages such as increased accuracy, convenience, and resistance to
fraud. The use of this mechanism can help prevent identity theft, fraud, and other malicious activities by
providing a secure means of verifying a user's identity. As such, the integration of authentication
mechanisms, particularly biometric authentication, is crucial in ensuring the security and integrity of
modern-day systems [17].

The ForPharmacy project (Ref*. POCI-01-0247-FEDER-070053) [18] financed by the Fundo Europeu
de Desenvolvimento Regional (FEDER) intends to enhance the accessibility of pharmacy care by
developing setvices that can identify interactions between drugs and herbs/supplements to support the
users and improve their awareness about the local pharmacies. To achieve this, the project aims to create
a Decision Support System that assists healthcare professionals in making informed decisions and

ensures patient safety. However, while providing these digital services, it is essential to prioritize
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cybersecurity. Although the main purpose of the ForPharmacy project is not to develop a cybersecurity
module, it aims to deliver intelligent services in a way that does not increase cyber breaches, providing
authentication capabilities to prevent unauthorized accesses. To meet these objectives, the ForPharmacy
project is composed by a consortium of four complementary entities that has the know-how and
expetience to ensure the pursuit of the objectives: one company - Glintt, leading promoter of the project,
and three non-corporate entities from the I&I system - Porto's Higher Institute of Engineering ISEP),
Leiria Polytechnic Institute (PLEIRIA) and Porto Polytechnic Institute (IPP). This thesis intends to
address these topics within the scope of the ForPharmacy research project and was carried out at the
Engineering and Intelligent Computing Research Group for Innovation and Development (GECAD).

1.2. Objectives and Research questions

One aim of this thesis is to develop a tool that will assist pharmacists to efficiently identify HDIs. To
achieve this goal, the research is structured to address the following question: "How can consumers,
healthcare professionals, and pharmaceutical industries be effectively alerted to the risks associated with
combining complementary and alternative therapies with conventional prescribed medicines?". In light

of the research question posed, the subsequent objective was formulated as follows:

— O1I: Design and implement a tool to assist healthcare professionals identifying potential HDIs.

To pursue the general objective of this research, the following specific objectives were formulated:

— OL1: Investigate the main causes of harmful interactions between conventional medicines and
herbs/plants.

— 01.2: Study the state-of-the-art of existing intelligent tools in the context of HDIs and identify the
main flaws.

— 0O1.3: Implement a new solution capable of helping healthcare professionals identify potential HDIs.

On the other hand, this thesis also aims to study novel authentication methods to improve the security
of digital healthcare systems. To accomplish this, the following research question was formulated: “How
can multifactor authentication technology be used to enhance the security of healthcare systems?”. The
subsequent objective was formulated as follows:

— O2: Investigate how to approach authentication in the context of healthcare systems.
To pursue the general objective of this research, the following specific objectives were formulated:

—  02.1: Investigate and describe the most common authentication factors.

— 0.2.2: Study the applicability of authentication based on keystroke dynamics.

1.3. Contributions

From this thesis, some scientific contributions can be appointed:

—  Herb—Drug Interactions: A Holistic Decision Support System in Healthcare [19].
— Reducing Herb-Drug Interaction Risks: A Clinical Decision Support System for Community
Pharmacy (under review) [20].

— Knowledge and Beliefs about Herb/Supplement Consumption and Herb/Supplement—Drug
Interactions among the General Population, including Healthcare Professionals and Pharmacists: A
Systematic Review and Guidelines for a Smart Decision System [21].
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— Scientific poster present at the 5th International meeting of the Lusophone Health Sciences
Academic Network, held from May 3-5 at the University of Mindelo, Sdo Vicente Island, Cape
Verde.

— An Analysis of KeyRecs for an Intelligent Biometric Authentication (submitted on the 19th
International Workshop on Security and Trust Management" co-located with ESORICS 2023).

1.4. Methodological options

The DSS was implemented by following a rule-based system approach. The PLEIRIA partner conducted
a literature review to gather the required information for building the knowledge base. Once the
knowledge was standardized, it was transformed into rules, resulting in the development of an expert
system. To facilitate interaction with the system, a graphical interface was developed, providing health
professionals with a user-friendly and intuitive platform. Lastly, a user-friendly graphical interface was
developed to enable health professionals to interact with the system.

On the other hand, the Cross Industry Standard Process for Data Mining (CRISP-DM) methodology
was adopted to examine the feasibility of using keystroke dynamics for authentication purposes.

1.5. GECAD presentation

The GECAD is a research unit affiliated with the Engineering Institute of Porto and the School of
Engineering of Porto, duly acknowledged by the Foundation for Science and Technology (FCT). Its
primary objective entails the advancement and cultivation of scientific research pertaining to the
enhancement and progression of intelligent systems in the domain of engineering and beyond [22].

Presently, GECAD is actively engaged in undertaking several projects focused on diverse areas including,
but not limited to, Smart Grids and Electricity Markets, Internet of Things, Cyber-Physical Systems,
Smart Cities, Optimization, Knowledge Management and Decision Support Systems [22].

1.6. Outline

In addition to the “Introduction” section, this document is structured into various chapters that include
"Background," "State of the Art,” "Methods and Application," "Demonstration,” and finally, the

"Conclusion section.
The chapter 2 provides a theoretical context for the concepts addressed in this thesis.

The chapter 3 reviews relevant literature, focusing on prominent HDIs in biomedical literature, Al
applications in HDIs, and biometric authentication approaches, specifically keystroke dynamics.

The chapter 4 provides an overview of the DSS implementation. Moreover, to showcase the practicality
of the system, a hypothetical use case is presented, and the outcomes are discussed.

The chapter 5 the applicability of the dataset KeyRecs for an intelligent authentication method is
analyzed using the CRISP-DM methodology. The evaluation results of the dataset are elaborated upon
and discussed.

The chapter 6 concludes the work, highlighting key findings and suggesting future research and
development directions for further enhancing the proposed solution.

Supplementing the aforementioned chaptets are other sections such as the "Resumo” (and "Abstract"),
indexes and lists, the "Bibliographical References," as well as the appendices and annexes.
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This chapter provides a theoretical contextualization of different concepts that are addressed during the
course of this thesis.

2.1. Complementary and Alternative Medicine

Throughout history, herbal medicines have been utilized as a therapeutic intervention across cultures
and geographical regions for millennia, demonstrating efficacy in both preventing and treating a broad
spectrum of ailments and they are often associated with traditional or folk medicine systems, including
traditional Chinese, Tibetan, Japanese Kampo, Indian Ayurvedic, and Yunani medicine. The burgeoning
prevalence and endorsement of these products can be attributed to the widely held perception that
"natural" guarantees safety, the belief that these remedies are more affordable and easily accessible, and
the increasing availability of scientific data detailing their therapeutic benefits for patients [4], [5], [9],
(23].

The employment of CAM in the management of both adults and children is on the rise. This trend is
particulatly discernible in cases of asthma and other allergic disorders, conditions in which conventional
medicine can alleviate symptoms but not necessarily effect a cure. The catalogue of traditional alternative
diagnostic and therapeutic modalities is vast, encompassing practices as diverse as bioresonance,
pendulums, acupuncture, and yoga. Moreover, the proliferation of marketing campaigns on the Internet
has served to expose families to an ever-expanding range of sophisticated promotional techniques. In
light of these developments, it is no longer feasible for the scientific community to overlook CAM.
Systematic evaluations of clinical trials investigating the efficacy of acupuncture, herbal medicine, and
homeopathy, the three major categories of complementary and alternative therapy, have been conducted
and reported, revealing that while some areas of inquiry have yielded encouraging findings, the results

of available reviews are unlikely to fully resolve the ongoing debate surrounding these therapeutic
modalities [24]—[26].

Quantitatively speaking, the Food and Drug Administration (FDA) has reported that at least 29,000
dietary supplement products are currently available on the market. These supplements are classified
under the Dietary Supplement and Health Education Act DSHEA) of 1994, which encompasses a wide
range of products, including herbals, vitamins, minerals, sports nutrition supplements, weight
management products, specialty supplements, and other oral formulations intended to complement the
diet. According to the FDA, dietary supplements are not subject to the same regulatory oversight as
conventional prescription or over-the-counter medications, or are considered food additives. In fact,
manufacturers of dietary supplements are not currently required to follow Good Manufacturing Practices
(GMPs) as strictly as those for drugs as well as they are not obliged to furnish proof of the safety or
efficacy of these products to the FDA. Nevertheless, they are prohibited from promoting unsafe
products. Although, The FDA is obligated to demonstrate that a marketed dietary supplement is unsafe
before taking steps to prohibit its use and withdraw it from the market [2], [27].

In contrast to conventional drugs, natural products offer a multifaceted collection of bioactive
substances that may or may not have pharmacological efficacy. Frequently, a comprehensive
identification of all the chemical components present in a natural product remains elusive. Moreover,
the chemical composition of a natural product may differ depending on the plant part utilized (e.g.,
stems, leaves, roots), seasonal variations, and environmental factors. Likewise, the added complexity of

combination products consisting of multiple natural products increases the complexity of possible HDIs

2.
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2.1.1. Herb-Drug Interactions

The co-administration of herbal medicines and prescription drugs has become a prevalent practice,
especially among patients diagnosed with hypertension, diabetes, cancer, seizures, and depression. Given
these circumstances, there is growing concern over inadequate communication by patients with their
healthcare providers regarding the concurrent use of herbal medicines and conventional medications.
This lack of communication can lead to interactions between these substances and potential adverse
reactions, posing a significant risk to the health and well-being of the patient. The simultaneous use of
these products can result in interactions between the active ingredients in the prescribed drugs and the
phytochemicals present in the herbal products, triggering ADRs which can result in prolonged
hospitalization and mortality in certain instances. The complexity of herbal medicines, which may
contain over 150 distinct ingredients, makes it challenging to pinpoint the specific molecule or molecules
responsible for adverse events. Moreover, adverse effects resulting from HDIs are pootly reported and
documented, leading to a major problem of underreporting and a lack of disclosure by patients to
healthcare providers [28]—[31].

HDIs occur due to various factors. Figure 1 tries to summarize the mains reasons for theses interactions.
These include the lack of scientific testing and regulation for herbal products, physician unawareness of
patient herbal product use, the perception of natural products as safe, and the complex composition of
herbal drugs. Raising awareness among healthcare professionals and the public is crucial to address these
risks [32], [33].

Reasons of Herb-Drug Interactions
(HDIs)
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\.Vlth the sctenttﬁ; mgor regulated for purity and potency patients regarding herbal
required of conventional drugs - . prodeuts
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Herbal products cannot be marketed for the The potency and impusrities of an Self-medication of concomitant intake
diagnosds, treatment, cuse or prevention of herbal product may increase the of herbal medicines and prescription
diseaze possibility of adverse effects drugs
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Perception from the society that
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Multiple phytoconstitutents in
herbal drugs and preparation

Figure 1 - Main reasons of herb-drug interactions [19], [32], [33].

Broadly categorized, HDIs may be characterized as either Pharmacodynamic (PD) or Pharmacokinetic
(PK) based on the mechanistic pathways that underlie these interactions, which may result in neutral,
beneficial, or toxic outcomes. PD interactions can arise when the bioactive compounds present in herbal
products exhibit synergistic or antagonistic effects in relation to conventional drugs. In contrast, PK
interactions occur due to alterations in the absorption, distribution, metabolism, or elimination of the
conventional drug resulting from the concurrent use of herbal products or other dietary supplements
[33]-[35].

Furthermore, the utilization of medications with a narrow therapeutic index poses a significant security
concern considering potential HDIs. Warfarin, the most frequently administered anticoagulant, is

characterized by a narrow therapeutic index and numerous medicinal herbs and food interactions. An
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investigation conducted by C. Awortwe et al. [36] revealed that patients taking warfarin and/or statins
(including atorvastatin, simvastatin, and rosuvastatin) for the treatment of cardiovascular complications
frequently reported interactions following combination with herbal products such as sage, flaxseed, SJW,
cranberry, goji juice, green tea, and chamomile. The interaction of warfarin with active constituents of
herbal products has led to ADRs such as ecchymosis, epistaxis, haematuria, hemiplegia, and elevated
International Normalized Ratio (INR). This blood test is a clinical tool utilized to assess an individual's
coagulation status. When the INR value surpasses the established therapeutic range, it signifies a
decelerated blood coagulation process, thereby heightening the potential for bleeding|28], [37]—[39].

Nevertheless, despite the potential negative consequences associated with various HDIs, others may
have a beneficial effect on therapy when appropriately prescribed to the patient. Figure 2 depicts the
primary mechanisms of HDIs [31], [35].

Herb-Drug Interactions
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Figure 2 - Main mechanisms of herb-drug interactions [35].

Even so, healthcare providers often exhibit a degree of skepticism regarding the potential benefits of
herbal products and dietary supplements and are, therefore, less inclined to recommend them to patients.
This underscores the importance of informing healthcare professionals about the potential risks and
benefits associated with the use of these products. Surveys indicate that conversations between
physicians and patients about the use of herbal medicines and dietary supplements are infrequent, as
most healthcare providers do not engage in such discussions. However, as previously stated, it is crucial
to acknowledge that certain herbs and supplements may be effective in treating certain health conditions,
although incorrect usage or combination with other medications can result in unfavorable outcomes

[40][44].

Accordingly, the safety of herbal products is of paramount importance to the general public. In order to
achieve this, it is imperative to disseminate relevant knowledge to healthcare professionals so they can
provide guidance on the necessary precautions and also to educate patients on the safe usage of herbal
products. The biomedical literature on HDIs is vast, given the broad range of applications of herbal
remedies as both phytotherapeutic agents and as a source of nutrition. Nevertheless, biomedical scientific
literature remains a fundamental source of information for healthcare professionals. Despite this, the
vast amount of information available on HDIs can be a daunting task for experts to handle, as it can be
time-consuming and overwhelming to conduct a comprehensive review of all the available data. As a
result, the need for more efficient and effective methods of retrieving information has led to the adoption
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of Al-based approaches in the domains of HDIs since these methodologies have the potential to
revolutionize the process of retrieving information on HDIs, resulting in significant time savings [45]—

[47]-

In the field of medicine and healthcare, numerous computer systems have been designed to provide
automated assistance to both clinicians and patients, including Medical Expert Systems (ESs) [48]. To
address the overwhelming amount of knowledge regarding DDIs, some studies have used this
knowledge-based approach. For instance, an earlier study employed an expert system to aid in decision-
making regarding drug therapy combinations [49], while another study developed a micro-computer-
based expert system for predicting DDIs [50]. However, to date, no other research has applied expert
systems to the domain of HDIs, to the best of our knowledge.

Moreover, recent studies have explored alternative Al techniques to address DDIs, including
autoencoders, weighted Support Vector Machine (SVM) [51], and Recurrent Neural Network (RNN)
[52], among others. These studies have the potential to enhance the performance of expert systems. For
example, healthcare professionals can better attend to alerts that are most clinically relevant if the number
of unnecessary DDI alerts is reduced [53]. Al can assist with this by selecting the most pertinent alerts
to display, thereby reducing the number of alerts presented to healthcare workers. As a result, early
research has been conducted to develop a list of high-priority DDIs for alerting purposes using semi-
supervised learning algorithms [51]. This reduction in the number of alerts could help address the
excessive amounts of data involved in constructing the knowledge base of expert systems.

2.2. Security in Healthcare Systems

The significance of cybersecurity has grown substantially within the healthcare sector as providers
increasingly embrace digital technologies to enhance the quality of patient care. A technical series
published by the World Health Organization (WHO) on primary healthcare reveals that ICT is becoming
increasingly ubiquitous with the introduction of smartphones, tablets, and laptop computers [54]. These
digital tools are revolutionizing various aspects of healthcare, including allowing individuals to effectively
manage their health, improving disease diagnosis methods, and monitoring the impact of policies on
population health. Consequently, digital technologies for health are profoundly influencing the delivery
and operation of health services [55].

The Health Insurance Portability and Accountability Act, commonly known as HIPAA, establishes a set
of fundamental federal standards governing the privacy and security of Protected Health Information
(PHI). Its scope encompasses organizations and individuals engaged in electronic claims submission.
Given the prevalent use of electronic claim submission among pharmacies and pharmacists, they are
covered entities subject to HIPAA's privacy and security regulations. These covered entities bear legal
obligations outlined in both sets of rules [56], [57]. Furthermore, this has become a significant subject in
European privacy law as well. The General Data Protection Regulation (GDPR) imposes obligations on
organizations that gather and handle data pertaining to European Union (EU) residents, regardless of
their geographical location or data storage location. Notably, the healthcare sector is directly impacted
by the GDPR, which specifically sets forth provisions governing "data concerning health," "genetic
data," and "biometric data" [58], [59].

An area of significant concern relates to the authentication of computer users and the implementation
of access controls. It is generally recognized as essential for each user of a computer system to possess
unique authentication credentials. However, the use of passwords as a single factor authentication is
regarded by the National Institute of Standards and Technology (NIST) as providing relatively weak
protection [50].
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To ensure both efficiency and security, users must adhere to stringent credential management practices.
This includes regularly changing passwords, utilizing distinct credentials for different services, and
creating strong passwords that incorporate diverse character types, avoiding dictionary words. However,
due to the strict nature and inherent complexity of these requirements, most users fail to comply,
resulting in a significant security vulnerability within the authentication mechanism [60], [61].

On the other hand, authentication has evolved and become a complex set of multiple methods which
individually or in a combined fashion, are able to prove one’s identity. As depicted in Figure 3 based on
[62] and [63], authentication is divided into four different types: (i) knowledge-based, (ii) object-based,
(iii) biometric-based (iv) and multi-factor.

Authentication

|
¥ v v v

Knowledge-based Object-based Biometric-based Mlulti-factor
Textual ¥| Physiclogical
Graphical » DBehavioral

Figure 3 - Authentication taxonomy [62], [63].

Knowledge-based authentication is capable of asserting one’s identity by confirming their knowledge
towards some sort of request. Texz or graphical graphical methods can be utilized to perform this kind of
authentication. Obyject-based authentication relies on something one has that proves one’s identity.
Typically, these include tokens or physical objects that confirm possession [64].

Biometrie-based authentication verifies human unique characteristics to validate one’s identity. This method
can be approached physiologically, where characteristics such as fingerprint, face, iris, retina, and hand
geometry can be utilized. Alternatively, bebavioral unique characteristics can also be employed. These
include digital signature, voice, gait, lip movement, mouse, and keystroke dynamics [62], [63]. Biometric-
based authentication is considered more secure than the first two approaches since it is harder or even

impossible to replicate someone’s physical or behavioral unique characteristic [65].

Lastly, Multi-Factor authentication (MFA), consists of a combination of multiple authentication methods,
to increase the number of policies for access control. MFA aims to provide a higher level of safety and
ongoing protection for computing devices and essential services. It primarily relies on biometrics, which
enhances security by requiring users to prove their identity using two or more different factors [57], [66].

2.2.1. Keystroke Dynamics

Keystroke dynamics is an automated identification method capable of confirming an individual’s identity
based on their keyboard typing pattern. There are two main types of keystroke systems: fixed-text and
free-text. Fixed-text systems force users to retype their password a specific number of times to determine
the uset’s typing behavior. Typically, these systems are used only at the beginning of a uset’s session. On
the other hand, in free-text systems, the users have freedom to write any text of any length with and
without any constraints. Free-text is usually used to ensure the continuous authentication of the user
during the entire session [67], [68].
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The typing of a key, as simple as it may seem, consists of a complex process, planned by the brain and
carried out by the muscles. However, once a movement is made enough times, it becomes automatic
and therefore much faster, reaching a point in which the trained movement becomes unique for each
individual [69], [70]. In addition to the studies made to prove that keystroke dynamics were unique to
each individual, the Rand report “Authentication by keystroke timing: some preliminary results”, proved
that authentication could benefit from this method, since the typing pattern could be differentiated and
described individually [71]. Therefore, it can be considered a valid biometric security mechanism for

person identification.
2.2.1.1. Keystroke Dynamics Authentication

Over the course of several years, a considerable body of research articles has been dedicated to employing
statistical methodologies for the purpose of verifying the claimed identity of users and detecting
impostors [72].

Typically, this problem is tackled through the utilization of ML or DL algorithms. ML approaches
commonly involve comparing the reference data associated with a particular user against the test data of
other individuals. The dissimilarity between these datasets is quantified, and if it falls below a
predetermined threshold value, the user is categorized as the legitimate user. Otherwise, they are
classified as impostors. Conversely, the DL approach revolves around training prediction models using
existing data from verified users. These models are subsequently utilized to predict and classify a user as

either valid or an impostor based on the analysis of test data [73].

In both approaches, a shared set of features is predominantly employed, specifically derived from
temporal measurements obtained through the analysis of key Down (D) and key Up (U) events
transmitted by the keyboard. Among these features, the most widely utilized are the inter-key latencies,
which are represented in the form of digraphs. Digraphs encapsulate the combination of two consecutive
keystrokes and serve as crucial components in assessing user authenticity. For a visual representation
and better understanding, refer to Figure 4, which illustrates the underlying mechanism of digraph inter-
key latencies [74].
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Figure 4 - Digraph inter-key latencies [74].

In the context of Figure 4, the features represent two different types of time frames such as dwell time
and flight time. The first refers to the duration of a keystroke on a single key, whilst the second refers to
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the time differences of multiple events present on the keystroke of two keys. These features have been
heavily investigated and are usually the most utilized [72]. Specifically, each acronym corresponds to a
specific event denoted as follows:

— DU: Represents the duration of time taken by the participant to both press and release the same key
or the next key.

— DD: Indicates the interval of time that the participant takes from pressing a key to subsequently
pressing the next key.

— UD: Denotes the duration of time that the participant takes from releasing a key to subsequently
pressing the next key.

— UU: Signifies the time span that the participant takes from releasing a key to subsequently releasing
the next key.

Nonetheless, there are also other less commonly known inter-key latencies features that are calculated
from trigraphs (inter-key latencies between every three consecutive keys) and ngraphs (inter-key latencies
between every n consecutive keys), which constitute a heavy research topic [72].

2.3. Artificial Intelligence

Al is an interdisciplinary field that encompasses the science and engineering of designing intelligent
machines, including advanced computer programs. While Al shares a common goal with the study of
computer-based comprehension of human intelligence, it is not constrained by the limitations of
biologically observable methods. The development of Al has the potential to provide insights into the
functioning of the human mind and to create new tools and technologies that can assist in addressing
complex problems in various fields, including medicine, finance, and transportation, among others [75]—

[78].

With the emergence of Machine Learning (ML), Deep Learning (DL), computer vision, and other
specialized subfields, Al has become increasingly versatile in its applications. The integration of these
techniques and their application across diverse domains is opening up new opportunities for innovation
and problem-solving, with the potential to reshape numerous industries and aspects of everyday life [76].
These sub-fields can be described as follows:

— Machine Learning:

Involves using statistical models and algorithms to automatically identify patterns and gain insights from
data, without being explicitly programmed. Through the process of iterative learning, the machine can
improve its performance on a given task, enabling it to make accurate predictions and decisions. In the
context of healthcare, ML has the potential to enhance clinical decision-making by personalizing
treatment plans and improving patient outcomes through the use of real-time, dynamic data analysis.

As ML has progressed, it has given rise to DL, which involves the construction of multi-layered neural
networks. DL algorithms are designed to enable machines to learn and make decisions independently,
akin to the workings of the human brain. This makes DL particularly useful for complex tasks such as
computer vision, speech recognition, and natural language processing. An Artificial Neural Network
(ANN) created through DL can analyze vast amounts of data and draw insights from patterns that may
be invisible to the human eye [77], [79], [80].

— Natural Language Processing (NLP):

Natural Languages (NL) are human languages used for communication, both in spoken and written
forms. Examples of NL include English, Arabic, Chinese, Japanese, Spanish, and French. NLP, also
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known as computational linguistics, involves the use of computers to process natural languages. It
encompasses a range of theoretical and computational techniques for analyzing and representing
naturally occurring texts, which may be oral or written, at one or more levels of linguistic analysis to
achieve human-like language processing for various tasks and applications. Therefore, NLP enables
humans to communicate with computers using natural languages and is a multidisciplinary field that
draws on computer science, Al, Human-Computer Interaction (HCI), linguistics, psychology,
mathematical logic, etc [81], [82].

— Computer vision:

Computer vision is an interdisciplinary field that aims to enable computers to interpret and understand
the visual world, using a combination of techniques from image processing, pattern recognition, ML,
and computer graphics. Its ultimate goal is to endow machines with the ability to automatically and
accurately analyze and interpret visual data, such as images or videos, in a manner similar to the human
visual system [77], [79].

— Multi-Agent Systems (MAS):

MAS has emerged as a promising approach for addressing simple to complex problems. An agent refers
to a computer program that operates on behalf of its user or owner. In order to fulfill its intended role,
an agent must possess a range of attributes, including autonomy, pro-activity, reactivity, communication,
co-operation, negotiation, and learning capabilities. The various features of agents make them well-suited
to solving particular problems. For instance, autonomous agents can adapt to changing environments
and make decisions to achieve their goals. When multiple agents work together, they form a MAS in
which primary goal of MAS is to establish communication and collaboration between agents so that they
can work together to accomplish a common objective. The applications of MAS are widespread and
diverse, with examples including telecommunications, Internet, robotics, and medical domains [83].

— Planning/Optimization:

The aim is to maximize or minimize a value obtained through a function of the problem's variables and
constraints. There are various optimization methods, including analytic methods, heuristics, and meta-
heuristics. Optimization methods have found applications in a diverse range of healthcare problems,
from operational-level scheduling decisions to the design of national healthcare policies. There are
numerous applications of practical optimization in healthcare operations management, such as
appointment scheduling, operating room scheduling, capacity planning, workforce scheduling,
healthcare facility location, organ allocation and transplantation, disease screening, and vaccine design
[84], [85].

— Robotics:

Robotics is an integration of a diverse set of cognitive abilities, mentioned above, including perception,
reasoning, planning, and decision-making, complemented by the ability to physically traverse
environments and manipulate objects. This area encompasses a range of applications, such as
Autonomous Exploration, Dynamic Navigation, Industrial Control and Automation, Security and
Surveillance, as well as a variety of other domains, including Agriculture, Mining, and Construction,
among others, and also Military and Household applications [76].

— Speech Recognition:

This sub-field entails the creation of algorithms and techniques for automated analysis and processing
of spoken language. These methods facilitate HCI by transforming speech signals into a sequence of
wotds or other meaningful units, which can be comprehended and acted upon by machines. In the

healthcare sector, speech recognition involves the utilization of speech input or dictation software as a
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substitute for typing medical notes. This approach enables spoken words to be directly transcribed into
continuous text on an electronic medical record or word processing program. Promising research has
been conducted on this method, with several studies demonstrating that speech recognition software for

medical documentation can lead to both time and cost savings [86], [87].

— Expert Systems:

Expert systems are a crucial application of Al that aims to replicate the decision-making process of
human experts in a specific domain. These systems are built on a knowledge base that collects and
aggregates the expertise of domain experts, encoding it into a set of i-#hen rules that the system can apply
to solve specific cases or problems. The rule engine is the core component of expert systems, which
applies the rules in the knowledge base to the specific case or problem at hand. This process simulates
the way human experts arrive at their conclusions, making expert systems an effective alternative to
human decision-making [88], [89].

Additionally, expert systems are equipped with an explanation module that provides users with a clear
understanding of how the system reached its conclusion, increasing transparency and trustworthiness.
Moreover, this approach has an intuitive and user-friendly interface that allows users to ask questions or
present problems in a natural language. The system then uses its inference engine to apply the rules in
the knowledge base to the specific case and provides an answer or solution [88], [89].

Rule-based systems have demonstrated effectiveness in various domains, including medicine, finance,
and engineering since they can improve the accuracy and consistency of decision-making, reducing the
need for human experts, and providing users with real-time access to expertise. Furthermore, expert
systems can be more accurate than human experts, as they do not suffer from certain weaknesses such
as forgetfulness, fatigue, or lack of experience [90]-[92].

The interrelatedness between various branches of computer science is demonstrated through scientific
literature. For example, research papers often demonstrate how different subfields, such as Multi-Agent
Systems, Robotics, Natural Language Processing, Optimization, and Machine Learning, can be
integrated to address complex problems. Sousa et al. [93] utilized a MAS to coordinate the activities of
Autonomous Mobile Robots (AMRs) in tasks like material transport and product dispatch within
manufacturing ecosystems, which brought together the fields of robotics and multi-agent systems.
Similarly, Oliveira et al. [94] combined NLP with DL, by using the RoBERTa algorithm [95] for scientific
search engines. Planning/optimization and ML were also integrated in Oliveira et al. [96] work, where a
genetic algorithm was used to optimize the hyperparameters of a Convolutional Neural Network (CNN)
architecture. This type of interdisciplinary approach allows researchers to leverage the strengths of
multiple fields to develop innovative solutions that would not be possible by using a single approach
alone. Overall, the interconnectedness of computer science subfields is a testament to the diverse and

collaborative nature of the field.

2.3.1. Machine Learning

ML algorithms derive their effectiveness from their capacity to acquire knowledge from available data.
There exist four commonly employed learning methods, each serving distinct purposes such as
Supervised Learning (SL), Unsupervised Learning (UL) and Reinforcement Learning (RL). Figure 5
provides an overview of this common learning methodologies, which will be detailed below [97].
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Figure 5 - Overview of the main employed Machine Learning methods [98], [99].

2.3.1.1. Supervised Learning

In SL, the machine is provided with a dataset comprising data points, along with the corresponding
correct answers to specific questions associated with those data points. The learning algorithm is
presented with an extensive /abeled dataset, where each data point is accompanied by its respective answet.
The algorithm's objective is to discern the key characteristics within each data point, enabling it to
accurately predict the outcome or provide the correct answer when presented with new, unseen data
points [97]. The fundamental steps involved in this approach are as follows: (1) Obtain a dataset and
divide it into distinct training, validation, and test datasets; (2) Utilize the training and validation datasets
to establish a model that captures the relationship between the features (input) and the target (output);
(3) Evaluate the performance of the model using the test dataset to assess its predictive capability when
presented with unseen instances [100].

This approach primarily falls into two principal categories: classification, which involves assigning
categorical output values, and regression, which pertains to the prediction of numeric output values. It is
important to note that certain regression algorithms can also be employed for classification tasks, and
vice versa. For instance, logistic regression is frequently utilized for classification purposes due to its
ability to generate a probability value representing the likelihood of belonging to a specific class. This
versatility in algorithm usage enables flexibility in addressing different problem types within the
classification and regression categories [97]—[99].

Regarding classification category, there are three main types of classification algorithms when dealing
with ML classification problems such as Binary, Multiclass, Multilabel and Multiontput 98]:
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— Binary:

Binary classification focuses on the task of classifying data into two distinct and mutually exclusive
groups or categories. These groups are typically denoted by labels such as 0 and 1, positive and negative,
or true and false. In this type of classification, models are trained using a labeled dataset where each data
point is associated with the desired outcome. Through this training process, the model acquires the ability
to predict the appropriate label for new and unseen data instances. It has application in various domains,
including spam detection, fraud detection, medical diagnosis, among others [98], [101].

Some algorithms commonly employed in binary classification include logistic regression, Support 1 ector
Machines (SVMs), decision trees, Random Forest (RF), and Convolutional Neural Networks (CNN). However,
some algorithms such as SVM classifiers are strictly binary classifiers in contrast to RF classifiers that are
capable of handling multiple classes directly [98], [99].

—  Multiclass:

Multiclass classification pertains to an SL problem that involves classifying data into three or more
distinct groups or categories. In contrast to binary classification, where the model predicts between two
classes for each item, a multiclass classifier is trained to predict one of multiple classes for each item.
Multiclass classification expands the scope of classification tasks, accommodating scenarios where data

points can be associated with more than two mutually exclusive classes [98], [99].

Several ML algorithms are well-suited for multiclass classification, including multinomial logistic
regression, which extends logistic regression to handle multiple classes. Neural networks, with their
ability to learn complex patterns and relationships, are also widely employed for multiclass classification
tasks. The choice of algorithm depends on factors such as the nature of the data, interpretability
requirements, computational resources, and performance objectives [98], [101].

—  Multilabel:

Multilabel classification represents an SL algorithm capable of assigning zero or more labels to individual
data samples. This variant of classification allows for the possibility of associating multiple classes with
each instance. Unlike the other classification methods that assign a single label to a data sample,
multilabel classification accommodates scenarios where multiple labels can be simultaneously relevant
and applicable. It finds utility in various domains, including text categorization, image tagging, and
recommendation systems, where data samples may have associations with multiple categories or
attributes [98].

—  Multioutput:

Multioutput classification is an extension of the multilabel classification paradigm, wherein each label
can encompass multiple classes or values, allowing for more than two possible outcomes. This approach
can be applied in situations where multiple output variables need to be predicted simultaneously, and
each of these variables can have multiple potential values. This type of classification finds applicability
in diverse domains, including natural language processing, computer vision, and bioinformatics, where
capturing the intricate relationships among multiple output variables is crucial for accurate modeling and
prediction [98].

2.3.1.2. Unsupervised Learning

UL aims to identify patterns within a dataset and assign individual instances to corresponding categories.
These algorithms are termed "unsupervised" as the presence or absence of patterns within the dataset is
not explicitly provided during training, as the training data is #nlabeled. Instead, the algorithm is
responsible for autonomously discerning and establishing patterns within the data. Common tasks within
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UL include clustering, association rule learning, anomaly detection as well as visualization and
dimensionality reduction [98], [100].

The objective of employing c/ustering methods is to identify meaningful sub-groups within a given dataset,
without relying on preconceived hypotheses about the characteristics of these subgroups. A cluster refers
to a subset of data points that exhibit a high degree of similarity among themselves, while demonstrating
noticeable dissimilarity from points belonging to other clusters. Various clustering approaches employ
diverse underlying algorithms to group data points based on their perceived similarity. The selection of
a clustering method should be done considering the application requirements and the inherent properties
of the data. One commonly used method is &-7zeans clustering [102], where the number of clusters to be
determined is specified by a user-defined parameter, denoted as “k”. Each cluster is represented by a
cluster center, an artificial data point computed as the mean or median value of all points assigned to
that specific cluster [99].

Visualization algorithms are designed to process complex and unlabeled data, generating a 2D or 3D
representation that facilitates visual plotting. These algorithms strive to retain the inherent structure of
the data, ensuring that separate clusters in the input space are not obscured in the resulting visualization.
This enables data analysts to gain insights into the organizational structure of the data and potentially
uncover unexpected patterns [98]

Dimensionality reduction, a related task, aims to simplify the data while minimizing information loss. One
approach involves consolidating correlated features into a single representation. By reducing the
dimensionality of the data, it becomes more amenable to visualization, with each high-dimensional data
point transformed into two or more dimensions while preserving the majority of variability and relative
distances. Furthermore, removing uninformative features can enhance model performance and expedite
convergence time. For instance, Principal Component Analysis (PCA) is a mathematical algorithm that
reduces the dimensionality of the data and can be used prior to another ML algorithm, such as the k-
means algorithm. This process can lead to more efficient and accurate clustering results by focusing on

the most informative features and reducing the computational complexity associated with high-
dimensional data [98], [99].

In the context of anomaly detection, the system is trained on instances representing normal behavior. When
presented with a new instance, the system can discern whether it resembles a normal pattern or exhibits

characteristics indicative of an anomaly [98].

Lastly, association rule learning is another common unsupervised task that involves mining vast amounts of
data to uncover interesting relationships among attributes [98].

2.3.1.3. Semisupervised Learning:

Certain algorithms have the capability to handle partially labeled training data, typically consisting of a
significant amount of #nlabeled data alongside a smaller portion of /abeled data. Semisupervised learning

algorithms often comprise a fusion of unsupervised and supervised techniques.

This approach proves particulatly advantageous for datasets that encompass both labeled and unlabeled
data, where all features are present, but not all features possess associated targets [98], [100].

2.3.1.4. Reinforcement Learning:

In certain applications, system outputs manifest as sequences of actions, where individual actions hold
relatively less significance. Within this paradigm, a learning system, referred to as an agent, possesses the
ability to observe the environment, make action selections, and subsequently receive rewards or incur
penalties in the form of negative rewards. The agent's objective, in this case, is to autonomously acquite
knowledge regarding the optimal strategy, known as a policy, that maximizes accumulated rewards over
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time. The policy defines the agent's choice of action when confronted with specific situational contexts

98], [101].

Notwithstanding, the effectiveness and reliability of ML models are not solely determined upon the
selection of a learning method. To ascertain their true capacity for generalization to novel scenatios, it
becomes crucial to subject these models to testing and validation procedures. It is only through the
practical experimentation on different cases that one can accurately assess the model's performance and
its ability to extrapolate beyond the training data [98], [99].

2.3.2. Classification Algorithms

Among the various classification algorithms, the focus of this thesis revolves around three particular
algorithms: k-Nearest Neighbors (k-NN), RF, and Light Gradient Boosting Machine (LGBM).
Consequently, these specific algorithms hold utmost significance and will be described.

2.3.2.1. K-Nearest Neighbors

The k-NN algorithm is an SL algorithm commonly employed for classification and regression tasks. Its
principle is that data points that are similar are likely to belong to the same class or have similar output
values. To achieve this, the algorithm calculates the distance between a given input sample and all other
samples in the training dataset. By determining the k closest neighbors to the input sample, where "k" is
a user-defined parameter representing the number of neighbors to consider, the algorithm makes
predictions [103].

For classification tasks, the k-NN algorithm assigns the predicted class for the input sample based on
the majority class among its k nearest neighbors. This can be determined by a simple majority vote or by
assigning weights to each neighbor, considering their proximity to the input sample [103].

Different distance metrics, such as Euclidean distance, Manhattan distance, or Minkowski distance, can
be utilized to calculate the distance between samples. However, the most commonly used metric is
Euclidean distance. Another crucial aspect is selecting an appropriate value for k, which can significantly
impact the algorithm's performance. This value is often determined through cross-validation or other
optimization techniques [103].

This algorithm has the advantage of being relatively easy to implement and understand, however it has
a major drawback regarding data size. As the size of the data used increases, the algorithm becomes
considerably slower, which makes it less suitable for large datasets [103].

2.3.2.2. Random Forest

The RF algorithm consists of a large number of individual decision trees that operate as an ensemble
and is used for classification and regression tasks. Each tree is trained on a random subset of the original
data. At each split, a random subset of features is considered. The final prediction is determined by

aggregating the predictions of individual trees [104].

To grasp the workings of a RF, it's essential to first comprehend the concept of a decision tree as well.
A decision tree is a graphical representation similar to a flowchart, where nodes within the diagram
represent features, branches signify decisions made based on those features, and the endpoints (leaf
nodes) indicate predicted outcomes or class labels. The process starts at the root node, and the data is
recursively divided using features and conditions until specific stopping criteria are met. To make
predictions, the tree is traversed from the root to a leaf node, where branches are chosen based on the
feature values of the input sample. This traversal leads to the corresponding predicted outcome or class
label associated with that leaf node [105].
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2.3.2.3. Light Gradient Boosting Machine

LGBM is a ML algorithm based on the gradient boosting framework. This framework integrates various
weak prediction models, usually decision trees, to create a robust predictive model. The process involves
iteratively constructing a sequence of trees, where each subsequent tree aims to rectify the errors
committed by its predecessors. Similar to other methods based on decision trees, LGBM can handle
both classification and regression tasks effectively [106].

2.3.3. Performance Evaluation

In ML, a primary objective is the development of computational models that exhibit robust prediction
and generalization capabilities. In the case of SL, the aim is to train a computational model to effectively

anticipate outcomes generated by an unknown target function, as previously discussed [107].

Validation techniques are integral to traditional methodologies employed to ensure robust generalization
in ML. The fundamental concept involves partitioning the dataset into two distinct subsets: the training
set, utilized for model training, and the test set, reserved for assessing the performance of the finalized
model. The primary objective is to obtain a reliable and substantiated estimation of the model's efficacy,
thereby fostering stability and confidence in its performance evaluation [98], [100], [107].

The two most commonly used types of validation are hold-out method and k-fold cross-validation [107].

2.3.3.1. Hold-out

The hold-out technique encompasses the process of partitioning the available dataset into two distinct
sets, namely the training set and the test set. It is customary to employ a split ratio such as 70-30 or 80-
20, with the larger portion designated for training purposes, while the smaller portion is reserved for
validation. Subsequently, the ML model is trained using the training set in order to acquire an
understanding of the undetlying patterns and relationships within the data. Once trained, the model is
employed to predict outcomes on the test set, and the resulting predictions are then compared against
the true target labels within the validation set to evaluate the model's performance [98].

2.3.3.2. K-fold cross validation

When dealing with limited dataset sizes, it is common to employ the k-fold cross validation technique
which is summarized in Figure 6 [98], [99], [107].
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Figure 6 - Illustration of the k-fold cross validation technique [98], [99], [107].

Initially, the dataset is partitioned into two distinct sets: the train set and the test set. The hold-out
technique is utilized during this stage, ensuring that the algorithm never has access to the test data during
the training phase [99]. Subsequently, the training set is further divided into k non-overlapping subsets,
or "folds," each containing an approximately equal number of samples. The process of cross-validation
is then performed k times. The value of k is determined based on factors such as the size of the dataset
and available computational resources, commonly using 3 or 5 folds [99]. In each iteration of the cross-
validation process, one of the k folds is assigned as the validation set (1fold), while the remaining k-1
folds are utilized as the training set. The model is trained on the training set instance, and its performance
is evaluated on the validation set instance. Finally, to obtain an estimate of the model's petrformance, the
scores from all k iterations are typically averaged. This approach provides a robust estimation of the
model's ability to generalize across diverse subsets of the data [99].

Overall, the hold-out method is relatively straightforward to implement, and it provides a quick
estimation of the model's performance. However, its reliability may depend on the dataset's size and the
randomness of the split. In some cases, using more advanced cross-validation techniques such as k-fold

cross-validation may yield more robust performance estimates by incorporating multiple train-test splits

[98].

2.3.4. Evaluation Metrics

In order to evaluate the performance of ML models, there are different types of evaluation metrics.
Furthermore, to understand the best metrics to apply in each model, it is essential to consider the specific
problem (classification, regression, clustering, etc), as depicted in Figure 5, and choose appropriate
evaluation metrics accordingly.

In the case of classification problems, some commonly employed metrics include accuracy, precision,
recall, and Fl-score. To gain a understanding of these metrics, a valuable tool is the confusion matrix. It

serves as a performance measurement for ML classification problems with multiple classes or categories.
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However, a special version of the confusion matrix is often used when dealing with only two classes.
These classes ate typically referred to as the positive class and the negative class. In this context, the
confusion matrix is composed of four cells, each representing a different classification outcome. These
cells are labeled as True Positives (TP), False Positives (FP), True Negatives (TN), and False Negatives
(FN), as illustrated in Table 1 [108], [109].

Table 1 - The outcomes of classification into positive and negative classes [108], [109].
Assigned Class

Positive Negative
Positive TP (predict positive and FN (predict negative, and it’s
Actual class it’s true). false).
Negative = FP (predict positive and TN (predict negative, and it’s
it’s false) true).

The aforementioned metrics are derived from the information presented in the confusion matrix, and

their explanations will follow.
2.3.4.1. Accuracy

Accuracy is one of the most widely used evaluation metrics in ML, particulatly in classification tasks. It
measures the correctness of a model's predictions by comparing the number of correctly predicted
instances (TP and TN) to the total number of instances in the dataset, as depicted in Equation 1 [109].

Accuracy = TP+TN Equation 1
TP+ FP+TN +FN

This metric provides a simple and intuitive measure of a model's performance, making it easy to
understand and compare different models. However, accuracy alone may not always provide a complete
picture of a model's effectiveness, especially in scenatios where class imbalance exists in the dataset. In
such cases, other evaluation metrics like precision, recall, and F1 score become more relevant [109].

2.3.4.2. Precision

Precision quantifies the proportion of correctly predicted positive instances (IP) out of all instances
predicted as positive (TP and FP), as illustrated in Equation 2 [109].

P [Si P —— ti
r = Ilqua on 2
eclsion

This metric provides insight into the model's ability to avoid false positives. Thus, a high precision
indicates that the model is making fewer incorrect positive predictions, meaning it has a low tendency to
classify negative instances as positive. However, precision alone may not provide a complete assessment
of a model's performance. One limitation of precision is that it does not consider instances that were
classified as negative but were actually positive (FN). Therefore, it is essential to balance precision with
other metrics that account for false negatives as well [109].

2.3.4.3. Recall

Recall, illustrated in Equation 3, measures the ability of a model to correctly identify positive instances
(TP) from the entire set of actual positive instances (TP and FN) [109].

R = Equation
eca N
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This metric provides insights into a model's ability to avoid false negatives. A high recall indicates that
the model is effective in capturing positive instances and has a low tendency to miss them. However,
similar to precision, recall should not be considered in isolation. It needs to be balanced with other

mettics to obtain a comprehensive understanding of a model's performance [109].
2.3.4.4. Fl-score

F1 score, depicted in Equation 4, is the harmonic mean between precision and recall, providing a
balanced measure by considering both FP and FN. The harmonic mean gives more weight to lower
values, making the F1 score sensitive to imbalances between precision and recall [109].

1

Flscore = 2% 1 1 Equation 4

precision = recall

This metric is particularly useful when there is an imbalance between classes or consequences associated
with FP and FN. Makes it possible to identify models that perform well in terms of correctly identifying
positive instances (recall) while maintaining a low rate of P (precision) [109].

With regard to biometric authentication systems, there are various techniques for evaluating their degree
of security such as False Acceptance Rate (FAR), False Rejection Rate (FRR) and Equal Error Rate
(ERR) [110].

2.3.4.5. False Acceptance Rate

This metric, depicted in Equation 5, indicates whether the model is good at blocking illegal access by
identifying instances in which unauthorized persons are incorrectly accepted [110]. In the context of this
thesis, a value of 0 represents authorized access, while a value of 1 represents unauthorized access.
Therefore, in this scenatio, it is important to consider cases where unauthorized individuals (1) are
incorrectly accepted by the system (0). These cases correspond to FN instance.

FN

= Equation 5
FN+FP+TN+TP

FAR

2.3.4.6. False Rejection Rate

FRR, depicted in Equation 6, determines the proportion of legitimate users who are authorized to access
a system but are incorrectly rejected or denied access [110]. In the context of this thesis, the focus is on
FP instances. Here, authorized access is represented by 1, but the system erroneously classifies it as
unauthorized access (0).

FP

_ Equation 6
FN+FP+TN+TP

FRR

2.3.4.7. Equal Error Rate
The EER, depicted in Equation 7, is the error rate at which both FAR and FRR are equal [110].

ERR = FAR + FRR Equation 7

2
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2.4. Summary

This chapter provides a background on various key topics relevant to the subsequent steps of this thesis.
It begins by introducing CAM products and their growing popularity among society. This trend often
leads to the concurrent use of CAM and conventional medications, increasing the potential for HDIs
[1], [9], [33]. Furthermore, it was explored the reasons behind these interactions and their mechanisms.
To address the extensive literature on HDIs, Al techniques have been applied in this domain [47], [111],
[112].

The chapter then shifts its focus to the critical issue of security in healthcare systems, particulatly the
authentication of computer users and the importance of authentication methods [16], [57]. The concept
of biometric authentication, specifically keystroke dynamics, is highlighted as a secure method for
confirming an individual's identity based on their typing patterns [60], [113], [114]. The chapter also
provides an overview of various sub-fields of Al with a greater emphasis on ML. The different methods
of ML and some algorithms used in each case are described, along with techniques for performance
evaluation and commonly used evaluation metrics, including those specific to biometric authentication
systems [98], [99], [101]. Overall, Chapter 2 lays the groundwork for understanding the challenges posed
by HDIs and security in healthcare systems, as well as the role of Al in addressing these issues.
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3. STATE OF THE ART

The present chapter aims to provide a comprehensive review of the existing literature to contextualize
the research work developed during the course of this thesis. Initially, an examination of the most
popular HDI databases is presented. Then, the chapter provides an overview of several Al applications
in the context of HDIs. Lastly, and taking into consideration the security challenges of healthcare
systems, biometric authentication approaches are presented and compared, namely, the employment of

keystroke dynamics.

3.1. Herb-Drug Interactions

General practitioners and pharmacists are well aware of the risks associated with HDIs. In the ideal
scenario, when a medical drug fails to produce the anticipated therapeutic effects, the clinical physician
should investigate whether this outcome could be linked to the patient's nutritional status, dietary habits,
or the use of dietary or herbal supplements [115]. Similarly, pharmacists can play a crucial role in
preventing such situations when dispensing prescribed medications to patients. However, the current
tools available for identifying HDIs are inadequate. There is a pressing need for more sophisticated
decision-making tools that can aid in the identification and avoidance of HDIs. Moreover, it is imperative
to evaluate the impact of drugs, herbal supplements, or dietary changes on nutritional status, including
the levels of specific nutrients or related biomarkers, when initiating new pharmacological treatments
[115], [1106].

To effectively reduce the incidence of HDIs, it is important to raise public awareness about the potential
risks of combining herbal medicines with drugs and empower individuals to make informed decisions.
This requires a collaborative effort among healthcare professionals, policymakers, and the general public
to ensure that patients are well-informed about the risks associated with HDIs and the necessary
precautions to avoid them. Furthermore, healthcare professionals need to have reliable and timely access
to resources that provide up-to-date information about HDIs. With the increasing amount of biomedical
literature on this field, the scientific community has recognized the need for a standardized methodology
or system that employs Al techniques to identify HDIs from textual data [117], [118].

3.1.1. Databases

Healthcare professionals have access to a variety of commercial databases for assessing the risk of HDIs.
In the late 1990s, recognizing the clinical significance of HDlIs, the scientific community and industry
began developing databases using Information Technology (IT) to document different HDIs. An
example of such a database is the UW Drug Interaction Database (DIDB) [119], which was founded by
Dr. René Levy at the University of Washington during this time. Although the DIDB was established
several years ago, it is updated daily and subject to manual validation by experts. As of June 2021, the
DIDB contained 2,539 natural products (including herbal medications and food products) and 15,864
drug interaction expetiments/studies [120].

Despite being scientifically validated, some of these tools are sponsored by the pharmaceutical industry,
and some require payment, as outlined in Table 2. Furthermore, these systems may have regional
differences, influenced by local culture and the use of indigenous plants in medicine. The availability and
implementation of these tools in the market are not consistent, necessitating the development of
improved systems that utilize co-participatory approaches that are engaging, user-friendly, and suitable
for the intended end-users.
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Table 2 - Comparison of the properties from the most popular HDI databases.
Database ReYISI?Il. Institution Subscription | Source of information
periodicity
DIDB [119] Updated daily Un1v§rs1ty of Requlres a Human #n vitro and clinical (in vivo)
Washington license datasets
Epocrates
+ i F -
slocrates Once per Medical . ree Uses natural medicine database
Premium [121] week Information
editors
Medscape drug | Updated Requires Searches prescription and over-the-
interaction periodically WebMD subscription counter drugs, and dietary
checker [122] with email supplements
NCCIH [123] No ‘ NIH Free NII'{—sp.onsored'center, has useful
information Collaboratory patient information
Natural
Medicines Therapeutic Requires paid | Lhorough and up-to-date
Comprehensive | Daily Research quires p information; has a drug—supplement
MCD) subscription . .
N Center interaction program
[124]
The database provides herb and
Drug Product | No Memorial Sloan dietary suppl?ment mon(.)grz}ph.s (list
. . Kettering Free adverse reactions, contraindications,
[125] information . . .
Cancer Center warnings and interactions) for
patients and caregivers
Innovative drug database solution -
Caremark Drug S .. .
. . . delivering clinical, technological and
Interactions Daily Elsevier Free .
[126] operational benefits to the customers
from first use
Clinical Database of monographs for
S amea Updated Elsevier Gold Requires paid | prescription drugs, over the counter
Pharmacology . . ..
[127] continually Standard subscription products, herbal medicines and
nutritional supplements.
Web-enabled database containing
DrugBankOnli . OMx Personal Fomprehenswe molecular '
_ﬁ [128] Daily Health Free information about drugs, their
T Analytics mechanisms, their interactions and
their targets
Reviews and updates with articles
written by pharmacists and healthcare
RxList [129] Continuously | WebMD Free professionals and data provided by
sources like the FDA, Cerner
Multum, and First Databank, Inc.
Powered by several independent
leading medical-information
Drugs.com suppliers, including American Society
[130] Monthly Drugs.com Free of Health-System Pharmacists,

Cerner Multum and IBM Watson
Micromedex

Databases, like those mentioned previously, have been utilized in various studies aimed at evaluating
knowledge and evidence regarding HDIs. For instance, Fugh-Berman ez a/. [64] conducted a systematic
review to assess published clinical evidence on interactions between herbal and conventional drugs. The

HERB-DRUG INTERACTIONS: A DECISION SUPPORT SYSTEM WITH BIOMETRIC AUTHENTICATION



3. STATE OF THE ART 43

study involved searching four electronic databases for case reports, case series, or clinical trials of such
interactions. Data was then extracted and validated using a scoring system for interaction probability.
The findings of this study indicate that warfarin is the most commonly implicated drug in HDIs, and St.
John's wort is the most frequently reported herb involved in interactions, including those with oral
contraceptives, warfarin, antidepressants, phenprocoumon, theophylline, and loperamide. Furthermore,
there is reasonable documentation of interactions between coumarin anticoagulants (e.g., warfarin) and
St John's wort, danshen, dong quai, ginseng, and ginkgo. However, many HDIs remain under-
researched, and causality is often uncertain due to a lack of plausible mechanisms to explain the observed
phenomena. Therefore, patients taking St John's wort or anticoagulants are at the highest risk of
experiencing an interaction and patients taking garlic, ginkgo, danshen, or other herbal medicines that

affect platelet function should also be monitored.

Biomedical scientific literature is a primary source of information for healthcare professionals. However,
there is a surplus of literature on HDIs involving herbs used for phytotherapy or food-based
consumption, making it challenging for experts to comprehensively review all relevant information. As
a result, contemporary biomedical research employs database-based and text mining techniques for
exploring complex biomedical relationships [117], [118], [120].

3.1.2. Artificial Intelligence Applications

NLP is a highly relevant approach for comprehending and organizing large amounts of biomedical text
data, particulatly in the context of HDIs. This computational method involves analyzing and
representing NL texts to achieve human-like language processing for various applications. Notably, Al
has been employed in building HDI databases, with the most prominent example being the SUPP.AIL
database, illustrated in Table 2, developed by Wang ez a/. in 2019 [131]. This database extracts supplement
information and identifies interactions automatically from scientific literature, utilizing the RoOBERTa
language model [95], a variant of BERT [132], with labeled data for DDI classification. The
aforementioned model achieved 82% precision, 58% recall, and 68% F1-score on the SDI test set. Unlike
the DIDB database, which necessitates manual curation, SUPP.AI is updated automatically every few
months without the need for manual validation [133].

Moreover, an intuitive functional interface is crucial for effectively utilizing the collected data. Without
it, end-users may be unable to fully leverage the gathered information. Hence, databases intended to
support healthcare professionals must prioritize developing essential interfaces to assist users, including
keyword-based searches, alphabetical indexes for facilitating searches, and advanced search options to
simplify filtering of undesired search results. The NMCD database, illustrated in Table 2, a
comprehensive collection of databases, is an example of such interfaces as it enables users to exclude
specific fields for a particular query [124], [133].

Despite Al's capability to process vast amounts of data for improved coverage of HDI information,
there remain several limitations in database development. These limitations relate to improving the
accuracy of methods for performing various NLP tasks, as well as some databases not having been
updated in several years. Additionally, due to the rule-based and probabilistic methods utilized in
database development, HDI database developers should undertake rigorous method testing in advance
of implementation [133].

In addition to the aforementioned challenges, healthcare professionals often face issues related to
limitations in time and search techniques when researching HDIs, as studies have indicated that searches
conducted by physicians only identify between 31-46% of relevant articles [134]. Consequently, a user-
friendly system is necessary to efficiently search and transform HDI-related information into actionable
knowledge at the point of care. Lin ¢f a/. [135] proposed a solution to this challenge by developing an
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automatic and user-friendly PubMed-based article retrieval system for the MEDLINE database. The
system utilized Medical Subject Headings (MeSH) descriptors, supplementary concept records, Unique
Ingredient Identifier (UNII) codes for herbs and drugs, as well as MeSH headings, titles, and abstract
information associated with the articles. The system exhibited a preliminary evaluation sensitivity of 92%
and an accuracy of 93%. Its design aims to be user-friendly, reduce the need to read irrelevant articles,
and generate PubMed queries. However, further research is necessary to implement the system in clinical
practice and improve patient safety and healthcare professionals' experiences [135], [136].

Still to address this challenge, Trinh ez a/. [47] have introduced a semantic relation clustering methodology
for identifying possible HDIs in biomedical literature. This approach involves extracting relevant herbal
and drug entities and utilizing an unsupervised extraction technique, KK-means, to cluster identified
potential relationships. Specifically, the authors used a feature reduction method, PCA [137], to perform
spatse feature reduction and applied K-means to cluster group entity pairs that share the same
relationship type, with distinct clusters representing other types of relationships. The proposed system
achieved a precision of 54.45%, recall of 75.71%, and F-score of 0.63. Additionally, Cnudde e a/. [46]
have developed a web-based tool, called the "HDI highlighter", to assist readers in identifying important
information about HDIs in clinical studies and case reports. This tool uses NLP algorithms with a focus
on pharmaceuticals and is implemented as a web application written in HTML/CSS/Javascript and
Python, running through a Flask server (Python). In applying this tool to studies conducted over the
past decade, several limitations were identified, such as insufficient information and description of the
products used by patients and their dosages in case reports, as well as questionable product quality due
to the regulatory status of herbal and food supplements. Future versions of the tool aim to incorporate
machine learning models to improve coverage.

In addition to the aforementioned issues, the evaluation and monitoring of the quality of Traditional
Chinese Medicine (TCM) remains a complex task. To address this issue, Bai ¢ a/. [138] used current
research on Quality Markers (Q-markers), which are key indicators associated with the safety and efficacy
of TCM. They proposed an integration model and a research path that incorporates artificial intelligence
techniques to offer new insights and perspectives for TCM quality management. The proposed model
employs various algorithms, including ANN and genetic algorithm-support vector regression, to predict
the complex relationship between Q-matkers and overall Medicinal Effectiveness (ME) [138], [139].

Unmistakably, in the domain of HDIs, while several recent advancements have been made, more
sophisticated computational techniques are necessary to improve the understanding of CAM among
healthcare professionals and the general public. As such, some Al-based methods that have been
successfully utilized for DDIs are also showing potential for application in the context of HDIs [140]—
[142]. In that regard, N. Lui ¢ a/. developed a ML framework to extract valuable features from the FDA
adverse event reports and subsequently identify potential high-priority DDIs. Their approach utilizes a
combination of Stacked Autoencoders (SAE) and wSVM. The experimental outcomes demonstrate the
effectiveness of the proposed algorithm in predicting high-priority DDI candidates for medication alerts.
Additionally, the features derived from adverse events contain useful information concerning the severity
levels of DDIs [51]. In a prior study by S. Lim e a/., an RNN was employed to enhance the efficacy of
DDI extraction in the biomedical field. The introduced model outperformed the state-of-the-art method
by 4.4% and 2.8% in the detection and classification tasks, respectively [53].

3.1.3. Decision Support Systems

On the other hand, in the pursuit of identifying and preventing ADRs, pharmacists often resort to DSSs.
One example is the ESs which aims to offer clinical decision support to healthcare practitioners, patients,
and other stakeholders at critical junctures, thereby improving the quality and safety of healthcare
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services [143]. Certain studies have utilized this knowledge-based approach to deal with the vast amount
of information related to DDIs. In this context, Fuhr e a/. [144] highlights the necessity of computer-
based expert systems to transform DDI data into personalized recommendations for individual patients.

Kinney ez al. [145] developed an expert system using a microcomputer to predict DDIs in hospitalized
patients. The system accurately predicted 27 interactions, of which 10 occurred and caused hospital
admission. Clinicians were able to make necessary adjustments to the offending medications after being
informed of the interactions.

Roach ¢# al. [146] conducted a different study, where they structured and encoded pharmacological
information into rules and tables for systematic retrieval using an expert system. This approach made
information easily accessible through natural language and a menu-driven interface, allowing clinicians
to comprehend the possible consequences of combining two drugs, why such interactions occur, and
how harmful interactions can be alleviated. Furthermore, the system provides information on related

drugs that may also be involved in similar interactions.

Yasseen ¢7 al. [147] developed a consultation tool for the preparation of prescriptions, which utilizes an
expert system integrated with the Cat Swarm Optimization Algorithm [148]. This system can efficiently
detect and mitigate potential drug interactions, drawing conclusions from complex interactions and
providing all possible negative effects related to the drug input. Additionally, the system can recommend
alternative medicines based on the patient's medical history. However, despite prior research efforts
regarding DDIs, it appears that no studies have been conducted utilizing expert systems to address the
issue of HDIs, to our current understanding,

Hong et al. [149] implemented a tool called TLC-Act to assists pharmacists in establish a structured
method for evaluating valuating DDIs in real-world practice. Moving forward, they plan to investigate
its effectiveness as a teaching aid for pharmacy students, aiming to incorporate these steps into the
clinical decision-making and thought process of future pharmacists. The researchers anticipate that
training pharmacy learners and new pharmacists to utilize this tool will ultimately enhance patient care

outcomes by reducing adverse effects resulting from DDIs.

3.2. Authentication in Healthcare

Pharmacies, like other healthcare centers, face similar risks due to the adoption of common technologies
and monitoring protocols. Thus, authentication becomes crucial in healthcare settings. It serves multiple
purposes, such as safeguarding patient privacy, preventing unauthorized access to sensitive information,
and ensuring compliance with regulatory standards like HIPAA and GDPR [150].

It is important to address the security concerns associated with the confidentiality of medical
information, especially considering the vulnerability of most computer networks to attacks or intrusions.
To effectively manage security risks and protect patient data, healthcare organizations must implement
reliable authentication mechanisms tailored to their specific requirements. By doing so, they can mitigate
potential security threats, improve privacy measures, and safeguard patient information from
unauthorized access or breaches [151], [152].

Over the years, researchers have been developing a variety of new methods to improve the authentication
process. In the healthcare sector, biometric technology has emerged as a progressive approach to
protecting medical facilities and reducing fraudulent activities in healthcare programs. By utilizing this
approach, several security features are offered, including user-friendly authentication and efficient access
control [153], [154].
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3.2.1. Biometric Authentication

Azeta et al. introduced a CareMed Health Information Management System (HIMS) that aimed to
enhance the security and protection of the system. They implemented a two-factor authentication system
utilizing a PIN and authentication method. Additionally, they incorporated biometric technology to
instill greater user confidence in the system. The study employed various technologies, including system
design and modeling using Unified Modeling Language (UML), data management, biometrics, and
computer programming. The primary objective was to develop a prototype health information

management system [151].

In [155], Shakil ¢# a/. designed BAMHealthCloud, a cloud-based biometric authentication system which
ensures the security of e-medical data. The system implemented a behavioral biometric signature-based
authentication method to verify the identity of users. By utilizing biometric signatures, only authorized
individuals were granted access to healthcare cloud data, ensuring its security. The system's performance
metrics were impressive, with an Equal Error Rate (EER) of 0.12, sensitivity of 0.98, and specificity of
0.95.

In order to have high-security measures in the healthcare industry, Ahamed e7 a/. developed an Al-based
multimodal biometric authentication model for single and group-based users’ device-level authentication
that increases protection against the traditional single modal approach.

According to the research conducted by Bhattasali ¢f 4/, biometric authentication offers a higher level of
reliability compared to traditional authentication methods, primarily due to its unique characteristics and
non-intrusive nature. Recognizing this advantage, the authors have put forth a proposal for a two-factor
authentication mechanism that aims to achieve a high level of accuracy in controlling access to health-
related data stored in a public cloud environment. In their approach, the authors suggest utilizing
keystroke dynamics as a means of system access, combined with secret PIN verification, to further
enhance the accuracy and effectiveness of the authentication process [156].

In recent years, keystroke dynamics has attracted significant attention as an authentication method. Its
distinctive approach to verifying user identity involves analyzing typing behavior. Researchers have
presented empirical evidence showing that individuals exhibit highly individualistic characteristics in their

typical thythm. These unique traits have been successfully leveraged for identification purposes [157].

3.2.2. Keystroke Dynamics Authentication

In order to comprehensively assess and gain insights into the current advancements in the field of
keystroke dynamics for authentication, a thorough analysis was conducted on various literature sources
considering the scope of the authentication (i.e., single or continuous) and type of samples utilized (i.c.,
fixed-text or free-text).

Fixed-text systems, or static-text systems, play a crucial role in verifying user identity during the login
phase by analyzing their password typing patterns. This approach generates a specialized type of sample
that encompasses keystroke information derived from multiple instances of a user retyping their
password. Experimental studies have revealed that precise keystroke biometric authentication can be
accomplished by utilizing a single word as testing data, resulting in a low EER of below 5%. These
findings underscore the potential of keystroke dynamics as a highly accurate biometric modality with
sufficient well-chosen testing data [158].

In contrast, free-text concentrates on analyzing the uset's typing behavior, enabling continuous
authentication beyond the initial login phase. Thus, these samples can be extracted via freely written text
or by asking the user to transcribe paragraphs. Consequently, as the primary objective is to distinguish
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between the genuine user and potential attackers during the authentication phase, systems employing
fixed samples are deemed most suitable for analysis. Nevertheless, it is equally important to consider
investigations within the broader context of all types of samples.

Significant progress has been made through various research endeavors. In the initial stages of research
in this domain, nearest neighbor classifiers utilizing different distance metrics were commonly used.
Killourhy ez al. [159] collected a keystroke-dynamics dataset [160], contained fixed-text samples, and
employed it to measure the performance of a range of anomaly-detection algorithms. Their findings
revealed that, among distance-based methods, the Nearest Neighbor (Mahalanobis) detector is the only
top-performing detector and has been widely used in this research domain. Singh e7 2/ [161] conducted
a study exploring user identification using some ML models on the same dataset. The results showed
that the k-NN algorithm achieved an accuracy of 70.43%, RF achieved 87.16% accuracy, and XGBoost
performed the best with an accuracy of 93.60%.

Moreover, the study of keystroke dynamics has placed significant emphasis on ML techniques. Zack e7
al. [162] evaluated the authentication system's performance in a closed system, where the number of
users remained constant, and examined how it evolved when new users were introduced. The
classification task was executed through the utilization of the K-Nearest-Neighbor (KNN) algorithm,
employing euclidean distance as the metric, resulting in an ERR of 1%. Hu ez a/. [163] introduced an
approach the same algorithm to classify users' keystroke dynamics profiles. This methodology reduces
the verification burden by comparing an input against the profiles within the respective cluster. Notably,
experimental results indicated comparable FAR and FRR as that of the Gunetti and Picardi approach
[113]. Moreover, a remarkable improvement of 66.7% in authentication speed was achieved,
underscoring the efficacy and efficiency of the proposed method.

Maxion et al. [164] employed a dataset comprising fixed-text samples and utilized a RF algorithm to
develop a detector for keystroke dynamics. Their implementation achieved an impressive accuracy of
99.97% in correctly identifying detections, with a false alarm rate of 1.52%.

Jadhav et al. [114] conducted a study employing supervised learning algorithms to address biometric
authentication, resulting in superior outcomes when compared to existing methods. Their approach
involved setting a threshold value of 70 percent, where if the match percentage exceeds this threshold,
the system identifies the user as valid; otherwise, the user is classified as fake. The study yielded a False
Acceptance Rate (FAR) of 1% and a False Rejection Rate (FRR) of 4%, highlighting the effectiveness of
their approach.

A number of neural network architectures, combined with ML techniques, have also been applied in
keystroke dynamics in recent years. Salem e# a/ [165] proposed an ANN model based on Multilayer
Perceptron (MLP), Random Tree and RF classifiers for this purpose. The RF model demonstrated
notable improvements, with an error rate of 0.1% for FAR, 0.8% for FRR, and an Equal Error Rate
(ERR) of 0.45%.

Muliono e# al. [166] delved into the utilization of keyboard dynamics as a minimally invasive biometric
authentication method. Their study involved a data treatment process where the labels were isolated
from other variables used for training. The algorithm's ability to accurately predict the labels was assessed
using SVM and DL techniques. The experimental outcomes showcased a remarkable 92.60% accuracy,
surpassing the performance of previous ML techniques, such as SVM, employed for keystroke dynamics
authentication.

AbdelRaouf e al. [167] introduced a Convolutional Neural Network (CNN) specifically tailored for
extracting features and a boosting technique to enhance the accuracy of keystroke dynamics-based user
authentication. Their methodology incorporated effective boosting algorithms, such as LightGBM

(LGBM), to evaluate performance and resilience. Notably, the authors attained an average accuracy of
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99.95% and an average EER of 0.65% when employing the CMU Benchmark Dataset [160]. Utilizing
the same dataset, Sahu ¢# a/. [168] conducted a study of a stance-based localization algorithm designed
for multi-user classification in keystroke biometrics. In their investigation, they employed four distinct
methodologies, utilizing both PCA and Kernel PCA, a non-linear of PCA, in conjunction with KINN
classification.

Chang ¢t al. [169] explore a range of M and DL techniques that utilize fixed-text keystroke-derived
features. These algorithms include k-NN, RF, SVM, extreme gradient boosting (XGBoost), MLP, CNN,
LSTM and Bidirectional LSTM (bi-LSTM). The accuracy values achieved by these models are as follows:
82.27% for k-NN, 93.55% for RF, 88.02% for SVM, 96.39% for XGBoost, 95.96% for MLP, 92.57%
for CNN, 91.28% for LSTM, and 90.02% for Bi-LSTM. The results demonstrate that XGBoost with
data augmentation, referred to as XGBoost-augment, achieves the highest accuracy among all the models

considered, reaching an impressive 96.39%.

As observed, various ANNs have been applied to the keystroke classification problem, including
perceptrons and CNNs. Nevertheless, ANNs often require numerous iterations and fine-tuning of
hyperparameters with complex relationships before achieving satisfactory results. In contrast, k-NNs
and RFs offer distinct advantages in terms of interpretability. These methods facilitate a clear
understanding of the contributing features or variables that influence classification or regression, as well
as their relative importance, as indicated by their location in the tree structure. This transparency allows
for enhanced insights into the underlying decision-making process [165].

3.2.2.1. Existing datasets

Many different datasets have been proposed to tackle keystroke dynamics identification from different
perspectives. The findings gathered in this research are summarized in Table 3 where the publication
year, number of participants, the type of samples that were considered in the dataset (i.e., fixed-text
and/or free-text) and the categories of the features are desctibed.

Table 3 - Keystroke dynamics datasets.

Article Year Subjects | Samples Features

[170] 2007 100 Fixed-text Temporal and Pressure

[171] 2009 133 Fixed-text and Free-text | Temporal and Demographic
[159], [160] | 2009 51 Fixed-text Temporal

[172] 2011 40 Free-text Temporal and Demographic
[173] 2012 20 Fixed-text and Free-text | Temporal

[174] 2013 40 Free-text Temporal and Demographic
[166] 2014 40 Fixed-text and Free-text | Temporal

[167] 2015 81 Free-text Temporal and Handedness
[168] 2016 300 Fixed-text Temporal

[169] 2016 300 Fixed-text and Free-text | Temporal and Keyboard

[170] 2018 168 000 Fixed-text Temporal, Demographic and Handedness
[70] 2023 100 Fixed-text and Free-text | Lcnporal, Demographics and

Handedness

The findings show that even though keystroke dynamics is a relevant topic of research, the vast majority
of datasets in this field are not publicly available. Furthermore, it is noteworthy that the datasets generally
encompass a range of 20 to 100 individuals, thereby resulting in a limited sample size for assessing sample
diversity. This investigation also reveals that the temporal feature is consistently present in all datasets,
although only four datasets exclusively possess this feature. Moreover, when examining datasets with
more than 100 participants, which is considered a reasonable number for the specific datasets under
consideration, the dataset created by Dias ¢z a/. [95] stands out as the most informative and current. Due
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to being recently introduced to scientific literature, this dataset has not been utilized by any previous
studies in the scientific community. KeyRecs [74], developed by GECAD, presents an opportunity to
investigate and analyze this valuable contribution, thus promoting the advancement of knowledge in this
field. Taking these factors into account, this dataset emerges as the most suitable and promising option
for further investigation and analysis in the study. Additionally, the findings reveal that only Tappert ef
al's dataset [171] bears the closest resemblance to the Dias e 4/ dataset. However, it is worth noting that
this dataset is considerably outdated and may no longer reflect current conditions.

3.3. Summary

This chapter emphasizes the need for more sophisticated decision-making tools that can aid in the
identification and avoidance of HDIs. While there are commercial databases for assessing HDI risks,
some may be sponsored by the pharmaceutical industry, require payment, or lack information about the
review period [120]. These considerations highlight the need for more sophisticated and accessible tools
in the field of HDIs. Additionally, the chapter explores the application of Al techniques, such as NLP,
in handling the substantial volume of scientific literature in the HDI domain [46]. It highlights that many
healthcare professionals rely on DSSs, ESs, to enhance the quality and safety of healthcare services.
While no DSSs specifically tailored to HDIs have been developed yet, the chapter references some
related works in the area of DDIs that utilize this approach, suggesting their suitability for HDIs [50],
[147], [149].

In the latter part of the chapter, the focus shifts to the significance of authentication, particularly in the
context of healthcare, with a specific emphasis on pharmacies. The goal is to safeguard patient privacy
and prevent unauthorized access to sensitive information [57], [175]. Biometric technology, such as
biometric authentication, is recognized as an effective and user-friendly access control method in
healthcare [16], [152]. Furthermore, some studies examining the use of biometric authentication in
healthcare were presented emphasizing the potential of keystroke dynamics as a reliable authentication
method [157], [158], [168]. Additionally, it presents an overview of the advancements in keystroke
dynamics for authentication, along with the available datasets in this area. Notably, it brings attention to

a novel dataset with promising prospects for future investigations in the field [74].
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4. DECISION SUPPORT SYSTEM FOR HERB-DRUG INTERACTIONS

This chapter offers a comprehensive overview of the DSS implementation. Additionally, to demonstrate
the applicability of the proposed system, a fictitious use case will be presented.

4.1. Methods and application

As previously stated, no DSSs specifically tailored to deal with HDIs have been developed yet. However,
some related works in the field of DDIs that utilize this approach have been developed, suggesting their
potential suitability for HDIs. This indicates a recognized need for reliable tools that can keep healthcare
professionals well-informed and assist them in acquiring rapid and useful information [10], [46].

In light of this, the ForPharmacy project aims to enhance pharmaceutical care by improving patient
safety and counseling. To achieve this goal, an intelligent service has been developed to assist pharmacists
in identifying and evaluating potential HDIs, as well as mitigating any possible ADRs associated with

self-medication. To provide a visual representation of the proposed system, Figure 7 presents a draft of

the system.
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Figure 7 - Approach for constructing a decision support system of herb-drug interactions.

As observed in Figure 7, three different general phases can be identified as follows:

— Knowledge extraction and representation: the information about HDIs is extracted from
different sources, e.g., directly from biomedical literature or using HDIs databases. However, this
can be a huge task taking into account that the information is not in a standard format. Although
Al techniques, namely NLP can be used to automate this step, as previously mentioned in chapter
3, section 3.1.2.

— Knowledge completion: the extracted information needs must be standardized to be easily
integrated in the expert system.

— Knowledge exploitation: the standardized information needs to be analyzed and correlated to
exploit and provide new knowledge to the pharmaceutical system.
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These three phases are crucial to ensure the efficiency of the system. Each phase has different
components and brings different challenges to the development of the intelligent service which will be
described in more detail.

A methodology for extracting HDIs from textual data is strongly needed since the inability of non-
experts to review the biomedical literature about potential HDIs is one of the causes that lead to the
combination of herb-based products and prescription drugs [47]. Alternatively, given the costly and time-
consuming nature of manually organizing information in a database, fext mining tools can be employed to
automatically extract the information. This approach is particulatly relevant considering the existing
applications of text mining tools in the field of DDIs, as discussed in chapter 3, section 3.1.2. Finally,
the development of a data cloud is another approach to organize and integrate all the information from

the existing HDI databases already mentioned in the same section.

All these sources can be considered when gathering data for the knowledge base. Moreover, it is essential
to work with the information provided by the different sources and represent it in a unique, standard
format. In this way, it becomes possible to define standards to fill the information and, subsequently,
serve as input into the expers system. This is done in the second phase designated by Knowledge completion.
Then, all the knowledge gathered from different sources and represented in the standard format will be
used by the expert system to exploit and provide new knowledge. This is the “heart” of ForPharmacy
DSS system and is developed in the final phase named by Knowledge exploitation. The proposed expert
system will work in a hybrid mode, not only the typical ru/e engine will be implemented, but it will be
empowered by ML models. Thus, the acquired knowledge is encoded in a set of ##hen rules in order to
maintain the explainability of HDIs. The rule engine runs an inference engine to process the rules in the
system to identify possible interactions.

To generate new rules from the knowledge base, different ML techniques can be implemented. Thus,
the rule learner will use the best ML models to generate new rules and insert them into the rule system.
Several ML techniques can be suitable to develop the rule learner, however one of the ML techniques
that seems to be most suitable for this case is the decision tree, a SL technique that is a very simple and
widely used algorithm, since it offers a very good trade-off between performance and interpretability,
favoring the latter [176]

As previously stated in the chapter 3, section 3.1.2, the presence of an intuitive and functional interface
plays a crucial role in effectively utilizing the collected data. Without such an interface, end-users may
encounter challenges in fully utilizing the gathered information. Additionally, it is of utmost importance
to present the extracted knowledge to the pharmacist in a simplest and accessible manner, ensuring they
can easily understand and benefit from the information. Also, in industries such as healthcare,
maintaining consistency with the user interface of the already used systems is crucial to ensure that users

do not have a learning curve to use the new system [120]

In conclusion, the provided diagram illustrates the initial conceptualization of the system undertaken at
the onset of the project. Subsequent sections will delve into the explanation and breakdown of the
system's implementation. As part of the ForPharmacy project, PLEIRIA partner took charge of the
initial phase, which involved extracting information from literature. To accomplish this, a comprehensive
bibliographic review was conducted, and the results will be briefly outlined. Then, the second phase will
be discussed, which outlines a standardization method that could simplify future knowledge input into
the system. Lastly, the third and final phase will be described, including an explanation of the

technologies employed in the system's development, as well as an ovetview of how it operates.
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4.1.1. Knowledge Base

In order to build the knowledge base, the PLEIRIA partner of the ForPharmacy project performed a
literature review to extract information from the literature. The literature review synthesized the results
of studies on human HDIs using primary experimental and non-experimental research methods. The
question to address was, “Which herbs interact with medications in humans?”. The PLEIRIA partner
opted for a scoping review with a narrative description due to the variety of the results. In each study,
the methodological approach, the population description, and the main interactions found were
summarized. Furthermore, the Joanna Briggs Institute (JBI) methodology for scoping reviews was used
[177]. The literature review resulted in a pre-designed datasheet, which served as the foundation for
constructing the knowledge base of the ForPharmacy DSS system. The datasheet encompasses the
following information:

1) Publication details: Study Design, according to the level of evidence the study will provide (Case
Control, Retrospective Studie (RS), Randomized Controlled Trial (RCT), Non-Randomized Ttrial
(NRT) and Observational Studies (OBs); awareness of treatment (Blind, Double Blind, Open Label);
treatment structure (Parallel, 1-way, 2-way or 3-way crossover trial); number of centers (single center
or multicenter) and reference (DOI).

2) Prescription drugs: Active Pharmaceutical Ingredient (API), which corresponds to the scientific
name of the main drug; API total daily dose (on average, sometimes requires calculations); posology
notes (daily dose, when variable, and standard deviation if the average was calculated);
pharmacokinetics (frequency of administration of the drug and daily dose fractioning); treatment
duration (number of weeks of treatment, number of doses) and pharmaceutical route (oral,
intravenous, subcutaneous, rectal...).

3) Polymedication: Associated APl (Indication about the systemic pharmacologically active
ingredients that patients are taking).

4) Herb/plant: Phytotherapeutic scientific and common name (sold in Portuguese pharmacies);
phytotherapeutic “over-the-counter” (sold in Portuguese parapharmacies and supermarkets;
phytotherapeutic total daily dose (average); administration frequency (per day); treatment duration
(days); posology notes (e.g.: indication of the daily doses when variable, and standard deviation if
the average was calculated); and specificities of the study (details worthwhile mentioning).

5) Pharmacological interaction: Drug-Herb Interaction (Increased drug action; decreased drug
action; no effect); Mechanism of interaction; Clinical outcome (clinical or laboratory parameters
affected by interaction and if they increase or decrease, ex: increased pain, increased cholesterol,
increased International Normalized Ratio (INR)...) and risk of interaction (no interaction, minot,
medium, major, or positive interaction).

6) Participants: number of participants; diagnosed diseases (cardiovascular, respiratory, metabolic,
oncologic, transplant, rheumatologic, renal, genitourinary, nervous system, gastrointestinal and
others); sex (female, male or both sexes studied); and age group (child [birth to 17 years|, adults [18
to 05 years|, older adult [more than 65 years|, all adult ages [more than 18 years]).

With respect to point 53, the clinical outcome was defined in each paper according to the clinical signs
and symptoms observed or predefined by the researchers. Besides the variables mentioned above, a
"significance value" was calculated based on the population size of each article. This value reflects the
importance of an article's findings since that an HDI reported in a study with many participants should
not hold the same significance as an indented HDI in a study with a small population. Therefore, in
order to ensure a fair comparison of interactions across different studies, the significance values were
standardized using the min-max normalization method, as described by Equation 8 [98].
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x —min (x) Equation 8

leOT‘m -

max(x) — min (x)

Regarding the components of Equation 1, these can be described as follows:

— x: This represents the original value in the dataset that will be normalized.
— min(x): It refers to the minimum value in the dataset.

—  max(x): It represents the maximum value in the dataset.

This method ensures that the normalized values fall within the range of 0 to 1, with 0 indicating the
minimum value and 1 representing the maximum value in the dataset.

Moreover, the level of interaction considering the clinical outcome, reported on point 53, was also
estimated. It was defined as:

— No interaction: No clinical effect, no confirmed results, putative influence on Cytochromes P450
(CYP) enzymes without clinical effect.

— Minor interaction: Induction/inhibition of CYP enzymes with no clinical or minor side effects;
increased/decreased expression of CYP enzymes with no clinical effects; few minor side effects; not
likely to have a clinical effect.

— Medium interaction: Induction/inhibition of CYP enzymes accompanied by clinical effects (INR
increase/decrease, bleeding, changes in anticoagulation properties, increase/decrease of cholesterol,
gastrointestinal toxicity, ovulation, hematuria, headache, increased absorption, slow breathing);
strong inhibitors of CYP accompanied by side effects (increase/dectease of the concentration of the
drug in plasma, induced clearance); changes on different metabolic pathways (galactosis, pyruvate,
aminoacid...); Induction of CYP enzymes likely to affect drug transporters and P-glycoprotein.

— Major interaction: Induction/inhibition of CYP enzymes or other known adverse effects resulting
in severe clinical effects (bruising, ecchymosis, epistaxis, thrombocytopenia, neutropenia, fever, loss
of therapeutic effect, acute hepatitis, toxic hepatitis, thabdomyolysis, weakness, diffuse, muscle pain,
increased bleeding, severe liver dysfunction, severe pleural effusions, renal toxicity, mania, death);
weak inhibition of CYP enzymes resulting in severe clinical effects (severe thabdomyolysis); possible
effects in CYP that result in the detection of toxic agents for the patient.

— DPositive interaction: Enhanced effects for the patient (antioxidant, lower dyskinetic potential)
without other side effects.

As can be seen, throughout scientific literature, there is a high heterogeneity between the data from the
different studies, and this is reflected in the data that was considered. Therefore, it was necessary to work
with the information collected to make it as standard as possible. Standardizing the information is crucial
to ensure consistency and accuracy in the data entered into the system. By following a standard format
or method, it becomes easier to compare and analyze information, reducing the chances of errors or
misinterpretations. Additionally, standardized information makes it simpler to update and maintain the
system, facilitating the incorporation of new data in the future. This standardization process was carried
out in the Knowledge Completion phase.

In order to help pharmacists efficiently understand information when interacting with users in limited
time, it is important to identify the key variables of interest among all the variables mentioned above. In
this context, the most significant variables were selected from the information derived during the
previous phase, Knowledge Extraction & Representation, to construct the knowledge base.

The API of the drug and the name of the herb (both common and scientific) were selected to aid the
pharmacist in comprehending the analyzed elements. Furthermore, in several articles it was considered
the age of the individual in question, not being possible to apply the same HDI in another individual
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with a different age. Thus, age and sex were also selected as variables for the knowledge base. However,
to achieve a standardization of this information, age groups have been established, bringing together
individuals of similar ages and, consequently, making it possible to apply an HDI that occurred in a
specific individual, to several individuals of the same group age who possibly have similar physiological
characteristics. Four distinct groups were considered: adult age (individuals between the ages of 18 and
65), geriatric age (individuals over 65), all adults (individuals over 18), and minors (individuals under 18).
Each group was coded (1, 2, 3 and 4, respectively) to put this information in a single format. Regarding
sex, HDIs recorded in women were covered for the female sex and those recorded in men were covered
for the male sex. In case sex was not disclosed, the HDI was considered for both sexes. The coding
provided to each group was "F", "M" and "B" (both), respectively.

Moreover, throughout biomedical literature, several pathologies were identified among the individuals
who accused an HDI. Therefore, it was decided to also include this parameter as a variable in the
knowledge base. It is imperative to standardize this information since HDIs are associated with specific
Herbal Medicines (HM) categories, the quality of the HM, the class of drugs, the patient's pathology, and
the patient population, among others. Thus, the pathologies found were gathered into groups using the
International Classification of Diseases (ICD). ICD-11, the latest version of the ICD, ensures semantic
interoperability and reusability of recorded data for different use cases such as health statistics, decision
supportt, resource allocation, reimbursement, and guidelines, among others. Table 4 presents the
pathology groups considered in the system, their respective codification as well as a brief explanation of
each one [178], [179]

Table 4 - Pathology groups considered in the expert system.

Pathologies Groups Code Explanation

None QA02 Medical observation or evaluation for suspected diseases or
conditions, ruled out

Cardiovascular BE2Z Diseases of the circulatory system, unspecified

Respiratory CB7Z Diseases of the respiratory system, unspecified

Metabolic 5D27 Metabolic disorders, unspecified

Oncologic 2D47 Unspecified malignant neoplasms of unspecified sites

Transplants QB63.Z Presence of transplanted organ or tissue, unspecified

Rheumatologic FCO0Z Diseases of the musculoskeletal system or connective tissue,
unspecified

Renal GC2zZ Diseases of the urinary system, unspecified

Genitourinary GC8Z Diseases of the genitourinary system, unspecified

Nervous System 8E7Z Diseases of the nervous system, unspecified

Gastrointestinal DE2Z Diseases of the digestive system, unspecified

Outros QF47Z Factors influencing health status or contact with health services,
unspecified

The information returned by the system to the pharmacist must also be simple and practical, so that it
can be conveyed to an individual with no knowledge in the field, in this case, the patient. Thus, just like
the input variables to the system, the output variables must be brief and concise amongst all the variables
available on the datasheet. The clinical outcome is an important aspect of healthcare because it provides
information about the possible signs or symptoms that a patient may encounter as a result of a particular
HDI. Therefore, this variable was also included in the knowledge base. In this case, standardization was
not applied, since it is important to present the information exactly in the way it was gathered from the
literature. Additionally, the degree of interaction is another significant variable to take into account, as it

provides pharmacists with a better and more immediate understanding of the level of concern related to
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a specific interaction. In order to establish a uniform standard for this parameter, it was divided into "no

nn " <

interaction", "positive interaction", “minor interaction

<
b

medium interaction”, and “major interaction”,
previously described. Finally, the significance value variable, the value assigned to each interaction based
on the population of each paper, is also considered. It is normalized between all values and is presented
to the pharmacist in percentage format for greater insight. Hence, the knowledge base that supplies the

expert system is comprised of all these standardized variables.

It is important to highlight that this phase is critical to the fundamental operations of the system as the
effectiveness of an expert system is contingent on the quality and organization of its knowledge base,
which comprises a structured compilation of factual and heuristic information related to the system's
domain. The encoding process is aimed at converting vast quantities of data from the biomedical
literature into a uniform, standardized format that can be easily fed into the expert system. It is essential
to maintain consistency between these encodings and any new information entered into the system to
ensure its proper functioning. If any content is introduced that deviates from the established encodings,
the expert system may not operate as intended.

4.1.2. Rule-based system

In order to correlate the standardized information and provide new insights into the pharmaceutical
system an expert system was built, which uses the knowledge base previously described, to provide
recommendations that are based on data-driven analysis and logical reasoning. As can be observed in
Figure 7, it has different components that will be described.

The rule engine used was Drools, the leading Open-Source rules engine based on Java. Drools is a hybrid
chaining engine, reacting to changes in the data and providing advanced query capabilities. Drools needs
a set of rules to evaluate data or events against a set of conditions, and then perform a specified action
based on the results of that evaluation. For that, a Drools rules file that contains all these business rules
is provided to the system. A rule includes a When-Then construct, with the When section listing the
condition to be checked and the Then section listing the action to be taken if the condition is fulfilled
[180]. The standard structure of a rule is depicted on the left-hand side of Figure 8, while an example of
a rule that can be found in the knowledge base is displayed on the right-hand side [180].

rule "R17'

bu no-Lloop

when when
LS p: Patient()

eval(p.isTakingDrug("B01AA@3"))

eval(p.isTakingHerb("Matricaria chamomilla"))
eval(p.belongsToGeriatricGroup())
eval(p.isFemale())
eval (p.hasAtLeastOnePathology("BE2Z"))
then then
Conclusion c=new Conclusion("INR elevation, bleeding", (float) 0.0, 50);
end ;:;Ell(( Y3

Figure 8 - Standard structure (left) and example (right) of a When-Then rule.

Therefore, it was necessary to convert the information contained in the knowledge base into the rule
format. In Table 5, it is represented an example of the information structure that can be found in the
knowledge base. This row shows a medium risk of interaction between Warfarin and Matricaria
chamomilla in females with cardiovascular disease and in geriatric age.
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Table 5 - Example illustrating the format of the information that composes the constructed datasheet.

API P.O T.C POTC . Signifcance Risk of
(scientific (common Age | Diseases = Sex CO . .
Value interaction

name) name)

. INR )

BOIAAQ3 ~ Marrearia o omille 2 BE2Z F 0 clevation, | edium
chamomilla . interaction

bleeding

2 POTC - Phytotherapeutic Over-The-Counter; CO — Clinical Outcome.)

Each row in the knowledge base represents a new rule. In order to make the process of converting this
information into a rule automatic, an automated format conversion system was built which converts the
information presented in the knowledge base into a typical rule. The rule depicted on the right side of
Figure 8 represents the knowledge base row shown in Table 5.

After having all the rules in the knowledge base, MI. models can be used to infer new rules from the
knowledge base. The rule leaner leverage top-performing ML models to create novel rules and integrate
them into the knowledge base. Due to the limited number of entries (234 interactions) in the knowledge

base by now, it was not possible to demonstrate this functionality in this thesis.

Considering that the rules are already defined, the rule engine will act as an inference engine when
provided with the variables of interest. The system then examines the rules stored in its database to
determine whether any potential interactions exist. If the variables match a rule, the system retrieves the

relevant information about that interaction from its available data.

Lastly, the DSS offers pharmacists a user-friendly and intuitive way to interact with it through the
implementation of a Graphical User Interface (GUI). This GUI has been developed using Vaadin [181].

4.2. Case study

The literature review that was performed resulted in the identification of a total of 234 interactions
involving a variety of herbs. Among these interactions, Cannabis emerges as the most frequently
associated herb, accounting for 14.5% of the total interactions. Following closely are St. John's Wort
(6.4%) and Ginkgo (5.6%). When it comes to drugs, bupropion exhibits the highest likelihood of
interactions, with a percentage of 10.7%. This is closely followed by dextromethorphan (9.4%) and
warfarin (9.0%).

The developed system converted the identified interactions into various rules that were integrated into
the knowledge base. By utilizing these rules, the system can effectively determine the presence of
potential HDIs. This enables pharmacists to easily identify interactions between a specific drug and herb,
as well as obtain a list of potential interactions for a particular drug. Furthermore, the system provides
detailed information about the common symptoms associated with each interaction, along with the
corresponding danger and significance values. As a result, pharmacists can efficiently identify HDIs,

enhancing their ability to provide a better and more responsive service to patients.

In order to exemplify the functioning of the system, a hypothetical use case will be presented.

4.2.1. Use-Case

Mrs. Alice is a 66-year-old female diagnosed with atrial fibrillation. She visits the pharmacy to purchase
the medicine that was prescribed, specifically warfarin. During her conversation with the pharmacist, she
brings up her sleeping troubles and reveals that she has been drinking chamomile tea before going to
bed as a potential solution. As a precautionary measure, the pharmacist uses ForPharmacy DSS system

to identify any potential interactions between the two substances.
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As a first step, the system verifies the pharmacist's identity by requesting his access credentials, which
consist of his username and password, as illustrated in Figure 9. This critical step serves to safeguard

against unauthorized access by third parties, as access credentials are restricted to pharmacists.

ForPharmacy: A Decision Support System

oh

Log in

John Doe

Password »

sesssssescnsl L3

Figure 9 - System authentication phase.

Upon successful authentication, the pharmacist is presented with the three options, as illustrated in
Figure 10, and selects the "Check Interaction" option to investigate any potential HDI. It is important
to clarify that the "Deal with medication abuse" functionality was implemented as part of the
ForPharmacy project but is not the focus of this thesis. As a result, it will not be explored in detail.

ForPharmacy: A Decision Support System Log out

\‘¥ Check Interaction

5
< % Check if exists an herb-drug interactio

§  Deal with medication abuse

Ve nsert the order history and check for drug

Figure 10 - System Use-Cases.

When using this option, it is important to provide the name of the drug and herb that need to be
analyzed, along with relevant patient information such as age, gender, and any associated medical
conditions. Considering this use case, the patient has 66 years old, female, and suffers from both atrial
fibrillation and asthma. Thus, the pharmacist enters this information in the system. Under the
pathologies section, he needs to select "Cardiovascular” and "Respiratory" options ().
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ForPharmacy: A Decision Support System Log out

Find out if there is an interaction

Drug Herb
warfarin S Matricaria chamomilla 3
Phathologies
Cardiovascular (BE2Z) X Respiratory (CB7Z) X v
Gender Age
Feminine S 66 Years
€ Back Click here

Figure 11 - Selection of the attributes needed to evaluate the interaction.

Upon selecting the "Click here" option, a pop-up window is triggered which presents the clinical
outcome of the interaction, alongside the associated hazard risk and its respective significance value, as

shown in Figure 12.
ForPharmacy: A Decision Support System Log out

Find out if there is an interaction

Drug Herb

warfarin hd
Interaction results

Phathologies

Cardiovascular (BE2Z) % ~
Conclusion
Gender INR elevation, bleeding
Feminine Years
Danger Significance
50% 0%
€ Back

Figure 12 - Results of the interaction Wafarin — Matricaria Chamomilla.

In accordance with the data presented in Figure 12, the concurrent administration of warfarin and
Matricaria Chamomilla herb is associated with a hazard percentage of 50%, indicating a moderate level
of interaction. As a result, appropriate precautions should be taken. This interaction is associated with
potential adverse effects such as elevated INR and bleeding. The INR blood test is used to determine
the coagulation rate of an individual's blood. When an individual's INR test result exceeds their
designated target range, it signifies that their blood is coagulating at a slower rate, thereby increasing the
possibility of bleeding [182], [183].

Furthermore, it is possible to observe that the interaction in question has a significance value of 0% and
some aspects should be discussed in relation to this variable. Considering that the min-max
normalization was used to enable a fair comparison of interactions among different articles, it is
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important to note that there may be cases where the significance value is 0, such this one. This value
corresponds to the minimum observed in the study population, which, in the context of the literature
review conducted and in this particular HDI, is one person. Moreover, many of the cases that were
considered as major interactions have a significance value of 0. This happens since there is only scientific
evidence of having occurred, for example, death, in one specific case. Thus, this interaction ends up not
having statistical representativity. However, despite their low significance value, this interaction results
in the most unfavorable clinical outcome. Therefore, it is equally important to consider these interactions
in order to prevent the recurrence of fatal consequences reported in the literature. Therefore, despite
this significance value, it is crucial for the pharmacist to advise the patient to stop taking chamomile tea.

Additionally, it is worth mentioning that Table 5 focuses solely on the cardiovascular pathology group
within the knowledge base regarding the "pathologies" parameter. However, the system is designed to
detect interactions when at least one disease listed within the "pathologies" parameter is present.
Therefore, given Mrs. Alice's comorbidities in both cardiovascular and respiratory systems, both groups
were included as pathologies associated with the patient in the system. Consequently, an interaction was
identified since the cardiovascular group was present. It is important to note that this methodology can
be applied to all other rules in the system.

As a precautionary measure, the pharmacist wants to know if there are any other herbs that may interact
with warfarin, to inform Mrs. Alice accordingly. To accomplish this, the pharmacist navigates back to
the main menu and selects the "List all possible interactions" option. This action prompts the pharmacist
to input the drug to be analyzed as well as the patient's gender, age, and any associated medical conditions
(Figure 13).

ForPharmacy: A Decision Support System Log out

Find all possible interactions to a specific drug

Drug Gender Age

warfarin = Feminine 4 66 Years

Phathologies

Cardiovascular (BE2Z) ¥ Respiratory (CB7Z) X v

< Back Click Here

Figure 13 - Selection of the attributes needed to assess whether the drug interacts with any other herbs.

Upon clicking the "Click here" option, a pop-window with a table is displayed, presenting a list of herbs
that interact with the drug warfarin. The table provides essential information to the pharmacist, including
the scientific and common names of the herbs, the clinical outcome resulting from the interaction, the
significance value, and the level of interaction. Figure 14 provides a visual representation of this

information available to the pharmacist.
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ForPharmacy: A Decision Support System Log out

Find all possible interactions to a specific drug

Drug Gender Age

warfarin e Feminine e 66 Years
Phathologies
Cardiovascular (BE2ZZ) X Respiratory (CB7Z) X e
Results

Common Name Scientific Name Interaction Significance (%) Danger
Goji berri Lycium barbarum Bruising, ecchymosis, pistaxis, hematochezia and increased INR 0.0 100
Chamomille Matricaria chamomilla INR elevation, bleeding 0.0 50
Korean red ginseng Panax ginseng No effect 387 0

€ Back

Figure 14 - Herb details regarding the interactions with warfarin.

Through the table presented in Figure 14, it becomes apparent that, in addition to the HDI previously
mentioned, the system has detected two more interactions. These interactions involve the herbs Goiji
berry and Korean red ginseng. The interaction with Goji berry is of significant concern as it presents a
high risk, leading to symptoms such as bruising, echymosis, pistaxis, hematochezia, and an elevation in
INR. Although this HDI has a significance value of 0% due to its limited documentation in the literature
(reported only once), it is important to inform Mrs. Alice about it given the potential symptoms
associated with it. On the other hand, the literature reports no effect or hazard level associated with the

interaction between Korean red ginseng and the drug warfarin.

4.3. Results and discussion

Assessing and disclosing HDIs presents numerous challenges due to several factors. Firstly, there is
significant variability in the composition of herbal products and their derived forms, making it difficult
to pinpoint the exact constituents responsible for the interactions. Additionally, the pharmacokinetics
(how the body processes and affects drugs) of these constituents are not well understood, further
complicating the assessment process. Furthermore, the regulation and legislation surrounding herbal
products vary across different perspectives contribute to the complexity of this issue. As a result, creating
a comprehensive and standardized database that contains all the necessary information to identity HDIs
proves to be challenging [4].

Moreover, in order to make full advantage of the knowledge base developed, an intuitive and uset-
friendly interface plays a crucial role in maximizing the potential of the gathered data. Without such an
interface, pharmacists would struggle to effectively utilize the information they have collected [120].

Based on the current state of the art, some studies have been applying some Al methods, such as text
mining techniques, in order to provide a new approach to finding information from HDIs and,
consequently, save time. These techniques employ NLP to extract specific topics from literature and
automatically identify drug and herb names. However, the application of NLP in information extraction
is limited due to the lack of well-established annotated datasets for this purpose [120].
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On the other hand, DSSs are widely utilized by pharmacists to analyze and interpret large amounts of
data, generate insights, and offer recommendations or suggestions for decision-making. Knowledge-
based systems, like ESs, are the most common DSSs and their goal is to replicate human thought
processes using informatics technology to provide clinical decision support to healthcare professionals,
patients, and individuals, ultimately improving the quality and safety of healthcare. Some studies have
applied and encouraged the application of DSSs in the domain of DDIs to transform literature data into
patient-specific recommendations [12], [13]. However, to the best of our knowledge, there are no ESs
specifically designed to assist healthcare professionals in obtaining knowledge about potential and
updated HDIs. Notwithstanding, it is important to highlight a system developed by Yasseen ez a/. [147]
which identifies and mitigates potential DDIs by analyzing complex interactions and presenting all the
potential negative effects associated with the input drug. Still, this system does not cover the domain of
HDIs. Therefore, there remains a gap in the availability of a DSS specifically tailored for HDIs.

To tackle this issue, in the context of the ForPharmacy project, this thesis presents the implementation
of a DSS which aims to identify HDIs and allow healthcare professionals to convert large amounts of
data with scientific evidence into actionable knowledge to individual patients. The case study reported
an interaction between warfarin and chamomile as a moderate risk interaction. Warfarin is a commonly
prescribed anticoagulant with many herbal and food interactions, as described in chapter 2, section 2.1.1.
When taken together, warfarin and chamomile can increase the INR and raise the risk of bleeding [34],
[182]. Additionally, two other interactions have been reported with this medicine, namely with the herb
Goji berry and the herb Korean red ginseng. The first interaction is considered high risk, causing
bruising, echymosis, pistaxis, hematochezia, and an elevation in INR and it is crucial to warn the patient.
However, with the herb Korean red ginseng no danger was detected.

4.4. Summary

This chapter introduces a DSS for HDIs that utilizes a rule-based approach to assist healthcare
professionals in acquiring rapid and useful information about HDIs. The chapter outlines the
methodology for extracting HDIs from biomedical literature and the process of standardizing and
representing the gathered information in a knowledge base. Furthermore, it also describes the rule-based,
utilizing a rule engine to process the rules and identify potential interactions. A user-friendly graphical
interface was developed to facilitate interaction of the pharmacist with the system. The chapter concludes
with a case study illustrating the functionality of the DSS and its ability to identify potential HDIs and
provide recommendations. Overall, the DSS aims to improve pharmaceutical care and patient safety by

providing healthcare professionals with comprehensive and actionable information on HDIs.
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5. BIOMETRIC AUTHENTICATION

This chapter analyzes the applicability of the dataset KeyRecs for an intelligent authentication method
using the CRISP-DM methodology. The results obtained from the evaluation of the dataset will also be
detailed and discussed.

5.1. Methods and application

The CRISP-DM methodology was followed to examine the potential implementation of double-factor
authentication through biometric authentication with keystroke dynamics. It offers a systematic
framework for planning, organizing, and implementing ML projects, encompassing six iterative phases
from business understanding to deployment, as illustrate in Figure 15 [184], [185].

Business B - Data
Understanding L Understanding

Data
Preparation
[

Deployment

r

hodelling

Evaluation

Figure 15 - Phases of the CRISP-DM Process Model for Data Mining and Machine Learning projects [184].

Each phase, represented in Figure 15, can be described as follows [184], [185]:

—  Business Understanding:

This phase is all about gaining a deep understanding of the project's goals and requirements from a
business standpoint. It involves translating this understanding into a clear definition of the data mining
problem and creating an initial project plan that outlines how these objectives will be accomplished.
Essentially, it's about aligning the business needs with the data mining objectives and setting the
foundation for the project's success.

—  Data Understanding:

During the data understanding phase, the process starts with gathering the initial data and then proceeds
to various activities aimed at gaining familiarity with the data. The primary objectives include identifying
any issues related to data quality, extracting initial insights from the data, and discovering interesting
subsets that can serve as a basis for forming hypotheses about hidden information.

It's important to highlight that there is a strong connection between the business understanding phase
and the data understanding phase. In order to effectively formulate the data mining problem and create

a project plan, a certain level of understanding about the available data is necessary. By analyzing and
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exploring the data, it becomes possible to make informed decisions and ensure that the project is aligned
with the data's characteristics and potential.

— Data Preparation:

The data preparation phase involves various tasks aimed at creating the final dataset that will be used as
input for modeling tools. These tasks encompass the conversion of initial raw data into a refined form.
Data preparation activities are typically carried out multiple times and are not strictly ordered. They
encompass tasks such as selecting tables, records, and attributes, cleansing data, creating new attributes,
and transforming data to make it suitable for modeling tools.

—  Modeling:

During this phase, a range of modeling techniques is chosen and implemented, with their parameters
adjusted to achieve the best possible results. It is common to have multiple techniques available for a

given data mining problem, and certain techniques may necessitate specific data formats.

There exists a strong connection between Data Preparation and Modeling. Often, issues with the data
become apparent during the modeling process, prompting the need for data adjustments. Similarly,
insights gained from modeling can inspire the creation of new data constructs or features.

—  Evaluation:

Before deploying the model, it's essential to thoroughly evaluate its quality and review the construction
steps to ensure it aligns with the business objectives. The goal is to identify any overlooked business

issues and make a decision on utilizing the data mining results by the end of this phase.
—  Deployment:

Typically, the creation of a model doesn't mark the end of a project. The knowledge acquired needs to
be structured and presented in a manner that enables the customer to utilize it effectively. The
deployment phase can vary in complexity, ranging from generating a report to implementing a repeatable
data mining process, depending on the requirements. In many cases, it is the user who carries out the
deployment steps. Regardless, it is crucial to have a clear understanding from the outset of the specific
actions that need to be taken in order to operationalize the created models.

In this way, following the CRISP-DM methodology is important since it provides a structured approach,
ensures alignment with business objectives, mitigates risks, fosters collaboration, and allows for iterative
improvements in ML projects. In line with this, the exploration of biometric authentication through

keystroke dynamics aimed to adhere to this methodology.

The deployment phase is out of the scope of this thesis as developing a Proof of Concept (PoC) is not
intended.

5.1.1. Business understanding

The goal of this thesis is not to create a standalone cyber-security module solely focused on enhancing
the protection and resilience of local pharmacies against cyber-attacks. Instead, the project aims to deliver
intelligent services in a manner that does not compromise cyber breach detection and prevention, in a
business-oriented perspective.

Unauthorized access leading to privacy attacks has become increasingly common [186]. With most
software systems increasing in size and complexity, more exploitable vulnerabilities arise. Naturally, these
vulnerabilities can lead to undesirable unauthorized accesses. Additionally, social engineering techniques
are also used to exploit human behavior, by tricking users to provide access to sensitive information.
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Moreover, data breach costs are estimated to be around $3.86 million on average, with human errors,
system glitches, and malicious attacks being the main causes [187]. Therefore, it is essential to consider
human nature as possible source of vulnerabilities and cyber-attacks, in order to develop more resilient
access security measures [188].

The most common and widely used authentication mechanisms rely on the existence of a pre-shared
secret between two entities [189]. This pre-shared secret may be a simple password, a pin number, a
token, or even a 256-bit key, but if compromised, sensitive information can be extracted. In an attempt
to solve this issue, in the last decade there has been an effort to standardize MFA in which a user is asked
to present two or more pieces of evidence (factors) that confirm his identity [57]. The utilization of
biometric factors leverages unique personal characteristics, offering heightened security compared to
traditional methods. Particularly keystroke dynamics, are identified as a cost-efficient and integrable
option for enhancing security.

In order to distinguish between genuine users and potential attackers during the authentication process,
systems utilizing fixed samples are considered the most suitable for analysis. After reviewing various
datasets on keystroke dynamics, it was determined that the dataset published by Dias ¢ a/. [74] deserved
attention. Traditionally, the problem of determining whether a user is genuine, or an imposter has been
addressed through the use of ML or DL algorithms. However, the literature review conducted revealed
that the most commonly employed models for biometric authentication are traditional ML algorithms,
which yield great results and effectively fulfill the proposed task.

5.1.2. Data understanding

In the ForPharmacy project, data understanding plays a crucial role in developing effective and resilient
access security measures to protect local pharmacies against cyber-attacks. This chapter focuses on two
key topics: data description and exploratory data analysis. By thoroughly examining and analyzing the
data involved in the authentication process, it is possible to gain valuable insights into user behavior and
make informed decisions for effective utilization and analysis.

5.1.2.1. Dataset description

The dataset utilized, known as KeyRecs [74], has been curated to facilitate the development of robust
software for typing pattern recognition and biometric authentication systems. Its primary objective is to
enable the accurate identification of authorized users through trained ML models.

KeyRecs encompasses a comprehensive collection of both fixed text and free text samples, capturing
users' distinct typing behaviors. This dataset was obtained through a study involving 100 participants,
recruited through the Prolific platform [190], from 20 different nationalities and comprises records of
two specific exercises performed by each participant. The demographic information of participants was
also collected including age, gender, handedness, and nationality, contributing to a comprehensive
understanding of the user profiles within the dataset [191].

In addition to the demographic information, the dataset comprises computed inter-key latencies derived
from both the password retype and transcription exercises, that will be described in subsequent
paragraphs. The first exercise of the study involved the participants engaging in a typing exercise using
the password "vpwjkeurkb" to attain a level of proficiency that would yield consistent and authentic data
regarding key presses. It is important to note that this password was randomly generated and shared
among all participants, indicating that none of them had prior familiarity with it. To determine an
appropriate benchmark for the number of password repetitions necessary to reach a performance
plateau, the researchers conducted a separate investigation. Their findings revealed that approximately

200 repetitions could serve as a reliable reference point, ensuring a gradual improvement in typing
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performance and realism. Consequently, the exercise was divided into two distinct typing sessions, each
comprising 100 repetitions. This division facilitated the collection of data both before and after
participants had become sufficiently familiarized with the password [191]. The second exercise involved
transcribing 10 straight forward literary passages sourced from publicly accessible websites and was
divided into two similar typing sessions, where participants transcribed 5 literary passages during each
session [191].

Once the data had been collected, the authors scrutinized the raw information obtained from the typing
process to identify any potential errors. The validation process aimed to verify that participants accurately
reproduced the intended characters in the fixed text exercise, and that no invalid or unfamiliar characters
were produced in the free text exercise [191].

Subsequently, a phase dedicated to feature calculation was carried out, enabling the determination of
inter-key latencies for each exercise performed by the remaining participants. These inter-key latencies
denote the time intervals, in seconds, between different combinations of the key press event (D) and the
key release event (U). The analysis of combinations such as these aids in user identification by comparing
the current typing pattern to the uset's previous patterns. This process allows for authentication to
determine the legitimacy or fraudulent nature of the logged-in user. To provide a more comprehensive
elucidation of the calculations conducted across different time instances, Figure 4 exemplifies the

scenario involving two characters, namely "A" and "B” which yields a range of distinct features, including
"DU.A.A,)" "DU.B.B," "DD.A.B," "UD.A.B," "UU.A.B," and "DU.A.B." [191].

To organize this information effectively, the dataset was structured into three distinct Comma-Separated
Values (CSV) files: fixed-text.csv, free-text.csv, and demographics.csv. The subsequent subsections
provide a comprehensive breakdown of the contents contained within each respective file [191]:

—  Fixed-text file:

In this file is represented inter-key latency data from the password retype exercise, contained 19,773
rows and 50 columns. For enhanced understanding and clarity regarding the contents of the file, Table
6 presents comprehensive descriptions of each feature included [191].

Table 6 - Overview of the existing features in Fixed-text file [191].

Columns | Feature name Description Variable Type
number
1 participant Participant’s identifier Discrete quantitative
2 session Session number Discrete quantitative
. The current session's repetition count . .
3 repetition . , : Discrete quantitative
for the participant's typing.
The duration, in seconds, between the
pressing down (D) or releasing (U)
events of a key (key2) in relation to the . .
4-49 DO|U)D|U).keyl.key2 . y (key2) Continuous quantitative
previous one (keyl). These columns
are in a sequential order as well as in
the same format.
. The duration, measured in seconds, of . .
50 total.time Continuous quantitative

—  Free-text file:

the current repetition.

The present file contains a structure comprising 562584 rows and 9 columns, which describes the inter-
key latencies for each participant who took part in the transcription exercise. Specifically, the pairs of
character keys utilized by each participant during the exercise are delineated, as the characters to be
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transcribed were not predetermined. Table 7 provides an overview of the characteristics of this dataset,
along with certain pertinent observations [191].

Table 7 - Overview of the existing features in Free-text file [191].

Columns | Feature name Description Variable Type

number

1 participant Participant’s identifier Discrete quantitative

2 session Session number Discrete quantitative
The initial character key of the current . .

3 Keyl y Nominal Categorical

pair.
The second character key of the

4 Key2 . Nominal Categorical
current pair
The inter-key latency, measured in
seconds, between the pressing down Continuous
59 OU)D |U)-keyl key2 (D) or releasing (U) of a key2 relative quantitative
to keyl

— Demographics file:

This file encompasses demographic attributes that were supplied by each participant. Table 8 offers a
comprehensive portrayal of the features associated with each column, providing a detailed description.
It is worth noting that this information complements the data contained in the fixed-text and free-text

files, enhancing the overall understanding and analysis of the dataset [191].

Table 8 - Overview of the existing features in Demographics file [191].

Columns | Feature name Description Variable Type
number

1 participant Participant’s identifier Discrete quantitative
2 handedness Participant’s hand preference Nominal categorical
3 age Participant’s age Discrete quantitative
4 gender Participant’s gender Nominal categorical
5 nationality Participant’s origin country Nominal categorical

Upon comprehending the dataset and bearing in mind that the aim of this thesis is to study a novel
authentication method during the system's login phase, the fixed-text file stands out as the ideal option
for thorough examination and analysis. Fixed-text systems offer valuable assistance in verifying user
identity during the log-in process with the purpose of securely verifying the user's identity, specifically at
the onset of each user session. Such systems are specifically designed to analyze the typing patterns
employed when entering passwords. This analysis enables the generation of a sample type that captures
valuable information concerning the frequency at which a particular user reenters their password [192].

5.1.2.2. Exploratory data analysis

To enhance comprehension of the dataset being examined, a univariate analysis was conducted. This
analysis enabled the extraction of a range of statistical measures for each variable of interest, including
minimum and maximum values, 1st and 3rd quartiles, and the median. Table 9 presents these statistical
characteristics for selected features within the study.
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Table 9 - Information obtained about the dataset under study regarding some statistical characteristics.

DU.v.v UU.v.p DD.j.k UD.j.k DU.r.k total time
mean | 0.097076 0.264733 -0.5422078 -54.12508 54.86324 -0.5172628
std 0.030586 0.608517 7665.256 7665.256 7665.252 7665.266
min 0.001000 0.001000 -1077834.0 -1077834.0 -0.1480000 -1077833.0
25% | 0.078000 0.139000 0.1680000 0.2530000 0.08400000 1.819000

50% | 0.093000 0.199000 0.2080000 0.2950000 0.2090000 2.413000
75% | 0.093000 0.293000 0.2670000 0.3590000 -0.4692500 3.245500

max | 0.965000 76.358000 645.8360 645.9960 1077834.0 647.9640

The obtained values provide insights that prompt some considerations, notably the presence of potential
outliers from the maximum and minimum value. A common step in data analysis is removing outliers
from a dataset. As defined by Hawkins, “an outlier is an observation which deviates so much from the
other observations as to arouse suspicions that it was generated by a different mechanism” [193]. This
step ensures accurate statistical measures, maintains model assumptions, improves the reliability of

analyses and predictions, enhances machine learning model performance, and enhances overall data

quality [194].

As previously mentioned, all features are expressed in seconds and it can been seen that, for instance,
“DU.r.k” has a maximum value of 1077834 seconds, equivalent to 299 hours, approximately, and
“UD.j.k” has a minimum value of -1077834 seconds. Thus, it becomes imperative to address potential
outliers as this occurrence is prevalent across most of the variables. Z-score method is the most
commonly used tool in providing a measure of how many standard deviations a data point deviates from
the mean. In order to use this method is necessary to define a value of threshold which, usually, 3 is
often used as a guideline for identifying outliers. By applying this threshold, any data point that exceeds
three standard deviations from the mean is deemed a potential outlier. Although the choice of this
threshold is somewhat arbitrary, it is widely embraced due to its ability to encompass a significant portion
of the data within a normal distribution [195].

Consequently, the z-score method was applied to the dataset in the study. In order to better understand
the changes that have occurred, histograms were employe to illustrate the variables both before and after
the application of this method. Histograms serve as a widely utilized tool for examining continuous
quantitative variables. This type of representation condenses the data into a more visually appealing
form, which allows for easier interpretation, by grouping the variety of results into columns along the x-
axis. The ordinate axis represents the count of occurrences in the data for each column, making it feasible
to visualize the distributions of the data to be analyzed [194]. Figure 16 presents three features,
showcasing their respective histograms before and after the application of the z-score method.
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Figure 16 - Histogram of some continuous variables.

From the Figure 16 it can be observed that the application of the z-score method led to the
variables' value distributions exhibiting a closer resemblance to the normal distribution. Consequently,
potential outliers were effectively identified and removed, aligning with the intended outcome of the
method. Another conclusion that can be drawn from the histogram analysis is related to the DU category
variables. The action of pressing and releasing the same keys follows a normal distribution. This behavior
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suggests that this action is more mechanized when compared to the action of pressing and releasing two
different keys. The second one can involve waiting periods that vary depending on the specific keys
involved and the participants' typing patterns.

Despite the removal of certain outliers, there were still instances that required analysis. For example, for
the variable "total time", a maximum value of 647 seconds was observed, which is equivalent to 10
minutes. As mentioned eatlier, the "total time" vatiable signifies the duration it took for the participant
to complete a word repetition. In this case, since the word consists of 10 characters, it is not realistic to
assign this duration to the time taken by a participant to write 10 characters. It is likely that the participant
paused or temporarily stopped transcribing and then returned afterward. Therefore, this instance should
be classified as an outlier rather than being considered a valid writing pattern. To address these remaining
outliers, a filtering approach was employed, specifically targeting rows that contained at least one value
18 times greater than the median value of the respective column. The selection of this threshold value
involved a trial-and-error process, considering that the filtered rows were also carefully examined. It was
determined that this particular value struck an appropriate balance, effectively removing outliers without
compromising the integrity of significant data points. Consequently, a total of 48 rows were eliminated,
resulting in a dataset size of 17424 rows.

Additionally, it was possible to observe the presence of negative values. At first glance, the existence of
negative values in a variable such as time may seem implausible and can represent a potential outlier.

Figure 17 presents a bar chart of the frequency of negative values in each inter-key latency features.
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Figure 17 - Negative values frequency for each inter-key latency features.

Figure 17 highlights the presence of a significant number of negative values within the inter-key latency
features, particularly within the context of “DU.j.k.” variable. This specific feature is related to the

nn

duration between the press event of the "j" key and the subsequent release event of the "k" key.

In a typical scenario, users tend to release a key (U event) before pressing the next one (D event),

adhering to a sequential pattern of key press and release (D-U-D-U). However, in less common

situations, a user may release the second key before releasing the first, resulting in a sequence of D-D-
n:n

U-U. In this case, this behavior causes the release of key "j" to occur after the release of key "k," resulting
in a negative value for the “DUj.k.” feature.

Ordinarily, users have the standard practice of pressing and releasing keys in a consecutive manner before
proceeding to the next key. Nonetheless, it is important to analyze and identify such patterns, including
the presence of negative durations, as they play a significant role in distinguishing individuals based on
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their distinct typing behavior and should not be considered as an outlier values. Furthermore, this
analysis holds particular significance in the context of user authentication, contributing to the process of
confirming the legitimacy of individuals accessing a system.

After addressing possible outliers for continuous variables, it is also important to examine the discrete
quantitative variables. To achieve this, the dataset containing demographic data was merged with the
dataset under investigation.

The impact of age and experience on typing skills has been previously reported in psychological literature
as early as 1984. Some studies have explored the effects of age on the underlying mechanisms influencing
typing proficiency. With advancing age, it is expected that various aspects of cognitive functioning and
certain behavioral activities may undergo a deceleration, potentially resulting in a slower typing rate [1906].
Furthermore, an investigation conducted by Pentel ¢ a/. identified a significant difference in typing
speeds between individuals aged 16 to 29 years compared to other age groups, aligning with previous
tindings. Furthermore, the study also found no substantial variations in typing speed between females
and males, suggesting that gender may not be a critical variable to consider in relation to age [197].
Considering this information, the age variable was analyzed in more detail. Bar charts serve as a
standardized and effective graphical representation for illustrating the distribution of quantitative discrete
variables [194]. Hence, Figure 18 presents a bar chart portraying the variable "age," where each bar
corresponds to a distinct age value, and its height reflects the proportion of individuals with that specific
age within the dataset.

Age distribution
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Figure 18 — Age variable bar chart of the dataset under study.

Through Figure 18, it becomes evident that the dataset primarily focuses on individuals aged between
19 and 24 years, with a limited representation of individuals aged 40 and above. Furthermore, it can be
observed that the dataset encompasses individuals with a minimum age of 18 and a maximum age of 51.
This information holds significant importance for the subsequent implementation of ML. models due to
the unequal distribution of samples across different age groups. Notably, the dataset lacks examples
beyond the age of 51 and individuals below the age of 18. In the context of age's potential relationship
with writing patterns, this data imbalance may impact the performance of the applied models. To analyze
the impact of age on typing skills, participants were categorized into distinct age groups: Group 1 (15 to
19 years old), Group 2 (20 to 29 years old), Group 3 (30 to 39 years old), Group 4 (40 to 49 years old),
and Group 5 (50 to 59 years old). Subsequently, the median value of the "total time" vatiable was

computed for each age group in each session, yielding the corresponding results as illustrated in Table
10.
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Table 10 - Median total time values for each age group in each session.

Age group Session Median total time
1 2.6105
! 2 1.9530
1 2.6020
2 2 1.9990
1 2.9140
3 2 2.3690
A 1 3.0170
2 2.5050
1 2.9310
> 2 2.5885

Table 10 reveals a notable decline in the median total time between session 1 and session 2 across all age
groups, aligning with expectations. This decline can be attributed to participants gaining familiarity with
the password during session 2. Interestingly, age groups 1 and 2 demonstrate strikingly similar total times,
with age group 2 exhibiting the fastest performance in session 1, while age group 1 emerges as the fastest
in session 2. Thus, as described in Pentel ez a/. [197], this dataset also demonstrates a difference in typing
speed among the 18-29 age group, compared to the other age groups.

In order to continue to uncover possible patterns within the dataset, a clustering analysis was performed.
Clustering, a branch of statistical multivariate analysis and an unsupervised learning approach, described
in chapter 2, section 2.3.1.2, is a powerful method for identifying meaningtul groupings or clusters within
the data. Through this technique it is possible to gain insights into the inherent similarities and
differences among the observations, enabling a deeper understanding of the data and facilitate more
informed decision-making [198].

To understand and interpret clustering results effectively, particularly when working with higher-
dimensional datasets, techniques such as dimensionality reduction can be employed to for visualization
purposes. The PCA, described in chapter 2, section 2.3.1.2 consists in transforming high-dimensions
data into lower-dimensions while preserving the important structure and relationships in the data. Thus,
this analysis allows detecting trends, patterns, and atypical values in the data [199]. Thus, the first step in
a PCA analysis is to choose the most relevant columns, in this case, the features related to inter key
latencies and total time. In addition, for a participant to be a single dataset entry, the medians of all
features in question were calculated. Apart from this method, the data was reduced to 2 dimensions to
then apply the k-means algorithm.

K-means is an iterative, numerical, unsupervised, and non-deterministic algorithm, described in chapter
2, section 2.3.1.2. In this algorithm, the selection of the appropriate number of clusters is crucial and
primarily determined by the chosen value of k. However, establishing an optimal k value can often be
challenging in practice. This decision holds significant importance as it directly influences the partitioning
of the data into distinct clusters. To address this challenge, two commonly utilized methods for
identifying the optimal value of K are the elbow method and the silhouette coefficient algorithm. The
elbow method involves calculating the sum of Within-Cluster-Sum of Squared Errors (WCSS) for
different values of k and selecting the value of k at which the WCSS starts to decrease. This decrease is
visualized as an elbow in the graphical representation of the WCSS plot across varying values of k. That
said, Figure 19 portrays the graph generated by the elbow method for the dataset under study, following
the completion of PCA analysis [200].
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Figure 19 - Graphical representation of the WSS plot across varying values of k.

Based on Figure 19, it becomes evident that a prominent elbow point emerges when considering a value
of k equal to 4.

In relation to the silhouette coefficient algorithm, it combines two factors of cohesion, similarity between
the object and the cluster, and resolution, when compared to other clusters. This comparison is achieved
by the Silhouette value, which lies in the interval from -1 to 1. If this value is close to 1, it means that
there is a close relationship between the object and the cluster. Figure 20 exhibits the silhouette analysis
for the dataset in study [200], [201].
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Figure 20 - Graphical representation of the silhouette analysis.

Upon analyzing the Figure 20, it becomes evident that values of k equal to 4, 5, and 6 do not appear to
be optimal choices for the given dataset due to some reasons. Firstly, the silhouette scores for some
clusters fall below the average silhouette score (specifically, cluster 3 for k equal to 4, cluster 2 for k equal
to 5, and cluster 5 for k equal to 6). Additionally, there are notable fluctuations in the size of the silhouette
plots, and the clusters lack uniform thickness. Considering these observations, the silhouette plots for k
equal to 2 and k equal to 3 seem to be more suitable, as they deviate from the aforementioned criteria.
Although not perfectly uniform in thickness, these plots demonstrate a higher level of uniformity
compared to the others. It is worth noting that the silhouette plot for k equal to 2 might potentially
group additional subgroups, such as cluster 3. Considering this analysis, the optimal value of k appears
to be 3.
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Both k values were evaluated for the dataset under study and, subsequently, the analysis revealed that
the most favorable outcomes were achieves when employing a k value of 4, as demonstrated in Figure
21.

K-Means Clustering Results
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Figure 21 - K-means clustering results.

Based on an examination of Figure 21, it becomes evident that there exists a distinct cluster consisting
of only one participant, namely participant p041. It is worth noting that when utilizing a value of k equal
to 3, this participant was assigned to the green cluster. This assignment is deemed less significative due
to the significant dissimilarity in writing patterns between this participant and the other groups, as can
be seen in Figure 21. In addition, within the graphical silhouette analysis, presented at Figure 20, for k
value of 4, cluster 3 demonstrates a substantial deviation in thickness compared to the remaining clusters.
This discrepancy arises since cluster 3, from Figure 20, should represent the cluster containing solely this
participant, in Figure 21, which significantly deviates from the characteristics exhibited by the other
clusters.

In the context of this analysis, additional insights can be derived from the observations. Each cross
depicted in Figure 21 corresponds to the centroid of its respective cluster. Consequently, the participant
who is closest to the centroid of their cluster represents the individual who most succinctly encapsulates
the characteristics of the participants within that cluster, while simultaneously exhibiting distinctiveness
in comparison to participants belonging to other clusters. Considering this, the distance between each
participant and the centroid of their respective cluster was computed. As a result, the participant who
demonstrated the closest proximity to their centroid was identified as follows: participant p037 for
cluster 1, participant p090 for cluster 2, participant p084 for cluster 3, and participant p041 for cluster 4.

To gain a comprehensive understanding of the writing style exhibited by each participant, two diagrams
were plotted based on the most discriminatory features, namely dwell time (the latency between pressing
and releasing the same key, DU) and flight time (the latency between releasing one key and pressing
another in succession, UD). In order to accomplish this, the median values of dwell time and flight time
latencies were computed for the 200 password repetitions performed by the participants closest to their
cluster centroid (p037, p090, p084 and p041). Subsequently, the medians for all password digraphs were
determined, serving as the basis for generating the graphs depicted in Figure 22.
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Figure 22 - Analysis of writing patterns for participants nearest to their respective clusters.

The graphical representations presented in Figure 22 clearly illustrate disparities among the five
participants. Notably, in relation to Figure 22b), participant p041 stands out as markedly different from
the others, while the disparities among the remaining participants are relatively less pronounced.
However, it is also noticeable that each participant exhibits discernible writing patterns. These graphs
provide insights into the median dwell time range exhibited by users, typically falling within the range of
70 to 120 milliseconds. However, the flight time values demonstrate a greater degree of variability
primarily influenced by participant p041, resulting in a wide-ranging variance spanning from 250 to 1300
milliseconds. Additionally, it is worth emphasizing that none of the participants exhibit a common

occurrence of negative time values, as corroborated by the observed data patterns.

In order to gain deeper insights into the variations and similarities among participants, box plots serve
as a valuable tool for visualizing the characteristics observed across different samples or groups. These
plots offer a comprehensive depiction of statistical information, encompassing key metrics such as
medians, ranges, and outliers. Their utility extends beyond outlier identification, as they also provide
insights into data symmetry and clustering patterns [194]. As a result, box plots were constructed for all
continuous features, encompassing both the participants analyzed in Figure 22 and a selection of four
random participants from cluster 1. Given the significant number of features, a sub-selection of the most
pertinent box plots was made, yielding the results depicted in Figure 23. The left side of this figure
displays the box plots corresponding to the participants belonging to different clusters, while the right
side focuses on the box plots of the participants within cluster 1, providing a comparison of the

distribution characteristics among users, providing insights into their respective data distributions.
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Figure 23 - Box plot of some features for 4 participants of different clusters and 4 participants of the same

cluster.

The absence of overlapping boxes in the box plots serves as a crucial indicator of potential differences
between groups. Analyzing Figure 23a), ¢), and e¢), it becomes evident that, in general, the boxes do not
overlap, suggesting significant distinctions among participants in different clusters. Conversely, when
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examining participants in cluster 1, represented in Figure 23b), d), and f), the presence of overlapping
boxes indicates similar writing patterns.

The orange median line, visible in all boxes, serves as a measure of central tendency. Extending an
imaginary line from the median and observing its position in relation to other box plots indicates
potential differences among participants. For instance, in Figure 23¢), when such lines are drawn for
each participant, they consistently lie outside the other boxes, except for participant p041. This is due to
the substantial variability in their data, resulting in a larger box size. Conversely, in Figure 23f), the
imaginary lines for each participant remain within the other boxes, indicating significant similarity among
these participants in terms of the feature under consideration.

The Interquartile Ranges (IQRs), represented by the lengths of the boxes, provide valuable information
about data variability. In general, participants exhibit compact boxes, signifying tight clustering of data
points around the median. However, participant p041 stands out with noticeably taller boxes across all
features, indicating greater variability in their data. Furthermore, it is evident that participants from
different clusters display different medians for the same feature, in contrast to participants within the
same cluster who generally exhibit highly similar medians.

Furthermore, the box plots unveil distribution characteristics of the data. When the median aligns with
the center of the box, and the whiskers are of similar length on both sides, it indicates a symmetric
distribution. Hence, it can be inferred that, overall, participants demonstrate a generally normal
distribution with slight deviations for the three considered features. Conversely, when the median lies
closer to the lower end of the box, and the whisker is shorter on the lower side, it suggests a positively
skewed distribution. This skewness is observable in Figure 23b) for participant p097.

Lastly, it is noteworthy that a few data points are situated outside the boxes, predominantly above them.
It is important to clarify that these points should not be regarded as outliers, since the analysis has already
addressed and appropriately handled the values that deviate from the norm. In fact, these data points
should be recognized as integral components of the participants' writing patterns, contributing to the
overall understanding of their individual characteristics.

The Exploratory Data Analysis (EDA) conducted in this study has played a crucial role in understanding
the dataset which is essential for developing accurate ML models for the authentication process. By
thoroughly examining the dataset's characteristics, distributions, and patterns, the EDA has provided
valuable insights into the data, enabling informed decisions in subsequent modeling steps. In fact,
analyzing the distribution of features, detecting outliers, and assessing correlations, the EDA has allowed
for the selection of relevant input variables that significantly impact the authentication system's
performance. Furthermore, the EDA has facilitated data preprocessing, a critical step in preparing the
dataset for modeling. By identifying and handling outliers and inconsistencies, the EDA has ensured the
data's quality and reliability, enhancing the dataset's suitability for modeling, and improving further
performance of the ML models.

5.1.3. Data preparation

In data preparation, a common practice is to clean the dataset. This involves addressing issues such as
missing attributes and invalid values that may be present in the data. During the data understanding
stage, these issues were carefully resolved in order to identify patterns and insights. In this dataset, there
were no missing attributes. Additionally, the dataset underwent a process of eliminating any detected
outliers in accordance with the guidelines specified during the EDA phase. This step guaranteed that the

dataset was appropriately prepared and poised for subsequent analysis and modeling endeavors.
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Additional preparation involved normalizing the data using Equation 8, described in chapter 4, section
4.1.1 . This normalization step aimed to adjust the feature values within a range of 0 to 1, ensuring equal
contribution of all features during model training. However, it was specifically applied only to the k-NN
model. This is because tree-based algorithms such as RF and LGBM are capable of handling variations
in feature scales and distributions inherently, negating the need for feature normalization.

5.1.4. Modeling

To evaluate the proposed dataset and determine its suitability for Al applications, some models were
applied considering the ones referenced in existing scientific literature pertaining to keystroke dynamics.
These were trained, validated, and tested using the dataset, and their performance was analyzed to
establish a reference for future applications.

Since traditional ML algorithms are widely employed for biometric authentication in current literature,
the chosen algorithms were k-NN, RF, and LGBM (LGBM) [161], [164], [165], [169]. The study was
conducted using the Pyhon programming language, alongside its common data science libraries such as
numpy and pandas for data preparation and manipulation, as well as scikit-learn and lightgbm for modeling.

In the initial phase of the study, a multiclass classification approach was employed to assess the
effectiveness in distinguishing individuals based on their writing patterns. Multiclass classification
leverages the training data generated from all available classes to assign the appropriate label to each test
sample. In a subsequent phase of the study, a binary classification approach was employed to simulate a
scenario involving the protection of a given asset owned by a participant.

5.1.4.1. Multiclass problem

Once the dataset is prepared, it’s important to divide it into train and test set. To accomplish this, the
dataset was randomly split into training and test sets with 70% and 30% of the original data, respectively,
ensuring that the class distribution is preserved in the train-test split.

Following, a pipeline was constructed to streamline the ML workflow. The pipeline consisted of two
main steps: normalization, already explained in the currently chapter, section 5.1.3, and classification.
The second step employed is based on the chosen classifier.

To optimize the performance of each applied algorithm classifier, a grid search with cross-validation was
performed. The process involved dividing the data into k folds, where k was set to 5 in this case. It was
then iteratively trained on k-1 folds and evaluated on the remaining fold. By systematically searching for
the best combination of hyperparameters within a predefined parameter grid, the algorithm aimed to
find the optimal values for the grid. The performance of each combination was assessed using the
accuracy metric. This approach helped to identify the hyperparameters that yielded the best performance
across different train data partitions. The hyperparameters used in each model, as well as the values that
were tested and the optimal values, can be found in Table 11.
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Table 11 - Parameters used and their respective values for each algorithm.

Parameters used

Model Name Values Best values
n_neighbors 2,4,8,16, 32, 64 8

k-NN weights uniform, distance distance
metric euclidean, manhattan manhattan
n_estimators 50, 100, 150, 200 150

RF criterion gini, entropy gini

max_depth 16, 32, 64 64
learning_rate 0.001, 0.01, 0.1 0.01

LGBM

n_estimators 50, 100, 150, 200, 250, 300, 350, 400 400

Once the grid search and cross-validation process was completed, the best estimator, which corresponds
to the optimal combination of hyperparameters, was identified. The best estimator encapsulated the
entire pipeline, including the both normalization and classification steps.

To evaluate the performance of the best estimator on unseen data, the test set was used. The best
estimator was used to predict the labels of the test samples, and the predicted labels were compared

against the true labels.
5.1.4.2. Binary problem

In this approach, where the goal was to protect a given asset owned by a participant, it was necessary to
convert the original multiclass labels to binary labels. The participant of interest was assigned the target
class (0), while all other participants were considered a different class (1). In order to ensure fair
comparisons and gain insights into the algorithm's generalization capability to new individuals
encountered in real-world scenarios, this approach was employed on all participants within the dataset.
By iteratively applying the approach to each participant, the effectiveness of the algorithm in identifying
the target individual was evaluated across the entire group. It is important to note that conducting this
process on a single individual would not yield representative results.

Subsequently, the process of splitting the dataset into train and test sets, constructing a pipeline
consisting of normalization and classification steps, exploring the best hyperparameter combinations for
each algorithm, and assessing the performance of best estimator on the test set was carried out following
the same methodology as described in the multiclass approach. However, since this approach is an
unbalanced problem, the performance of each hyperparameter combination was determined using the
f1-score. Moreover, it is worth noting that the optimal hyperparameter combinations varied from
participant to participant, and therefore listing them individually is not relevant.

5.1.5. Evaluation

In this step, evaluation metrics play a crucial role in assessing the effectiveness of various approaches
and comparing their performance in classification tasks, enabling the measurement of success for
different methods. In this context, it becomes essential to select appropriate evaluation metrics that align
with the objectives of the task at hand. Different classification problems require different metrics,
depending on the nature of the task and the specific goals, as described in chapter 2, section 2.3.4. In
some cases, it may be necessary to employ additional evaluation metrics beyond the commonly used
ones in order to gain a more comprehensive understanding of the system's performance [98]. In this
context, at the end of each modeling approach, it was generated a detailed report, including the suitable
mettics, providing an overall assessment of the model's performance on the test set.
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Regarding a multiclass approach, accuracy, precision, and recall are the most commonly used evaluation
metrics. Accuracy provides an overall measure of classification performance, while precision and recall
focus on specific aspects of the classification task, such as FP and FN [98].

Regarding the binary approach, there are other aspects that need to be taken into consideration. In this
approach one participant is tested against all the others. Thus, this problem becomes unbalanced since
the samples of one participant are much smaller than the samples of the other participants summed
together. In this case, the F1-score is often considered a reliable metric to evaluate the performance of
a classifier. This metric combines precision and recall into a single value, giving equal importance to both
metrics. As a result, it is resistant to imbalanced class distribution, making it suitable for assessing
performance when the minority class is of particular interest [98]. However, given the biometric
authentication purpose, it might be important to consider other metrics. Consequently, in addition to
the evaluation metrics utilized in the multiclass approach, the FAR, FRR and the EER were calculated
for each participant. These rates were determined using specific equations (Equation 5, Equation 6 and
Equation 7, respectively, described in chapter 2, section 2.3.4) to measure the degree of false acceptances
and false rejections during the classification process. These metrics were not evaluated in the multiclass
approach due to their inherent binary nature, which makes their interpretation less straightforward when
dealing with multiclass scenarios [110].

5.1.6. Results and discussion

This sub-chapter presents the results of the evaluation metrics used to assess the performance of some
algorithms applied to the KeyRecs dataset for intelligent biometric authentication. The research
approached the problem from two perspectives: a multiclass problem, where the objective was to
differentiate participants from each other, and a binary problem to simulate a scenario involving the
protection of a given asset owned by a participant.

— Multiclass problem

In relation to the multiclass approach, the objective was to determine whether it is feasible to differentiate
participants based on their writing patterns. Table 12 presents the results achieved for each evaluation
metric across the models utilized.

Table 12 — Evaluation metrics results for k-NN, RF and LGBM models.

Algorithm Accuracy (%) Precision (%) Recall (%) Fl-score (%)
k-NN 67.27 68.57 66.55 66.13
RF 80.62 81.31 79.56 79.46
LGBM 81.16 81.73 80.40 80.69

The results indicate varying levels of accuracy among the applied models. The K-NN algorithm achieved
an accuracy of 67.27%, so it appears that k-NN may not have captured the patterns in the dataset as
effectively, resulting in a relatively lower accuracy compared to the other models. Regarding the RF, the
performance was slightly better with 80.62% accuracy. Thus, the highest accuracy of 81.16% was attained
by LGBM. Comparing the precision and recall values among the algorithms, it is possible to observe
that LGBM consistently outperforms both k-NN and RF. LGBM achieves the highest precision
(81.73%) and recall (80.40%) values, indicating its superior ability to correctly identify positive instances
while minimizing false positive and false negative errors. These results suggest that both RF and LGBM
have captured the patterns in the dataset, with LGBM demonstrating the best performance among the
models.
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Binary problem

In this approach, the goal is to distinguish between one participant and the others. As this problem is
binary in nature, it becomes unbalanced, with one participant being compared against all the others.
Consequently, relying on accuracy as a metric may prove inadequate, as it tends to be biased in
unbalanced scenarios. Furthermore, in this case, the optimization of precision and recall metrics is not
the intended goal. Thus, the F1 score is considered the most suitable as a fitting metric for evaluation.
Figure 24 depicts the distribution of F1 score values across each applied algorithm.
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Figure 24 - F1 score distribution values for each applied algorithm.

The distribution of F1 score values obtained from the binary classification approach highlights notable
performance differences among the three models. K-NN (Figure 24a)) exhibited a relatively wide range
of F1 score, varying from 58.60% to 97.42%, with a mean of 82% and a standard deviation of 8.99%.
Similarly, RF (Figure 24b)) demonstrated diverse F1-scores ranging from 49.90% to 97.76%, with a mean
of 79.15% and a standard deviation of 11.1%. In contrast, LGBM (Figure 24c)) showcased superior
performance with F1 score ranging from 54.25% to 98.23%, a mean of 87% and a standard deviation of
7.74%. The standard deviation provides an insight into the consistency and stability of the models’
performance, with LGBM displaying a more reliable and consistently higher performance in terms of F1
score. This suggests that LGBM outperformed the other models by achieving higher F1 score and
effectively balancing precision and recall in classifying positive instances within the dataset.

Moteover, when it comes to authentication systems that rely on biometric characteristics to confirm the
identity of individuals, certain evaluation metrics such as FAR, FRR, and ERR hold significant
importance. The primary purpose of these metrics is to gauge the efficiency of a biometric system in
accurately verifying individual identities. Ideally, a biometric system should exhibit a low FAR, which
helps prevent unauthorized access. Simultaneously, it should maintain a low FRR to avoid causing
inconvenience to legitimate users. Striking the right balance between these two metrics ensures that the
system offers robust security while delivering a seamless and user-friendly authentication experience
[110]. Taking that into consideration, Figure 25 displays the distribution of FAR, FRR, and ERR values
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across cach applied algorithm, thereby providing a visual representation of their performance
characteristics.

FAR distribution for k-NN algorithm FRR distribution for k-NN algorithm ERR distribution for k-NN algorithm
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Figure 25 - FAR, FRR and ERR distribution values for each applied algorithm.

The obtained results reveal performance differences among the three models in terms of FAR, FRR,
and ERR. Regarding the k-NN algorithm, it exhibited a FAR with a range from 0% to 0.287% and a
mean of 0.0969% (Figure 25a)). This suggests that the model occasionally incorrectly accepted samples
from some other participants. The FRR ranged from 0.0956% to 0.918%, indicating a relatively high rate
of false rejections (Figure 25b)). The mean FRR was 0.437%, reflecting the model's tendency to reject
samples that belonged to the target participant. The ERR (Figure 25¢)) ranged from 0.0669% to 0.526%,
with a mean of 0.267%, indicating that the model made errors in classifying the samples.

The RF model demonstrated a lower FAR (Figure 25d)) compared to k-NN, with a range from 0 to
0.0765% and a mean of 0.0119%. This indicates a reduced rate of false acceptances. However, the FRR
(Figure 25¢)) ranged from 0.115% to 1.07%, demonstrating a relatively high rate of false rejections. The
mean FRR was 0.535%, suggesting that the model struggled to recognize samples from the target
participant. The ERR (Figure 25f)) ranged from 0.057% to 0.536%, with a mean of 0.274%, indicating
a moderate level of errors in classification.

Among the three models, LGBM showcased the most favorable performance. It achieved a low FAR
(Figure 25g)), ranging from 0 to 0.134%, with a mean of 0.0356%, indicating a reduced rate of false
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acceptances. The FRR (Figure 25h)) ranged from 0.0191% to 0.765%, with a mean of 0.361%, suggesting
a lower rate of false rejections compared to the other models. The ERR (Figure 25i)) ranged from
0.0191% to 0.421%, with a mean of 0.198%, indicating a moderate level of errors in classification.
Furthermore, the standard deviation values for FAR, FRR, and ERR were relatively low, implying
consistent and stable performance across different interactions.

In conclusion, the obtained results demonstrate that LGBM achieved the lowest FRR and ERR mean
values. A lower FRR signifies that LGBM reduces the occurrence of mistakenly rejecting true positive
instances, reducing the risk of false negatives. On the other hand, the RF algorithm exhibited the lowest
FAR wvalue, highlighting its capability to minimize false positive identifications. However, LGBM
achieved the lowest values for ERR, minimizing the rejection of genuine users while simultaneously
avoiding the acceptance of fraudulent ones. Achieving this balance in real-world scenarios is essential
for efficient authentication processes and ensuring a seamless user expetience.

To clarity, it is crucial to highlight that a direct comparison between the results obtained from the models
in this study and those found in existing literature is not feasible. As the dataset is relatively new, there
are currently no indications in the scientific literature regarding its exploration. Moreover, comparing
models across different datasets would not yield a fair evaluation. Nevertheless, the outcomes achieved
in this study hold significance as they contribute to the advancement of knowledge in the field. By
establishing the initial benchmark for models using the dataset developed by Dias e a/, this research
provides a valuable reference point for future investigations by other researchers.

5.2. Summary

In this chapter, the CRISP-DM methodology was followed in order to examine the potential
implementation of double-factor authentication through biometric authentication with keystroke
dynamics. The first phase consisted of understanding the business requirements and exploring available
datasets in the literature. Among these options, the dataset published by Dias e a/. [74] stood out as the
most suitable for exploration. During the EDA phase, important insights were gained that guided
subsequent modeling processes, including both data preprocessing and the performance of the applied
ML models. After detecting and eliminating outliers, further analysis revealed that negative values were
not anomalies but rather a consequence of distinct typing patterns. Clustering analysis revealed distinct
clusters within the dataset, with one participant exhibiting very unique writing patterns. Finally, the
analysis of dwell time and flight time latencies enhanced the understanding of participants' typing styles
and their implications for biometric authentication.

After preparing the data, some traditional ML models were applied to KeyRecs dataset, namely k-NN,
RF and LGBM. Two approaches were considered. In the multiclass classification phase, the focus was
on distinguishing participants based on their writing patterns, with the LGBM model emerging as the
top-performing model, surpassing k-NN and RF in terms of accuracy. In the binary classification phase,
simulating real-world asset protection scenarios, LGBM demonstrated superiority in handling class
imbalance and achieving higher F1-scores. This indicates that LGBM is effective in accurately classifying
positive instances within imbalanced datasets. Additionally, compared to other models, LGBM achieved
the lowest ERR, minimizing the rejection of genuine users while avoiding the acceptance of fraudulent
ones. This balance is essential for efficient authentication processes and for ensuring a seamless user
experience. Finally, the work described in this chapter provides an initial benchmark for future
investigations.
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6. CONCLUSION

This chapter presents the main conclusions drawn from this work, appointing future research directions

to further enhance the described solutions.

6.1. Summary of Results

Polypharmacy, the use of multiple medications, is a reality in the 21st century. In addition, individuals
also use over-the-counter herbs, supplements, or food, which can interact with medications. The use of
CAM products is increasing, as they are seen as "natural" and do not requite a prescription. However,
combining conventional medications with CAM products can lead to HDIs, resulting in ADRs and even
fatalities. Thus, it is imperative to improve the understanding and awareness regarding the utilization of
herbs/supplements to enable healthcare professionals to counsel patients on appropriate therapeutic
interventions, and to empower users to access reliable information pertaining to herb/supplement usage.

Although the literature on HDIs is extensive, with herbs used as phytotherapeutic products or for food
consumption, biomedical scientific literature remains one of the main sources of information for
healthcare professionals. DSSs are widely used by pharmacists to help in the identification of these types
of events and prevent ADRs. In fact, rule-based systems are the most common type of DSS technology
in routine clinical use such as ESs. These systems intend to use informatics technology to emulate human
thought and, consequently, to provide clinical decision support to health professionals, patients, and
other individuals at specific moments to improve the quality and safety of health care. Some studies have
applied and encouraged the application of these systems to the subject of DDIs for converting the data
provided by the literature into recommendations applicable to each patient. Nevertheless, to the best of
our knowledge, no other work has yet applied expert systems to the HDI field.

To tackle this issue, in the context of the ForPharmacy project, this thesis showcases the implementation
of a DSS which aims to identify HDIs and allow pharmacists to convert large amounts of data with
scientific evidence into actionable knowledge to individual patients. The system's user-friendly interface
and distinct use cases make it a practical tool for healthcare professionals and patients.

On the other hand, it is crucial to acknowledge the security concerns linked to safeguarding medical
information, particularly given the susceptibility of computer networks to attacks and breaches. To
effectively manage these risks and uphold the privacy of patient data, healthcare organizations need to
implement robust authentication systems tailored to their specific needs. MFA, a combination of various
authentication methods, offers an enhanced level of security and continuous protection for computing
devices and critical services. This approach predominantly relies on biometric factors, which enhance
security by requiring users to verify their identity using unique and individual characteristics. In the
healthcare industry, biometric authentication is widely recognized as a reliable and user-friendly access
control method. Moreover, several studies have explored the utilization of biometric authentication in
healthcare, highlighting the potential of keystroke dynamics as a promising authentication approach.

To address this concern, the CRISP-DM methodology was followed to examine the potential
implementation of double-factor authentication through biometric authentication with keystroke
dynamics by using a novel dataset named KeyRecs. The study establishes a benchmark using two
classification approaches and three algorithms, with the best performance achieved by the LGBM
algorithm for binary classification. The KeyRecs dataset has the potential to enhance security measures
and access control in digital systems, offering a foundation for more advanced biometric authentication

solutions. This study also serves as a benchmark for future investigations.
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6.2. Objectives Overview

The first main objective in Chapter 2, section 1.2, (O1: Design and implement a tool to assist healthcare
professionals identifying potential HDIs) was all fulfilled over the course of this thesis. O1.1. (Investigate
the main causes of harmful interactions between conventional medicines and herbs/plants) was
addressed in Chapter 2, section 2.1.1 with a summary of the main reasons for HDIs as well as the main
mechanisms and consequent results. O.1.2. (Study the state-of-the-art of existing intelligent tools in the
context of HDIs and identify the main flaws) were tackled in Chapter 3, section 3.1 with the description
of the state-of-the-art of databases available in the scientific literature as well as other approaches based
on different Al methods, namely DSSs. Finally, O.1.3. (Implement a new solution capable of helping
healthcare professionals identify potential HDIs) was answered in Chapter 4, section 4.1., with the
presentation of the conceptualization of the system and its implementation. To demonstrate the
applicability of the proposed DSS, in section 4.2.1, a fictional use-case is presented.

The second main objective in Chapter 1, section 1.2, (O2: Investigate how to approach authentication
in the context of healthcare systems) was all fulfilled over the course of this thesis. O2.1 (Investigate and
describe the most common authentication factors) was tackled in Chapter 2, section 2.2, with the
description of authentication types. O.2.2 (Study the applicability of authentication based on keystroke
dynamics) was addressed in Chapter 5, section 5.1, following a CRISP-DM methodology and discussing
the obtained results.

6.3. Limitations and future investigations

Although all this thesis objectives were fulfilled, some limitations and future work can be appointed as

follows:

— Knowledge base maintenance: The developed DSS has a drawback concerning its knowledge
base size. Currently, it comprises only 234 interactions. To expand the knowledge base, it would
require a recurring literature review to maintain its currency. Nevertheless, in Chapter 3, Section 3.1.,
it was discussed certain text mining tools that have been employed in the field of HDIs and DDIs
in scientific literature [46], [131]. Therefore, a promising direction for future work would be to utilize
these techniques to extract and identify interactions from studies and enhance the efficiency of
incorporating new interactions into the knowledge base.

— Significance value determination: Further enhancements are required in the knowledge base,
particularly concerning the significance value associated with each HDI. This parameter was
implemented to enable a more equitable comparison between HDIs derived from diverse studies. It
acknowledges that an interaction reported in a single individual should not carry the same weight as
an interaction observed, for instance, in 30 individuals. However, an issue arises when the population
size of the study presenting the HDI is small, potentially leading to the misinterpretation that the
HDI lacks importance. Hence, it is important for forthcoming investigations to delve into this
parameter and explore alternative approaches to accurately represent the significance of each HDI.

— ML models benchmark: to enhance future investigations on biometric authentication, it is
recommended to explore alternative models mentioned in the existing literature and compare their
outcomes with the results obtained in this thesis. Notably, the literature showcases promising ML
models such as SVM and XGBoost as described in Chapter 3, section 3.2.2 [161], [166], [169].
Additionally, considering models based on MLP, LSTM and CNN, in addition to the traditional MLL
models, would offer an interesting avenue for exploration [167], [169]. Overall, this study establishes
a foundation for future investigations, providing a benchmark to evaluate the performance of
different models.
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— Implement a PoC with keystroke dynamics authentication: choose the most promising models,
such as LGBM, and implement an authentication module.
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