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Abstract

The increasing number of Internet of Things devices and the increasing adoption of smart
homes have led to an increase in risk related to cybersecurity. The purpose of this dissertation
is to examine these limitations and propose innovative solutions for anomaly detection using
machine learning (ML) methods.

The objectives and motivations for this work, which focuses on improving home network
security, are explained in Chapter 1, which also provides a review of smart homes and their
connections with cybersecurity issues.

In Chapter 2, "State of the Art," the rise of IoT in everyday use and related safety concerns
are addressed. In addition, it covers over basic concepts like machine learning strategies and
the way these interact with intrusion detection systems (IDS). In order to mitigate increasing
threats it considers that integrating ML with cybersecurity in IoT systems is important.

The machine learning techniques selected for this project are presented in Chapter 3, with a
focus on creating a reliable anomaly detection pipeline.Comprehensive data pre-processing,
including cleaning, merging, normalization, and analysis, ensures sure the data is suitable for
model training.

In Chapter 4, training individual and ensemble models will be addressed along with an analysis
of performance metrics in scenarios using binary and multi-class classification.Z-Score nor-
malization is one strategy that is frequently used to handle unbalanced datasets. It has been
demonstrated to perform better than Min-Max, especially when applied to the UNSW-NB15
dataset.

The implementation of APIs using Streamlit for real-time visualisation and FastAPI for back-
end integration with ML models will be discussed in Chapter 5.This combination enables the
ability to anticipate cyberattacks and visually represent anomalies in an effective way.

The testbed built to automate cyberattacks and extract important features for model training
will be discussed in detail in Chapter 6.

The results of the evaluations, that compare the performance of the individual models and
the ensemble, are presented in Chapter 7. The ensemble performed better than expected,
especially when it came to identifying anomalies in multi-class environments. It achieved
this with high accuracy and a significant reduction in false positives and negatives.

Chapter 8 ends with an overview of the project’s conclusions and contributions.The main
findings emphasize the significance of selecting normalization strategies and the advantages
of using ensemble models to improve attack detection.

Keywords: IoT Security, Anomaly Detection, Cybersecurity, Machine Learning, Ensemble
Models, Intrusion Detection Systems (IDS), API Integration
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Resumo

O número crescente de dispositivos da Internet das Coisas e a crescente adoção de casas in-
teligentes conduziram a um aumento do risco relacionado com a cibersegurança. O objetivo
desta dissertação é examinar estas limitações e propor soluções inovadoras para a deteção
de anomalias utilizando métodos de machine learning (ML).

Os objetivos e as motivações deste trabalho, que se centra na melhoria da segurança das
redes domésticas, são explicados no Capítulo 1, que também apresenta uma análise das
casas inteligentes e das suas ligações a questões de cibersegurança.

No Capítulo 2, “Estado da arte”, é abordado o aumento da IoT na utilização quotidiana
e as preocupações de segurança relacionadas. Além disso, aborda conceitos básicos como
estratégias de machine learning e a forma como interagem com os sistemas de deteção de
intrusões (IDS).

As técnicas de machine learning selecionadas para este projeto são apresentadas no Capítulo
3, com o objetivo de criar um pipeline de deteção de anomalias fiável. Um pré-processamento
abrangente dos dados, incluindo limpeza, fusão, normalização e análise, garante que os dados
são adequados para o treino do modelo.

No Capítulo 4, será abordado o treino de modelos individuais e de conjuntos, bem como
uma análise das métricas de desempenho em cenários que utilizam a classificação binária
e multiclasse. A normalização do Z-Score é uma estratégia frequentemente utilizada para
lidar com conjuntos de dados desequilibrados.

A implementação de APIs utilizando Streamlit para visualização em tempo real e FastAPI
para integração de back-end com modelos de ML será discutida no Capítulo 5. Esta combi-
nação permite a capacidade de antecipar ciberataques e representar visualmente as anomalias
de uma forma eficaz.

A bancada de ensaio construída para automatizar ciberataques e extrair caraterísticas im-
portantes para o treino de modelos será analisada em pormenor no Capítulo 6.

Os resultados das avaliações, que comparam o desempenho dos modelos individuais e do
conjunto, são apresentados no Capítulo 7. O conjunto teve um desempenho melhor do que
o esperado, especialmente quando se tratou de identificar anomalias em ambientes multi-
classe.

O capítulo 8 termina com uma síntese das conclusões e contributos do projeto. As principais
conclusões salientam a importância da seleção de estratégias de normalização e as vantagens
da utilização de modelos de conjunto para melhorar a deteção de ataques.
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Chapter 1

Introduction

In an era characterised by an enormous dependency on technologies, the intersection of
connectivity and comfort has given birth to new challenges, particularly in the world of
cybersecurity. With the integration of new technologies, new systems and new devices into
our daily lives, new risks in the cyber-attack scenario will appear. The emergence of Internet
of Things (IoT) and Artificial Intelligence (AI) in an interconnected way has given rise to a
new era of innovation, but with many new vulnerabilities.

The ongoing increase in these vulnerabilities highlights the need to implement more robust
cybersecurity measures. The impact of a cybersecurity attack extends to all sectors, from
healthcare to smart homes, putting the safety of those who are attacked at risk.

1.1 Contextualisation

In an era dominated by technology, the sudden addition of the Internet of Things (IoT) has
changed the residential scene, turning conventional homes into dynamic ecosystems known
as "smart homes". With this paradigm shift, various IoT devices have been added, creating
a more comfortable, intelligent and efficient space.

On the other hand, with the evolution of residences to more technologically advanced en-
vironments, it is becoming crucial to address some concerns. One of the main concerns
involves cybersecurity. With this in mind, it is important to understand the interaction be-
tween the technological innovation present in smart homes and the vulnerabilities in their
devices and ecosystem.

Growing concerns about cybersecurity in residential contexts

The rise of smart homes brought in a new era of efficiency and comfort, but it has additionally
presented a number of cybersecurity challenges. Research by Kaspersky shows that attacks
on IoT devices doubled last year, with more than 1.5 billion attacks recorded in the first
six months of 2021 alone, compared to 639 million in the previous six months [1]. This
concerning pattern draws attention to the increasing risks that come with more connected
devices in homes.

The number of IoT devices in smart homes has rapidly grown as a result, increasing the
vulnerabilities connected to these innovations in technology. The rate at which IoT devices
are growing is highlighted by the estimate of 127 new devices connected every second by
McKinsey analysts [1]. An IoT device’s security needs to be improved since it could be a
point of entry for cyberattacks.
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The fast growth of IoT devices connected to smart homes presents issues for the network
that telecommunications service providers manage. IoT connections are predicted to in-
crease significantly from 10.3 billion in 2018 to 25 billion globally by 2025, according to
GSMA Intelligence [2]. The growing number of IoT devices requires more efficient data
management from providers. The huge volume of data generated by these devices impacts
the network infrastructure that is now in place, particularly since 5G technologies are required
to ease communication between billions of sensors and devices.

Therefore, if data is managed less efficiently, it can not only affect the home environment
but also the providers’ operational performance.

To overcome these challenges, it’s necessary to develop mitigation strategies, such as im-
plementing measures to minimise the impact of cyberthreats, guaranteeing the stability of
the network, or advanced intrusion detection systems with with the ability to identify more
suspicious patterns, possibly with malicious purpose. By adding automatic learning algo-
rithms to these measures, the system will be also able to adapt to the evolution of attacks,
and is considered a fully dynamic system.

Therefore, with these growing concerns about cybersecurity, the vulnerabilities of IoT devices
must be considered.At the same time, it is important to implement strong solutions so as
not to risk the privacy of users or the integrity of devices.

1.2 Problem Statement

With the topic of smart homes and IoT devices, their integration causes a number of cy-
bersecurity challenges to attract greater attention. This topic is paired with the lack of
standardised security mechanisms, which makes smart homes prone to various cybersecurity
threats, underlining the need to deal with various inherent vulnerabilities.

Figure 1.1: IoT Vulnerabilities linking with layered IoT architecture across
several layers.



1.3. Motivation 3

The multi-layered architecture of smart homes—comprising the physical, network, and ap-
plication layers—introduces specific vulnerabilities at each level, as illustrated in Figure 1.1.
These vulnerabilities include weak authentication, insecure configurations, and outdated
components, all of which require robust security measures to mitigate.

The main problem that this thesis aims to solve is the lack of effective monitoring and user-
protection against the threats of cybersecurity in IoT ecosystems. It is important to tighten
security in smart homes, which include a number of devices that may be operating without
strong security measures. These devices may have various vulnerabilities such as Distributed
Denial of Service (DDoS) attacks or even software vulnerabilities, emphasising the need for
strict and extensive monitoring.

With IoT devices becoming a key part of everyday life, the importance of protecting both
users and devices has grown. The lack of standardised security protocols represents a risk
to the three basic pillars of cybersecurity, the confidentiality, integrity and availability of user
data in smart homes.

By focusing on the multi-layered nature of cyberthreats in IoT ecosystems, this thesis aims to
contribute not only to understanding the problem, but also to the practical implementation
of security measures.

1.3 Motivation

The main motivation behind this thesis comes from the need to protect users of smart
home IoT devices from the increasing "cyberthreats". As such, there is an ongoing need
to strengthen more conventional cybersecurity approaches. The motivation for this is based
on a number of very important aspects.

Building a Future of Safer Smart Homes

The main motivation is directly related to the vision of a safer future in smarthomes. By
improving the security of residential routers, there will be an environment in which all users
will enjoy the benefits of IoT technologies without putting their security and privacy at risk.

The Emergence of Smart Homes

As mentioned above, the emergence of smart homes represents a revolutionary transforma-
tion in the way users interact with their living spaces. However, this change introduces an
increase in cybersecurity challenges, requiring a more proactive and adaptable approach to
security.

Vulnerabilities in Home Routers

The most traditional approaches to cybersecurity related to smart homes usually do not have
the capacity to deal with today’s cyberthreats. The motivation to improve conventional
approaches arises from this, as routers act as entry points into the home network of IoT
appliances [3].

Importance of User Protection

With the increasing number of cyberthreats in the smart home ecosystem, it is essential to
protect users. As a result, there is a need to strengthen cybersecurity measures so as not
to compromise their privacy and the integrity of their data.

Security Gaps
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It is clear that conventional approaches need to be improved in order to effectively counter
less common and more complex cyberthreats, such as DDoS attacks, identity theft attacks,
or even malware and software vulnerabilities. In view of the weaknesses identified, the
motivation to overcome all these flaws and evolve cybersecurity at a residential level has
emerged.

1.4 Thesis objectives

This thesis aims to achieve a series of clearly defined objectives, each contributing to the
overall goal of improving cybersecurity in smart homes.

1. Perform an extensive analysis of the most common cybersecurity threats in smart
homes.

2. Investigate and identify vulnerabilities in IoT devices and home routers to understand
potential entry points for cyber threats.

3. Investigate, propose and analyze new cybersecurity solutions aimed at strengthening
smart home environments.

4. Investigate the evolution and impact of Artificial Intelligence (AI) and Machine Learn-
ing (ML) in Contemporary Applications.

These objectives collectively aim to comprehend the cybersecurity challenges in smart homes
and contribute practical solutions to enhance security in these dynamic environments. The
realization of these objectives is anticipated to lead to a significant improvement in the
security of homes.

1.5 Document Structure

The document’s introduction ( 1) describes the goals of the thesis, provides a brief expla-
nation of the subjects covered, and sets up the document’s structure.

The rise of the IoT in daily life and related security issues are addressed in more detail in
the chapter 2, which also looks into the basic ideas of machine learning.

The machine learning methods chosen to create an anomaly detection pipeline are discussed
in Chapter 3, with a focus on accurate data pre-processing.

The training of individual and ensemble models is addressed in Chapter 4, along with a
review of performance metrics in binary and multiclass classification.

The use of Streamlit and FastAPI to implement APIs that allow for real-time visualization
and the backend integration of machine learning models is addressed in Chapter 5.

The test bed created to automate cyberattacks is reviewed in Chapter 6 along with the
relevant features that were extracted for the models’ training.

Chapter 7 shows results from the performance evaluations and comparisons between the
individual models and the ensemble, highlighting how well the ensemble detects anomalies.

The project’s conclusions and contributions are finally summed up in Chapter 8 , which
includes suggestions for future research directions.
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Chapter 2

State of the Art

The integration of the IoT into daily life, along with cybersecurity challenges, requires the
creation of proactive defence mechanisms. Machine learning, especially in intrusion detec-
tion systems, has become a key element in detecting threats in real time. The State of
the Art explores the challenges of implementing ML in resource-constrained environments,
emphasising the balance between model complexity and energy efficiency. It also addresses
ML libraries in low-level languages and the interoperability of ML models.

2.1 IoT and Cybersecurity

The value of the home automation market increased from 56.15 billion United States Dollar
(USD) in 2022 to an expected 207.23 billion USD by 2032, indicating the fast growth of
IoT devices within smart homes [4].

Figure 2.1: Home Automation Market Size, 2022 to 2032 Prediction (In
USD).

The word cyber refers to everything having to do with computers, information technology,
and the online world of the internet. It comes from the word cybernetic, consisting of
methods, tools, and procedures designed to defend computers, programs, networks, and
data against various types of attacks. It is frequently used as a prefix to refer to ideas,
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procedures, and activities related to digital environments, networks, and virtual interactions
in words like cyberspace, cybersecurity, cybercrime, and cybernetics [5].

With a basic understanding of the interaction between IoT and Cyber, it becomes important
to be aware of not only the fundamental concepts of cybersecurity, but also the practical
measures that should be taken to protect the environment. By analysing the types of
cyber-threats and the impact that these attacks can have, it is easier to see how important
cybersecurity is in the IoT environment and, above all, how it can protect users.

To demonstrate the impact of cybersecurity in the context of IoT, we can consider some
examples of attacks, such as:

• Smart Home Attacks When someone maliciously gains unauthorised access to the
smart home system, gaining full control over the ecosystem and IoT devices, such as
controlling lights, temperature and even security cameras. As well as compromising
homeowners’ privacy, this puts physical security at risk.

• Industrial Attacks In an industrial context, a cyber-attack can steal sensitive data
from IoT devices, or even disrupt vital company operations.

• Healthcare Attacks IoT devices that are in a healthcare context, such as pacemakers,
can be targeted to access confidential patient information, risking serious privacy and
health risks.

With these examples, it’s possible to realise that a very solid cybersecurity strategy is needed
to guarantee the safety of all.

2.1.1 Fundamental Concepts in Cybersecurity

Users use various IoT devices in their daily lives, from smart home appliances to health and
sports devices. With this ongoing use, it is essential to guarantee the security of devices
from potential threats. Therefore, I will go through the basic principles of cybersecurity in
order to gain a better understanding of the challenges and goals that must be achieved in
order to improve the security of the IoT device, but above all of the user.

IoT devices are developed with the objective of performing just one simple task, often priori-
tising energy efficiency.On the other hand, this approach creates a huge problem, because
the main limitations of IoT devices comes from their development, often having very limited
processing power and memory. Additionally, these devices have been designed to be used for
a very long time, usually for dozens of year. These limitations influence their cybersecurity
capabilities.

There have been several recent incidents of security cameras being hacked in smart homes.
A passive vulnerability assessment was executed using tools such as Shodan and Nessus.
This assessment found that thousands of IoT cameras had some kind of vulnerability, from
weak authentication to weakly secured web interfaces. The study proved that even peo-
ple with limited knowledge of offensive cybersecurity could exploit these vulnerabilities and
compromise users’ privacy and security [6].

On the other hand, limited processing power directly restricts the complexity of security
algorithms that can be run. As a result, not having advanced encryption protocols or other
types of systems will make the equipment more vulnerable to attacks.
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The limited memory of IoT devices also creates a new problem, as it becomes quite compli-
cated to manage the device’s storage space knowing that there are regular security updates
that need to be installed and many of these systems do not support updates.

In addition to the complexity of performing regular updates, with the limited memory space
available, certain features that should be implemented on all devices are no longer imple-
mented, or are implemented in a very simple way, such as authentication, making it possible
for any user to access the IoT device.

The low processing capacity and limited memory present cybersecurity challenges that are
different from the most typical challenges. Given these limitations of IoT devices, new
mechanisms must be implemented so that user security is guaranteed and the functionality
of IoT devices is not compromised [7].

Confidentiality, Integrity, Availability (CIA)

Three basic pillars are the foundation of cybersecurity: Confidentiality, Integrity, Availability
(CIA). A scenario is considered to have a solid cybersecurity the basis if it complies with
each of these three pillars.

The objective of the confidentiality principle is to prevent unauthorized access to sensitive
information.Confidentiality in the context of smart homes is ensured by not exposing user
preferences, personal information, or system settings.

The accuracy, consistency, and reliability of data can be referred to as integrity.As it ap-
plies to IoT devices, guaranteeing integrity means making sure that there is no external
interference or tampering during communication.

On the other hand, availability defines the ability to access information and systems at
any moment.In this environment, ongoing availability is critical to the IoT devices’ ability to
operate effectively [8].

Below is an illustration 2.2 of the CIA triad, highlighting its fundamental principles in cyber-
security [9].

Figure 2.2: CIA Triad

Encryption is an essential part of data protection, especially in connected situations like
smart homes.Through this process, information that can be read is converted into formats
that are indecipherable leaving it unreadable by anyone without decryption keys. Data must
be encrypted for storage and for the security of data transfer between devices. This ensures
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that data is safe even in the case of unauthorized access. We shall go into more depth on
the role of encryption in smart home data security below.

Encryption

Once the three pillars of cybersecurity are well established, it becomes clear what practical
measures are needed to guarantee the principles. A very important measure that guarantees
the 3 pillars is encryption. Encryption serves as a vital tool to ensure that the CIA triad is
not just a concept, but a practical implementation.

Encryption plays a fundamental role in improving smart home data security. It involves
transforming easily recognisable data into totally unrecognisable data, which can only be
deciphered by those who have access to decryption keys. In the context of smart homes,
encryption has 2 main functions:

1. Security of data in transit, since communication between IoT devices and central
systems is done over encrypted channels. By using data transmission protocols such
as Secure Sockets Layer (SSL) and Transport Layer Security (TLS), unauthorised third
parties are prevented from accessing sensitive information, guaranteeing confidentiality
and integrity in data transmission [10].

2. Data already stored, because in the chance of a device being stolen, or unauthorised
access to the storage, the data can only be decrypted by those who have the key,
keeping the data safe at all times. The two most commonly used algorithms in this area
are Advanced Encryption Standard (AES) and Rivest–Shamir–Adleman (cryptographic
algorithm) (RSA) [11].

After a theoretical analysis of encryption and a perception of its practical importance in data
security in smart homes, another fundamental aspect of cybersecurity is covered: firewalls
and Intrusion Detection System (IDS). These systems act as the first line of defence
in multilayered security systems, providing not only fully authorised data traffic but also
automatic detection of any suspicious/malicious activity.

Firewalls create a virtual barrier within the smart home network, segmenting different devices
and services. Another function is to reinforce access policies, by limiting the devices that
can communicate within the home network. These 2 measures prevent unauthorised access
and data breaches.

Firewall technologies have evolved significantly since their creation in order to increase net-
work security. Firewalls used to focus on static rule-sets to filter network traffic. Today they
have a more dynamic security framework, which includes advanced features such as deep
packet inspection and even machine learning algorithms for threat detection. Next
Generation Firewall (NGFW)s fit the smart home system perfectly, where there is a wide
range of interconnected devices, offering a layered defence mechanism that can identify and
mitigate different types of threats, even unknown ones.

In addition, the appearance of cloud-based firewall solutions offers a more scalable and
adaptable approach for smart homes. These firewalls take advantage of the cloud’s com-
puting resources to provide layered protection.

The combination of NGFWs and cloud-based firewalls offers a very strong security posture
for smart homes, guaranteeing above all, the integrity of users [12].
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On the other hand, IDS monitors network traffic and the behaviour of the various devices
on the network, enabling the identification of suspicious activity patterns. Another feature
is Signature-Based Detection, in which there is a kind of catalogue of the most common
attack patterns. This way it’s possible to mitigate such attacks [13].

The growth of the IoT, which connects a wide range of devices from household appliances to
industrial sensors, has dramatically expanded the size and complexity of networks. Because
of this expansion, more advanced IDS with the ability to adapt to cyberthreats, in order to
target these networked environments, have had to be developed.

In the dynamic IoT environment, traditional intrusion detection systems—which frequently
depend on predetermined rules or signatures to identify possible threats may not always be
effective. It might be difficult for these systems to identify new or advanced threats that
defy their current restrictions.

Advanced IDS models, such as those derived on the biological concept of the artificial im-
mune system, have been created for IoT networks in order to tackle these issues. These
systems imitate how the immune system of humans adapts to identify and combat infections.
In a similar vein, an artificial immune system gathers new knowledge from the network envi-
ronment it guards, evolving over time to identify and defend against new, yet undiscovered
threats [14].

Algorithms that examine typical network behaviour and can identify anomalies suggestive
of possible security risks enable this learning capability. By constant study of what defines
"normal" for a certain IoT network, the artificial immune IDS is able to recognise anomalies
that may indicate an attack—even if such an attack has never been detected before.

In addition, the effectiveness of the IDS’s protection of IoT environments is improved when
it combines this self-learning capability with conventional detection techniques. It provides
a strong answer for protecting the IoT environment by enabling a more dynamic defence
mechanism that changes in accordance with the threats it encounters.

In this way, various types of attacks such as Denial of Service (DoS) and Routing Protocol
for Low-Power and Lossy Networks (RPL) topology attacks are effectively dealt using the
same mechanism [15].

The combination of Encryption, Firewalls and IDS turns any common system into a defen-
sively secure system, capable of mitigating the most common risks associated with unautho-
rised access, data interception and even malicious attacks on smart homes. This will ensure
compliance with the 3 pillars of cybersecurity.

2.1.2 Existing Approaches to Residential Cybersecurity

As analysed so far, with the inclusion of IoT devices in smart homes, a number of problems
have been identified. In addition, as the devices take an important role in our daily lives,
it becomes essential to guarantee security. As such, various approaches and strategies for
protecting devices and, consequently, the user, will be explored. By implementing all the
strategies suggested, a system will be much better protected against cyberthreats, making
smart homes not only safer, but also more efficient.
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Network Segmentation

In the context of residential cybersecurity, where the connectivity of IoT devices comes with
associated risks, the concept of network segmentation has become a critically important
strategy. The smart home will be segmented into different zones, each with a different
purpose, with the main objective being to provide extra security to different categories of
devices located in different zones, containing possible threats and consequently limiting their
impact.

The basic principles of network segmentation are the isolation of device types, as each
type has unique security-related details, preventing lateral movement of threats across the
smart home network. Another aspect is controlled access, as with restricted communication
between segments of the home, attempts at unauthorised access or compromised devices in
one segment have less risk of affecting other segments. [16]

There are also a number of challenges related to the implementation and use of segmented
networks.

One of these challenges is finding the perfect balance between usability and security. With the
enhanced security through segmentation, it can be quite challenging when it comes to user
incovinience, and can even discourage users from taking recommended security measures.
Another challenge comes with the addition of new IoT devices, which leads to the evolution
of the smart home ecosystem. Therefore, network segmentation must be dynamic and
flexible in order to adapt to changes in its environment without compromising security.
The complexity of implementing and configuring network segmentation can also become a
challenge, because effective implementation requires careful planning and configuration.

Network segmentation can evolve the home cybersecurity landscape, offering various strate-
gies to mitigate the risks associated with IoT devices [17].

In addition to the previously mentioned aspects of network segmentation, it is crucial to
address the security of wireless networks in smart home environments. In Wireless Fidelity
(Wi-Fi) networks, for example, all data traffic is potentially open to interceptions if proper
security measures are not implemented. This is especially true in home networks where IoT
devices, often with security vulnerabilities, are constantly communicating information that
is potentially sensitive.

Implementing network segmentation in wireless environments should therefore include strict
security practices, such as using strong encryption,like Wi-Fi Protected Access 3 (WPA3),
to protect data traffic. In addition, the creation of a separate Wi-Fi network exclusively
for IoT devices should be explored. This dedicated IoT network can even limit exposure to
attacks by isolating less secure devices from direct access to the main home network and
the most critical devices, such as personal computers and storage devices [18].

This specific segmentation strategy for wireless networks not only protects against the inter-
ception of data traffic, but also mitigates the risk of wider network attacks. If an IoT device
on a segmented wireless network is compromised, the potential damage is limited to that
subnetwork, significantly reducing the risk to the main home network and other connected
devices.

When considering network segmentation in smart home environments, it is essential to take
wireless network security into consideration [18].
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2.1.3 Types of Attacks

Given the diverse uses and ease of access of IoT devices, together with the security sys-
tems that are essential, the number of malicious attacks that threaten one or more of the
fundamental pillars of cybersecurity has increased over the years.

With technological progress, it is only logical that there should be an increasing number of
cyberattacks. An analysis of data covering more than a decade has revealed a significant
increase in the number of cyberattacks, highlighting the importance of maintaining a solid
defence and a preventive approach.

Over the last twelve years, the statistics show an increasing global trend, with noticeable
peaks in certain years. From 2019 to 2021 there was a substantial increase due to the
COVID-19 pandemic. The annual increase in cyberattacks reflects the adaptability of mali-
cious attackers to exploit new vulnerabilities in various fields [19].

Figure 2.3: Cyber Attacks Over the years.

There are various types of attacks that can be performed on IoT devices, and they are
categorised. A list showed by Geneva School of Economics and Management shows the
various types of attacks, which are categorised as follows [20].:

Physical Attacks

• Object Replication Attacks: Creating replicas of devices in order to gain unauthorised
access to IoT networks.

• Malicious Code Injection: Inserting malicious code into IoT devices in order to create
vulnerabilities.

• Tampering with Hardware Components: Altering physical components of IoT devices
in order to disturb the normal operation of the device.

• Side-Channel Attacks: Given the public information known about the IoT device,
attackers exploit vectors such as power consumption, sound or even steal data.

Protocol-based Attacks
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• Sniffing Attack: Intercept and record wireless network traffic, capturing information
such as passwords or inter-device communication protocols.

• Transmission Control Protocol (TCP)-User Datagram Protocol (UDP) Port Scan:
Scan the IoT device to identify Open port and available services for later attacks.

• Domain Name System (DNS) Spoofing: DNS settings are changed to redirect traffic
to malicious services.

• Packet Injection: Injecting malicious packets into IoT network communication.

Data at Rest-based Attacks

• Data Exposure: Gaining unauthorised access to stored data on any IoT device.

• Brute-Force Attack: This method works on a trial/error logic, with the attacker trying
combinations of usernames and passwords, gaining access to the IoT device.

• Unauthorised Data Access: The goal of this type of attack is to gain access to data
without permission, either by exploiting vulnerabilities or through stolen credentials.

• Data Manipulation: The attacker changes the date stored on IoT devices in order to
corrupt IoT operations that use that date.

IoT Software-based Attacks

• Distributed Denial of Service (DDoS): Involves overflowing the IoT network with traffic
from multiple sources in order to cause a denial of service to real users.

• Phishing Attack: Deceiving IoT device users into revealing confidential information,
such as passwords.

• Firmware Exploitation: Exploits IoT device firmware vulnerabilities.

With the increased attacks mentioned previously, an extraordinary financial loss is mirrored
in the same way, requiring a change in proactive cybersecurity strategies.

In 2021, global financial losses due to cybersecurity incidents reached a total of 6 trillion USD.
These losses are not only financial, but also affect the global reputation of the organisations
involved in the incidents [19].

The prevention strategy must include stronger network security, advanced threat detection
and a culture of population awareness. Statistics emphasise that the cost of prevention is
insignificant when compared to the price paid following well-executed cyber-attacks.

So, the rising financial cost of cybercrime highlights the importance of giving priority to
prevention.
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Figure 2.4: Amount of Losses of Cyberattacks last twelve years (2010-2021),
U.S.A.

2.2 Machine Learning (ML) and Artificial Intelligence (AI)

The evolution of Artificial Intelligence and Machine Learning is a journey back to the mid-
20th century, with the appearance of AI as a formal subject with the purpose of building
machines capable of emulating certain cognitive functions.

The birth of AI can be traced back to the Dartmouth Conference in 1956, where pioneers in
the field met to set the foundations for this new area. With the initial hype, several ambitious
projects appeared, such as the Global Positioning System (GPS), which aimed to create a
universal machine with the ability to solve problems. However, with very limited computing
power, a phase soon began known as the "AI winter", marked by a drop of interest, and
subsequently of the resources allocated.

AI re-emerged in the 1980s, driven by advances in computing capabilities and a shift towards
a new type of system, based on rules designed to emulate human behaviour. However, the
limitations of such systems in dealing with uncertainty and adapting to new information
became obvious[21].

As for ML, its origins go back to the 1940s and 1950s, with a game of checkers that
demonstrated the potential of machines to learn from experience[22].

Figure 2.5: First AI Game of Checkers.
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Towards the end of the 20th century, the integration of statistical approaches into ML,
together with the availability of a larger dataset, led to significant advances. The appearance
of neural networks, inspired by the structure of the human brain, gave birth to the domain of
Deep Learning. With greater computing power, more sophisticated algorithms were created.

Today, with AI and ML incorporated into different contexts of our daily lives, from virtual
assistants and voice recognition, to online content recommendation and autonomous vehi-
cles, making the user experience more personalised and efficient than ever before, pushing
forward a number of areas [23].

2.2.1 Recent Advances and Future Trends in AI and ML

Machine Learning is a subfield of Artificial Intelligence that focuses on developing algorithms
and models capable of learning patterns from data. The main goal of ML is to allow com-
puters to gradually become more proficient at a given task without having to be specifically
programmed for it. This is accomplished by employing a number of strategies that enable
algorithms to identify trends, anticipate outcomes, and modify their behaviour in response
to the input data.

Recently, the areas of AI and ML have had a revival, as discussed above, mainly due to the
appearance of Deep Learning.

Deep Learning has shown exceptional capabilities in various tasks, such as image recog-
nition, Natural Language Processing (NLP) and speech recognition. Convolutional Neural
Network (CNN) have featured heavily in image-related applications,as can be seen, for exam-
ple,in object detection in autonomous vehicles, while Recurrent Neural Network (RNN) and
Transformer models have made progress in the area of NLP. With all these developments,
it has been possible to outperform humans in various complex tasks [24].

In addition, with the integration of reinforcement learning, it has been possible for machines
to learn new decision-making strategies by interacting with dynamic environments. It is
used in various areas, from robotics and autonomous systems to strategy games, proving
the adaptability of algorithms.

With this analysis of history, it is expected that there will be an evolution in the path of AI
and ML. Explainable AI (XAI) is growing in popularity as a critical consideration, highlighting
the need for models to provide transparent information about the processes behind decision-
making.

Another area that also focuses on the learning and adaptability of models is Continual Learn-
ing. With the addition of new data, scenarios and tasks, this field is becoming increasingly
important and is already being used in real-world contexts, allowing systems to evolve over
time while remaining effective and relevant [25].

2.2.2 Types of ML Algorithms:

ML algorithms can be classified into three main types, supervised learning, unsupervised
learning, and reinforcement learning. In supervised learning, the algorithms are trained by
labelling, always providing input-output pairs. This allows the model to learn to map the
inputs to the respective outputs. This kind of model is normally used for classification and
regression tasks. An example of using this model is an email spam recognition system using
supervised learning, where the algorithms are trained with labelled emails associated with
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categories and can automatically identify and classify emails based on the features learned
[26].

In contrast, unsupervised learning deals with unlabelled data, and the main objective of the
algorithms is to discover patterns in the data. The data is grouped based on its similarities,
which makes the data simpler while maintaining its original traits. An example of the use of
this kind of model is a movie recommendation system, well known on the internet, in which
algorithms analyse user behaviour, identifying patterns and similarities, and can suggest
movies based on users’ preferences[27].

Reinforcement learning involves algorithms interacting with an environment to make deci-
sions. The algorithm has an associated feedback system, receiving either rewards or punish-
ments depending on its actions, so it is guided towards making more optimal decisions over
time. This type of learning is common in the world of gaming and robotics.

Each type of learning algorithm has its weaknesses and strengths, and the tasks to be
performed must be studied in order to identify and select the perfect algorithm[28].

2.2.3 Machine Learning for Intrusion Detection System (IDS) in Embedded
Systems

ML has become vital for improving the capabilities of intrusion systems in embedded systems
and, with its integration, it represents a more proactive approach to dealing with growing
cyberthreats.

In the world of embedded systems, where there are various resource constraints and real-
time processing is crucial, traditional Intrusion Detection System (IDS) systems suffer from
many limitations. With the integration of ML algorithms, IDSs can learn and adapt to new
attack patterns, providing a more dynamic defence. Adaptability in this type of system is
critical, as predefined rules may not properly cover the variety of today’s cyberthreats.

One advantage of using supervised learning models in IDS systems is the ability to distinguish
patterns and anomalies in the system’s behaviour. By training the models with historical
data, the system recognises and classifies both ordinary and malicious activity.

On the other hand, unsupervised learning models are relevant in detecting new attacks, as
they can identify any deviations from the established behavioural database [29].

Another advantage of including ML models in IDS systems is the reduction in false positives.
Traditional IDS can have multiple false positives, which results in unnecessary consumption
of resources and, therefore, the failure to detect real threats. With the continuous learning
of ML models in IDS systems, the ability to distinguish normal from dangerous activity is
constantly being improved, contributing to better accuracy and efficiency

Some ML models, such as lightweight models or line learning, align perfectly with the real-
time execution needs of embedded systems, allowing the IDS to function efficiently, despite
resource constraints [30].

As cyberthreats continue on a path of constant evolution, adding ML to IDS for embed-
ded systems becomes a proactive strategy, strengthening defensive cyber security. This
interaction improves threat detection capabilities and enables a faster response to possible
threats.
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Challenges and Constraints of Embedded Systems

Implementing ML on devices with limited resources presents a number of challenges.

One of the major challenges is the trade-off between model complexity and resource con-
straints, since more complex models offer better performance but require more computing
power and memory. The challenge is to find the perfect balance to develop models that are
effective and suitable for implementation on devices with limited resources.

Another challenge is the lack of labelled data for training models in some fields. A reliable
model requires more complex training with a larger data set. On the other hand, labelling
the data requires a lot of resources, which means using strategies such as transfer learning
or the use of artificial data[31].

Another challenge is meeting the latency requirements needed for real time, because with
heavier and more robust algorithms, these requirements will not be satisfied. So there needs
to be a balance between the quantity and quality of the dataset[32].

Energy efficiency is also a challenge, since excessive energy consumption affects the longevity
of the device. With the computational power demands of ML algorithms, sustainable im-
plementation in embedded systems is crucial[33].

The security and strength of learning models is also a challenge, since devices can be more
susceptible to attacks and the lack of resources makes it difficult to implement security
measures.

Implementing ML on devices with limited resources requires a multidimensional approach
that addresses the many challenges presented.

ML Libraries in Low Level Languages

Machine Learning libraries in low-level languages have become fundamental for increasing
the range of ML models on resource-poor devices. Low-level languages such as C or C++
provide direct control over the device’s hardware resources, which makes them ideal for
embedded systems like Arduino and Raspberry Pi.

A library often used in low-level languages is TensorFlow, which has a C++ Application Pro-
gramming Interface (API) that allows ML models to be directly integrated into applications.

Another well-known library is Caffe, implemented in C++ and built for high-performance
computing. It is mostly used for computer vision tasks, as it is highly focussed on Convolu-
tional Neural Network.

LibSVM, a C library for support vector machines, focuses on processing large-scale clas-
sification tasks and is considered a very viable option given its high efficiency with limited
resources.

Regarding work on embedded systems, Cortex Microcontroller Software Interface Stan-
dard Neural Network (CMSIS-NN), written in C, stands out. It has been adapted for
ARM processors, providing optimised routines for neural network inference

The use of low-level languages in ML libraries aligns with the requirements of applications
that demand efficiency, real-time processing, and optimal resource usage, commonly found
in IoT devices[34].
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2.3 Data Preparation and Preprocessing

2.3.1 The Importance of Preprocessing

Any ML pipeline must include data pre-processing, but it’s especially important for com-
plicated situations like anomaly detection in Internet of Things networks.The performance
of the models is strongly impacted by the consistency and quality of the data, and proper
pre-processing can significantly improve the outcomes of cyber-attack detection [35].

Data Cleaning:

During the data collection stage, it is common to deal with problems such as duplicate values,
missing data, and outliers that can compromise the quality of the data set. According to
a survey conducted by Forbes, up to 60% of data scientists’ time is spent on cleaning,
standardizing, and organizing data [36]. Meanwhile, knowledge workers spend up to 50%
of their time dealing with obfuscated and incorrect data. Data cleaning aims to identify
and solve these anomalies to prevent them from negatively influencing the model’s results.
Various techniques are used to do this, such as: [37].

Duplicate removal: Duplicate entries have the potential to distort the model and induce it
to learn irrelevant patterns. These duplicates are removed to guarantee that every sample
contributes in a unique way [38].

Handling missing values: A lot of datasets contain rows or columns with missing values,
either because records weren’t collected or because of errors occurring during data collection.
These issues are fixed via row/column deletion techniques or data imputation, which ensures
the dataset’s integrity.

Removing invalid values: On some occasions, values for some features (such as negative
values for features that should only contain positive values) may fall outside of the expected
range. To maintain data consistency, these entries are identified and corrected.

Combining Datasets: Detecting cyberattacks in IoT environments is an extensive subject,
and it is usual to use different datasets to address the variety of attacks and scenarios. By
extending the range of normal and malicious traffic included in the training set, combining
datasets can improve the models’ stability and ability to make predictions. However, there
are some issues with this approach that need to be taken into account. These issues include
attribute standardization, where different datasets may have different names for the same
feature, and scenario balancing, which is required to make sure the dataset is balanced and
addresses the various attack types [39].

2.3.2 Data Normalization

A fundamental pre-processing step is data normalization, especially if the data comes from
different levels and sizes. The goal is to bring different attribute values into alignment
so that MLalgorithms—which are susceptible to these variations—can function properly.
Differences in data scaling can have an important impact on algorithms like neural networks
and distance-based techniques like K-Nearest Neighbors (KNN) because, in the lack of
normalization, features with larger magnitudes can prevail when calculating distances or
updating weights in neural networks.
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The outcomes of different strategies to data normalization and the two commonly used
normalization algorithms (Min-Max Scaling and Z-Score, or Standardisation) on model per-
formance will be covered.

Min-Max Scaling: Min-Max attribute’s values are transformed via scaling into a specified
range, often between 0 and 1. For algorithms that are sensitive to the size of the data, in-
cluding neural networks and gradient-based approaches, this approach maintains the original
proportions between the variables while maintaining the links between the values [40].

The formula for the Min-Max transformation is given by:

Xscaled =
X −Xmin

Xmax −Xmin

Where:

• X where X is the original value of the feature;

• Xmin is the minimum value of the feature;

• Xmax is the maximum value of the feature.

Z-Score (Standardization) Z-Score-based normalization, sometimes referred to as stan-
dardization, modifies the data to ensure each feature has a mean of zero and a standard
deviation of one.This method works well with algorithms like logistic regression and Support
Vector Machine (SVM)s that require a normal (Gaussian) distribution of the data [40].

The formula for Z-Score normalization is as follows:

Z =
X − µ
σ

Where:

• X is the original value of the feature;

• µ is the mean of the variable;

• σ is the variable’s standard deviation.

Other Normalization Strategies

Depending on the context of the issue and the machine learning algorithm being used,
additional strategies may be used in addition to Min-Max Scaling and Z-Score normalization.

Decimal Scaling Normalization (DSN): Depending on the magnitude of the values, this
method shifts the decimal point to a particular number of places in order to normalize the
data values. To normalise a feature, divide each value by its maximum absolute value and
multiply the result by a power of 10. The following is the formula for normalizing a value xi :

x ′i =
xi
10j

where the smallest integer max(|x ′i |) < 1 is represented by j .When dealing with data that
shows high scale variability and it needs to keep the proportionate relationships between the
initial values, this method can be useful [40].
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Median and Median Absolute Deviation Normalization (MMADN): This technique is
a reliable way to handle outliers since it normalizes the data using the median and Median
Absolute Deviation (MAD)median absolute deviation. The following is the formula for
normalizing a value xi :

x ′i =
xi −Median(X)

MAD(X)

where Median(X) is the median of the set of data and MAD(X) is the absolute median
deviation, calculated as the median of the absolute values of the differences between the
data and the median:

MAD(X) = Median(|xi −Median(X)|)

This method is efficient in situations with many outliers, as it is not sensitive to extreme
values [40].

Comparing Min-Max and Z-Score

Both normalization approaches have advantages and disadvantages, and the choice between
them depends on the context of the problem

Min-Max Scaling works best for neural networks that use activation functions like sigmoid or
tanh, which benefit from restricted data in a fixed range, and is good when the data needs
to be within a certain limit.

Z-Second Normalization is the best approach when there is a need to remove scale bias
from the data, especially in algorithms like logistic regression or SVM that imply certain
assumptions about the data’s distribution [40].

2.4 Variable Encoding and Feature Selection

Variable encoding and feature selection are to guarantee that only the variables that are
most relevant are included in the model training and that the data is in the right format
for the algorithms to use. It is possible to convert qualitative data into numerical values by
encoding categorical variables, and reducing dimensionality via feature selection can improve
the model’s interpretability and performance.

2.4.1 One-Hot Encoding

Binary variables are created by converting category variables using the One-Hot Encoding
method.With this method, categorical attributes can be appropriately interpreted by Machine
Learning algorithms, which can only handle numerical data, by converting each category into
a new binary column (0 or 1) [41].

One-Hot Encoding has the benefit of maintaining category distinction without creating an
unnatural numerical relationship, which could cause issues if the values were encoded as
numbers directly. But when working with categorical variables that have numerous cate-
gories, this method can lead to a noticeable increase in the number of columns, which can
affect the size of the dataset and increase the time it takes to train the model. The term
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"dimensional explosion problem" refers to this event, in which the number of newly formed
columns can significantly exceed the number of initial variables [41].

Also, techniques like Binary Encoding and Label Encoding can be applied to handle categor-
ical values. However, Label Encoding gives each category an integer, which could point to
an unrealistic order between the categories [42].

2.4.2 Feature Selection

Finding the features that are most relevant to the problem in question is the process of
feature selection. By lowering the dimensionality of the data set and removing irrelevant
features, this step has significance in improving the accuracy and computational efficiency
of models [43].

Correlation Analysis: The linear connection between two variables can be measured using
correlation analysis. It is common to compute the correlation between each predictor variable
and the target variable (label) while choosing features. Low or negative correlation features
are eliminated because they probably don’t improve the performance of the model; features
having a high correlation with the class label are kept. A Pearson correlation coefficient is
used to find these links in binary classification issues [44].

2.4.3 Significance of Dimensionality Reduction

Dimensionality reduction’s main objective is to remove duplicate and unnecessary features,
which can enhance a model’s interpretability while also speeding the training process. The
presence of many variables can cause overfitting issues, in which the model learns particular
patterns from the training data but is unable to generalize for new data, in problems involving
high-dimensional datasets, such as network-based intrusion detection systems.

Principal Component Analysis (PCA)Principal component analysis () and Linear Discrimi-
nant Analysis (LDA)linear discriminant analysis () are two common methods for reducing
dimensionality. However, they should be used properly since they may modify the features
of the data, making it harder to interpret. In the context of Internet of Things networks,
where anomalies are many and dynamic, incorrect feature removal may cause problems in
the detection of some attacks [45].

2.5 Binary vs. Multi-Class Classification

In Machine Learning, classification is a key step, especially for IDS, where the objective is
to distinguish between suspicious and benign traffic, or even between several cyberattack
types. The complex nature of the issue and the features of the data used to train the
models determine whether to use binary or multiclass classification.

2.5.1 Differences between Binary Classification and Multiclass

Binary Classification

In binary classification, the goal is to split the data into two distinct classes. In intrusion
detection systems, this approach is often used to classify network traffic as normal (benign)
or abnormal (malicious).
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For instance, a binary classification model for anomaly detection can identify if the traffic on
a network is normal or suspicious of an attack (0 or 1).The binary approach is used in security
systems because it requires less complexity, resulting in simpler training and application of
models. However, binary classification might not be enough in more complicated situations
where many attack types need to be identified.

Multi-class classification

With multi-class classification, the binary concept is expanded to handle more categories.
Identifying several cyberattack types is the goal of multiclass classification, as opposed to
splitting data into two classes (normal vs. abnormal). This method can be used in the
context of cybersecurity to categorize network traffic into several groups, including Denial
of Service (DoS), Scanning, and even Bennign Traffic.

When attempting to gain additional accuracy in intrusion detection, multi-class classification
is important because it enables the system to find the precise type of attack that is happening
alongside detecting any signs of malicious traffic.This has particular importance for modern
security systems, since fast and accurate identification of various threats can significantly
impact damage mitigation.

When it comes to simplicity versus granularity, binary and multiclass classification contrast
significantly. Although binary classification provides a more straightforward, computationally
efficient, and frequently easier to use method, it eliminates the ability to offer an in-depth
analysis of threat types. On the other hand, multi-class classification offers more implemen-
tation issues including class balance and the requirement for bigger volumes of data, but it
also offers an additional level of detail and better adaptability for complex scenarios.

The decision between binary and multiclass depends on particular conditions and perfor-
mance.Multiclass classification might be a better option in large-scale networks with diver-
sified traffic and multiple threats in order to ensure a targeted response. However, a binary
model can be more suitable in situations when the main objective is to quickly recognize any
kind of anomaly.

2.6 ML Algorithms for Intrusion Detection

2.6.1 Algorithms Used in Project

Now, the algorithms for anomaly detection will be reviewed together with their advantages
and disadvantages, with a focus on how they relate to smart home cyber security.

1. Logistic Regression

Logistic regression can be used to classify the question of whether or not a sample is an
anomaly in binary task classification.Its benefits include strong efficiency in linear applications
and simplicity in implementation and interpretation.However, it has disadvantages, includ-
ing decreased efficiency in unbalanced data sets and a restriction in capturing non-linear
relationships without extra adaptations [46].

2. K-Nearest Neighbors (KNN)

KNN is an instance-based method that uses the closest known instances to classify new
scenarios.Among its benefits are its simplicity and ease of comprehension, as well as the
fact that it does not assume anything regarding the data’s distribution. However, it has
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disadvantages including requiring a lot of computing power on big data sets and being
dependent on the scale and K value selection [46].

3. Random Forest

An ensemble approach that boosts reliability and precision by using several decision trees.Its
benefits include the capacity to handle imbalanced and non-linear data, decreased overfitting,
and improved accuracy.Nevertheless, it has drawbacks such requiring more computer power
and being harder to interpret than straightforward models [46].

4. Decision Tree

Regression and classification using decision trees create subgroups from the data. Their
benefits include being simple to comprehend and interpret, as well as having the ability to
handle numerical and category features. But when little changes in the data occur, they
might become unreliable and susceptible to overfitting [46].

5. Multilayer Perceptron (MLP) Classifier

A type of neural network called a MLP is able to model complex links between features.
Its flexibility in handling various data types and its ability to capture complex non-linear
relationships are among its benefits.Its drawbacks include the requirement for a larger data
set and a strong fit of the hyperparameters in order to prevent overfitting [46].

6. Stochastic Gradient Descent (SGD) Classifier

The SGD Classifier can handle big datasets, is effective for classification issues, and is
used for large-scale optimization.Its benefits include versatility in permitting the selection
of various loss functions and great efficiency on huge datasets.However, it can converge to
less-than-ideal solutions because it is dependent on the volume of data provided and the
learning rate [47].

2.6.2 Model Comparison

It is necessary to compare anomaly detection models in order to evaluate the dependability
and efficiency of the methods that have been used. Among the most important performance
indicators are F1-Score, Precision, and Recall.

Performance Metrics

Performance metrics provide an important part in measuring the efficiency of models. Among
the main metrics are:

• Precision: It measures the ratio of True Positives (TP) to the total number of ex-
pected positives (TP + False Positives (FP)) :

Precision =
TP

TP + FP

Precision is crucial in scenarios where the false positive rate is high, such as in cyber
security systems. [[48]].

• Recall: It measures the proportion of true positives in comparison to the total of real
positives (TP + FN):

Recall =
TP

TP + FN
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Recall is important in situations where the detection of all anomalies is critical, even
if this leads to more false positives. [48].

• F1-Score: It is the balanced mean between precision and recall, offering a single metric
that balances both:

F1 = 2 ·
Precision · Recall
Precision+ Recall

This metric is useful when there is an imbalance between classes. [48].

• Accuracy: It is the most popular and frequently used method for assessing how well
an algorithm performs in classification situations. Its definition is the proportion of
correctly identified data items to all observations:

Accuracy =
TP + TN

TP + TN + FP + FN

Although accuracy is often used, there are situations in which it is not the best per-
formance metric, particularly when the target variable classes in the dataset are un-
balanced. [48].

2.7 Model Combination and Ensemble Learning

Several models are combined in ensemble learning to increase prediction robustness and
accuracy. This part discusses the theory behind ensemble learning and evaluates several
methods.

2.7.1 Ensemble Learning

The core idea of ensemble learning is that an ensemble of multiple models may provide better
performance than a single model.The two ensemble methods that are most frequently used
are boosting and bagging.

• Bagging (Bootstrap Aggregating): Using sampling and replacement, this strategy
creates multiple subsets of data from the original set. The predictions are aggregated,
typically by voting (for classification) or averaging (for regression), after each model is
trained on a distinct subset. Bagging is an useful technique for minimizing variation,
particularly in unstable models like decision trees. [49].

• Boosting: In opposition to bagging, boosting trains models in order, with each new
model focusing on the cases that previous models classified incorrectly.All of the mod-
els are combined and weighted, with the strongest models having the greatest influ-
ence.Boosting is often used with algorithms like AdaBoost and Gradient Boosting,
which can increase accuracy in unbalanced datasets. [49].

In the context of this project, the choice of bagging as an ensemble technique is explained
by several points:

• When variation is a concern, like in cyber security datasets where data can be noisy
and unstable, bagging works well.

• By learning from different subsets of the data, the technique enables better general-
ization and creates a more reliable anomaly detection model.
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• Bagging is simple to implement and provides a straightforward way to reduce variance.

2.8 APIs for Integrating ML Models

Integrating Application Programming Interface (API) into the real-time anomaly detection
system is a crucial step in ensuring efficient scalability, visualisation and interaction with the
data and trained models. For this project, it was decided to use two main APIs: FastAPI
and StreamlitAPI. Both were chosen due to their simplicity, performance and compatibility
with the development environment. This section details the implementation of these APIs,
as well as a comparison with other similar alternatives, justifying the choices made for the
project.

2.8.1 FastAPI: Backend Interaction and Integration

FastAPI was the main choice for creating the backend API. The main function of this API
is to communicate between the anomaly detection model and other system components,
facilitating the sending and receiving of data and obtaining real-time forecasts. FastAPI is
known for its high performance, using asynchronous programming and taking advantage of
the speed of Starlette and Pydantic for data validation.

FastAPI’s advantages

FastAPI was chosen for various reasons:

• Performance: FastAPI is one of the fastest APIs available for Python, rivalling more
reliable frameworks such as Node.js or Go in terms of performance. For real-time
anomaly detection systems, this feature is fundamental, as it allows them to handle
large volumes of network traffic without introducing excessive latency.

• Ease of Use: The API offers a simple and intuitive syntax, with native support for
Python’s type hints, which makes the development process more efficient and less
prone to errors.

• Async/await support: The ability to handle asynchronous calls allows the API to
process multiple requests efficiently, optimising response times and the use of resources
[[50]].

FastAPI alternatives

Some of the popular alternatives to FastAPI include:

• Flask: One of the best-known options in the Python ecosystem for creating APIs.
However, Flask is less performant than FastAPI, especially in scenarios of high demand
and real-time processing, as is the case with this project. Although it is more flexible
in some respects, its lack of native support for data validation and asynchronous
programming was a decisive factor in choosing FastAPI.

• Django Rest Framework (DRF): DRF is a reliable and complete solution based
on Django.Although it offers a wide range of functionalities, it is heavier and more
complex compared to FastAPI, which would make development less agile for this
specific project, where performance is a priority [50].
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FastAPI was therefore the ideal choice for the system’s backend, offering an optimum balance
between development simplicity, performance and scalability.

2.8.2 Streamlit: Visualisation and Interaction with the Model

For the visualisation layer and interaction with the end user, the Streamlit was chosen.
Streamlit enables the creation of interactive dashboards, making it easier to visualise model
results in real time, as well as to analyse performance metrics and interpret anomalies de-
tected. The integration of Streamlit with FastAPI allows users to interact directly with the
model, sending new network traffic data to be analysed and receiving immediate feedback
on predictions.

Streamlit’s advantages

Streamlit was chosen for the following reasons:

• Easy to use and implement: The Streamlit API has been designed so that any
developer with a basic knowledge of Python can quickly create graphical interfaces.
No in-depth knowledge of HTML, CSS or JavaScript is required [51].

• Dynamic visualisation: Streamlit allows graphs, tables and other visual elements to
be updated in real time, without the need to reload the page.This is essential for this
project, where continuous visualisation of detected anomalies is a constant necessity
[51].

• Integration with machine learning libraries: Streamlit has native integration with
popular machine learning libraries, such as scikit-learn, TensorFlow, and Pandas,
which makes it easy to display model results and data in tabular or graphical format.

• Focus on rapid prototyping: Streamlit is ideal for prototyping dashboards quickly
and iteratively, allowing the visualisation system to be adjusted as the project’s needs
evolve [51].

Streamlit Alternatives

Some alternatives to Streamlit for data visualisation include:

• Dash (Plotly): Dash is a popular alternative for creating dashboards in Python. How-
ever, Dash is more complex to set up and requires greater familiarity with web interface
development. Although it has greater flexibility in terms of design and customisation,
the simplicity offered by Streamlit was a decisive point for the project [51].

• Bokeh: Bokeh is an interactive visualisation library that lets you create complex graph-
ics.However, similar to Dash, it requires a higher level of configuration and is more
suitable for advanced developments where fine control over visualisation is required.

Choosing Streamlit enables agile development and effective visualization, ensuring users can
easily interact with model results and track anomaly detection in real time.

2.9 State of the Art Conclusion

The main concepts and techniques for anomaly detection in cyber security systems have
been addressed in this chapter. It was also mentioned how important it is to evaluate
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measures like recall, precision, false positives, and false negatives since these are essential
for assessing how well models work. The choice of the best model should be driven by a
thorough understanding of these measurements.

A comprehensive study took place on the ensemble learning tactics, with particular emphasis
on methods like bagging and boosting.Because bagging can lower variance and boost predic-
tion reliability in situations where data can be unpredictable and noisy, it was chosen for our
research.The decision of using Streamlit for visualisation and FastAPI for API integration is
a result of the need for a solution that not only meets performance requirements but also
provides users an enjoyable experience.

These studies form the basis that supports the practical pipeline, ensuring that the decisions
made during development are both informed and successful.
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Chapter 3

ML-Based Algorithm

This chapter provides a presentation and discussion of the proposed system based on ML
algorithms for anomaly detection.

3.1 Workflow of the Anomaly Detection Models

Cyberattacks of every type, from basic reconnaissance to more complex and damaging at-
tacks like Denial of Service (DoS) can target smart homes. When training anomaly detection
models, the variety of connected devices and potential threats represents an important is-
sue. Managing the different volumes of data related to various attack types is one of the
main challenges.Due to the need for the model to be versatile enough to accurately detect
anomalies in both high- and low-volume data environments, this imbalance makes modeling
challenging.

To effectively train models, the data is generally categorized into two main traffic types:

• Malicious Traffic: This involves data generated by a variety of cyberattacks, including
DoS and scanning. Each type of attack introduces different patterns and anomalies
that the detection model should monitor. Building a generalized model is made harder
by variability in the frequency and intensity of malicious traffic.

• Benign Traffic: This includes regular, day-to-day communication between the smart
home’s devices. In order to train the model to distinguish between normal patterns
and anomalies, benign traffic is essential. On the other hand, benign traffic can vary
greatly depending on the type of device.

Regardless of the complexity or quantity of the attack traffic, anomaly detection models
can be better adjusted to detect anomalies from common patterns by understanding and
classifying traffic into these two main groups.
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Figure 3.1: Workflow of the Anomaly Detection System

As shown in Figure 3.1, the model training process was carried out through many steps.
Initially, network datasets were used, which were cleaned using one-hot coding for multiple
classifications and normalization using either StandardScaler or MinMaxScaler. To make
them easier to use later, the datasets were cleaned, labeled, and saved in .npy files.

The created datasets then underwent to feature selection in order to reduce dimensionality
and improve efficiency.The final data was saved in a file named pre_trained.csv, which was
used to train the models.

For training, a number of classification methods were chosen, including binary and multi-
class models like MLP, KNN, Random Forest, Decision Tree, and Logistic Regression. After
individual training, an ensemble model built on Bagging—VotingClassifier, in this case—was
used to combine the predictions made by the classifiers that were previously trained.

After evaluating the final model’s individual performance, a sklearn object was created and
included in StreamlitAPI and FastAPI to enable inference and result visualisation. This
ensures that the model can be used in real-world scenarios through RESTful and visualization
interfaces.

Now, for a detailed explanation of each process in the pipeline, the stages from data prepa-
ration to integration with the APIs will be covered.
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3.1.1 Data Collection

For any Machine Learning system to be successful, collecting data is an important step,
especially when dealing with challenging tasks like identifying anomalies in network traffic.
To ensure the relevance of both benign and malicious traffic, it was needed to fully investigate
the datasets that were available, focusing on the types of attacks that each one covered, in
the context of this research, which is intended to identify cyber-attacks in IoT environments
in smart homes.

Explored Datasets

A diversified dataset that accurately reflects both benign and malicious traffic is essential
for training an anomaly detection system. A number of cybersecurity industry-recognized
datasets containing various attacks and network scenarios were explored. The primary
datasets used for the research are shown below, along with a brief overview of each one
and the range of attacks they address.

• UNSW-NB15 is a dataset that has been used to mimic different kinds of attacks
in a real network environment. This dataset covers both harmful and benign traffic,
including attacks like DoS, Exploits, Fuzzers, Analysis, Reconnaissance, and others.
It is helpful for analyzing cyberattacks on complex networks due to the range of traffic
and integration of current attacks [52].

• CTU-13 consists of a collection of network traffic recordings showing several attack
scenarios. The main attack type that this dataset addresses is botnets, in which
compromised computers execute malicious commands in a coordinated way. CTU-13
is valuable for studying malicious communications and unusual network behaviour in
compromised systems [53].

• CICIDS 2017 and CICIDS 2018 were created to show network traffic scenarios in
corporate environments. They include various types of attack, such as DoS, DDoS,
Brute Force, Infiltration and Port Scanning. The main advantage of these datasets
is their scope, as they capture both targeted attacks and benign traffic generated in
real scenarios [54].

• IoT-23 contains network traffic captured from IoT (Internet of Things) devices and
includes attack scenarios against devices such as security cameras and smart ther-
mostats. The attacks included include everything from network scanning and DoS
to Man-in-the-Middle (MiTM), with a special focus in IoT Wearable devices [55].

Selection of Datasets

It became clear to start off the project’s development with simpler datasets, including
UNSW-NB15 and CTU-13. These datasets were selected for a number of reasons. First
of all, the variety of scenarios they both cover is important since it offers a solid basis for
training models of anomaly detection in a range of conditions. In addition to having various
attack types, UNSW-NB15 and CTU-13 provide a range of both benign and malicious traffic
patterns.

Also, both datasets are easily manipulated due to their simplicity, which makes it possible
to clean and process the data fast without compromising the accuracy of the project.This
simplifies the data preparation and analysis.
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Finally, using the CTU-13 dataset supports the goal of having a sufficient quantity of events
to train the model effectively, without requiring managing a variety of diverse cyberattacks.
Because CTU-13 has a large number of events and a label that clearly indicates whether the
traffic is benign (normal traffic = 0) or malicious (attack = 1), making it possible to analyze
the data in binary form with ease, which allows for easier training model while keeping the
level of quality required for the project’s initial development.

Creating a Combined Dataset

A new method based on combining the CTU-13 and UNSW-NB15 datasets to create a third
dataset was developed as part of the project plan. The new dataset adds more reliability
to the detection algorithm, presenting a wider range of benign and malicious patterns, by
combining the variety of attacks in UNSW-NB15 with the quantity of events found in CTU-
13.

In addition, combining datasets allows machine learning models to be far more general-
ized.Combining multiple scenarios introduces diversity that helps train models to detect
deviations in a variety of situations, which is essential for adapting to dynamic network
environments like smart homes [56].

A solid dataset for identifying cyberattacks on Internet of Things networks is provided by the
combined CTU-13 and UNSW-NB15 datasets, which allows for both binary classification
(attack or no attack) and multi-class classification (identifying the kind of attack).

Initial Data Cleaning

Before initiating the cleaning process, an in-depth statistical analysis of the features found in
the three datasets—UNSW-NB15, CTU-13, and CTU-UNSW—was performed. The goal
of this investigation was to make sure that pre-processing was consistent while also spotting
general patterns and any outliers.

The following properties were evaluated for each dataset:

• Distribution of Values: Understanding each feature’s variability and data types by
identifying its value distribution can help to spot anomalies such as out-of-range values.

• Missing Values: Analysing missing values, removing completely missing features and
identifying processing strategies for partially missing columns.

• Invalid values: Incorrect values are replaced. For instance, to ease the cleaning
process, "-" value was substituted for the NaN that was included in the service column
of the UNSW-NB15 and CTU-UNSW datasets.

• Duplicates: Finding and removing redundant inputs that might affect the behavior of
the models.

In addition, the cleaning process included the following steps specific to each dataset:

• Filter Attack Categories: The UNSW-NB15 dataset contains many different kinds
of cyberattacks, making it necessary to remove events considered irrelevant to the
project’s objective. There were just three categories remaining: ’DoS’, ’Reconnais-
sance’ (Scanning), and ’Normal’. The CTU-UNSW dataset went through under an
identical set of criteria, and only the categories stated were retained after filtering the
attack_cat column.
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• Conversion of Data Types: According to the features auxiliar files, the columns in the
three datasets were converted to the correct types (nominal, integer, binary, or float).
This conversion was needed to provide accurate data representation, particularly for
the numerical and category columns.

• Auxiliary Feature Files Creation: Auxiliary feature files were created during the
pre-processing stage with the goal to convert each feature to the proper data type
(nominal, integer, binary, or float). This allowed future transformations and analysis
easier, making sure the data types were converted across the datasets.

The project’s initial objective of detecting Denial of Service and scanning attacks had been
achieved by the three datasets due to the filtering of attack types and the proper handling
of missing or invalid values.

The analysis didn’t include the Man-in-the-Middle attack category since there was insuf-
ficient data in the datasets that were selected. It was found after evaluating the datasets
that there weren’t enough samples available for MiTM to offer comprehensive evaluation or
successful model training.

Following these cleaning procedures, the datasets were finally kept for further analysis and
model training. Visualizations, such as pie charts, were created to show the distribution
of binary labels (normal/abnormal) and multiclasses (attack categories) for each dataset in
order to more effectively represent the overall state of the data.

Figure 3.2: Distribution of Normal and Abnormal Labels in the UNSW-NB15
Dataset

The pie chart above shows the distribution of binary labels in the UNSW-NB15 dataset:

• Normal: 84.80%

• Abnormal: 15.20%



32 Chapter 3. ML-Based Algorithm

Figure 3.3: Distribution of Normal and Abnormal Labels in the CTU-13
Dataset

The pie chart above shows the distribution of binary labels in the CTU-13 dataset:

• Normal: 57.82%

• Abnormal: 42.18%

Figure 3.4: Distribution of Normal and Abnormal Labels in the CTU-UNSW
Dataset
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The pie chart above shows the distribution of binary labels in the CTU-UNSW dataset:

• Normal: 84.80%

• Abnormal: 15.20%

The following pie charts show the distribution of the different attack categories (multiclass)
for the UNSW-NB15 and CTU-UNSW datasets containing the attack_cat column.

Figure 3.5: Distribution of Attack Categories in the UNSW-NB15 Dataset

The pie chart above represents the attack category distribution in the UNSW-NB15 dataset:

• Normal:84.80%

• Reconnaissance:7.79%

• DoS:7.41%
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Figure 3.6: Distribution of Attack Categories in the CTU-UNSW Dataset

The pie chart above represents the attack category distribution in the CTU-UNSW dataset:

• Normal:84.80%

• Reconnaissance:7.79%

• DoS:7.41%

A number of challenges occurred when merging the two datasets (UNSW-NB15 and CTU-
UNSW). The presence of features that represented the same information under different
names was one of the main challenges. In order to fix this, an extensive study was done to
identify and merge these features, thereby standardizing the names and ensuring integrity in
the data.

Differences in data types between datasets, such as numerical columns interpreted as texts
in one dataset and as integers in another, were another common challenge.Additional con-
versions were required to fix these problems and ensure feature compatibility.

Data Cleaning Summary

A summary of the datasets’ initial statistics both before and after cleaning is displayed in
the table 3.1 below. The number of original lines and features can be seen in this chart
along with the effect of cleaning in terms of lines and features that have been changed or
eliminated.

Table 3.1: Summary of Dataset Statistics Before and After Cleaning

Dataset Original Lines Lines after Cleaning
UNSW-NB15 175341 22982
CTU-13 92212 92212
CTU-UNSW 267553 22982
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As a way to ensure the quality of the data used for the modeling process, prior data cleaning
was required. The methods used generated cleaner datasets ready for further analysis. CTU-
13 dataset was already precleaned, so the number of original lines before and after cleaning
are the same.

3.1.2 One-Hot Encoding

A technique that is often used in the context of preparing data for machine learning algo-
rithms is One-Hot encoding (One-Hot Encoding), particularly when working with categorical
attributes. As most machine learning algorithms struggle with raw categorical data, this
technique turns categorical variables into binary variables, enabling models based on linear
math to handle such qualities properly. The UNSW-NB15 and CTU-UNSW datasets are
the two instances where the approach can be especially helpful.

Every individual value in a categorical column is converted into a new binary column using
the One-Hot encoding.The original variable is represented by each column, and the rows
are filled with 0 or 1 values based on whether that category is present or absent for the
corresponding dataset observation.

Application of One-Hot Encoding

It is required to first determine which columns in the dataset are categorical before apply-
ing One-Hot encoding. This can be achieved by choosing non-numerical variables. The
code used for this task joins the output with the numerical columns in the original dataset
after choosing categorical attributes and applying the encoding. Finally, the initial cate-
gory columns are removed, leaving only numerical columns in the dataset—including those
produced by the One-Hot coding.

3.1.3 Data Normalization

Data normalization is an essential step in the data preparation process that comes after the
categorical variable encoding stage. Many machine learning algorithms, specially those that
are sensitive to data sizes, like neural networks and distance-based algorithms like k-nearest
neighbours, can perform better when normalization is applied to ensure that all features
are on the same scale. Two normalization techniques were used in this work: Z-Score
(Standardization) and Min-Max Scaling, both of which are explained below.

Min-Max Scaling

The approach known as Min-Max normalization or Min-Max Scaling, requires modifying
variables so that their values fall inside a predetermined range, typically ranging from 0 to
1.

The formula used to perform the Min-Max transformation is given by:

Xscaled =
X −Xmin

Xmax −Xmin
(3.1)

Where:

• X is the variable’s original value,
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• Xmin e Xmax are the minimum and maximum values of the variable, respectively.

The main advantage of Min-Max normalization is the preservation of proportional relation-
ships between values when they are changed to the same scale. However, because unusual
values may distort the data range and reduce the transformation’s efficiency for the majority
of observations, this method can be vulnerable to outliers.

This normalization was done on all the numerical columns in the datasets, with the exception
of the identification and label fields (id and label), using the MinMaxScaler from the scikit-
learn library.After normalization, the dataset was saved for use in further phases of model
training.

Z-Score Normalization (Standardization)

Normalization based on Z-Score, also referred to as standardization, was the second tech-
nique used.Using this method, the data is transformed so that each variable’s mean is equal
to zero and its standard deviation is one. When the data has a Gaussian distribution, the
Z-Score normalization is especially helpful since it attempts to eliminate scale differences
between the variables while preserving the original distribution.

The formula for Z-Score normalization is as follows 3.2:

Z =
X − µ
σ

(3.2)

Where:

• X is the variable’s original value,

• µ is the variable’s mean,

• σ is the variable’s standard deviation.

Since Z-Score doesn’t rely on extreme values like Min-Max Scaling does, it is less susceptible
to outliers. It doesn’t, however, restrict the data to a predetermined range, which, in the
event of outliers, may lead to normalized values that are far above 1 or below 0.

Additionally, this method was applied to the same numerical columns as the previously
encoded dataset using the StandardScaler method and the scikit-learn library [57]. After
normalizing the dataset using Z-Score, it was saved for a following Min-Max normalization
comparative analysis and model training.

Comparing Techniques

The pros and cons of both normalization strategies change based on the machine learning
algorithm and the context. Z-Score normalization is appropriate for models that assume
Gaussian distributions or are less sensitive to outliers, such logistic regression and SVM, while
Min-Max normalization is best for techniques that require data inside particular ranges, like
neural networks. Both approaches are applied with the goal of evaluating which performs
better in the context of anomaly detection.
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3.1.4 Label Encoding

The qualitative category variables are converted into integer values by label encoding. In
order for machine learning algorithms to understand and interpret these variables, this conver-
sion is needed. When categories can be represented by numbers without sacrificing essential
information, the technique is especially helpful.

Binary Encoding

An approach for variables with two categories is binary encoding. The method is converting
two different numerical classes from categorical labels to numeric. This is how the procedure
is explained:

• Definition of Categories: Categories are converted into two main classes, often
represented as 0 and 1. In an anomaly detection scenario, labels can be mapped as
‘normal’ and ‘abnormal’.

• Transformation: Each categorical value is replaced by a corresponding binary value.
This is done to simplify the analysis and application of machine learning algorithms
that require numerical variables.

• Class Storage: To be able to achieve consistency in data interpretation across the
subsequent stages of the process, the encoding-resulting classes are preserved.

This approach is a crucial step in getting the data ready for models that use binary variables,
as it is valuable for them.

Multi-class encoding

Multi-class encoding is used when a categorical variable has more than two distinct cate-
gories. The process for multi-class coding includes:

• Identifying Categories: Every category has a distinct integer value assigned to it.
For instance, the values 0, 1, and 2 can be used to represent the categories "Normal",
"Scan", and "DoS" respectively.

• Transformation: To assign a corresponding numerical value to each category, encod-
ing is used. This makes it possible for categorical variables to be processed by machine
learning algorithms into a format that is suitable for training and analysis.

• Class Storage: The resulting numerical classes are saved, just like with binary encod-
ing, so that the transformation can be performed and verified in later stages.

This method is essential for multi-category classification problems because it enables the
model to manage and process categorical information correctly.

3.1.5 Feature Selection

One of the basics in pre-processing data is feature selection, which finds the variables that are
most important for the machine learning model. This process can improve the interpretability
of the results and the efficiency of the model in addition to reducing the complexity of the
dataset.
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Feature Selection for Binary Classification

Feature selection for problems with binary classification is often based on examining the
correlation between the features and the binary label. The steps are as follows:

• Correlation Analysis: Between each of the numerical features and the binary label, a
correlation is calculated. The linear link between two variables’ strength and direction
are indicated by this metric.

• Correlation Filtering: Features are only chosen if their correlation with the binary
label is greater than a predetermined cutoff (0.3). This rule guarantees the retention
of only the most significant features.

• Creation of the New Dataset: Only the chosen features remain in the smaller
dataset.The machine learning model is subsequently trained using this new dataset.

Finding variables that have a strong correlation with the binary label using correlation-based
selection allows a boost in the model’s efficiency.

Feature Selection for Multi-class Classification

The feature selection process for multi-class problems with classification can be performed
in a similar way but taking into account more than one category:

• Correlation Analysis: The multi-class labels and each numerical feature are correlated
using correlation analysis. Since there can be more than one class that needs to be
taken into account, the correlation in this instance is assessed using the absolute value.

• Correlation Filtering: Features are chosen if their correlation with the multi-class
label is greater than the established threshold (0.1).

• Labelling: The multi-class label is sure to be included in the features that have been
selected.This is done to make sure that the important output variable stays in the final
dataset.

• Creation of the New Dataset: In order to guarantee that the final dataset keeps the
important output variable, the multi-class label is guaranteed to be included among
the chosen features.

The approach used for feature selection in multi-class situations aims to optimize the rele-
vance of variables for class prediction while considering the additional complexity of multiple
categories.
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Chapter 4

Model Training

4.1 Individual Model Training

Two main datasets were used for the individual model training process: one for binary
classification and the other for multi-class classification. The purpose of this process was to
test several algorithms and assess each one’s performance regarding anomaly detection. The
steps involved in the training pipeline—data preparation, algorithm selection, and evaluation
metrics—are outlined below.

4.1.1 Data Preparation

It required a lot of preparing for the data before starting the model training. For a binary
classification task, datasets with binary labels indicating whether a sample is benign or
malign were used. For the multiclass classification task, datasets that classify each sample
into either benign traffic or one of the attack types were also used.

Using a split of 80% for training and 20% for testing in binary classification and 70% for
training and 30% for testing in multiclass classification, the data was divided into training
and test sets. The objective for this separation is to keep a sufficient amount of data
for testing so that the models can be consistently evaluated. In addition, 95% of the
original data’s variance was preserved by the use of Principal Component Analysis (PCA)
in the dimensionality reduction technique, which increases computing efficiency without
significantly sacrificing information.

4.1.2 Selected Algorithms

For individual training, a variety of classification algorithms were selected. The entire list of
algorithms includes:

• Logistic Regression: A solid algorithm for classification, especially in binary problems,
but also applied here for multiclass classification with adjustment for multinomial lo-
gistic regression.

• K-Nearest Neighbors (KNN): An instance-based learning algorithm, where classifi-
cations are made based on the nearest samples.

• Random Forest: An ensemble method that builds multiple decision trees and combines
their predictions, ideal for dealing with complex, non-linear data.

• Decision Tree: An easy-to-understand algorithm that splits data based on simple
rules, often used for classification problems.
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• Multilayer Perceptron (MLP): A type of feedforward neural network with hidden
layers, capable of capturing complex links in the data.

• Stochastic Gradient Descent (SGD): An efficient algorithm for large datasets, using
a stochastic gradient for optimisation. In this context, the hinge type loss was used
for classification.

4.1.3 Evaluation Metrics

A set of common measures for categorization issues were used to evaluate the models’
performance, including:

• Mean Absolute Error (MAE): Determines the average size of the errors between the
values that were predicted and the actual values.

• Mean Squared Error (MSE): Calculates the mean square of the errors, punishing
larger errors.

• Root Mean Squared Error (RMSE): The square root of the MSE, keeping the original
data unit.

• Coefficient of Determination (R2 Score): Measures the proportion of variance ex-
plained by the model in relation to the data test.

• Accuracy: The proportion of correct predictions in relation to the total number of
samples.

• Precision: The ratio of true positive predictions to the sum of true positive and false
positive predictions. It quantifies the accuracy of positive predictions.

• Recall: The ratio of true positive predictions to the sum of true positives and false
negatives. It measures the ability of the model to identify all positive instances.

• F1-Score: The harmonic mean of precision and recall, providing a balanced measure
when there is an uneven class distribution.

• Support: The number of actual occurrences of each class in the dataset. It provides
context for the other metrics.

• Classification Report: It shows the precision, recall, and F1-score metrics for each
class in the test set.

These measures allowed to compare the algorithms in-depth and provide an analysis of each
model’s performance for both binary and multiclass classification.

4.1.4 Results and Metrics

Individual Model Binary Evaluation

The performance evaluation of several machine learning models used with binary classifi-
cation datasets is shown in the next part. Two normalization strategies—Min-Max and
Z-Score—were used for the evaluation. These strategies are essential to improving the
efficiency and accuracy of models, particularly in situations involving unbalanced data.
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Model Accurary MM (%) R²Score MM Accuracy Z (%) R²Score Z
LogisticRegression 92.41 40.69 92.41 40.69
KNN 99.11 93.02 99.11 93.02
RandomForest 99.09 92.85 99.09 92.85
DecisionTree 99.09 92.85 99.09 92.85
MLPClassifier 93.78 54.32 93.15 46.37
SGDClassifier 84.38 -3.19 84.38 -3.19

Table 4.1: Model Performance using Min-Max and Z-Score Normalization on
UNSW Binary Classification Dataset

The KNN, RandomForest, and DecisionTree models performed best when Min-Max normal-
ization was applied. They constantly had high accuracy levels above 99%, demonstrating
their excellent generalisation and anomaly detection abilities. While still showing good perfor-
mance, the MLPClassifier model outperformed the Decision Tree and KNN models. With
an accuracy of just 84.38% and a negative R², the SGDClassifier performed the lowest,
making it inappropriate to use in an ensemble.

The same three models—KNN, RandomForest, and DecisionTree—continued to perform
well in the Z-Score normalization scenario, with accuracy levels approaching 99% and ex-
tremely low error metrics.SGDClassifier also performed worse, exhibiting a negative R². The
best models outperformed LogisticRegression and MLPClassifier, which displayed respectable
performances. For the ensemble, only SGDClassifier will be eliminated.

Model Accuracy MM (%) R²Score MM Accuracy Z (%) R²Score Z
LogisticRegression 70.98 -14.55 73.48 -6.64
KNN 82.63 29.09 87.77 49.87
RandomForest 74.56 -2.84 80.50 20.09
DecisionTree 74.56 -2.84 79.44 15.74
MLPClassifier 70.98 -14.55 74.37 -3.59
SGDClassifier 70.98 -14.55 73.44 -6.75

Table 4.2: Model Performance using Min-Max and Z-Score Normalization on
CTU-13 Binary Classification Dataset

After the Z-Score normalization process, the KNN, Random Forest, and Decision Tree
models stood out, with KNN obtaining an accuracy of almost 83%. Because of their reliable
performance, these three models will be used in the ensemble model training.

On the other hand, the Logistic Regression, MLP Classifier and SGD Classifier models
showed bad results, especially after Min-Max normalization, with low accuracy and very
negative R², suggesting convergence problems. As a result, these models were excluded
from the final ensemble training.
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Model Accuracy MM (%) R²Score MM Accuracy Z (%) R²Score Z
Logistic Regression 92.41 40.69 92.41 40.69
KNN 99.11 93.02 99.11 93.02
Random Forest 99.09 92.85 99.09 92.85
Decision Tree 99.09 92.85 99.09 92.85
MLP Classifier 93.78 54.32 93.15 46.37
SGD Classifier 84.38 -3.19 84.38 -3.19

Table 4.3: Model Performance using Min-Max and Z-Score Normalization on
CTU-UNSW Binary Classification Dataset

The fact that the outcomes in the table below match those from the UNSW dataset sug-
gests that there was a major problem with the data cleaning or merging procedure. The
results’ integrity becomes compromised by this issue, and the CTU-UNSW dataset cannot
be integrated with the anomaly detection API. The use of this dataset will be discarded and
will not be taken into consideration in any further phases of this project because of these
issues.

Individual Model Multi-Class Evaluation

The CTU-13 dataset has a few limitations when it comes to multi-class categorization. This
dataset is not adequate for training and evaluation in multi-class settings since it lacks any
feature that may identify or categorize the specific type of attack, only a binary feature that
shows the presence or absence of malicious activity. As such, it will be discarded for this
approach.

Model Accuracy MM (%) R²Score MM Accuracy Z (%) R²Score Z
Logistic Regression 90.54 2.2613 90.65 4.76
KNN 97.10 65.63 96.91 63.17
Random Forest 97.19 68.01 97.16 67.21
Decision Tree 96.88 65.62 96.82 64.64
MLP Classifier 95.52 52.84 95.52 52.84
SGD Classifier 90.28 -4.0228 90.28 -4.0228

Table 4.4: EModel Performance using Min-Max and Z-Score Normalization
on UNSW Dataset for Multi-Class Classification

The models of SGD Classifier and Logistic Regression were eliminated from the ensemble
because of their poor performance, which was demonstrated by low accuracy rates. Due
to their outstanding performance, the remaining models—KNN, Random Forest, Decision
Tree and MLP Classifier—were taken into into account during the last ensemble phase. The
accuracy of anomaly detection will be improved by the combination of these models.

4.2 Model Combination with Bagging

The strength and performance of the anomaly detection system was improved by the use
of a model combination technique based on bagging. The goal of bagging (Bootstrap
Aggregating) is to lower the variance of learning models by the pooled combination of
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several classifiers. For cases where individual models have a tendency to overfit the training
set, this method is especially useful. Bagging’s primary goal is to improve generalization by
merging the predictions of various classifiers.

The reasoning behind using Voting Classifier alongside with hard voting was its ease of use
and efficiency in situations where the performance of each classifier is strong. By combining
the models, the specific weaknesses of each classifier can be offset, creating a final model
that is more accurate and reliable.

4.2.1 Binary Bagging

The first script was created to handle binary classification problems, such as attack and
non-attack, in which the goal is to distinguish between the two categories. The .csv file
which had the features and the label column (label), which represented the binary classes,
were used to process the data in this case.

The features and labels were separated once the data was read. Afterwards, a random seed
set was used to guarantee repeatability before the data was divided into training and test
sets at a ratio of 80% for training and 20% for testing.

Previously trained models were loaded from .pkl files, each containing one algorithm. A
Voting Classifier, a combination technique that enables the merging of many classification
algorithms, was used to combine these models. Each model was given a vote in the final
result. The hard voting method was applied in this instance, where the majority of votes
decides the class that will be used.

The model was evaluated using the test data after the ensemble was successfully trained
using the training set. The classification report metric was used to analyze the various
classes that were predicted, and accuracy was calculated for both the training and test sets.
In the end, the combined model was saved for later use in a .pkl file.

Ensembled Binary Model Metrics and Results

This subsection focuses into how ensemble models perform when used on datasets, with a
special focus on accuracy metrics under different normalization scenarios.

Figure 4.1: Accuracy results for Min-Max Normalization for Binary Classifi-
cation



44 Chapter 4. Model Training

Figure 4.2: Accuracy results for Z-Score Normalization for Binary Classifica-
tion

After evaluating all of the datasets, the ensemble model with Z-Score normalization on the
UNSW dataset came as the most reliable option for API integration. With a 99.65% accu-
racy rate on the test data, this model showed amazing performance metrics. Additionally,
the modest variation between the test accuracy (99.65%) and training accuracy (99.96%)
suggests that the model has an effective ability for generalization, reducing the chance of
overfitting—an essential concern for production models.

Z-Score normalization offered an extra benefit, with slightly better accuracy metrics, making
it a safer option for real-life scenarios where consistency in classification is important, even
though the model with Min-Max normalization provided similarly impressive results.

4.2.2 Multi-Class Bagging

The second script was developed to deal with classification issues involving multiple cat-
egories. Since the system must be able to distinguish between various attack types and
benign traffic, the scope of the challenge increases thanks to the diverse classes included in
the datasets.

The script’s structure is identical to the binary problem’s, with the primary distinction being
the kind of input data. Every model that was employed had been trained to solve a multi-class
classification issue. Here, the Voting Classifier was also used, and the final classification
was decided using the hard voting method.

The data was divided into training and test sets, and the ensemble was evaluated and trained
using the same performance standards as in the prior script. After that, the generated model
was saved for further usage.

Ensembled Multi-Class Model Metrics and Results

This part analyzes the efficiency of ensemble models using the UNSW dataset, with an eye
on measuring accuracy in scenarios involving multi-class classification.
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Figure 4.3: Accuracy results for Min-Max Normalization for Multi-Class Clas-
sification

Figure 4.4: Accuracy results for Z-Score Normalization for Multi-Class Clas-
sification

Z-Score normalization was the highest standard choice for API integration after an exam-
ination of the bagging models on the UNSW dataset using Min-Max (MM) and Z-Score
(Z) normalizations. This model performs more efficiently overall, with a slightly better test
accuracy of 97.04% compared to 96.49% for the MM model.

The Z-Score is especially remarkable for being able to handle unbalanced data, evidenced
by the precision and recall (both at 0.99) with which the normal class (1) was found. While
the recall for the DoS class (0) was also 0.81, indicating a good recognition rate, there is
still room for improvement even with the precision of 0.84. The Z-Score model’s weighted
averages and F1-Score metrics (weighted F1-Score of 0.97), when applied to scenarios with
uneven classes, indicate that this model can deliver a more balanced performance.

The individual and ensemble models’ training steps generated good anomaly detection re-
sults.Models such as KNN, Random Forest and Decision Tree stood out in terms of both bi-
nary and multi-class classification performance, while Logistic Regression and SGDClassifier
performed worse and were discarded. In most cases, Z-Score normalization performed bet-
ter than Min-Max, achieving slightly better results. High levels of accuracy were achieved,
particularly in the UNSW dataset, by using bagging through the Voting Classifier, which
greatly increased the models’ accuracy of the ensemble models in binary and multi-class
classification.

These results give a solid basis for the anomaly detection system’s implementation in pro-
duction, ensuring both accuracy and ability for generalization.





47

Chapter 5

Implementation of APIs for
Visualisation and Interaction

This section describes the actual implementation of the two distinct APIs that were used
to enable communication and the user interface of the anomaly detection system. The
frontend, which gives the user visual feedback in real time, and the backend, which processes
data and makes predictions, may be easily integrated thanks to these APIs. Specifically,
FastAPI was used to build an API for backend communication, while Streamlit was used
to handle user interaction and visualization.

5.1 Data Format

It is essential to explain the structure and acquisition of the data used by machine learning
models before getting into the integration of APIs.

Before individual model training began, the features for each binary and multiclass classifi-
cation model were printed using the following code on the terminal:

# Print all features
print("\n Features in the dataset:")
print(data.columns)

An additional file, .csv, in the dataset, including details on every feature, was also studied.
By identifying the type of variable connected to each feature, this file helped to guarantee
that the attributes used to train the models were useful for identifying anomalies.

As a result, it was possible to identify the features and types of variables matching each
model, as shown in the table 5.1 below:
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Binary Multi-Class
Feature Type Feature Type

ct_srv_dst int smean int
trans_depth int dmean int

synack float sttl int
tcprtt float
ackdat float

sttl int
dttl int

ct_state_ttl int

Table 5.1: Features and types of variables for binary and multiclass classifi-
cation models.

5.2 FastAPI: Backend Interaction and Model Integration

Building a FastAPI-based backend, which manages requests, validates data, and makes
predictions based on trained anomaly detection models, was the initial step in the implemen-
tation process.

The API was created to take in network traffic data, process it with the help of machine
learning models that have been trained, and then provide predictions in real time. The
backend allows communication between the machine learning models that generate the
predictions and the frontend, which collects input from users.

5.2.1 API Workflow

1. Data Reception: JSON-formatted data is received by the FastAPI backend from the
frontend. The features that were used to train the anomaly detection models show
up in the structure of the input data.

2. Model Inference

• Binary Classification: This model is used to identify if an anomaly has been
detected or if the traffic is benign.

• Multiclass classification: The accurate type of anomaly or attack, such as DoS
or reconnaissance, or if the traffic is benign is identified using the second model.

3. Predictions Provided: The JSON-formatted prediction results are then sent back to
the frontend for processing and real-time user presentation.

Ensuring the backend could handle many requests at once without delaying predicted re-
sponses was a major implementation issue. This problem was solved by using FastAPI’s
built-in async/await capability for asynchronous operations, which let the system effectively
handle numerous requests. Careful error handling was also used to handle possible problems
like timeouts and incorrect data inputs.
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5.3 Streamlit: Frontend and Real-time Dashboard

A dashboard using Streamlit was integrated for the front end to provide users with instant
visual input about the anomaly identification method. Streamlit was selected because of its
ease of use and fast process for creating eye-catching and interactive dashboards without
requiring an in-depth knowledge of web development.

5.3.1 Dashboard Features

In order to provide clients with an easy-to-use interface for interacting with the system and
monitoring real-time predictions, the Streamlit dashboard was built.

1. The results of anomaly detection are updated in real time on the "Live Detection"
tab. The dashboard uses a dynamically created line chart to show the severity of
traffic anomalies over time. Real-time updates are made to the graphic to reflect
fresh information and forecasts.

Figure 5.1: Live Detection StreamlitAPI Screenshot

2. History Detection Tab: This area lets users see previous anomalies that the system
has found. The visualization of data from prior detection sessions makes it simple to
monitor patterns and anomalies over time.
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Figure 5.2: History Detection StreamlitAPI Screenshot

3. User Input: Users can enter their own network traffic statistics straight into the dash-
board with Streamlit, allowing for instant analysis. To make it simpler for users to
complete and submit the data required for prediction, the input fields are divided into
sections(dataset features)

Figure 5.3: Data Analysis StreamlitAPI Screenshot

5.3.2 Communication with FastAPI

The Streamlit frontend sends HTTP POST requests to the FastAPI backend in order to
receive predictions. The API sends data to the FastAPI backend, which processes it and
generates a prediction, each time the user enters new data or the live detection is updated.
The dashboard then shows this prediction.
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5.3.3 Final Layout and Usability Enhancements

The dashboard’s final design prioritized user experience. The real-time line chart and other
important data visualization components were positioned front and center so that users
were able to quickly understand the state of the system. To make the prediction results
more understandable, input fields were logically grouped together and backend feedback was
shown clearly.

5.4 Conclusion

Streamlit was used for front-end visualization and FastAPI for back-end processing to create
a secure and efficient system for anomaly identification in real-time. The asynchronous
features of FastAPI guaranteed prompt and effective backend prediction, and Streamlit
offered clients a user-friendly interface with speed to interact with the system and view
detection results. Combining these two tools worked well in achieving a balance between
usability and performance.
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Chapter 6

Feature Engineering and Data
Preparation

6.1 Testbed for Cyberattack Automation and Feature Extrac-
tion

The creation of a cyberattack-safe environment and automated feature extraction are es-
sential steps in the continuous adjusting of anomaly detection models, ensuring a high
identification and response rate to attack patterns. The process of implementing testbed
will be described in this section, along with the reasons behind the decisions taken and the
fixes for the primary engineering issues.

6.1.1 General Objectives

This testbed ’s main goal is to automatically generate attacks that can be used to contin-
uously test the created API and retrain machine learning models, enabling real-time visual-
ization of the results. In this process, network packets are captured, various attacks (such
scanning and DoS) will be carried and detected, and the key features related to these events
are extracted. In addition, the system should autonomously produce log files including com-
prehensive details about every attack executed, allowing further examination and retraining
of detection models.

6.1.2 Structure of Testbed

The design of testbed makes it possible to execute several attack scenarios in a cyclical and
controlled way.To simulate attacks over an extended length of time, the user defines the
entire duration of the experiment and selects the situations at random.

Each scenario consists of three main steps:

• Environmental Preparation: The environment is cleared of any traces of earlier sce-
narios, such as running processes from earlier attacks, before every attack. Interference
is avoided and data integrity is ensured.

• Packet Capture: The network traffic created during the attack is collected using the
tcpdump tool. Depending on the situation, a predetermined random time frame is
used for this capture.
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• Attack execution: For each specific type of attack, such as a Denial of Service or
network scan (scanning), is executed for every situation. To improve the variety of
the generated data, the attack type and parameters are chosen at random.

6.1.3 Technical details

Directory Structure

The data has been split into different subdirectories for each sort of attack, with names
that match to the attack scenario and type. As a result, accessing and analyzing the data
is made simpler. In addition, every attack execution generates two different kinds of files:

• PCAP File: Contains packets captured during the attack.

• CSV File: It has detailed information about the attack, such as the parameters used,
the duration, and any errors found.

Packet Capture Process

The tcpdump command is used to capture packets and enables selective recording of network
traffic on the selected interface. In order to allow for the simultaneous execution of other
commands, like executing the attack, the process is launched asynchronously. To ensure
data diversity, each capture is limited to a random period of 60-150 seconds [58].

Attack Execution

The attacks are performed based on the selected scenario, each with specific tools and
configurations to simulate real-world threat behaviors. Below are the two main types of
attacks and how they are executed:

• Scanning: In a network, scanning is used to identify open ports and vulnerable de-
vices. Nmap, a common network scanning tool, is used for this attack. Many scanning
techniques are randomly chosen to simulate multiple types of scanning:

– -sn: Ping scan to discover live hosts without port scanning.

– -F: Fast scan to quickly identify open ports by scanning only the most common
ports.

– -A: Aggressive scan, which includes OS detection, version detection, script scan-
ning, and traceroute.

– -p 1-100: Scanning the first 100 ports to target specific services.

– -T4: High-speed scan to reduce execution time, increasing the chances of detec-
tion.

– -sS: Stealthy SYN scan, often used in real-world attacks due to its ability to
bypass certain firewalls.

– -O: Operating system detection based on TCP/IP fingerprinting.

– -sU: UDP scan to find services running over the User Datagram Protocol.

These parameters are randomly combined to generate diverse scan traffic and different
scanning intensities, making it more difficult to detect and prevent [59].
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• Denial of Service (DoS): Denial of Service attacks aim to overwhelm the target with
a flood of traffic, rendering it unable to respond to legitimate requests. Several tools
and techniques are used:

– hping3: A packet crafting tool that can generate TCP, UDP, ICMP, or RAW-IP
packets. It is used to create a high volume of traffic, simulating SYN floods,
ICMP floods, or fragmented packet attacks [[60]].

– ping: A basic network utility that sends ICMP Echo requests. It can be used in
flood mode to overwhelm a target with continuous requests, leading to a denial
of service [61].

– nping: Other flexible packet generator capable of crafting packets for various
protocols. It can simulate both DoS and Distributed Denial of Service attacks
by sending large volumes of requests with specific intervals and payloads [59].

By varying the packet types, payload sizes, and traffic volumes, different DoS attack
patterns are simulated to stress the target in multiple ways, making it difficult to
distinguish legitimate from malicious traffic.

Detailed Event Log

A complete logging system that captures every important detail from each attack, including
the length, the parameters used, and any mistakes that happened, has been established to
make it easier to analyze the data that is created later.

6.1.4 Conclusion of the Testbed

In the end, this testbed’s implementation for automating cyberattacks and obtaining features
is an essential step for the ongoing development of anomaly detection models. It is possible
to produce useful data that will enable the testing of the developed API and the efficient
retraining of machine learning models by simulating different attack scenarios.

In-depth event logging and packet collecting ensure every attack is recorded and studied,
which improves the comprehension of attack dynamics and system security.By using this
method, it has the goal to improve the pace that attack patterns are identified as well as
the ability to react to these threats promptly, increasing the anomaly detection system’s
efficiency in real-life situations.
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Chapter 7

Results and Discussion

7.1 Introduction

The efficiency of machine learning models for classifying network traffic will be addressed
in this section in both binary and multi-class classification scenarios.In the beginning, it
will be shown the outcomes of the individual models, highlighting their individual efficencies
and the identification of the most suitable candidates for building ensemble models. The
benefits of combining several models to detect anomalies will be explored in a detailed
comparison between the individual and ensemble models. Finally, the system’s development
and implementation constraints will be addressed, with a focus on how these limitations may
affect the application of the results and the potential for additional research in this area of
study.

7.2 Evaluation of Model Performance

Finding the best approaches for binary and multiclass classification involved evaluating the
performance of each individual model. Based on what was learned from Chapter 4, the fol-
lowing section shows the results of the various models and provides support for the selection
of the best ones for the ensemble.

7.2.1 Individual Models

Using the UNSW-NB15 dataset, this subsection explores the individual models used in binary
and multi-class classification.

Binary Classification

The dataset UNSW-NB15 was selected as the base dataset for the API’s implementation
in binary classification since it has been shown to be reliable in identifying anomalies in
network traffic.Not every model that was tested, however, was suitable for developing an
ensemble.

The Logistic Regression and SGD Classifier models were eliminated because of their poor
performance, as stated in Chapter 4. For example, the SGD Classifier model showed a
negative value for the R2 and a accuracy of only 84.38%, indicating issues with convergence
and a high error rate.

On the other hand, with accuracy over 99% for both Min-Max normalization and Z-Score
normalization, the KNN, Random Forest, Decision Tree and MLP Classifier models
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showed better performances.These four models were ideal choices for the ensemble stage
since they showed strong generalization and anomaly detection skills.

Plots showing the efficiency of each of the models appear below.

Figure 7.1: Performance of the KNN model on the UNSW-NB15 dataset for
Binary Classification

With an accuracy of 99.11%, the KNN (Figure 7.1) showed the ability to identify anomalies.
For most of the samples, there is nearly a perfect match between the predictions and the
actual values, as seen by the graph’s closely spaced lines representing the actual and predicted
values. It also means that the majority of abnormal and normal traffic cases can be accurately
classified by the model.

Figure 7.2: Performance of the Random Forest model on the UNSW-NB15
dataset for Binary Classification

The Random Forest model (Figure 7.2) achieved an accuracy of 99.09% and a R² value
of more than 92%, showing outstanding results.As we can see from the graph, there is a
high success rate in the binary classification because most of the predictions (blue lines) are
superimposed on the real values (red lines).
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Figure 7.3: Performance of the Decision Tree model on the UNSW-NB15
dataset for Binary Classification

With an accuracy of 99.09%, the Decision Tree (Figure 7.3) produced successful out-
comes.The graph shows that there is strong alignment between the model and the data
because the predictions (blue lines) are mostly superimposed on the actual values (red
lines).The fact that the differences between expected and actual values are small and lim-
ited, however, supports the ability of the model to identify simple patterns.Even though this
model is not as advanced as Random Forest, its almost identical performance confirms its
reliability and justifies its inclusion in the ensemble stage since it can produce predictions
quickly and accurately with minimal computing complexity.

Figure 7.4: Performance of the MLP Classifier Model on the UNSW-NB15
dataset for Binary Classification

With a high accuracy of 93.78%, the MLP Classifier (Figure 7.4)produced acceptable re-
sults.On the other hand, in contrast with Decision Tree and Random Forest, the model’s
predictions on the graph showed less perfect alignment with the real values (red lines).The
model has problems correctly identifying multiple trends in the data, as seen by the areas
where the predictions (blue lines) vary greatly from the actual values, especially between
indices 50 and 150.This is explained by the fact that MLP is more complicated than other
neural networks because it uses several layers of neurons and requires more hyperparameter
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tweaking. However, the MLP’s overall performance is reliable and acceptable, and its ability
to capture non-linear patterns is very remarkable.

Multi-Class Classification

The dataset UNSW-NB15 was once again chosen as the dataset for model training in the
multi-class classification for its detailed labeling of different attack types. Similar to the
binary classification, not every model was considered viable for the final ensemble.

As stated in Chapter 4, the models SGD Classifier and Logistic Regression have been
removed based on their weak results. More specifically, the SGD Classifier performed badly,
showing an accuracy of 90.28% and a negative R2 value. The logistic regression model’s
accuracy was about 90%, but it was still lower than the other models’, therefore it wasn’t
suitable for the ensemble phase, although it was slightly better.

Yet, significantly better results have been achieved by the models KNN, Random For-
est, Decision Tree, and MLP Classifier. Using Min-Max normalization, the KNN model
achieved an accuracy of 97.10%. The Random Forest and Decision Tree models followed
with accuracies of 97.19% and 96.88%, respectively. In addition, the accuracy of the MLP
Classifier was 95.52%, indicating good performance. For this reason, these four models
were selected for the ensemble step due to to their high degrees of generalization in the
context of multiple classes.

The plots showing the individual performance of each of the selected models are shown in
the following parts.

Figure 7.5: Performance of the KNN model on the UNSW-NB15 multi-class
dataset.

With an accuracy of 97.10%, the KNN model (Figure 7.5) showed good performance in
identifying differences between multiple attack classes. Upon evaluating the plot, we notice
some instances where the actual class labels (in red) differ significantly from the predicted
label (in blue). There are visible instances of misclassification, especially where the true
values vary between classes, yet the model typically correctly corresponds with real values.

These variations show that although KNN is good at multi-class classification, some classes
are difficult to handle, which leads to prediction gaps. This may be explained by the dataset’s
basic features or by KNN’s sensitivity to noise or class imbalances. The high accuracy
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suggests the model’s overall generalization ability is still strong, but further improvements
might improve performance in the areas where the differences are the most visible.

Figure 7.6: Performance of the Random Forest model on the UNSW-NB15
multi-class dataset.

Similar to the KNN model, the Random Forest model (Figure 7.6) achieved an accuracy
of 97.19%. But looking at the graph, we can see that the real values (in red) and the
predictions (in blue) often differ, especially in some areas.

The Random Forest model uses multiple decision trees to capture complex structures of
data, which shows reliability regardless of these inconsistencies.

Figure 7.7: Performance of the Decision Tree model on the UNSW-NB15
multi-class dataset.

With a high accuracy of 96.88%, the Decision Tree model (Figure 7.7) demonstrated its
efficiency in multi-class classification. The graph shows that although the model is able
to accurately represent many of the variations across classes, there are a number of areas,
especially near class transitions, where the predictions (in blue) differ from the actual values
(in red) .

Despite these limitations, the Decision Tree performs well because of its simple structure,
allowing it to identify significant patterns in the dataset.
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Figure 7.8: Performance of the MLP Classifier on the UNSW-NB15 multi-
class dataset.

With an accuracy of 95.52%, the MLP Classifier (Figure 7.8) showed a high overall per-
formance. The model performed well in a multi-class scenario mainly because of its ability
to capture non-linear links between features. While the model’s performance is strong, an
in-depth analysis of its behavior shows that there are occasionally differences between ex-
pected and actual values, particularly in areas with sharp peaks. These findings indicate that
the model might not be able to adapt to sudden changes in the data.

7.2.2 Ensembled Models

After reviewing the best individual models, we evaluated the performance of the ensemble
models.

The KNN, Random Forest, Decision Tree, and MLP Classifier models were used to
create the ensemble model for binary classification.The ensemble model’s confusion matrix
for binary classification is presented below, showing the accuracy with which it recognizes
anomalies.
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Figure 7.9: Confusion Matrix of the Ensembled Model for Binary Classifica-
tion

The ensemble model has outstanding results, shown in the confusion matrix (Figure 7.9).
With just 2.43% of false negatives (95 instances), the model accurately identified 97.56% of
the positive class incidents (3811 out of 3906). Comparably, there was minimum false posi-
tive rate (45 instances) and high accuracy of 93.48% in labeling negative instances (646 out
of 691). Compared to individual methods, the outcomes indicate that the ensemble provides
a large reduction in classification errors and superior performance for anomaly identification.

The ensemble model with the best performances for multi-class classification has also
been created, including KNN, Random Forest, Decision Tree, and MLP Classifier.The
confusion matrix generated shows how effectively the model can distinguish between different
types of attacks, and it can be seen below.
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Figure 7.10: Confusion Matrix of the Ensembled Model for Multiclass Clas-
sification

The ensemble model performs well in a multi-class scenario, as shown by the confusion matrix
(Figure 7.10). With 99.1% accuracy for the majority class (class 1-Benign Traffic) (3857
out of 3906), the model showed astounding precision. The minority class detection (82.3%
accuracy for class 2(Scanning) and 77.7% accuracy for class 0(DoS) was identically good.
The results show an important increase in the detection of the least represented classes
compared to individual approaches, even though the model’s difficulties with differentiating
between classes 0 and 1. This suggests that the ensemble technique has improved the
reliability of multiclass classification.

The final results and charts in this part highlight the importance of integrating models,
showing that the ensemble method significantly increased accuracy and adaptability.

7.3 Testbed Evaluation

The objective of implementing the testbed was to measure the effiency of the system by
creating an environment that mirrored actual cyberattack scenarios. The testbed’s main
objective was to create a controlled environment where benign traffic could be generated
randomly alongside several attack types, including Denial of Service and Port Scanning.

However, it was not possible to properly evaluate the ensembled models’ performance in
real-time using this testbed due to difficulties in preparing the data required for the models.
Consequently, it was not possible to carry out the originally intended evaluation of the



7.4. Application Input 65

system’s precision and effiency in identifying anomalies based on network traffic patterns
and attack data. This restriction made it more difficult to confirm how well the models
performed in actual attack scenarios.

In spite of this, the testbed’s ability to replicate a nearly realistic environment made it an
important starting point for future tests. The testbed will be a useful tool for evaluating
how well the integrated models perform in detecting anomalies and classifying various types
of traffic once the preprocessing problems are fixed.

7.4 Application Input

This section will go over the frontend and backend script-based handling of the input data
(vectors) by the application to identify anomalies in security networks.The data which the
interface provides, how it is processed, and how detection results are obtained will be the
primary topics of concern.

7.4.1 Input Data Format

Users can evaluate anomalies by entering feature vectors produced from network traffic
into the application interface.Multiclass prediction and binary detection are the two types of
analysis. Each one has a number of features and/or vectors, and binary detection includes
the following:

• ct_srv_dst: The total amount of different service destinations seen in the current
flow is represented by this feature.

• trans_depth: This feature, which indicates the number of layers or packet structure
segments, shows the depth of the transmission.

• synack: The SYN-ACK response time during the TCP handshake is measured by this
feature.

• tcprtt: The time it takes for a packet to go from the source to its destination and
back is known as the TCP Round Trip Time.

• ackdat: The acknowledgment of received data packets is captured by this feature.

• sttl: The value given in the IP header named Source TTL determines how long a
packet can stay on the network before being deleted.

• dttl: The maximum amount of time a packet can stay in the destination network is
shown by the destination TTL.

• ct_state_ttl: This feature gives details about the connection’s status and the amount
of time left until the packet is eliminated. It is a combination of connection state and
TTL.

On the other hand, a multiclass prediction only has three features, which are as follows:

• smean: This feature shows the average size of packets that the source has sent over
a given amount of time.

• dmean: This feature shows the average size of the packets that the destination
received in the same amount of time.
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• sttl: A field named Source Time to Live in the IP header indicates how long a packet
can remain in the network at its longest.

Following the feature selection step, these features are extracted from the .csv files; the
features with the highest correlation will be included in the .csv file that will be used for
splitting the training and test data of the model.These vectors are manually entered using
an interface panel.

7.4.2 Data Analysis Process

FastAPI is used to implement the application’s backend. It processes the input data received
by a REST API, returns the anomaly predictions to the graphical interface developed with
Streamlit, and then stores and processes the data.

Users can choose between Binary Detection and Multi-class Prediction once the data is
gathered in the frontend.Upon selection, the input data will be stored in JSON and sent
to the correct endpoint: either the Multiclass Prediction API http://localhost:8000/
predict_multiclass/ or the Binary Detection API endpoint:http://localhost:
8000/detect\_binary/ .

With the input data given in the request body, the frontend sends an HTTP POST request
to the matching URL. Pre-trained models, saved in.pkl files, are used to process the input
on the backend and return a classification of the traffic as normal or anomalous.

The system provides Benign(0) or Malign(1) as the basic classification for Binary Detec-
tion.Benign, Scanning and DoS are the classes that can be selected in Multiclass Prediction.
After converting the numerical labels(0, 1, 2) back into their appropriate classes, the backend
replies to the frontend.

7.4.3 User Interface

Streamlit’s graphical user interface is made to display predicted results in real time, allowing
data visualization and ongoing anomaly detection monitoring. It is set up with three primary
tabs to provide an easy and objective user experience.

Figure 7.11: Streamlit’s Frontend Tabs

The impact of the anomalies discovered is shown in real-time on a graph in the ’Live De-
tection’ tab, and it can change between the ’Benign,’ ’Scan,’ and ’DoS’ categories. This
means that users will be able keep up to date on unusual activity as it happens, though the
exact results could change depending on how accurate the model is.
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Figure 7.12: Caption

The user can monitor past events and obtain an expanded view of anomaly patterns over time
by navigating to the ’Detection History’ tab, which displays previous records of detections.

The code creates interactive graphs using the Altair library, which can clearly visualize pat-
terns and occurrences in network traffic. While exact results can still be confirmed, this
combination of features tries to make it simpler to monitor and analyze anomalies found in
the system.

7.4.4 Correlated Feature Analysis for Binary and Multi-Class Classification

A closer look of every feature with a high correlation for both binary and multi-classification
will be performed in this subsection. The analysis will be separated into two parts: a multi-
class analysis that focuses on all of the attack types( DoS, scanning, and normal traffic)
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and an analysis of the features for binary classification (anomaly and normal traffic).

Binary Classification

This section’s main objective is to examine the most relevant features for identifying between
the anomaly traffic (label_1) and normal traffic (label_0). Graphics like histograms and box
plots were used in this analysis, in addition to a table that included statistical information
for every feature.

Normal Traffic (label_0):

Figure 7.13: Boxplots of variables for Label 0 - Part 1

Figure 7.14: Boxplots of variables for Label 0 - Part 2
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Boxplots and frequency distributions are used in the analysis of the graphs for label_0. These
plots are important for locating outliers, asymmetry in the distributions, and potential value
ranges that can be utilized to split or label the data.

Figure 7.15: Variable Distributions for Label 0 - Part 1

Figure 7.16: Variable Distributions for Label 0 - Part 2

Most of the data is distributed between 1 and 3, as seen in the boxplot displayed by the
ct_srv_dst variable, which has a median around 2. There are only a few outliers with a
maximum of 14 above 6. This concentration of low values is consistent with the pattern
seen in the label_0 events and suggests that most connections to the same service are
reduced in normal situations. Higher values, particularly those surpassing 6, may suggest
unusual or possibly malign behavior.
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The trans_depth boxplot shows a median of about 1. No obvious outliers can be seen,
and the majority of the data is concentrated between 0 and 1.25. The distribution shows
asymmetry, showing a peak at approximately 1, indicating that the average depth of HTTP
transactions in label_0 events is in proximity to 1.

The synack variable has a large concentration of values close to 0, with a small number of
outliers in the 0.1–0.4 range. The distribution shows that a lot of events have essentially zero
reaction times.According to this pattern, label_0 events typically involve quick connections,
and values greater than 0.1 might point to anomalies that need additional study.

Many of the values are near to 0, with a few outliers reaching 0.5, as the tcprtt boxplot shows.
This suggests that label_0 events usually have very low RTTs, indicating connections with
low latency or local connectivity. Values greater than 0.1 are uncommon and may indicate
unusual events.

A big concentration of values near 0 also exists in the ackdat variable, with a few out-
liers falling between 0.2 and 0.35. A pattern of agile communication is indicated by the
distribution, which reveals that low delays define most events in label_0.

The median for sttl is extremely low, with outliers found at 50 and 250.With a peak at
0, most of events are concentrated between 0 and 75, suggesting that packets with short
TTL are more common in label_0. Anomalies with values close to 250 are rare and indicate
suspicious traffic.

The dttl variable shows a higher level of values close to 0 with a few large outliers at 250 and
a few around 50. This distribution indicates that the TTL fluctuates little during label_0
events.Unexpected actions may be indicated by outliers between 50 and 250.

In the end, the ct_state_ttl boxplot displays a median around 0 and a few outliers as high
as 3. This variable’s value is typically extremely low, showing that there aren’t many state
transitions during label_0 connections. Anomalies with values greater than 1 deserve to be
tracked in order to spot any of the potentially suspicious traffic patterns.

Attack Traffic (label_1):

Figure 7.17: Boxplots of features for Label 1 - Part 1
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Figure 7.18: Boxplots of features for Label 1 - Part 2

Figure 7.19: Features Distributions for Label 1 - Part 1
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Figure 7.20: Features Distributions for Label 1 - Part 2

A highly dispersed distribution is shown in the boxplot of ct_srv_dst, with most of values
concentrated close to zero and a few outliers reaching 25. This suggests that while there can
be anomalous behavior with clearly greater values, most of attack cases had a low number
of target services. This pattern is backed up by the frequency distribution, which has a long
tail that goes up to 25 and a high concentration of values close to zero, indicating that
these outliers could indicate rare but effective attacks.

The trans_depth boxplot shows a low transaction depth during most attacks, with a con-
centration of values close to 0 and a few outliers above 1. This analysis is confirmed by the
frequency distribution, which shows that deeper transactions are rare. Transaction depths
of 0 or 1 are usual for attacks; higher values are exceptions that might point to unusual
events.

The boxplot for synack shows that most of the values fit between 0.05 and 0.10, with
outliers as high as 0.3.It also means that, with a few higher exceptions, attacks falling under
this category typically have low TCP recognition times. The frequency distribution reflects
this observation, with a significant density in the 0.05 to 0.1 range, confirming that these
times are common in attacks, while values above 0.1 are rarer.

A concentration of values around 0.1 is seen in the boxplot of tcprtt, with some outliers
reaching as high as 0.4.It also means that the round-trip times of most attacks against
label_1 are relatively short (TCP). This is verified by the frequency distribution, which
shows a high density of values at 0.1 and a tail that reaches 0.4, suggesting that values
above 0.1 might be uncommon.

Similar to synack, the boxplot of ackdat shows a distribution with most values falling between
0.05 and 0.10 and outliers reaching up to 0.3. This pattern is backed by the frequency
distribution, where most of attacks show slow response times, while higher values point to
a few exceptions that might be outliers.

With no significant outliers and most of values gathered around 250, the boxplot of sttl is
very stable.It means that this TTL value remains constant in almost all of the attacks. This
conclusion is confirmed by the frequency distribution, which shows a very high density of
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values around 250, indicating that this is an usual and consistent behavior across all types
of attacks.

The dttl boxplot shows that the majority of values center around 0, with outliers reaching
as high as 250. This suggests that while there are rare cases of larger target TTLs, most
attacks have low target TTLs. With a long tail that reaches up to 250 and a concentration
of values close to zero in the frequency distribution, it is possible that high TTL values are
an indication of strange events.

At last, a similar pattern can be seen in the boxplot of ct_state_ttl, where most of the
values are grouped around 1. This shows that, under most attacks, the state transition TTL
is minimal. This conclusion is supported by the frequency distribution, which shows a strong
concentration of values around 1 and very few exceptions that go above it. Values higher
than 1 may indicate unusual patterns.

Table 7.1: Feature Value Ranges by Traffic Type - Binary Classification

Feature Traffic Type Value Range
ct_srv_dst Normal Traffic (label_0) [0, 14]

Anomaly Traffic (label_1) [0, 25]
trans_depth Normal Traffic (label_0) [0, 1.25]

Anomaly Traffic (label_1) [0, 1]
synack Normal Traffic (label_0) [0, 0.4]

Anomaly Traffic (label_1) [0.05, 0.3]
tcprtt Normal Traffic (label_0) [0, 0.5]

Anomaly Traffic (label_1) [0.1, 0.4]
ackdat Normal Traffic (label_0) [0, 0.35]

Anomaly Traffic (label_1) [0.05, 0.3]
sttl Normal Traffic (label_0) [0, 250]

Anomaly Traffic (label_1) [250, 250]
dttl Normal Traffic (label_0) [0, 250]

Anomaly Traffic (label_1) [0, 250]
ct_state_ttl Normal Traffic (label_0) [0, 3]

Anomaly Traffic (label_1) [1, 1]

Binary Detection Tests

Multiple tests were done to test the model’s ability to distinguish between normal and
anomalous traffic. The tests all returned the message "Anomaly Detected," so the results
were not what was expected. The fact that the predictions were consistent suggests that
there may have been issues, such as inconsistent input data or a potential problem with the
model’s ability to make generalizations.

Multi-Class Classification

The second part of this analysis, aimed at normal traffic, DoS attacks, and scanning, ex-
amines multi-class classification. The multiple attack classes appear in an identical analysis
structure as in binary classification.

Normal Traffic:
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Figure 7.21: Boxplot Normal Traffic-Binary Classification

When the boxplot for the smean feature in normal traffic is examined, it can be seen that
the median value is slightly below 100 and most of the values are concentrated between
0 and 200. Around 250 is where the upper whisker ends, suggesting that values above
this cutoff may be regarded as anomalies in normal traffic. Even though there are a lot of
outliers—values as high as 1200—these instances are obviously rarer, suggesting that the
focus of anomaly detection should be on values greater than 200.

The boxplot shows a pattern similar to the one found in smean for the variable dmean
(Destination Mean).In addition, most of the values fall between 0 and 200, with a median
just above 100.The upper whisker reaches approximately 250, and many outliers up to 1400
are found. It means that high values in dmean, particularly those that surpass 200, should
be viewed as possible indicators of anomaly traffic, similar to how smean is monitored.

In the end, there are two sets of outliers in the variable sttl (Source TTL): one group of
values around 50, and the other group of values near 255.Most of the values are below 50,
which means that most packets have a shorter TTL.There is a peak in the distribution at
50, then a steep decline and basically no values between 100 and 200.Since very high values
are rare, it makes sense to look into these cases as potential anomalies.

Figure 7.22: Distribution of features for Normal Traffic

The density distributions for the smean and dmean variables, which quickly decreases in fre-
quency of data above 200, complement the analysis by displaying interesting peaks between
0 and 100.A threshold of 200 is needed to identify anomalies because most of the data is
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concentrated in the lower range, with only a few small, sporadic peaks around 600 and 800
representing anomaly traffic values.

On the other hand, the sttl distribution shows a strong peak at 50 and a rapid fall shortly
after.Values near 255 are far less common, pointing out how rare high TTL packets are
in normal traffic. Based on this distribution, it is suggested to keeping a closer look for
potentially anomaly traffic by monitoring packets with very low or high TTL.

Lastly, we studied each variable’s normal ranges in order to spot anomalies.The range from
0 to 200 is predominant for smean and dmean, and values above 250 are more likely to show
anomalous behavior.A normal range of 40 to 60 is recommended for sttl ; values that are
very high or low should be examined as they may indicate unusual traffic patterns.

DoS Attack:

Figure 7.23: Boxplot DoS Attack

Boxplot analysis for the variables smean, dmean, and sttl delivers important traffic and DoS
detection information.Most of the values for the smean variable are concentrated between
100 and 200, with the median being close to 150.But there are a lot of outliers—up to
1400—which implies that values higher than 250 might be signs of abnormal behavior.

The distribution of the dmean variable resembles to that of smean, with most of values
falling between 100 and 200 again.There are many identified outliers, with a maximum of
1400, and the median is very near to 175.It means that high values in dmean, especially
those above 250, may indicate anomalous traffic, similar to smean.

In the end, the distribution of the sttl variable is quite different, with no apparent outliers
and most of values falling between 75 and 255.This shows that packets usually have a high
TTL, suggesting they are not dropped off the network instantly.Low TTL packets are rare,
as shown by the median’s closeness to the upper limit.
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Figure 7.24: Distribution of features for DoS Attack

The density distributions for the variables offer useful data as well to this analysis.The
distribution for smean shows a peak just below 50, with most of values falling between 0
and 200.This supports the idea that, because values above 200 are rare and may be signs
of attacks, anomaly detection should focus on them.

A similar pattern can be seen in the distribution of dmean, with most of values falling between
0 and 200, and a peak near 100.This suggests that most of the traffic is light, and values
above 200 should be observed as potential anomalies.

Lastly, a strong and symmetrical distribution between 200 and 255 is shown by the sttl
variable, suggesting that packets usually have high TTLs.Since low values are rare, it is
possible to keep an eye on such events to spot rare or potentially anomaly traffic.

Scanning:

Figure 7.25: Boxplot Scanning Attack

The review of boxplots related to the variables smean, dmean, and sttl produces valuable
information about the behavioral trends associated with scanning attacks.With a median of
roughly 95–100 bytes, we found that the values for the smean variable tend to be concen-
trated between 75 and 100 bytes. Though some values exceed 300 bytes, there are notable
outliers above 150 bytes, indicating that higher values might indicate unusual scans.

The box and whiskers in the dmean variable are quite flat, indicating that most of the
data is at low values, even though the median in that variable is also between 50 and 100



7.4. Application Input 77

bytes.Outliers up to 1400 bytes in size can indicate uncommon responses, suggesting that
larger packets should be kept an eye out for feasible anomalies.

Lastly, the sttl variable’s boxplot is especially curious; it shows an extreme concentration
around 250 and minimal value deviation overall, with one instance of an obvious outlier below
100.This suggests that most of packets have a high TTL.

Figure 7.26: Distribution of features for Scanning Traffic

It is also helpful to analyze the variable density distributions.The distribution of smean is
positively asymmetrical, with a tail to the right that extends to values above 200 bytes and
the highest concentration between 75 and 100 bytes. According to this, most of normal
activity is believed to happen below 125 bytes, while values above 150 bytes tend to be
abnormal and should be investigated.

dmean has a very asymmetric distribution, with a long tail that reaches up to 1400 bytes and
a peak that is quite close to zero.Most of responses are small sized—less than 100 bytes—and
values greater than 200 bytes can indicate packets that diverge from the standard behaviour.

Finally, a strong concentration in the highest values, near 250, can be seen in the sttl
distribution, suggesting that most of packets have a high TTL.Occasionally, values less
than 100 could point to anomalies like packets with longer routes or network changes.

By the definition of proper intervals for each variable, these analyses help the identification
of abnormal behavior in reconnaissance operations.The normal range for smean is 75–125
bytes, with outliers exceeding 150 bytes; the normal range for dmean is 0–100 bytes, with
outliers over 200 bytes; and the normal range for sttl is 240–255 bytes, taking into account
that values below 100 bytes may be suspicious.

The table below 7.2shows the ranges observed in the features for the 3 different scenarios
for multi-class classification:
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Table 7.2: Feature Value Ranges by Attack Type

Feature Attack Type Value Range
smean Normal Traffic [0, 200]

DoS [100, 200]
Scanning [75, 125]

dmean Normal Traffic [0, 200]
DoS [100, 200]
Scanning [0, 100]

sttl Normal Traffic [0, 50], [200, 255]
DoS [75, 255]
Scanning [240, 255]

MultiClass Prediction Tests

To evaluate the accuracy of the model in identifying all the different attack types, a variety
of tests were executed. However, the results were unexpected, similar to the case with the
binary detection tests, as every test generated the string "DoS Attack."The model may not
be generalizing correctly or there may be inconsistencies in the input data that affect the
classifications’ accuracy, as suggested by this consistency in the predictions.

7.5 Limitations

7.5.1 Dataset Selection

The first stage of the work process, which included linking the feature values with the type
of attack, required the use of files that already had defined labels, which conditioned the
choice of dataset.Because of this limitation, the available datasets had to be limited, and
datasets that would assist initial data categorization had to be chosen.

7.5.2 Attack Type Options

The list of datasets with important incidents decreased in scope depending on the attack
types selected. The simplicity of some datasets limited the complexity of the scenarios that
could be addressed, even though these datasets were appropriate for the chosen attacks.

7.5.3 Problems with Merging Datasets

There were many issues when merging datasets like CTU-13 and UNSW-NB15, such as the
presence of several names for the same attributes, which required further work in standardiz-
ing and cleaning the data. Because of these variations, it was difficult to properly include the
CTU-UNSW dataset into the anomaly detection API, which caused fusion process delays
and errors.

7.5.4 Data Cleaning

It took a lot of time to clean up the data, which included fixing duplicate, invalid, and missing
entries.For instance, it was required to remove or replace features with missing or irrelevant
data, which would have resulted in the loss of essential data and possibly influenced results.



7.5. Limitations 79

7.5.5 Data Visualization

The size of the.csv files prevented extensive examination of the dataset data as it wasn’t
possible to open them completely for detailed display.In order to bypass this limitation, an
additional script had to be written, splitting the.csv files into smaller parts so that it could
be exported to Excel and partially viewed.

7.5.6 No integration with the Cloud

One of the main requirements of the project failed because it wasn’t possible to integrate
the project into a cloud platform due to the costs associated with cloud services. Instead,
the data was handled and modified locally, which might have limited the system’s capacity
to develop and become easier to access.

7.5.7 Live Detection Limitations

The system wasn’t able to fully implement the live detection functionality, even though it
was intended to detect attacks in real time. Pre-processing incoming network traffic data
posed a number of challenges, especially in terms of organizing the data so that the machine
learning models could evaluate it right away.

7.5.8 Overfitting and Incorrect Prediction in the API

The model’s prediction and detection process in the API failed. This failure is probably due to
model overfitting, which may have caused the model to be unable to correctly generalise the
input data in real time. When a model is overfit to the training dataset, it loses performance
on untrained data, which has a direct impact on the accuracy of the system.

7.5.9 Impossibility of Model Retraining on the Testbed

It was not possible to go through the same steps as the initial model (data pre-processing,
normalization, training, and ensemble) because of the Testbed’s poor implementation. As
a result, the model’s ability to adapt to new scenarios and system conditions was limited
because it could not be retrained using data from the Testbed. This feature restricted the
model’s progress.

7.5.10 Time limit for in-depth Research

Due to the limited time available to develop the thesis, some areas of the work may not
have been conducted in as much depth. Therefore, it wasn’t possible to look at areas like a
comprehensive review of different methods, changes of features, and validation in different
data scenarios. A more comprehensive examination that would have increased the practical
value of the results and improved the conclusions wasn’t possible given the time limitation.

7.5.11 Using Python instead of C

Although C would be a more effective choice for embedded systems like routers, Python was
the language of choice for the project’s development. Performance and optimization issues
might occur from the application of Python, particularly if the project is implemented on
hardware with limited resources.
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7.5.12 Functions of Parallelism and Complexity

When integrating with lower-performance hardware, like routers with only two processing
cores, the implementation of parallelization functions and more complex algorithms is a
limitation. The reliability and efficiency of the finished system could be compromised by these
functions, which can result in serious performance issues or even crashes during execution.
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Chapter 8

Discussion and Conclusion

8.1 Summary of Findings

8.1.1 Key Insights

The results of the research suggest that Z-Score normalization is better than Min-Max
normalization, especially when used in the UNSW dataset. The accuracy of the test using
the Z-Score model was 97.04%, which was higher than the Min-Max normalization model’s
96.49%.

Z-Score demonstrated nearly perfect accuracy in identifying normal traffic with a precision
of 0.99 for the normal class. The precision for the DoS class, on the other hand, was 0.81,
indicating that while the model works well for recognizing regular traffic, its performance for
detecting attack traffic is slightly lower, especially for identifying all cases of DoS attacks.
These results show that Z-Score normalization keeps majority class performance without
greatly affecting minority class performance, enabling better processing of unbalanced data.

Addressing the individual models, algorithms like Random Forest, Decision Tree, KNN, and
MLP Classifier showed over 99% accuracy in binary classification.With accuracies of 84.38%
and 93.82%, respectively, models like the SGD Classifier and Linear Regression were seen
as worse and were eliminated from the analysis.

When it came to multiclass classification, the models performed similarly. KNN got a 97.10%
accuracy rate, while Random Forest and Decision Tree got 97.19% and 96.88%. Somewhat
lower, the MLP Classifier has an accuracy of 95.52%.

In binary classification, the ensemble model performed very well, with only 0.28% false
negatives and 99.3% accuracy in labeling negative cases.The ensemble model demonstrated
exceptional performance in multiclass classification, reaching an accuracy rate of 99.1% for
the majority class and rates of 82.3% and 77.7% for minority classes. This indicates a
significant increase in the identification of minority classes.The ensemble model increases
accuracy in recognizing anomalies by reducing classification errors, as shown by the confusion
matrices.

Meaningful Insights

These findings emphasize how important the choice of normalization is, since it can affect
the performance of the model. In cases where there were unbalanced class distributions,
Z-Score normalization in particular proved to be more reliable. In difficult scenarios, the
accuracy of ensemble models may improve anomaly identification, particularly in multi-class
classifications.
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8.1.2 Contributions to the Field

The research presented here contributes greatly to the domains of anomaly detection and
cyber security, especially when it comes to the application of machine learning models and
normalization strategies. First, it highlights the need to select the right normalization,
showing that in situations with unbalanced data, Z-Score normalization works better than
Min-Max normalization.

In addition, the results show the high accuracy rates that machine learning models like
KNN, Random Forest, and MLP Classifier are capable of in anomaly detection, indicating
that traditional methods are still relevant in a cybersecurity environment that is constantly
evolving.The application of ensemble techniques reveals how combining many models can
greatly improve detection, especially in complex situations with a variety of attack types.

Finally, by providing a solid base for future investigation and real-world application, this
research helps in the development of stronger and accurate anomaly detection systems.The
suggested approach can be modified to be implemented into cyber security systems across
a range of sectors, assisting in risk reduction while improving defense against cyberattacks.

8.2 Implications

8.2.1 Practical Implications

The practical implications of the research findings are important, especially in the context of
smart home environments, where cyber security is an increasing relevant concern. Protecting
Internet of Things devices in homes can directly benefit from the efficiency of machine
learning models, particularly when ensemble approaches are used. By creating an anomaly
detection system which is based on the trained models, it becomes possible to identify
suspicious activity immediately and enhance system integrity and personal data protection.

An important step in this project involves creating a testbed for automating cyberattacks
and capturing features for training. It makes it possible to retrain models using new data,
guaranteeing that they can adjust to changing cyberattacks. In addition, the testbed offers
a controlled environment for testing of the integrated API and the models, confirming their
efficency before implementing in real-world scenarios. This iterative process ensures that
the models maintain high performance and stay secure against attacks.

The use of APIs for the visualization and prediction of cyberattacks is another innovative
element that makes it possible to offer the results of analysis in an engaging and simple way.
This approach not only accelerates quick decisions but also decentralizes access to security
data, allowing new as well as experienced users to gain a better understanding of the threats
available in their environments.

8.2.2 Theoretical Implications

The results of this research have important theoretical implications for machine learning
models used in cyber security. First of all, the findings highlight the importance of proper
normalization for model performance, indicating that data pre-processing is an essential
factor that can influence anomaly detection efficiency. This contributes to the body of
research by showing the ongoing adoption of conventional normalization techniques in data
modeling.
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Also the research confirms the idea that combining multiple models might improve per-
formance on difficult classification tasks like anomaly detection. This could lead to new
recommendations and best practices for developing more reliable and efficient anomaly de-
tection systems, as well as promote greater investigation into ensemble techniques and their
applications in other cybersecurity fields.

8.3 Future Work

8.3.1 Short-Term Improvements

Retraining the model with data from the Testbed is one of the most important things that
needs to be done. This allows the model to continually evolve to adapt to new threats and
attack patterns. Regular retraining with new data ensures that the system maintains its
ability to identify abnormalities, lowering the chance of false negatives and raising prediction
precision. Additionally, it is possible to create an automated pipeline that will effectively
incorporate fresh data, minimizing the need for human interaction and speeding the model
update process.

8.3.2 Long-Term Research Directions

For an understanding over the stated limitations, a number of study routes could be inves-
tigated in the future. Firstly, it’s essential to widen the dataset selection, including more
complex and varied datasets that don’t just concentrate on specific types of attacks can
help us understand the variety of malicious activity that may take place in smart home
environments.

Enhancing anomaly detection with advanced machine learning methods, including deep neu-
ral network-based methods or reinforcement learning, can help the system learn from its
errors and become better at defending against new attacks.

In addition, the use of more solid and user-friendly data visualisation technologies that can
manage large quantities of data without losing efficiency will help in the processing and
comprehension of data. Reviewing the use of cloud services is also essential because of the
ability to grow and offer remote access to data, which can greatly increase system efficiency
and flexibility.

Finally, research on the portability of code, considering the use of languages like C to optimize
performance in embedded systems, needs to be done to guarantee that the application works
effectively on hardware with limited resources, such as home routers.
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Appendix A

Project Structure and Code Overview

In this appendix, only the most relevant scripts will be included to avoid making the
content redundant and overly detailed.

A.1 API

This folder contains scripts for the FastAPI application and the Streamlit panel:

• fastapi.py: Implements a FastAPI application for anomaly detection using two models
(binary and multi-class). It includes endpoints for predicting anomalies and sending
notifications when an anomaly is detected.

• streamlit_api.py: Streamlit panel that provides an interface for the real-time de-
tection of anomalies and allows users to submit data for both binary and multi-class
forecasts.

A.2 Helpers Directory

A.2.1 Aux_Testbed_Pipeline

This subfolder contains scripts that facilitate various phases of the anomaly detection
pipeline:

• 01_Scenario_Complete.py: ERuns the complete testbed scenario.

• 02_label2.py: Manage the labelling process for datasets.

• 03_Normalization.py: Normalises dataset features.

• 04_data_splitter.py: Divides datasets into training and test subsets.

• 05_train_anomaly_detection_models.py: Train the models to detect anomalies.

• 05_train_parallel.py: It trains models in parallel to increase efficiency.

• 06_ensemble_predictions.py: Combines predictions from multiple models.

• pipeline.py: Main script that runs the pipeline.

• semi_pipe.py: Semi-automated version of the pipeline for quick tests.
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A.2.2 Aux_Scripts

Folder with support scripts for data processing and analysis tasks:

• 00_Common_Dataset_Features.py: Extracts common features from datasets.

• 00_Dataset_Division.py: Divide datasets into specific categories.

• 00_Excel_combination.py: Combines multiple Excel files into one.

• CTU_13_merge.py: Combine CTU-13 datasets for unified analysis.

• unified_datasets.py:Unify different datasets into a single comprehensive dataset.

A.3 Pipeline Directory

The Pipeline directory is structured to facilitate the complete workflow of data processing,
normalisation, training and evaluation of machine learning models.

A.3.1 0.Cleaning

Scripts for cleaning datasets, preparing them for analysis and modelling.

A.3.2 1.Training

Subdirectories for different normalization techniques, such as min_max_score and z_score,
each containing dedicated scripts for cleaning, coding, feature selection, and training for
specific datasets such as UNSW, CTU, and CTU-UNSW.

A.4 Scripts Directory

This folder contains scripts that execute multiple stages of the pipeline:

• Running_API.py: Starts the FastAPI server and the Streamlit frontend.

• Min-Max Normalization Pipeline: Scripts for Min-Max normalisation, feature selec-
tion and model training.

• Z-Score Normalization Pipeline: Scripts for Z-score normalisation, coding, feature
selection and training.
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Appendix B

API Implementation

B.1 FastAPI Application

# fastapi_app.py

# uvicorn fastapi_app.py:app --reload

import joblib
import logging
from fastapi import FastAPI, HTTPException
from pydantic import BaseModel
import numpy as np
import requests
import os
from typing import Union

logging.basicConfig(level=logging.INFO)

app = FastAPI()

# Get the current directory of this script
script_dir = os.path.dirname(__file__)

# Model paths for binary and multi-class prediction (relative paths)
binary_model_path = os.path.join(script_dir, "..", "Pipeline", "Models",
"UNSW_zscore_voting_combined_binary_v1.pkl")
multiclass_model_path = os.path.join(script_dir, "..", "Pipeline", "Models",
"UNSW_zscore_voting_combined_multi_v1.pkl")

# Variables to store the loaded models
binary_model = None
multiclass_model = None

# Function to load the models
async def load_models():

global binary_model, multiclass_model
binary_model = joblib.load(binary_model_path)
multiclass_model = joblib.load(multiclass_model_path)
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logging.info("Binary and multi-class models loaded successfully.")

@app.on_event("startup")
async def startup_event():

await load_models()

@app.get("/")
def read_root():

return {"message": "Welcome to the API"}

def send_pushover_notification(message):
try:

logging.info("Sending Pushover notification...")
response = requests.post("https://api.pushover.net/1/messages.json", data={

"token": pushover_api_token, #API Keys Removed for Safety Purposes
"user": pushover_user_key, #API Keys Removed for Safety Purposes
"message": message

})
response.raise_for_status()
logging.info("Notification sent successfully.")
return response.json()

except Exception as e:
logging.error(f"Error sending Pushover notification: {e}")

# Model for binary data input
class InputDataBinary(BaseModel):

ct_srv_dst: Union[int, float]
trans_depth: Union[int, float]
synack: float
tcprtt: float
ackdat: float
sttl: Union[int, float]
dttl: Union[int, float]
ct_state_ttl: Union[int, float]

# Model for multi-class data input
class InputDataMultiClass(BaseModel):

smean: Union[int, float]
dmean: Union[int, float]
sttl: Union[int, float]

# Endpoint for anomaly detection (binary: attack or not)
@app.post("/detect_binary/")
def api_detect_anomaly(input_data: InputDataBinary):

try:
# Accessing attributes directly
data = np.array([

input_data.ct_srv_dst,
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input_data.trans_depth,
input_data.synack,
input_data.tcprtt,
input_data.ackdat,
input_data.sttl,
input_data.dttl,
input_data.ct_state_ttl

]).reshape(1, -1)

prediction = binary_model.predict(data)[0]
print(f"Model prediction: {prediction}")

if prediction == 1:
send_pushover_notification("Anomaly detected!")
return {"anomaly": True, "message": "Anomaly detected!"}

else:
return {"anomaly": False, "message": "Normal Network Traffic."}

except Exception as e:
raise HTTPException(status_code=500, detail=str(e))

# Endpoint for multi-class prediction (detect type of attack or benign)
@app.post("/predict_multiclass/")
def api_predict_multiclass(input_data: InputDataMultiClass):

try:
# Accessing attributes directly
data = np.array([

input_data.smean,
input_data.dmean,
input_data.sttl

]).reshape(1, -1)

prediction = multiclass_model.predict(data)[0]

# Mapping output classes (adjust as necessary)
label_map = {

1: "Benign traffic",
0: "DoS Attack",
2: "Scanning"

}

result = label_map.get(prediction, "Unknown")

return {"prediction": result}
except Exception as e:

raise HTTPException(status_code=500, detail=str(e))

if __name__ == "__main__":
import uvicorn
uvicorn.run(app, host="0.0.0.0", port=8000)
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B.2 Streamlit Dashboard

import altair as alt
import streamlit as st
import numpy as np
import pandas as pd
import requests # Imports requests to call the FastAPI

# URL of the FastAPI
API_URL_BINARY = "http://localhost:8000/detect_binary/"
API_URL_MULTICLASS = "http://localhost:8000/predict_multiclass/"

def get_prediction(api_url, data):
try:

response = requests.post(api_url, json=data)
response.raise_for_status()
return response.json()

except requests.exceptions.RequestException as e:
st.error(f"Error calling the API: {e}")
return None

def run_streamlit_dashboard():
st.markdown(

"""
<style>
.stApp {

background-color: #1A1A1A;
}
.sidebar .sidebar-content {

background-color: #FFA500;
color: #424242;

}
.stButton > button {

background-color: #FF6F00;
color: white;

}
.stAlert {

background-color: #E3F2FD;
color: #424242;

}
.footer {

position: fixed;
bottom: 0;
right: 0;
padding: 10px;
z-index: 1000;

}
.footer img {

width: 100px;
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height: auto;
}
.live-detection {

position: absolute;
top: 20px;
left: 20px;
background-color: #FFFFFF;
border: 2px solid #FF6F00;
padding: 10px;
border-radius: 5px;
box-shadow: 0px 4px 6px rgba(0, 0, 0, 0.1);

}
.title-container {

width: 100%;
max-width: 800px;
margin: 0 auto;
padding-right: 50px;

}
h1 {

font-size: 60px;
white-space: nowrap;

}
</style>
""",
unsafe_allow_html=True

)

st.markdown(’<div class="title-container"><h1>Anomaly Detection Dashboard</h1></div>’, unsafe_allow_html=True)

tab1, tab2, tab3 = st.tabs(["Live Detection", "Detection History", "Settings"])

with tab1:
st.markdown(’<div class="live-detection">’, unsafe_allow_html=True)
st.header("Live Detection")

st.markdown(
"""
<img src="https://upload.wikimedia.org/wikipedia/commons/0/05/Red_Pulsing_Dot.gif" alt="live" width="20">
""",
unsafe_allow_html=True

)

times = pd.date_range(end=pd.Timestamp.now(), periods=24, freq=’H’).to_pydatetime()
severity = np.random.choice([0, 1, 2], size=24)

df = pd.DataFrame({"Time": times, "Severity": severity})

df[’Severity’] = df[’Severity’].map({
0: ’Benign’,
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1: ’Scan’,
2: ’DoS’

})

chart = alt.Chart(df).mark_line().encode(
x=’Time:T’,
y=alt.Y(’Severity:N’, scale=alt.Scale(domain=[’Benign’, ’Scan’, ’DoS’]), title=’Severity’)

).properties(
width=700,
height=400

)

st.altair_chart(chart)

st.header("Enter data for analysis:")

# Selector to choose the type of detection
detection_type = st.selectbox("Choose the type of detection:", ["Binary Detection", "Multiclass Prediction"])

if detection_type == "Binary Detection":
# Inputs for binary detection
col1, col2 = st.columns(2)

with col1:
data = {

"ct_srv_dst": st.number_input("ct_srv_dst", value=0.5),
"trans_depth": st.number_input("trans_depth", value=2.0),
"synack": st.number_input("synack", value=1.5),
"tcprtt": st.number_input("tcprtt", value=0.6),
"ackdat": st.number_input("ackdat", value=1.2)

}

with col2:
data.update({

"sttl": st.number_input("sttl", value=1.2),
"dttl": st.number_input("dttl", value=1.2),
"ct_state_ttl": st.number_input("ct_state_ttl", value=1),

})

if st.button("Send Data for Binary Detection"):
with st.spinner("Analyzing data..."):

prediction = get_prediction(API_URL_BINARY, data)

if prediction:
st.write(f"Result of Binary Detection: {prediction[’message’]}")
if ’anomaly_history’ not in st.session_state:

st.session_state.anomaly_history = []
st.session_state.anomaly_history.append((prediction[’anomaly’], prediction[’message’]))
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else:
# Inputs for multiclass prediction
data_multiclass = {

"smean": st.number_input("smean", value=5.6),
"dmean": st.number_input("dmean", value=3.7),
"sttl": st.number_input("sttl", value=1.2)

}

if st.button("Send Data for Multiclass Prediction"):
with st.spinner("Analyzing data..."):

prediction = get_prediction(API_URL_MULTICLASS, data_multiclass)

if prediction:
st.write(f"Result of Multiclass Prediction: {prediction[’prediction’]}")
if ’anomaly_history’ not in st.session_state:

st.session_state.anomaly_history = []
st.session_state.anomaly_history.append((None, prediction[’prediction’]))

with tab2:
st.header("Detection History")
if ’anomaly_history’ in st.session_state:

for p1, p2 in st.session_state.anomaly_history:
st.write(f"Result of Binary Detection: {p1}, Result of Multiclass Prediction: {p2}")

else:
st.write("No detection recorded.")

with tab3:
st.header("Settings")
st.write("Set up configs later!")

if __name__ == "__main__":
run_streamlit_dashboard()
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Appendix C

Pipeline Implementation

C.1 Overview

The Pipeline directory is structured to help the entire workflow of data processing, normal-
ization, training, and evaluation of machine learning models. It is divided into two main
subdirectories:

• 0.Cleaning: Contains scripts for cleaning each dataset used in the project, ensuring
that the datasets are preprocessed and ready for further analysis and modeling.

• 1.Training: Contains scripts for training machine learning models with different nor-
malization techniques, including Min-Max normalization and Z-score normalization.

C.2 0.Cleaning

The 0.Cleaning directory includes the following script:

import pandas as pd
import numpy as np
import matplotlib.pyplot as plt

"""
This script processes the UNSW-NB15 dataset by performing the following tasks:

1. **Data Loading**: The ‘load_data‘ function loads the dataset from a CSV file and provides an initial analysis, displaying general information such as column names, data types, and the first few rows of the dataset.

2. **Data Cleaning and Conversion**:
- The ‘clean_data‘ function performs multiple data preparation tasks:

- Replaces invalid values (e.g., replacing ’-’ with NaN in the ’service’ column).
- Removes rows with missing values (NaN) to ensure the dataset is clean.
- Filters the dataset to include only relevant attack categories (’DoS’, ’Reconnaissance’, ’Normal’) by selecting rows in the ’attack_cat’ column.
- Converts column types based on predefined feature types (nominal, integer, binary, float) from an external features file.
- Displays the distribution of ’attack_cat’ and ’state’ categories to provide insights into the data.

3. **Data Visualization**:
- The ‘plot_data‘ function generates and saves pie charts to visualize the distribution of:

- Binary classification labels (normal vs abnormal).
- Multi-class labels (various attack types).
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4. **Main Execution Flow**:
- The ‘main‘ function orchestrates the data processing pipeline:

- Loads the dataset and feature description file.
- Cleans and preprocesses the data.
- Saves the cleaned dataset to a specified location.
- Generates and saves visual plots for further analysis.

The script is designed to work specifically with the UNSW-NB15 dataset but can be adapted for similar cybersecurity datasets with minor adjustments.
"""

# Function for loading data
def load_data(file_path):

df = pd.read_csv(file_path)

# Initial data analysis
print("Initial dataset information:")
df.info()

# Display the first lines of the dataset
print("\nFirst lines of the dataset:")
print(df.head())

print("Available columns in the DataFrame:")
print(df.columns.tolist())

return df

# Function to clean and convert data
def clean_data(df, features_file):

# Replace ‘-’ values with NaN in the ‘service’ column if it exists
if ’service’ in df.columns:

df[’service’] = df[’service’].replace(’-’, np.nan)
print(df.isnull().sum())

# Display the original shape of the data
print(f"\nOriginal shape of the data: {df.shape}")

# Remove rows with missing values
df.dropna(inplace=True)

# Display the shape of the data after removing NaNs
print(f"Shape of the data after removing NaNs: {df.shape}")

# Remove rows where ‘attack_cat’ is not ‘DoS’, ‘Scanning’, or ‘Normal’
if ’attack_cat’ in df.columns:

allowed_categories = [’DoS’, ’Reconnaissance’, ’Normal’]
initial_shape = df.shape
df = df[df[’attack_cat’].isin(allowed_categories)]
print(f"\nRows removed with ’attack_cat’ outside of {allowed_categories}: {initial_shape[0] - df.shape[0]}")
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print(f"Shape of the data after filtering by ’attack_cat’: {df.shape}")

# Display the count of unique values in the ‘attack_cat’ column
if ’attack_cat’ in df.columns:

print("\nDistribution of categories in ’attack_cat’:")
print(df[’attack_cat’].value_counts())

# Display the count of unique values in the ‘state’ column
if ’state’ in df.columns:

print("\nDistribution of states in ’state’:")
print(df[’state’].value_counts())
print(df.shape)

# Load information about features
features = pd.read_csv(features_file)
features.head()

features[’Type ’] = features[’Type ’].str.lower()

# Selecting column names of all data types
nominal_names = features[’Name’][features[’Type ’] == ’nominal’]
integer_names = features[’Name’][features[’Type ’] == ’integer’]
binary_names = features[’Name’][features[’Type ’] == ’binary’]
float_names = features[’Name’][features[’Type ’] == ’float’]

# Selecting common column names from dataset and feature dataset
cols = df.columns
nominal_names = cols.intersection(nominal_names)
integer_names = cols.intersection(integer_names)
binary_names = cols.intersection(binary_names)
float_names = cols.intersection(float_names)

# Convert columns to numeric types
for c in integer_names:

if c in df.columns:
df[c] = pd.to_numeric(df[c], errors=’coerce’)

else:
print(f"Column {c} not found in the DataFrame.")

for c in binary_names:
if c in df.columns:

df[c] = pd.to_numeric(df[c], errors=’coerce’)
else:

print(f"Column {c} not found in the DataFrame.")

for c in float_names:
if c in df.columns:

df[c] = pd.to_numeric(df[c], errors=’coerce’)
else:
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print(f"Column {c} not found in the DataFrame.")

print(df.info())

# Display the shape of the data after removing NaNs
print(f"Shape of the data after removing NaNs: {df.shape}")

# Display the count of unique values in the ’attack_cat’ column
if ’attack_cat’ in df.columns:

print("\nDistribution of categories in ’attack_cat’:")
print(df[’attack_cat’].value_counts())

# Display the count of unique values in the ’state’ column
if ’state’ in df.columns:

print("\nDistribution of states in ’state’:")
print(df[’state’].value_counts())

return df

def plot_data(df):
# Plot binary label distribution
plt.figure(figsize=(8, 8))
plt.pie(df.label.value_counts(), labels=[’normal’, ’abnormal’], autopct=’%0.2f%%’)
plt.title("Pie chart distribution of normal and abnormal labels", fontsize=16)
plt.legend()
plt.savefig(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Plots/UNSW_Pie_chart_binary.png’)
plt.show()

# Plot multiclass label distribution
plt.figure(figsize=(8, 8))
plt.pie(df.attack_cat.value_counts(), labels=df.attack_cat.unique(), autopct=’%0.2f%%’)
plt.title(’Pie chart distribution of multi-class labels’)
plt.legend(loc=’best’)
plt.savefig(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Plots/UNSW_Pie_chart_multi.png’)
plt.show()

def main():
# Load the data
file_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/00_Original_Dataset/UNSW_NB15.csv’
features_file = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/00_Original_Dataset/UNSW_NB15_features.csv’

data = load_data(file_path)

# Clean and convert the data
cleaned_data = clean_data(data, features_file)

# Save processed data
cleaned_data.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/01_Cleaned_Dataset/UNSW_cleaned.csv’, index=False)
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# Plot and save graphs
plot_data(cleaned_data)

print("Data prepared, saved, and graphs generated successfully.")

if __name__ == ’__main__’:
main()

C.3 1.Training

This subfolder has multiple scripts:

One Hot Encoding Script

import pandas as pd

"""
This script applies One-Hot Encoding to categorical features in the UNSW-NB15 dataset. One-Hot Encoding is a process that converts categorical variables into a binary format, which can be used by machine learning models.

1. **One-Hot Encoding Function** (‘one_hot_encoding‘):
- **Column Selection**:

- The function first separates numerical columns from categorical ones, ignoring any index or non-categorical columns.
- The categorical columns are identified by selecting all non-numeric columns from the dataset.

- **Encoding Process**:
- A new DataFrame is created, containing only the categorical columns.
- One-Hot Encoding is applied to these categorical columns, converting each category into a set of binary (0 or 1) features.

- **Concatenation and Cleanup**:
- The original DataFrame and the newly encoded DataFrame are concatenated.
- The original categorical columns are then dropped, leaving only the numerical and encoded features in the final DataFrame.

2. **Main Execution Flow**:
- The ‘main‘ function handles the following:

- Loads the pre-processed dataset from a CSV file.
- Applies One-Hot Encoding using the ‘one_hot_encoding‘ function.
- Saves the encoded dataset into a new CSV file for further processing or analysis.

This script is intended to prepare the UNSW-NB15 dataset for machine learning models by transforming categorical variables into a format suitable for algorithms that require numerical input. The final encoded dataset is saved to disk for later use.
"""

def one_hot_encoding(df):
# Select numeric columns
num_col = df.select_dtypes(include=’number’).columns

# Select categorical columns (excluding the first column which could be the index or something non-categorical)
cat_col = df.columns.difference(num_col)
cat_col = cat_col[1:]

# Create a DataFrame with only categorical attributes
df_cat = df[cat_col].copy()
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# Apply One-Hot Encoding
df_cat_encoded = pd.get_dummies(df_cat, columns=cat_col)

# Concatenate the original DataFrame with the encoded DataFrame
df_encoded = pd.concat([df, df_cat_encoded], axis=1)

# Remove the original categorical columns
df_encoded.drop(columns=cat_col, inplace=True)

return df_encoded

def main():
# Load the data
file_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/01_Cleaned_Dataset/UNSW_cleaned.csv’
df = pd.read_csv(file_path)

# Apply One-Hot Encoding "function"
df_encoded = one_hot_encoding(df)

# Save the encoded data
df_encoded.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/02_Encoded_Data/UNSW_encoded.csv’, index=False)

print("One-Hot Encoding realizado e dados salvos com sucesso.")

if __name__ == ’__main__’:
main()

Z-Score Normalization

import pandas as pd
import numpy as np
from sklearn.preprocessing import StandardScaler

def normalization(df, cols):
# Initialize the StandardScaler
scaler = StandardScaler()

# Apply normalization to each specified column
for col in cols:

arr = df[col].values.reshape(-1, 1)
df[col] = scaler.fit_transform(arr)

return df

def main():
# Load the data
file_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/02_Encoded_Data/UNSW_encoded.csv’ # Replace with the path to your file
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df = pd.read_csv(file_path)

# Select numeric columns
num_col = list(df.select_dtypes(include=’number’).columns)
if ’id’ in num_col:

num_col.remove(’id’)
if ’label’ in num_col:

num_col.remove(’label’)

print(f"Numeric columns selected for normalization: {num_col}")

# Apply normalization
df_normalized = normalization(df.copy(), num_col)

# Save the normalized data
df_normalized.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/02_Normalized/UNSW_zscore_normal.csv’, index=False)

print("Data normalization completed and saved successfully.")

if __name__ == ’__main__’:
main()

Label Encoding

import pandas as pd
import numpy as np
from sklearn import preprocessing

# Function for binary encoding
def label_encoding_binary(df):

# Change attack labels to two categories: ’normal’ and ’abnormal’
bin_label = pd.DataFrame(df[’label’].map(lambda x: ’normal’ if x == 0 else ’abnormal’))

# Create a DataFrame with binary labels (normal, abnormal)
bin_data = df.copy()
bin_data[’label’] = bin_label

# Encode binary labels (0, 1)
le = preprocessing.LabelEncoder()
enc_label = bin_label.apply(le.fit_transform)
bin_data[’label’] = enc_label

# Save the LabelEncoder classes
np.save("/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/unsw_zscore_le1_classes.npy", le.classes_, allow_pickle=True)

return bin_data

# Function for multi-class encoding
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def label_encoding_multi(df):
# Create a copy of the data to avoid altering the original
multi_data = df.copy()
multi_label = pd.DataFrame(multi_data.attack_cat)

# Apply one-hot encoding to the ’attack_cat’ column
multi_data = pd.get_dummies(multi_data, columns=[’attack_cat’])

# Label encoding for multi-class labels
le2 = preprocessing.LabelEncoder()
enc_label = multi_label.apply(le2.fit_transform)
multi_data[’label’] = enc_label

# Save encoder classes
np.save("/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/unsw_zscore_le2_classes.npy", le2.classes_, allow_pickle=True)

return multi_data

# Main function that performs both classifications
def main():

file_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/02_Normalized/UNSW_zscore_normal.csv’

# Load the data
df = pd.read_csv(file_path)

# Apply binary encoding
df_binary_encoded = label_encoding_binary(df)
df_binary_encoded.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_bin_labels.csv’, index=False)
print("Binary classification applied and data saved.")

# Apply multi-class encoding
df_multi_encoded = label_encoding_multi(df)
df_multi_encoded.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_multi_labels.csv’, index=False)
print("Multi-class classification applied and data saved.")

if __name__ == ’__main__’:
main()

Correlation Analysis

import pandas as pd
import seaborn as sns
import matplotlib.pyplot as plt

# Function to load data
def load_data(file_path):

df = pd.read_csv(file_path)
return df
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# Function to analyze and plot correlation
def correlation_analysis(bin_data, multi_data):

# Add the ’label’ column to the numeric columns
num_col = list(bin_data.select_dtypes(include=’number’).columns)
num_col.append(’label’)

# Correlation Matrix for Binary Labels
plt.figure(figsize=(20,8))
corr_bin = bin_data[num_col].corr()
sns.heatmap(corr_bin, vmax=1.0, annot=False)
plt.title(’Correlation Matrix for Binary Labels’, fontsize=16)
plt.savefig(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Plots/UNSW_zscore_correlation_matrix_bin.png’)
plt.show()

# Update the list of numeric columns for multi-class data
num_col = list(multi_data.select_dtypes(include=’number’).columns)

# Correlation Matrix for Multi Labels
plt.figure(figsize=(20,8))
corr_multi = multi_data[num_col].corr()
sns.heatmap(corr_multi, vmax=1.0, annot=False)
plt.title(’Correlation Matrix for Multi Labels’, fontsize=16)
plt.savefig(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Plots/UNSW_zscore_correlation_matrix_multi.png’)
plt.show()

def main():

# Load data
file_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/’
bin_data_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_bin_labels.csv’
multi_data_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_multi_labels.csv’

bin_data = load_data(bin_data_path)
multi_data = load_data(multi_data_path)

# Analyze and plot correlation
correlation_analysis(bin_data, multi_data)

print("Correlation analysis completed and graphs saved successfully.")

if __name__ == ’__main__’:
main()

Feature Selection

import pandas as pd
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# Function to perform feature selection with high correlation for binary classification
def feature_selection_binary(bin_data):

# Add the ’label’ column to the numeric columns
num_col_bin = list(bin_data.select_dtypes(include=’number’).columns)

# Find attributes with correlation greater than 0.3 with the binary label
corr_bin = bin_data[num_col_bin].corr()
corr_ybin = abs(corr_bin[’label’])

# Select only correlations greater than 0.3
highest_corr_bin = corr_ybin[corr_ybin > 0.3]

# Check the type of highest_corr_bin
print(f"Type of highest_corr_bin: {type(highest_corr_bin)}")
print(f"Contents of highest_corr_bin: {highest_corr_bin.head()}")

# Sort the Series by correlation values
highest_corr_bin = highest_corr_bin.sort_values(ascending=True)

# Select the columns found using the Pearson correlation coefficient
bin_cols = highest_corr_bin.index

# Create a new DataFrame with only the selected columns
bin_data = bin_data[bin_cols].copy()

return bin_data

# Function to perform feature selection with high correlation for multi-class classification
def feature_selection_multi(multi_data):

# Check for the presence of the ’label’ column in the DataFrame
if ’label’ not in multi_data.columns:

raise ValueError("The ’label’ column is not present in the data.")

# Select only numeric columns to calculate correlation
num_col = list(multi_data.select_dtypes(include=’number’).columns)

# Ensure ’label’ is in the list of numeric columns
if ’label’ not in num_col:

num_col.append(’label’)

# Calculate correlation only on numeric columns
corr_multi = multi_data[num_col].corr()

# Check the correlation with the ’label’ column
if ’label’ not in corr_multi:

raise ValueError("Could not calculate correlation with the ’label’ column.")

# Find attributes with correlation greater than 0.1 with the multi-class label
corr_ymulti = abs(corr_multi[’label’])



C.3. 1.Training 109

highest_corr_multi = corr_ymulti[corr_ymulti > 0.1]

# Sort the Series by correlation values
highest_corr_multi = highest_corr_multi.sort_values(ascending=True)

# Print the correlations and selected columns
print("\nComplete correlation with ’label’:")
print(corr_multi[’label’])
print("\nAttributes with high correlation with ’label’:")
print(highest_corr_multi)

# Select the columns found using the Pearson correlation coefficient
multi_cols = highest_corr_multi.index

# Ensure ’label’ is included in the selected columns
if ’label’ not in multi_cols:

multi_cols = multi_cols.append(pd.Index([’label’]))

# Create a new DataFrame with only the selected columns
multi_data_selected = multi_data[multi_cols].copy()

return multi_data_selected

def main():
# Path of the file with the correlation matrix for binary labels
bin_data_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_bin_labels.csv’
bin_data = pd.read_csv(bin_data_path)

# Perform feature selection with high correlation for binary
bin_data_selected = feature_selection_binary(bin_data)

# Save the resulting dataset for binary
bin_data_selected.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/04_Selection/UNSW_zscore_bin_data.csv’, index=False)

print("Binary feature selection completed and binary data saved successfully.")

# Path of the file with the matrix of data for multi-class labels
multi_data_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/03_Labelled/UNSW_zscore_multi_labels.csv’
multi_data = pd.read_csv(multi_data_path)

# Perform feature selection with high correlation for multi-class
multi_data_selected = feature_selection_multi(multi_data)

# Save the resulting dataset for multi-class
multi_data_selected.to_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/04_Selection/UNSW_zscore_multi_data.csv’, index=False)

print("Multi-class feature selection completed and multi-class data saved successfully.")

if __name__ == ’__main__’:
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main()

Binary Training

import numpy as np
import pandas as pd
import matplotlib.pyplot as plt
import pickle
import time
from sklearn.model_selection import train_test_split
from sklearn.linear_model import LinearRegression, LogisticRegression, SGDClassifier
from sklearn.svm import SVC
from sklearn.neighbors import KNeighborsClassifier
from sklearn.ensemble import RandomForestClassifier
from sklearn.tree import DecisionTreeClassifier
from sklearn.neural_network import MLPClassifier
from sklearn import metrics
from sklearn.preprocessing import LabelEncoder
from sklearn.decomposition import PCA
from os import path

# **Load your binary classification dataset**
bin_data = pd.read_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipeline/Datasets/04_Selection/UNSW_zscore_bin_data.csv’)

# Remove the ’id’ column if it exists
if ’id’ in bin_data.columns:

bin_data = bin_data.drop(columns=[’id’])

# Load the classes of the LabelEncoder from the saved file
le1 = LabelEncoder()
le1.classes_ = np.load("/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipeline/Datasets/03_Labelled/unsw_zscore_le1_classes.npy", allow_pickle=True)

# **Data Splitting**
X = bin_data.drop(columns=[’label’], axis=1)
Y = bin_data[’label’]

# Print all features
print("Feature in the dataset:")
print(bin_data.columns)

X_train, X_test, y_train, y_test = train_test_split(X, Y, test_size=0.20, random_state=50)

# **PCA for Dimensionality Reduction**
pca = PCA(n_components=0.95, random_state=50) # Keeps 95% of the variance
X_train = pca.fit_transform(X_train)
X_test = pca.transform(X_test)

# List of models to train
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models = {
"LogisticRegression": LogisticRegression(random_state=123, max_iter=2000, n_jobs=-1),
"KNN": KNeighborsClassifier(n_neighbors=4, n_jobs=-1),
"RandomForest": RandomForestClassifier(random_state=123, n_jobs=-1, n_estimators=75),
"DecisionTree": DecisionTreeClassifier(random_state=123),
"MLPClassifier": MLPClassifier(random_state=123, solver=’adam’, max_iter=1500),
"SGDClassifier": SGDClassifier(loss=’hinge’, random_state=123, max_iter=1000, tol=1e-3)

}

# Loop through models and train
for name, model in models.items():

print(f"\nTraining {name}...")
start_time = time.time()
model.fit(X_train, y_train)
y_pred = model.predict(X_test)

print(f"Mean Absolute Error - {metrics.mean_absolute_error(y_test, y_pred)}")
print(f"Mean Squared Error - {metrics.mean_squared_error(y_test, y_pred)}")
print(f"Root Mean Squared Error - {np.sqrt(metrics.mean_squared_error(y_test, y_pred))}")
print(f"R2 Score - {metrics.explained_variance_score(y_test, y_pred) * 100}")
print(f"Accuracy - {metrics.accuracy_score(y_test, y_pred) * 100}")
print(metrics.classification_report(y_test, y_pred, target_names=le1.classes_))

# Save predictions
df = pd.DataFrame({’Actual’: y_test, ’Predicted’: y_pred})
df.to_csv(f’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipeline/Predictions/UNSW_zscore_{name.lower()}_real_pred_bin.csv’, index=False)

# Plot predictions
plt.figure(figsize=(20, 8))
plt.plot(y_pred[:200], label="prediction", linewidth=2.0, color=’blue’, alpha=0.7)
plt.plot(y_test[:200].values, label="real_values", linewidth=2.0, color=’lightcoral’, alpha=0.7)
plt.legend(loc="best")
plt.title(f"{name} Binary Classification")
plt.savefig(f’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipeline/Plots/UNSW_zscore_{name.lower()}_real_pred_bin.png’)
plt.show()

# Save model
pkl_filename = f"/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipeline/Models/UNSW_zscore_{name.lower()}_binary.pkl"
if not path.isfile(pkl_filename):

with open(pkl_filename, ’wb’) as file:
pickle.dump(model, file)

print(f"Saved {name} model to disk in {time.time() - start_time:.2f} seconds\n")
else:

print(f"{name} model already saved\n")

Binary Bagging



112 Appendix C. Pipeline Implementation

import numpy as np
import pandas as pd
from sklearn.model_selection import train_test_split
from sklearn.ensemble import VotingClassifier
from sklearn.metrics import accuracy_score, classification_report, confusion_matrix
import matplotlib.pyplot as plt
import pickle
import seaborn as sns

# **Load Data from a CSV File**
data = pd.read_csv(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Datasets/04_Selection/UNSW_zscore_bin_data.csv’)

# Remove the ’id’ column if it exists
if ’id’ in data.columns:

data = data.drop(columns=[’id’])

# Separate the features from the labels
X = data.drop(columns=[’label’])
y = data[’label’]

# **Split the Data into Training and Testing Sets**
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.20, random_state=50)

# **Load the Models**
model_paths = {

"LogisticRegression": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_logisticregression_binary.pkl",
"KNN": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_knn_binary.pkl",
"RandomForest": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_randomforest_binary.pkl",
"DecisionTree": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_decisiontree_binary.pkl",
"MLPClassifier": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_mlpclassifier_binary.pkl",
#"SGDClassifier": "/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_sgdclassifier_binary.pkl"

}

# Load the trained models
models = {name: pickle.load(open(path, ’rb’)) for name, path in model_paths.items()}

# **Create the ensemble using VotingClassifier**
voting_model = VotingClassifier(estimators=[

(’lr’, models["LogisticRegression"]), # LogisticRegression
(’knn’, models["KNN"]), # KNN
(’rf’, models["RandomForest"]), # RandomForest
(’dt’, models["DecisionTree"]), # DecisionTree
(’mlp’, models["MLPClassifier"]), # MLPClassifier
# (’sgd’, models["SGDClassifier"]) # SGDClassifier

], voting=’hard’) # or ’soft’ to use probabilities

# **Train the ensemble**
voting_model.fit(X_train, y_train)
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# **Evaluate Performance**
y_pred_train = voting_model.predict(X_train)
y_pred_test = voting_model.predict(X_test)

# Display results
print("Train Accuracy: ", accuracy_score(y_train, y_pred_train) * 100)
print("Test Accuracy: ", accuracy_score(y_test, y_pred_test) * 100)
print("Classification Report (Test):")
print(classification_report(y_test, y_pred_test))

# Calculate the confusion matrix
conf_matrix = confusion_matrix(y_test, y_pred_test)

# Plot the confusion matrix
plt.figure(figsize=(8, 6))
sns.heatmap(conf_matrix, annot=True, fmt=’d’, cmap=’Blues’, cbar=False)
plt.ylabel(’True Values’)
plt.xlabel(’Predicted Values’)
plt.title("UNSW Ensembled Binary Classification")

plt.savefig(’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Plots/UNSW_ensemble_confusion_matrix.png’)

# Show the plot
plt.show()

# **Save the Combined Model**
ensemble_model_path = ’/home/mario/Downloads/Tese/Tese_Mario_Carneiro/Pipe5/Models/UNSW_zscore_voting_combined_binary_v1.pkl’
with open(ensemble_model_path, ’wb’) as file:

pickle.dump(voting_model, file)

print("Combined model saved successfully!")

This folder contains additional scripts; however, to avoid redundancy in the appendices,
some scripts have been omitted.
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Appendix D

Testbed Implementation

This appendix includes the script for the implementation of the testbed, which is designed
to automate cyberattack scenarios and validate the models.

D.1 Testbed Script

import subprocess
import random
import time
import csv
import os
from datetime import datetime, timedelta

"""
This script is designed to capture network packets and record events related to network scans, performing the following tasks:

1. Packet Capture:
- The ‘start_packet_capture‘ function starts capturing packets using the ‘tcpdump‘ command.
It captures packets from a specific network interface and saves them in an output file.
The capture time and maximum file size are configurable.
The function also records the start of the capture in a CSV file.

2. Packet Capture Stops:
- The ‘stop_packet_capture‘ function terminates the packet capture process.
After capturing, it records the end in the CSV file and captures any errors generated during execution.

3. Execution of network scans:
- The ‘execute_scan‘ function performs a network scan using the ‘nmap‘ command.
The function records information about the scan, including the type of scan, the destination IP address, the duration of the capture and any output generated (or errors).

4. Execution os DoS Attacks:

5. Event Log:
- The ‘log_event‘ function records events in the CSV file, ensuring that all relevant fields are included, even if they are missing from the event information.
This includes a timestamp for each event recorded.

6. CSV file configuration:
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- The ‘setup_csv‘ function sets up a CSV file to record events.
If the file already exists, it opens in add mode; otherwise, it creates a new one and writes the header.

7. Filename Management:
- The ‘get_next_file_index‘ function generates a sequential index for the output files based on existing files in the specified directory.
This ensures that new files don’t overwrite existing ones.

8. Main Execution Flow:
- The main flow of the script will call these functions to perform packet captures and scans,recording all events and their information in the designated CSV.

This script is useful in cyber security scenarios for monitoring and recording network activity, allowing later analysis of the data captured."""

# Common functions

def get_next_file_index(prefix, extension, directory):
files = [f for f in os.listdir(directory) if f.startswith(prefix) and f.endswith(extension)]
if not files:

return 1
indices = [int(f[len(prefix):-len(extension)]) for f in files if f[len(prefix):-len(extension)].isdigit()]
return max(indices) + 1 if indices else 1

def setup_csv(csv_file):
# Check if the CSV file already exists
file_exists = os.path.isfile(csv_file)

# Define the important fields for training the model
fieldnames = [
’timestamp’, ’event_type’, ’file_index’, ’interface’, ’output_file’,
’capture_duration’, ’capture_command’, ’scan_type’, ’target_ip’,
’attack_command’, ’attack_type’, ’attack_intensity’, ’packets_sent’,
’latency’, ’status’, ’error’, ’additional_info’, ’protocol’, ’port’,
’len’, ’frame_len’, ’ip_src’, ’ip_dst’

]

# Open CSV file for writing (append mode)
csv_file_object = open(csv_file, ’a’, newline=’’)
csv_writer = csv.DictWriter(csv_file_object, fieldnames=fieldnames)

# If the file did not exist, write the header
if not file_exists:

csv_writer.writeheader()

return csv_file_object, csv_writer

def log_event(csv_writer, event_type, event_info):
event_info[’event_type’] = event_type
event_info[’timestamp’] = str(datetime.now())

# Filter the dictionary to keep only the fields that are in fieldnames
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filtered_event_info = {k: v for k, v in event_info.items() if k in csv_writer.fieldnames}

# Add missing fields with empty value
for field in csv_writer.fieldnames:

if field not in filtered_event_info:
filtered_event_info[field] = ’’

csv_writer.writerow(filtered_event_info)

def start_packet_capture(interface, output_file, duration, csv_writer, max_size_mb=30):

# Calculation of maximum file size in megabytes for the -C option
max_size_kb = max_size_mb * 1024 #Convert MB to KB

tcpdump_command = f"sudo timeout {duration} tcpdump -i {interface} -C {max_size_kb} -w {output_file} -Z root"
try:

# Capture standard output (stdout) and error output (stderr)
tcpdump_process = subprocess.Popen(tcpdump_command, shell=True, stdout=subprocess.PIPE, stderr=subprocess.PIPE)

log_event(csv_writer, "packet_capture_start", {
"interface": interface,
"output_file": output_file,
"capture_duration": duration,
"capture_command": tcpdump_command

})
print(f"Started packet capture, saving to {output_file}")

return tcpdump_process
except Exception as e:

# Error log if packet capture fails to start
log_event(csv_writer, "error", {

"message": "Failed to start packet capture",
"error": str(e)

})
return None

def stop_packet_capture(tcpdump_process, csv_writer, interface, output_file):
if tcpdump_process:

tcpdump_process.terminate()
stdout, stderr = tcpdump_process.communicate() # Capture the output and error

# Check and log any error output for debugging
if stderr:

log_event(csv_writer, "erg ror", {
"message": "Error during packet capture",
"error": stderr.decode(’utf-8’)

})

tcpdump_process.wait()
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# Log of the end of packet capture
log_event(csv_writer, "packet_capture_end", {

"interface": interface,
"output_file": output_file

})

print(f"Packet capture completed, file saved to {output_file}")

def execute_scan(scan_type, target_ip, csv_writer):
command = f"sudo nmap {scan_type} {target_ip}"
start_time = datetime.now()
try:

result = subprocess.run(command, shell=True, capture_output=True, text=True)
end_time = datetime.now()

scan_info = {
"scan_type": scan_type,
"target_ip": target_ip,
"command": command,
"capture_duration": str(end_time - start_time),
"status": "success" if result.returncode == 0 else "failed",
"additional_info": result.stdout if result.returncode == 0 else result.stderr

}

log_event(csv_writer, "scan", scan_info)
except Exception as e:

log_event(csv_writer, "error", {
"message": "Failed to execute scan",
"error": str(e)

})

def execute_dos_attack(ip, attack_command, csv_writer):
duration = random.randint(15, 60) # Random attack duration (Prevent Overfitting of later retraining model)
start_time = time.time()
try:

process = subprocess.Popen(attack_command, shell=True)
time.sleep(duration)
subprocess.run(f"pkill -f ’{attack_command.split()[0]}’", shell=True)
process.terminate()
attack_duration = time.time() - start_time
attack_info = {

"attack_command": attack_command,
"target_ip": ip,
"attack_type": "DoS",
"capture_duration": attack_duration

}
log_event(csv_writer, "dos_attack", attack_info)

except Exception as e:
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log_event(csv_writer, "error", {
"message": "Failed to execute DoS attack",
"error": str(e)

})

# Function to clear ARP cache and kill attack-related processes
def cleanup_environment():

# Clear ARP cache
#subprocess.run("sudo ip -s -s neigh flush all", shell=True)

# Kill ARP spoofing, DoS, etc. processes.
subprocess.run("sudo pkill tcpdump", shell=True)
#subprocess.run("sudo pkill arpspoof", shell=True)
subprocess.run("sudo pkill hping3", shell=True)
subprocess.run("sudo pkill nping", shell=True)
subprocess.run("sudo pkill ping", shell=True)

# Main function
def main():

# Configs
#target_ip = ’192.168.1.92’ # IP PC Portátil 1
#target_ip = ’192.168.1.93’ # IP PC Portátil 2
target_ip = ’192.168.1.64’ # IP Pc Fixo
gateway_ip = ’192.168.1.254’ # Network Gateway IP
interface = ’eth0’ # Network interface
base_directory = ’/home/pi/Tese/Tese_Mario_Carneiro/Datasets/01_Dataset_Pcap’

# Configure randomness to choose the scenario
scenarios = [1, 2, 3]
total_duration = 8 * 3600 # 8 hours (Running Script hours)
end_time = datetime.now() + timedelta(seconds=total_duration)

while datetime.now() < end_time:
scenario = random.choice(scenarios)
print(f"Running Scenario {scenario}")

# Clean the environment before each scenario
# Comment: We ensure that each scenario starts in a clean state to avoid interference
# caused by residues from previous scenarios, especially from attack or spoofing traffic.
cleanup_environment()

if scenario == 1:
prefix = ’scan_’
sub_directory = ’Scenario1’
scan_types = [’-sn’, ’-F’, ’-A’, ’-p 1-100’, ’-T4’, ’-sS’, ’-O’, ’-sU’]
directory = os.path.join(base_directory, sub_directory)
os.makedirs(directory, exist_ok=True)

# CSV and pcap files setup
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file_index = get_next_file_index(prefix, ".pcap", directory)
output_file = os.path.join(directory, f"{prefix}{file_index}.pcap")
csv_file = os.path.join(directory, f"{prefix}{file_index}.csv")

# CSV file setup and writer initialization
csv_file_object, csv_writer = setup_csv(csv_file)

# Packet capture
capture_duration = random.randint(60, 150) # Capture duration between 1 and 3 minutes
tcpdump_process = start_packet_capture(interface, output_file, capture_duration, csv_writer)

# Running an Nmap scan
scan_type = random.choice(scan_types)
execute_scan(scan_type, target_ip, csv_writer)

elif scenario == 2:
prefix = ’dos_’
sub_directory = ’Scenario2’
dos_commands = [

f"sudo hping3 --flood --rand-source --syn {target_ip}",
f"sudo ping -i 0.002 {target_ip}", #ping -f {target_ip}" -> Ping -f replacement due to root problems
f"sudo nping --tcp -p 80 --flags syn --data-length 1200 --rate 1000 {target_ip}"

]
directory = os.path.join(base_directory, sub_directory)
os.makedirs(directory, exist_ok=True)

# CSV and pcap files setup
file_index = get_next_file_index(prefix, ".pcap", directory)
output_file = os.path.join(directory, f"{prefix}{file_index}.pcap")
csv_file = os.path.join(directory, f"{prefix}{file_index}.csv")
csv_file_object, csv_writer = setup_csv(csv_file)

# Packet capture
capture_duration = random.randint(60, 150) # Capture duration between 1 and 3 minutes
tcpdump_process = start_packet_capture(interface, output_file, capture_duration, csv_writer)

# Executing a DoS attack
attack_command = random.choice(dos_commands)
execute_dos_attack(target_ip, attack_command, csv_writer)

elif scenario == 3:
# Scenario 3 settings
prefix = ’traffic_’
sub_directory = ’Scenario3’
directory = os.path.join(base_directory, sub_directory)
os.makedirs(directory, exist_ok=True)

# CSV and pcap files setup
file_index = get_next_file_index(prefix, ".pcap", directory)
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output_file = os.path.join(directory, f"{prefix}{file_index}.pcap")
csv_file = os.path.join(directory, f"{prefix}{file_index}.csv")
csv_file_object, csv_writer = setup_csv(csv_file)

# Packet capture
capture_duration = random.randint(120, 300) # Capture duration between 2 and 5 minutes
tcpdump_process = start_packet_capture(interface, output_file, capture_duration, csv_writer)

# Capturing benign traffic
print(f"Capturing benign traffic for: {capture_duration}...")
time.sleep(capture_duration)
log_event(csv_writer, "traffic", {"duration": capture_duration})
print("Benign traffic capture completed.")

# Wait for packet capture to finish
stop_packet_capture(tcpdump_process, csv_writer, interface, output_file)

# Random idle period between 10s and 25s
inactivity_period = random.randint(10, 25)
print(f"Inactivity period: {inactivity_period} seconds.")
time.sleep(inactivity_period)

# Update file names for the next iteration
file_index += 1
output_file = os.path.join(directory, f"{prefix}{file_index}.pcap")
csv_file = os.path.join(directory, f"{prefix}{file_index}.csv")

# Close the CSV file of the current iteration
csv_file_object.close()

print("Execution completed.")

if __name__ == "__main__":
main()
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Appendix A

Training Evaluations

This appendix contains images illustrating the training evaluations for both binary and multi-
class classification models.

A.1 Binary Classification - Min-Max-Score - UNSW

A.1.1 Label Correlation

Figure A.1: Label Correlation for Binary Classification using Min-Max-Score

A.1.2 Logistic Regression

Figure A.2: Logistic Regression Evaluation
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A.1.3 K-Nearest Neighbors (KNN)

Figure A.3: K-Nearest Neighbors Evaluation

A.1.4 Decision Tree

Figure A.4: Decision Tree Evaluation
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A.1.5 Random Forest

Figure A.5: Random Forest Evaluation

A.1.6 MLP Classifier

Figure A.6: MLP Classifier Evaluation



126 Appendix A. Training Evaluations

A.1.7 SGD Classifier

Figure A.7: SGD Classifier Evaluation

A.1.8 Ensembled Model

Figure A.8: Ensembled Model Evaluation

A.2 Binary Classification - Z-Score - UNSW

A.2.1 Label Correlation

Figure A.9: Label Correlation for Binary Classification using Z-Score
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A.2.2 Logistic Regression

Figure A.10: Logistic Regression Evaluation (Z-Score)

A.2.3 K-Nearest Neighbors (KNN)

Figure A.11: K-Nearest Neighbors Evaluation (Z-Score)
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A.2.4 Decision Tree

Figure A.12: Decision Tree Evaluation (Z-Score)

A.2.5 Random Forest

Figure A.13: Random Forest Evaluation (Z-Score)
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A.2.6 MLP Classifier

Figure A.14: MLP Classifier Evaluation (Z-Score)

A.2.7 SGD Classifier

Figure A.15: SGD Classifier Evaluation (Z-Score)
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A.2.8 Ensembled Model

Figure A.16: Ensembled Model Evaluation (Z-Score)

A.3 Multi-Class Classification - Min-Max-Score - UNSW

A.3.1 Label Correlation

Figure A.17: Label Correlation for Multi-Class Classification using Min-Max-
Score

A.3.2 Logistic Regression

Figure A.18: Logistic Regression Evaluation (Multi-Class)
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A.3.3 K-Nearest Neighbors (KNN)

Figure A.19: K-Nearest Neighbors Evaluation (Multi-Class)

A.3.4 Decision Tree

Figure A.20: Decision Tree Evaluation (Multi-Class)
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A.3.5 Random Forest

Figure A.21: Random Forest Evaluation (Multi-Class)

A.3.6 MLP Classifier

Figure A.22: MLP Classifier Evaluation (Multi-Class)
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A.3.7 SGD Classifier

Figure A.23: SGD Classifier Evaluation (Multi-Class)

A.3.8 Ensembled Model

Figure A.24: Ensembled Model Evaluation (Multi-Class)
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A.4 Multi-Class Classification - Z-Score - UNSW

A.4.1 Label Correlation

Figure A.25: Label Correlation for Multi-Class Classification using Min-Max-
Score

A.4.2 Logistic Regression

Figure A.26: Logistic Regression Evaluation (Multi-Class)
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A.4.3 K-Nearest Neighbors (KNN)

Figure A.27: K-Nearest Neighbors Evaluation (Multi-Class)

A.4.4 Decision Tree

Figure A.28: Decision Tree Evaluation (Multi-Class)
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A.4.5 Random Forest

Figure A.29: Random Forest Evaluation (Multi-Class)

A.4.6 MLP Classifier

Figure A.30: MLP Classifier Evaluation (Multi-Class)
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A.4.7 SGD Classifier

Figure A.31: SGD Classifier Evaluation (Multi-Class)

A.4.8 Ensembled Model

Figure A.32: Ensembled Model Evaluation (Multi-Class)


