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Abstract
It is imperative to safeguard computer applications and information systems against the growing number of cyber-
attacks. Automated software testing can be a promising solution to quickly analyze many lines of code and detect 
vulnerabilities and possible attack vectors by generating function-specific testing data. This process draws similari-
ties to the constrained adversarial examples generated by adversarial learning methods, so there could be significant 
benefits to the integration of these methods in testing tools. Therefore, this literature review is focused on the current 
state-of-the-art of constrained data generation methods applied for adversarial learning and software testing, aiming 
to guide researchers and developers to enhance software testing tools with adversarial testing methods and improve 
the resilience and robustness of their information systems. The found constrained data generation applications were 
systematized, and the advantages and limitations of approaches specific for white-box, grey-box, and black-box testing 
were analyzed, identifying research gaps and opportunities to improve automated testing tools with data generated 
by adversarial attacks.
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1  Introduction

From decision-making processes to electronic commerce and a variety of online services, the dependency of modern 
organizations on computer programs and information systems is not slowing down soon [1]. However, no computer code 
is flawless, so the integration of different technologies and software components can add hidden vulnerabilities ready 
to be exploited in novel zero-day cyber-attacks. Not even systems that rely on artificial intelligence are secure, due to 
the susceptibility of machine learning models to attacks with adversarial examples [2]. As organizations rush the deploy-
ment of computer applications without thoroughly testing all software components, they are increasing the risk of an 
attacker with malicious intents disrupting their critical business processes and impacting their business continuity [3].

To safeguard organizations and their personnel from the damage caused by an attack, it is imperative to integrate 
security best practices in software development workflows and ensure that all computer applications are adequately 
tested before being deployed. Nonetheless, despite growing concerns for software testing, it is still mostly a manual 
process where developers design the tests that each distinct part of the code must be validated against. This process is 
time-consuming, expensive, and usually incomplete, because human personnel cannot formulate tests for the entire 
attack surface of an information system nor tackle all possible attack vectors [4].

Automated software testing is a very promising research field because an automated and methodical approach can 
address the attack vectors that would otherwise be left unnoticed. By quickly analyzing thousands of lines of code, both 
time and monetary costs can be reduced. Nonetheless, to perform trustworthy tests and ensure that a program is func-
tioning correctly, the generated testing data must address the different constraints of the tested functions and software 
components. So, in short, an automated testing tool slightly modifies the parameters of a function to check if it deviates 
from the expected behaviour [5]. In another pertinent research field, adversarial machine learning, a similarity can be 
noticed: an adversarial attack method creates slight modifications in data features to deceive a model, causing misclas-
sifications and unexpected behaviors [6]. Therefore, both automated testing tools and adversarial learning methods 
serve similar purposes and there could be significant benefits to their integration.

Due to the lack of publications addressing the use of adversarial learning methods to improve software testing tools, 
with data perturbations generated according to the specific constraints of the tested functions and software compo-
nents, this work investigates the recent scientific developments and technological advances of these fields. The main 
research question of this literature review was: How can automated software testing tools be improved with constrained 
adversarial machine learning methods?.

To guide the research performed in the scope of each field, software testing and adversarial learning, the main ques-
tion was divided into two narrower sub-questions: 

RQ1:	� How can adversarial learning methods be leveraged for constrained data generation?
RQ2:	� How can automated software testing tools benefit from constrained data generation?

By investigating the current approaches in a methodical manner, this work can guide researchers and developers to 
enhance automated testing tools with adversarial learning methods and improve the resilience and robustness of the 
System Under Test (SUT). This paper is organized into multiple sections. Section 2 describes the search methodology. 
Sections 3 and 4 present and discuss the found publications for RQ1 and RQ2. Finally, Sect. 5 presents the concluding 
remarks and future research topics.

2 � Search methodology

This section describes the methodical review process employed for both RQ1 and RQ2. To achieve a transparent, repli-
cable, and complete literature review, a part of the PRISMA methodology [7] was followed. Search terms were created to 
be used in reputable bibliographic databases, and several inclusion and exclusion criteria were defined. After an initial 
screening phase with the titles and abstracts of the found publications, their full texts were assessed for eligibility, and 
only then they were included in the review.
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2.1 � Search terms

Search terms were chosen after a careful initial analysis of the literature. Since constrained data generation is a rela-
tively unexplored research topic without standardized keywords, the search had to cover broader terms to prevent 
narrowing it down too much and obtain relevant publications for the scope of the review. Therefore, some word 
variations were also considered to widen the search to more common concepts like number generators and 
conditional generators, as well as approaches that address constraints and restrictions, which 
are word variations represented by "*".

Considering that RQ1 and RQ2 share a common scope, constrained data generation, only their target field was 
different in the search queries. For RQ1, the query included the adversarial term to focus on approaches related 
to adversarial machine learning and adversarial perturbations. For RQ2, the target field was software testing 
to analyze the publications specific to this field. Table 1 presents the combined query, where the terms of each scope 
were aggregated with AND operators.

2.2 � Search sources

The primary search source was Science Direct [8], which is a large bibliographic database of scientific journals and 
conference proceedings provided by the publisher Elsevier. Due to their acknowledged relevance for scientific lit-
erature of software engineering, the search also included the digital libraries of the Institute of Electrical and Elec-
tronics Engineers (IEEE) [9], the Association for Computing Machinery (ACM) [10], and the Multidisciplinary Digital 
Publishing Institute (MDPI) [11].

2.3 � Inclusion and exclusion criteria

The review was performed in the beginning of 2024 and was focused on peer-reviewed conference papers and jour-
nal articles introducing or applying constrained generation approaches, in the English language. Considering that 
both adversarial learning and software testing are active areas of research and had relevant technological advances 
in recent years, the selected time frame was 2017 to 2023, the latest 7 whole years of scientific developments, at the 
time the review was started. To limit the findings to recent developments published and stored in these databases, 
backward snowballing was not performed in this review.

The widened search queries led to more relevant publications within this time frame, but also to many publica-
tions that were not aligned with the purpose of this review. To screen the publications and assess their eligibility, 
several criteria were defined. These intended to include only the publications presenting possible approaches that 
took constraints into account, excluding general surveys and reviews that were not focused on constraints.

Furthermore, the criteria also excluded publications that mentioned constraints or conditions but not during 
their data generation processes, and publications that did not detail how the utilized constraints were applied nor 
how they affected the data generation. Table 2 provides an overview of the defined inclusion and exclusion criteria 
for both RQ1 and RQ2.

Table 1   Search query for RQ1

* Wildcard symbol for keyword variations

Scope Keywords

Constrained Constrained* OR Conditional* OR Restricted*
Field Adversarial learning OR Software testing
Data Data OR Sample OR Example OR Number
Generation Generation OR Generator
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3 � Adversarial machine learning

This section presents and discusses the findings of RQ1, systematizing the constrained data generation applica-
tions for adversarial machine learning. A total of 1915 records were initially obtained by applying the query to the 
contents of the publications stored in the selected databases. After the screening and eligibility assessment phases, 
130 publications were included in the review. This process is detailed in Fig. 1.

The included publications were systematized to identify the current applications of constrained data genera-
tion and the methods they are based on. A total of 98 applications were identified across 11 sectors and industries, 
although a few were more general and not specific to a single industry. The number of applications grew from 2 in 
2017 to 36 in 2023, with the cybersecurity and healthcare sectors being the most prominent and having more diverse 
applications, followed by the aerospace and energy sectors. These are the key sectors where it was identified that 
constrained data generation is necessary and there is a growing number of applications.

Table 3 summarizes the reviewed applications and the methods they were based on. These base methods were 
either explicitly built upon or their concepts were implicitly used in new implementations. The table is divided accord-
ing to the main sectors and industries: aerospace, automotive, chemical, cybersecurity, economy, energy, geological, 
healthcare, mechanical, music, and water. The remaining publications that were more broad are included in a general 
subdivision at the end of the table.

Table 2   Inclusion and 
exclusion criteria

Inclusion criteria Exclusion criteria

IC1 Peer-reviewed journal article
or conference paper

EC1 duplicated publication

IC2 Published from 2017 to 2023 EC2 survey or review
IC3 Available in the English language EC3 constraints not in generation
IC4 Introduced or applied an approach
for constrained data generation

EC4 constraints not detailed
EC5 full text not available

Fig. 1   PRISMA search process 
for RQ1
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The increasing use of constraints across various sectors and industries highlights that better data can be generated 
when the specificities of the task at hand are considered. Nonetheless, since most publications handle image classifica-
tion datasets, they employ methods with simple constraints to generate new synthetic images according to the classes 
of a dataset. Most approaches are based on improved versions of the Generative Adversarial Network (GAN) [142] and 
the Variational Autoencoder (VAE) [143], such as Conditional GAN (CGAN) [144], Wasserstein GAN (WGAN) [145], and 
Conditional VAE (CVAE) [146].

Even though the CGAN and CVAE improved versions of deep learning algorithms spread across the literature because 
they can learn to generate different data for different classes, the samples of each class are freely generated without 
addressing any complex constraint. For more complex tasks in sectors that require other data types like tabular data 
and time series, some approaches are starting to rely on methods that support more rigorous configurations and more 
complex constraints. For instance, some researchers employ evolutionary computation with swarm intelligence and 
custom-built Genetic Algorithms (GAs) [37], and others apply fuzzy logic in their algorithms to deal with the uncertainty 
of the information [45].

Despite the wide range of applications of constrained data generation, the few approaches that could potentially 
be transferable to automated software testing tools were mainly developed for cybersecurity applications related to 
communication networks and cyber-physical applications in energy grids and water distribution networks. Due to the 
low-quality data that conventional methods would generate in these complex domains, some researchers encapsulated 
the data generation processes in mechanisms that enforce task-specific constraints.

In [63], the authors intended to simulate electrical grids and water supply and distribution systems. Each action or 
event in one part of these cyber-physical systems would affect the entire energy and water networks, so the presence 
of a given value at a given feature would restrict the values that other features could have. Linear equality constraints 
were defined to fulfill the physical capacity requirements of each network and multiple simulations were performed 
to validate them. This optimization approach could be useful to model the relationships between different nodes of a 
network and different software components, but the constraints would need to be carefully redesigned for each minor 
change in the tested functions or to be transferred to different SUT architectures.

To provide a structure that could be adapted to changes, in [32], energy and water networks were addressed through 
graph theory. The graph structure provided a more rigorous representation of the electric and water flow physics between 
different nodes in a network, enabling the simulation of cyclic trends and acyclic congestions, as well as their effects in 
other nodes. Nodes and their connections could be added or removed to adapt the structure to different flow networks, 
although it was tailored to the specific physical constraints of those domains. Additionally, it is also relevant to highlight 
the mechanism introduced in [131] to perform physically accurate simulations of stretches and compressions of objects 
in three-dimensional spaces. Despite not being as rigorous as flow graphs and only being tested with triangulated cloth 
meshes of human body poses and joint rotations, this mechanism could be transferable to the perturbation of images 
and objects provided to the SUT and test its complex code structure.

Regarding biomedical images, in [100], the authors addressed the insufficient label granularity of most datasets. Since 
multiple sub-types of a disease can be aggregated into a single broader label, the data samples of a class can exhibit 
entirely different data distributions and feature correlations. Even if a CGAN is used to distinguish between different 
classes of a dataset, the generated data may mix the characteristics of multiple sub-types and therefore may not cor-
respond to an actual disease. Conditioning vectors were used to restrict the modification of relevant disease features 
according to the values exhibited by other similar samples that were presumed to be of the same sub-type. Even though 
this mechanism is still based on a CGAN and would need to be redesigned for other data types, the concept of configuring 
class-specific value constraints could be useful to improve data quality and generate relevant parameter combinations 
in a reduced amount of time.

These sub-classes were further explored in [40], where the authors established that an adversarial example must be 
valid within its domain structure, which corresponds to the input of the software component being tested, and be coher-
ent with the characteristics and purposes of each class. Constrained data perturbations were generated by analysing 
the value intervals of individual features and the value combinations of groups of features. Despite being developed for 
network intrusion detection, the method created constrained adversarial examples that fulfilled complex constraints. This 
method could be useful to software testing because the tested functions could be aggregated into classes according to 
their functionalities and function-specific value perturbations could be performed, quickly generating more adequate 
parameter combinations to achieve a high code coverage.

Overall, the reviewed adversarial machine learning approaches present valuable insights for automated software 
testing applications, although they are tailored to the specificities of cyber-physical systems. These mechanisms could 
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be redesigned to consider the value constraints of the parameters of each tested function and generate high-quality 
data to test different software components. Therefore, it is also pertinent to explore the recent advances in automated 
software testing tools and analyze the ways that constrained data generation could be used to improve them.

4 � Automated software testing

This section presents and discusses the findings of RQ2, thoroughly analyzing the advantages and limitations of 
approaches specific to software testing. A total of 537 records were identified in the selected databases. After the screen-
ing of their titles and abstracts and the assessment of their full texts for eligibility, 17 publications were included in the 
review. This process is detailed in Fig. 2.

Software testing approaches can be divided into a three-fold: (i) white-box, (ii) black-box, and (iii) grey-box. The first is 
mostly executed from a developer’s point of view, where all the domain constraints and the system’s inner workings are 
known and leveraged. The black-box approach is characterized by its lack of knowledge and access to the source code 
[147]. In a black-box testing setting, the tester has only information about what the system is supposed to do and how 
it can be interacted with. However, further intricacies of the SUT are unknown [147]. Lastly, grey-box testing combines 
both approaches. However, the implementation of the SUT and its domain is only partially known [148].

Software testing automation can be extremely challenging, depending on the approach and levels of testing consid-
ered. The key aspect to achieve automation relies on the construction of the test cases, which are a reflection of the SUT’s 
functions parameter values and their execution sequence [149]. When considering the generation of input values to test 
the system, one must deal with the difficulties related with finding the right input values along with their combination 
and the right execution sequence, since the prior execution of system functionality may alter its state, which leads to 
different system execution paths [149].

Depending on the information available to the automated testing tool these can have enormous search spaces, which 
is not ideal when considering the possible execution time [150]. Depending on the software and the levels of testing that 
the automated tool is trying to achieve, a white-box automated testing tool with access to more domain information 
might perform better and more efficient testing of the SUT’s domain. Nonetheless, testing a system from a user perspec-
tive using black-box techniques may sometimes raise different exceptions and errors that are not usually expected nor 
visually understandable in the source code [151].

Fig. 2   PRISMA search process 
for RQ2
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Considering the different domain constraints that different systems have, this review has shown that although random 
generation of data may be capable of achieving reasonable test path coverage of simpler paths, it is highly unpractical on 
more complex ones. Complex functionalities usually contain more dependencies, making the combination of the right 
parameters extremely complex. Moreover, the literature shows that in a black-box context, the input space for certain 
data types is continuous, and therefore different techniques such as providing boundary values [152–154], leveraging 
system feedback [152, 155, 156] and applying search techniques can reduce computational complexity [157].

In a grey-box setting, the authors have also attempted to reduce the input space by resorting to specifications that 
reflect source code knowledge to constraint the input [158] and techniques for quick exploration of the input space [159]. 
In a white-box setting, automated testing can be interpreted as a search problem, with most existing methods focusing 
on metaheuristics and their optimization to find more diverse test cases [160–165]. One publication has attempted to 
use GANs for software testing [46], but like many white-box approaches, it only focuses on numerical input generation, 
which may be insufficient to fully test all the inputs of modern software applications and information systems.

The gathered publications were analyzed to identify the test scope, the main input generation methods, the covered 
data types and the utilized data sources. This information is summarized in Table 4. The keyword"All"refers to numerical, 
textual, byte, boolean, and composite data types.

Regarding the methods for input generation from a black-box testing perspective, since there is no knowledge regard-
ing the SUT, authors have found ways of constraining the input generation using other available data. For instance, 
Martin-Lopez et al. [152] decided to test a Representational State Transfer (REST) Application Programming Interface 
(API). Constrained input was produced via three different methods: (i) OpenAPI Specifications (OAS), which establishes 
the baseline information to interact with an API, and may include request examples, (ii) custom data generators which 
produce constrained input, and (iii) public knowledge bases. Similarly, in [154], the authors propose using the data col-
lected from a public API and mutate faulty input to produce test cases. Even though both approaches are capable of 
producing realistic test data, they rely on publicly available data, which might not be sufficient to cover the entirety of 
the SUT test paths.

Recent works have also considered the use of model-based approaches to solve the search problem by producing a 
model of the SUT capable of generating constrained input. For instance, Martin-Lopez [153] resorts to three different 
methods for testing web APIs: (i) search-based methods, (ii) mutating API JSON input and output, and (iii) computing 
metamorphic testing. The goal of the authors is to not diverge from the initial input data, preserving its quality by using 
artificial intelligence and generative algorithms to produce constrained test input. Walkinshaw et al. [155] propose a 
method that combines Learning-based Testing (LBT) and Query By Committee (QBC). QBC is used in this context to 
circumvent LBT’s dependence between model inference algorithm and the test-generation algorithm. This mechanism 

Table 4   Characteristics of constrained testing methods

Test
scope

Method Data
types

Data sources

Black-box Custom Data Generators [152] All OpenAPI specifications and knowledge
Metamorphic and Search-based Testing [153] All Input/Output data and API configuration
Custom Mutators [154] All Faulty real user input
Test By Committee [155] All Custom specifications
Reinforcement Learning [156] Numerical Random data
Input Distance [157] Numerical Navigational model

Grey-box Pairwise hybrid Artificial Bee Colony [158] Numerical Constraint specifications
Locally Spreading, Points Algorithm, and Adaptive Random 

Test [159]
Numerical Defect-free confidence interval

White-box Genetic Algorithm and Reinforcement Learning [160] Numerical Control flow graph
Genetic Algorithm [161–163] Numerical Random data
Particle Swarm Optimization [164] Numerical Control flow graph
D-Algorithm [166] Numerical Control flow graph and define-use chains
Multi-objective Optimization Algorithm [167] Numerical Random data
Coevolutionary Genetic Algorithm [165] Numerical Random data
Generative Adversarial Networks [46] Numerical Gcov file
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allows LBT to select inputs based on the combined uncertainty of the models, inferring a behavioural model of the SUT 
and selecting the test that it is least certain about.

Additionally, Kim et al. [156] reinterpreted this search problem as a reinforcement learning one. Despite achieving 
100% branch coverage during testing, for unforeseen arbitrary functions it only achieved 60.06% branch coverage. 
Moreover, the algorithm only considers numeric input which depending on the SUT may render this approach unpracti-
cal for software testing. These approaches are as good as the amount of knowledge one has of the SUT, but as modern 
software and digital systems grow in size and complexity, so do the domain constraints and the number of branches 
that should be included in the configurations.

M. Biagiola et al. [157] produce a navigational model of a web application by crawling it to discover possible test 
cases. The presented method’s first test is generated randomly and is added to a set of executed tests. The subsequent 
tests and concrete input vectors are selected depending on the distance between each candidate and the current set of 
executed test cases, where only the farthest case is computed. Their goal is to generate a set of test cases that diversify 
the coverage of the navigational graph. Even though they present a method that does not rely on exhaustive testing 
of the API that requires in-browser executions, they still rely on random input which dictates how long the system will 
take to find the next valuable input data to cover different test paths, since it is calculated by the distance formula. From 
a grey-box perspective, Alazzawi et al. [158] also tackle the same problem using a Pairwise hybrid Artificial Bee Colony 
algorithm, which takes random input and a configuration file with the constraints to find the most diversified test cases. 
However, depending on the manual configuration, the test cases can lack quality and diversity.

In a grey-box setting, Huang et al. [159] tackle the broad input space and constraint it by resorting to the combination 
of a Locally Spreading Points algorithm along with a code defect-free confidence interval. The algorithm receives multiple 
generated test cases and evolves them to improve the minimum distance between points, achieving a better spread set 
of test cases. The approach improves effectiveness when used as an add-on to Adaptive Random Testing (ART). However, 
the method requires manual labeling of the test cases, regarding the confidence interval.

Even though black-box and grey-box methods can be quite useful to test a system regardless of its characteristics, the 
findings show that most research works attempt to automate software testing from a white-box perspective interpret-
ing input generation as a search-based problem and resorting to metaheuristics to perform the search. As such many 
authors have also used GA to constraint the test cases generation [160–163]. Esnaashari et al. [160] use the GA to solve the 
search-based along with reinforcement learning as a local search step within the GA. Their work is capable of achieving 
results faster, but it does not produce better coverage than other methods. In particular, Avdenkoo et al. [161] and Zhu 
et al. [162] focus on improving the genetic operators. Zhu et al. improve: (i) selection by resorting to symbolic execution 
technique to select test cases with more useful heuristic information, (ii) crossover by analyzing the coverage of the 
combination of test cases, and (iii) mutation by enforcing the modification of values according to specific constraints.

On the other hand, Avdeenko et al. focused on improving the fitness function of the algorithm and were able to 
achieve 100% code coverage after multiple generations. Despite the quality of their work, Zhu et al. only consider the 
generation of numeric input in an extremely simple code sample. Avdeenko et al. do not provide much detail regard-
ing the generated input, but the tool was tested in a more complex code structure. Yao et al. [163] tackled the problem 
that is testing software with randomness and used GA along with a mathematical model capable of generating data 
according to a certain criterion, by observing the impact of random behavior on the software when given random input 
numbers and modifying them. In the white-box testing context, GAs are very popular. However, most approaches rely 
on generating random input and evolve it by testing iteratively the new input, using metrics such as the code coverage 
as fitness. Depending on the size of the software that is being tested, this approach may be just as unfeasible as the 
random approach.

Other authors have also approached the problem without necessarily resorting to the most traditional metaheuristic 
methods. For instance, Jaiswal et al. [164] decided to approach the problem using particle swarm optimization algorithm 
along with an improved fitness function that uses Control Flow Graph (CFG) to generate constrained input. This technique 
led to authors to achieve 100% code coverage in only two iterations. However, the method only considers numeric input 
and the code analysed lacks complexity. Therefore, further tests should be made to understand if this is indeed a viable 
solution for constrained input generation. Zhang et al. [166] propose a version of the D-algorithm for software capable 
of constraining the input generation process to directed local search. Their method requires a CFG of the code, as well 
as define-use chains, which represent where a variable is defined in the node and when it is used in the CFG.

Feng et al. [167] developed their own multi-objective optimization algorithm for path coverage-oriented test data 
generation. They start by randomly generating data and use it to discover the easy-to-cover paths. Then they perform 
mutations on the input data generated to discover the more complex paths. Dang et al. [165] attempt to automate and 
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reduce the search domain in the context of mutation testing, which is a fault-oriented software testing technique. Their 
work consists of a method for generating test data applying a dimensionality reduction on the search domain based on 
a mutant stubbornness. The authors approach this problem as an optimization one and decide to use a coevolutionary 
GA to perform the task of generating test data to kill mutants.

Guo et al. [46] took one step further and decided to use WGAN + Gradient Penalty (WGAN-GP) to produce constrained 
test data input. The authors focus on performing unit and integration testing. The WGAN-GP is trained on the execution 
path information to learn the behaviour of the SUT. The trained GAN is then capable of producing and selecting new test 
data to increase branch coverage. The GAN is trained with the execution path of test input using the Gcov tool. Gcov is 
a source code coverage analysis tool capable of counting the number of times each statement is a program is executed. 
The algorithm then produces new data that is used along with Gcov to generate execution path information, which is 
then fed into the GAN again. This way, the authors are capable of maximizing branch coverage. Compared to random 
testing, their work was capable of improving test coverage of 5 out of 7 functions in the unit testing.

Overall, the white-box testing approaches mostly resort to heuristics and perform iterative testing of the generated 
input against the SUT to check if the coverage increases. Exhaustive evaluation of all possibilities should be avoided, for 
it is very expensive when considering the complexity of modern systems. From a grey-box and black-box perspective, 
the approaches usually lack knowledge regarding the SUT and its constraints, which can lead to more time-consuming 
and resource-intensive testing. Automated testing tools could leverage adversarial methods like GANs capable of con-
straining the input more efficiently and reducing the search space. By testing specific parameter combinations tailored 
to the characteristics of each function, constrained adversarial data generation approaches could present significant 
improvements to these tools. Therefore, it is pertinent to perform further research and develop new methods and tools 
to improve the quality of the data utilized in automated software testing tools.

5 � Conclusions

This work reviewed the recent scientific advances of constrained data generation in a methodical manner. The state-of-
the-art methods for constrained data generation in the adversarial machine learning and automated software testing 
fields were analyzed, identifying research gaps and opportunities to transfer knowledge from adversarial attacks to 
enhance testing tools and improve the resilience and robustness of information systems.

Regarding the current testing tools, there are several challenges that hinder full automation. Recent works attempt 
to constraint the input that is generated by analyzing the SUT empirically or resorting to specifications, although most 
perform exhaustive search by mutating parameters in order to find different branches of the SUT that are yet to be tested, 
which is unpractical. This suggests it may be difficult to use adversarial learning for black-box and grey-box testing, which 
have more complex constraints that are not directly provided to the tool.

Since white-box testing is commonly performed during the development of a system to make it more secure, when 
developers have knowledge of the utilized APIs and architectures, this is the key aspect where constrained adversarial 
learning could be valuable. Even though most approaches were developed for general applications, they can potentially 
be adapted to generate high-quality data according to the constraints of the SUT. Adversarial examples could be used to 
further improve testing tools with different parameter combinations specifically crafted to deceive the tested functions 
and software components, reducing the time and the computational resources required to achieve a high test coverage 
in complex systems.

In the future, the use of adversarial machine learning methods and other artificial intelligence techniques to enhance 
software development and testing should be further explored. For instance, to perform white-box unit testing, natural 
language processing could be leveraged to analyze the code and extract its constraints to quickly adapt the adversarial 
attack methods for the relevant test cases and improve computer code coverage in a more efficient way. From a black-
box perspective, it may be harder to have a fully accurate code coverage analysis, but fuzzy logic could be combined 
with adversarial reinforcement learning as an API behaviour learning technique to generate faulty test input according 
to the characteristics of different APIs, providing more adaptive software testing tools.
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