
1 23

Progress in Artificial Intelligence
 
ISSN 2192-6352
 
Prog Artif Intell
DOI 10.1007/s13748-016-0085-1

The role of non-intrusive approaches in the
development of people-aware systems

Paulo Novais & Davide Carneiro



1 23

Your article is protected by copyright and

all rights are held exclusively by Springer-

Verlag Berlin Heidelberg. This e-offprint is

for personal use only and shall not be self-

archived in electronic repositories. If you wish

to self-archive your article, please use the

accepted manuscript version for posting on

your own website. You may further deposit

the accepted manuscript version in any

repository, provided it is only made publicly

available 12 months after official publication

or later and provided acknowledgement is

given to the original source of publication

and a link is inserted to the published article

on Springer's website. The link must be

accompanied by the following text: "The final

publication is available at link.springer.com”.



Prog Artif Intell
DOI 10.1007/s13748-016-0085-1

REGULAR PAPER

The role of non-intrusive approaches in the development
of people-aware systems

Paulo Novais1 · Davide Carneiro1

Received: 5 January 2016 / Accepted: 31 January 2016
© Springer-Verlag Berlin Heidelberg 2016

Abstract There is currently a significant interest in con-
sumer electronics in applications and devices that monitor
and improve the user’s well-being. This is one of the key
aspects in the development of ambient intelligence systems.
Nonetheless, existing approaches are generally based on
physiological sensors, which are intrusive and cannot be real-
istically used, especially in ambient intelligence in which the
transparency, pervasiveness and sensitivity are paramount.
We put forward a new approach to the problem in which user
behavioral cues are used as an input to assess inner state. This
innovative approach has been validated by research in the
last years and has characteristics that may enable the devel-
opment of true unobtrusive, pervasive and sensitive ambient
intelligent systems.

Keywords Ambient intelligence · Behavioral analysis ·
Human–computer interaction · Stress

1 Introduction

Alot has been said andwritten about the possibilities of ambi-
ent intelligence [7,8,15] since the introduction of the term,
back in 1998. At the time, it was viewed as a significant
change in consumer electronics, in which interesting fea-
tures were scattered and fragmented in independent devices,
towards a new reality in which these features would be read-
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ily available, in the form of services, regardless of device or
location.

The hype was such that, 2 years after the introduction
of the term, the Information Society Technologies Advisory
Group (ISTAG) put forward several scenarios that would be
reality 10 years after, in 2010 [17]. Knowing the current state
of research and of consumer electronics, it is clear that the
future envisioned in these scenarios is far from being reality.
At least, it is far from being reality for ‘ordinary people’, as
envisioned.

Four specific scenarios were described, of which the sec-
ond is closest to the topic of this paper. It describes ‘D-Me’
(Digital-Me) as an avatar of the user, which constantly mon-
itors the user’s behaviors, so as to build a complete and
up-to-date profile. This avatar, embodied in the clothes of
the user, can then take some decisions that resemble the ones
that would be (and were) taken by the user, in similar situa-
tions.

There is no need to dwell on the fact that nowadays, 5 years
past the envisioned 2010, most of these scenarios are nearly
as fictional as they were in 2001, despite some advances.
The reasons for this are numerous and, interestingly, often
increasewith each technological advance, i.e., the steps taken
to implement these scenarios often raise challenges of their
own.

Cook et al. [14] summarize the main characteristics of
AmI systems: sensitive, responsive, adaptive, transparent,
ubiquitous, and intelligent. Some of these characteristics
depend on technological evolution. For instance, ubiquitous
and transparent depend on advances in pervasive comput-
ing. Intelligent depends, mostly, on contributions of certain
fields of Artificial Intelligence. If the question is now on
what the sensitive characteristic depends, the logical answer
is that it depends on advances in sensors and sensor net-
works.
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To some extent, this answer is correct. However, if that
is the whole answer, we are clearly reducing the problem.
In fact, evolution in this aspect is not only dependent on
smaller, cheaper ormore reliable or connected sensors.More-
over, one should not only consider the so-called hard sensors
(traditional sensors, in the physical sense, made of specifi-
cally designed hardware). Evolution may also come from the
so-called soft sensors: virtual (software-based) sensors, espe-
cially useful in data fusion, where measurements of different
characteristics and dynamics are combined.

In fact, in a human-centered perspective, sensitive may
involve aspects as complex and diverse as our level of stress,
our level of fatigue, our state of arousal or our emotional state,
just to name a few.All this information is very important for a
proper AmI system, especially one that is sensitive, respon-
sive and adaptive. And, there are nowadays approaches to
acquire this information. These approaches, which we deem
as “traditional” are based on physiological sensors (e.g.,
electro-dermal activity, heart rate, respiratory rate, electroen-
cephalography) and are very accurate. They are, however, and
most of the times, impracticable.

In this paper, we argue that approaches based on physio-
logical sensors are one of the reasons holding back a truly
sensitive and adaptive AmI. Especially because they cannot
be realistically used to acquire the necessary information: no
users will walk around continuously connected to a number
of sensors so as to have an application that can monitor their
state during the day. We also argue that the answer to this
problem is a new approach based on behavioral analysis. It
is non-intrusive, fully integrates the main characteristics of
AmI and may constitute an important step for the develop-
ment of AmI systems. Other authors have also investigated
this approach, namely for emotion classification and intru-
sion detection [18,19,35].

The remaining of the paper is organized as follows. Sec-
tion 2 describes traditional approaches to the problem of
data acquisition from people, arguing that such methods
are not compatible with the AmI vision. Section 3 details
the proposed new view on the problem in a critical and
uncompromised way: it clearly addresses the criticism to this
approach, the opportunity it represents, its technological fea-
sibility and market acceptance. Finally, Sect. 4 summarizes
the main aspects addressed in the paper.

2 Traditional approaches

Traditionally, two main approaches can be followed to quan-
tify the effects of stress: (1) questionnaires or surveys, used
mostly by psychology and (2) physiological sensors. Each
of these has particular advantages and disadvantages when
considered to be used in the implementation of AmI sys-
tems.

Questionnaires, as other self-reporting mechanisms, are
seen as an inexpensive approach to collect vast amounts of
information. They do not represent a very significant effort
for the researcher,who also benefits from the easiness in com-
piling data, which results from a set of predefined answers
[1]. These instruments are eminently practical and can be
administered either by the researcher or by anyone else, pos-
sible remotely, without affecting validity or reliability. Given
that they are clearly impractical to be used in real settings of
AmI, asides from other disadvantages [30], they will not be
addressed further in this paper.

Alternatively, technological advances and medical res-
earch led to a highly precise approach to the problem, based
on a range of sensors that measure physiological or neurolog-
ical effects of processes such as stress, fatigue or emotions on
the humanbody. Skin conductivity, for instance,measures the
skin resistance to electric current, which varies according to
the level of perspiration. Given that sudoriparous glands are
controlled by the sympathetic nervous system, they unveil
mental states associated to psychological or physiological
arousal, which take place during peaks of stress. Skin tem-
perature, heart rate or respiratory rate are also well-known
indicators for the study of stress, emotions or fatigue [3,23].
Hearth rate variability, defined as the variation of the time
between heartbeats, has also been increasingly used to study
stress [6], showing that both are closely connected.

The steep growing of biofeedback tools is also noteworthy.
These tools combine feedback from multiple bodily func-
tions, using instruments that analyze indicators such as brain
waves, muscular response, skin conductivity, heart rate or
pain perception [34]. The study of brain waves is particularly
interesting since it provides clues about our inner state in a
very thorough way, allowing to compare, at the simultaneous
comparison of related phenomena. These tools can also be
used to improve certain aspects such as daily habits or behav-
iors, since they provide real-time feedback to the user [25].

Approaches based on physiological sensors are very pre-
cise and are used not only to evaluate the state of an individual
but also as a basis formedical treatments. Their use and valid-
ity are nowadays unquestionable. However, in the context of
this work, both approaches (physiological sensors and ques-
tionnaires) are analyzed considering their use in a real AmI
setting. In that sense, it becomes necessary to ascertain the
extent to which these approaches are suitable to be used in
these milieus. Our claim is that they cannot be realistically
used without negative side effects.

3 A new view on the problem

In the last years, an alternative approach has been emerg-
ing that may constitute not only a change in the paradigm
of data acquisition but also support the development of real
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AmI systems, in the sense that they can simultaneously be
sensitive and transparent. That is, AmI systems in which the
user is constantly being monitored but in a way that is com-
pletely non-intrusive and transparent. Ultimately, the user
forgets about the monitoring and notices only the environ-
ment’s contextualized actions.

This new view on the problem is based on behavioral
analysis [37]. Here, everything the user does (e.g., inter-
actions with devices, movement patterns, interactions with
other users) can be used as a potential input. Moreover, one
can consider not only what the user does but how the user
does it.

In fact, our behaviors are commonly associated with our
inner states. We look at someone who is restless, biting the
nails or fiddling and we instantly know that the person is
nervous or stressed.We look at someonewho ismoving slow,
whose eyes are half closed and who gets distracted easily
and we now that the person is tired. The fact is that, in an
interaction, our behaviors often give away more information
than the words we use. And we, as humans, have evolved to
collect this information to, even in an unconsciousway, better
understand the state of the other individual. This information
is actually paramount for the efficiency of the communication
process [16].

The challenge thus lies in developing ways to acquire this
information and use it as a way to perceive the user’s inner
state. As will be detailed in Sect. 4, many of our behaviors
can be used as input to classify our state. Namely, the way
we type in a keyboard, the way we move the mouse, the way
we hold or touch our smartphone, the way we talk or even the
way we sit. While one of these features may not be enough
to accurately describe the user’s state, their combined used
may constitute a reliable source of information.

The main advantage of this approach is, undoubtedly,
that it can be used continuously throughout the day, without
interfering with the users’ routines. It is transparent, non-
intrusive and pervasive. It allows for behavioral models to be
trained in short time frames that allow to know one’s frequent
behaviors when in neutral states as well as in specific states.
These models can be dependent on many variables (that can
also be acquired by the environment) including geographi-
cal, social or historic context. There is, however, criticism to
this approach, which is analyzed in the following section.

3.1 Criticism

The first natural criticism to this new behavioral approach
is that it is not as precise as physiological sensors. Indeed,
that is a fact that must be acknowledged. However, it is also
important to keep in mind that we advocate this approach in
contexts in which sensors cannot be realistically used by the
user without interfering with the routines. That is, we search
truly transparent approaches, in line with the fundamental

characteristics ofAmI. In this context, behavioral approaches
may well be the most suited ones.

Moreover, and in what concerns the reliability of these
approaches, our own previous work shows that it is possible
to use our touch patterns in a smartphone, our interaction
patterns with the computer or our movements in the chair to
classify processes such as mental fatigue or stress, in envi-
ronments such as workplaces or classrooms [10,28,29]. In
fact, some indicators are so reliable that they can be used even
for authentication purposes, in what is known as Behavioral
Biometrics—the use of behavioral traits of the individual for
identification and access control. An example application is
a computer that asks for a password if it detects that the user
is typing in a significantly different way than usual, which
may mean that there is a non-authorized user accessing the
computer [2].

We thus believe that a sufficient reliability of these
approaches can be guaranteed. Another perhaps more chal-
lenging issue, often disregarded by computer scientists,
concerns privacy, identity and security issues. Friedewald
et al. [20] make a thorough analysis of 70 AmI projects con-
cerning these issues. They conclude that in general, current
projects present a rather too sunny view of our technological
future, ignoring or postponing dealing with some pressing
issues. The authors also make an interesting reference to he
SWAMI project (Safeguards in a World of Ambient Intelli-
gence) which, against this trend, has constructed what they
deemed “dark” scenarios [38], to show how things can go
wrong in AmI and where safeguards are needed. Once again,
some of these safeguards had already been put forward by
[17], while others emerged more recently. As Rouvroy and
Brey separately put it, the challenge here is to preserve the
individual freedom to build one’s own personality without
excessive constrains and influences while have control over
the aspects of one’s identity that one projects on the world
[5,32].

Marzano, on a different view, looks at the cultural impli-
cations of an unregulated or indiscriminate growth of AmI,
making a parallel with the industrial revolution [26]. As later
was proved to be, more was not necessarily better at the time:
take for instance consequences such as the pollution. Right
now, smarter may also not be necessarily better. Indeed, we
may simply not want a smart juicer or a talking toaster. The
decisions we make now will shape us as a society in the
future, as the decisions in the industrial revolution resulted
in today’s society, for the better and the worse.

While an argument can be (and has been) made against
the first criticism, the other aspects mentioned are far more
complex. They involve more abstract notions such as ethics,
and are difficult to address, study and validate in laboratory
settings. Indeed, multidisciplinary efforts must be encour-
aged in order to address these questions with the possible
detail. However, at the end, it will always be the public that
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will decide whether or not this trade-off between providing
access to inner states and gaining truly AmI systems is worth
it. As detailed in Sect. 4, we believe it is.

3.2 The opportunity

There is a huge opportunity laying in the development of
methods for the acquisition of behavioral data. First of all,
there is the possibility of learning how we behave as individ-
uals and as a society in certain situations and in certain states.
Froma crowd-sourcing point of view, it could be used tomea-
sure the state of the society at different levels or granularity.
For example, it could be used to monitor in which parts of a
city people are more stressed (e.g., a specific neighborhood)
in order to improve it. It could also be used to track changes
in people’s states over long periods of time. Similar initia-
tives could be implemented at a personal level (e.g., personal
monitoring applications) or at an organizational level (e.g.,
tracking the fatigue of employees).

One good example of non-intrusively tracking informa-
tion about thousandsof users isCrowdSignals.io.1 CrowdSig-
nals.io will create the largest set of rich, longitudinal mobile
and sensor data recorded from smartphones and smart-
watches. The dataset will include geo-location, sensor, sys-
tem and network logs, user interactions, social connections,
and communications as well as user-provided ground truth
labels and survey feedback. The main goal of the project is
to enable researchers worldwide across a variety of fields to
collect the data they need to solve important societal prob-
lems.

Another similar approach combines social media, crowd-
sourcing and Artificial intelligence with the aim of identi-
fying and relieving disaster areas. Tweets, tagged images,
hashtags, and disaster victims reporting their experiences on
social media can all be added to a map of the disaster area
in order to determine where the area was most heavily hit,
allowing for a better management of resources. Once again,
users do not explicitly provide this information to a special-
purpose application. Instead, the information is mined from
existing platforms that the users would use anyways.

This knowledge, by itself, can be very important to under-
stand ourselves and each other. However, true opportunities
lay in what we can do with this information. In a few words,
the opportunity in these new approaches is, in our opinion,
the opportunity to implement true AmI systems, in the sense
that there are no visible sensors, no wires, no hardware, no
intrusion. True also in the sense that they cab be always on,
always monitoring, always acting accordingly.

1 The web site of CrowdSignals.io is available at http://crowdsignals.
io/ <accessed in December, 2015>.

4 Feasibility and acceptance

With regard to the feasibility of this new approach, and based
on a number of existing projects, we are convinced that it is
technologically feasible. Let us analyze some specific exam-
ples. In [27] the authors address the problem of people not
wanting to touch biometric scanners through the use of palm
movements as effective behavioral biometric modality. In
our own previous work, we have shown how the way we
touch the screen of a smartphone consistently changes with
stress [10,11], as well as our interaction with the computer,
namely in e-learning environments [31].We have also proved
that our level of mental fatigue alters, in a consistent way,
our interaction patterns with the keyboard and mouse of the
computer [28]. Finally, we have also shown that even more
abstract notions, such as personal conflict handling styles,
can be predicted from the observation of the behavior [9].

Other researchers have also looked at the problem of clas-
sifying the level of stress, taking as input the voice of the
users. Xie et al. [39] use speaker-independent prosodic fea-
tures and vowel quality features as terminals to classify each
vowel segment as stressed or unstressed. A similar approach
is followed by Zhao et al. [40]. Castillo et al. [12] use a
non-intrusive approach to classify user activities and, most
importantly, detect falls. In a related approach, Stucki et al.
[36] use wireless sensors distributed in every room of the
participant’s home to develop a non-intrusive system, which
does not use body-mounted sensors, video-based imaging,
and microphone recordings to monitor activities. Finally,
González et al. [22] present a noise-robust algorithm for seg-
mentation of breath events during continuous speech . The
built-in microphone of a smartphone is used to capture the
speech signal (voiced and breath frames) under conditions of
a relatively noisy background.

Manymore examples of non-intrusivemethods for acquir-
ing relevant information about the users could be mentioned.
The examples provided are, however, enough to support our
claim: it is nowadays possible to develop non-intrusivemeth-
ods for acquiring very different types of information about
the users. The important question that remains is: do users
want to use them?

The aspect that will define the evolution of AmI systems
towards this kind of methods is whether users will adhere to
themor not. That is, do users of consumer electronicswant an
application or system that continuously monitor their inter-
action patterns, their localization, their social connections
or the way they interact with the devices? We believe that
it all comes down to the other side of the trade-off, that is,
what do they get in return? It is our conviction that if these
systems provide, as return, high-value services for the users,
then users will allow the collection of this type of informa-
tion, provided that there is full transparency regarding the
collected data and the information compiled.
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Indeed, there are already many applications and devices
in the market that collect data and compile high-level infor-
mation about the state of the user, in exchange for services of
high-value. Some of these applications or systems may still
be based on intrusive techniques, which means that an evolu-
tion towards behavioral-based approaches may increase their
use even more, given that they will be more comfortable to
use.

Kailas et al. [24] provide a very good overview of this
still new trend and how users may benefit from it, especially
in terms of health-care and well-being. A quick search on
the most popular application markets also reveals that there
are developers dedicated to this, as well as interested users.
Taking as example Android’s Google play, general-purpose
and free applications can be easily found with names such as
“Stress Check”, “Stress Viewer” or “Stress Releaser”. Other
more specific applications that require special hardware can
also be found, such as “PIP Stress Tracker”, which uses an
electro-dermal activity sensor to track stress.

Another important group of applications also exists that is
centered on techniques to cope with stress or fatigue, such as
regular breathing exercises or social activities. An example
of such is Android’s “Destressify”.

Several research projects can also be pointed out in this
domain. Sanches et al. [33] look at changes in the speech pro-
duction process as one of many physiological changes that
happen during stress. They thus use microphones, embed-
ded in mobile phones and carried ubiquitously by people, to
continuously and non-invasively monitor stress in real-life
situations. Colunas et al. [13] use Android smartphones to
monitor, in real-time, the elements of a team. This approach,
however, requires the use of Vital Jacket (a jacked with
embedded sensors). On a purely behavioral approach, Bauer
and Lukowicz [4] describe how changes in the behavior of
the users of a smartphone can be detected to classify stress.
Finally, Gaggioli et al. [21] present a system that mixes phys-
iological sensors and behavioral analysis, in an hybrid and
accurate approach.

Firstly, it is clear that there is an interest from the research
community in behavior-based approaches. Secondly, users
of consumer electronics also have interest in this kind of
applications and, as far as it is possible to tell by the increasing
number of applications on the subject, consumers do not see a
problem in behavioral analysis for the purpose of increasing
well-being.

5 Conclusions

In this paper, we addressed the relatively low pace at which
ambient intelligence is evolving. We argued that one of the
reasons for this lies in the lack of suitable approaches for
acquiring contextual information regarding users, without

which no simultaneously sensitive, pervasive and transparent
AmI systems will ever be achieved.

We addressed how current approaches, based mostly on
physiological sensors, cannot realistically be used to collect
this kind of data, especially because they are highly intrusive,
require specific hardware to be used and may cause changes
in the users’ routines. Finally, we put forward an alternative
approach that is based on behavioral cues of the users. Instead
of using physiological signs, this new view on the problem
considers behavioral cues that have a relationship with our
inner state.

As described, this new approach considers new types of
information that can be acquired and compiled in a true
non-intrusive way. We also address some of the potential
problems, namely with regard to privacy. Nonetheless we
conclude that, as current trends show, users are willing to
pay the price in order to get applications and hardware that
may result in a significant improvement of their well-being.
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